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Who	am	i?	

• Organization:	LAC	
• Department:	Cyber	Counter	Threat	Team	
• Job	Title:	Security	Researcher	

CISSP	
yoshihiro.ishikawa[at]lac.co.jp	

Yoshihiro	Ishikawa	
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n  PowerShell	Empire	improperly	used	
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n  Conclusion	
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Purpose �
PowerSploit		

Tiny	SHell	

n  Recently,	there	are	so	many	APT	attacks	
fueled	by	the	usage	of	the	open	source	tools	
and	malware.	

n  Why?	
n  Actors	performing	attacks	using	open	source	tools	

are	becoming	more	easy	and	more	resourceful.	
n  Actors	are likely	anonymize	their	attacks.	
n  Actors	usually	modified	their	attack	code	and	

created	a	new	customized	malware	easily.	

Koadic	

QuasarRAT	

mimikatz	

Trochilus	Pupy	
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Purpose:	APT	groups	with	Open	Source	Tools�
n  APT10	(menuPass):	PowerSploit,	Koadic,	QuasarRAT,	Redleaves(Trochilus)	

n  Public,	Technology,	Energy	sectors,	etc	(USA,	Canada,	UK,	France,	South	Korea,	Japan,	etc)[1]	

n  Cloudy	Omega	(Blue	Termite):	mimikatz	
n  Some	companies,	no	specific	trends	(Japan)	

n  Tick	(BRONZE	BUTLER):	mimikatz	
n  Critical	Infrastructure	and	manufacture	(South	Korea	and	Japan)	

n  PassCV/BARIUM	(Winnti?)[2][3]:	Metasploit,	BeFF	
n  Game	makers	(USA,	China,	Russia,	South	Korea,	Taiwan	and	Japan)	

n  Unsure	Group	(APT10):	PowerShell	Empire	
n  Political	and	academic	sectors	(Japan)	

In	this	presentation,	I	will	introduce	PassCV	and	
Unsure	Group’s	TTPs	confirmed	in	Japan	in	2017	
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Open Source Malware Targeting MacOS�
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Open	source	malware	variant	using	Tiny	SHell�
n  Identification	(I	picked	only	one	case)	

n  Hash:	0161317c5f4fb3901df63c6e88f60933	
n  Type:	Mach-O	64-bit	Executable	
n  Lang:	C	
n  Characteristic:	

n  Developed	with	Xcode	on	MacOSX	Sierra(10.12)	
n  Tiny	SHell	original	source	code	was	used	
n  No	code	signing	

File	information	

Characteristic	String	
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What	about	Tiny	SHell�
Tiny	SHell	is	an	open	source	backdoor	
that	compiles	on	all	POSIX	variants[4][5]	

n  Functions	
n  Remote	Shell	Execution	
n  File	Upload	
n  File	Download	

n  C2	Communication	
n  Protocol:	TCP	
n  Port:	22	(default)	
n  Encryption:	AES	

n  Default	key	is	"never	say	never	
say	die"	
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Comparison	of	similarities �

to	call	AES	encryption	

Tiny	SHell	 Malicious	variant	using	Tiny	SHell	

We	can	confirm	that		
these	codes	are	ALMOST	identical.	

AES	Key	=	“free&2015”	

to	call	backdoor	functions	
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Functions	only	in	Tiny	SHell	variants �
1.	The	malware	configuration/setting	file	

Case	root	(Privilege	user)	

n  For	setting	information	used	by	malware,	it	was	saved	as	a	“.	cache”	file.	This	“.cache”	file	
is	read	from	different	PATH	according	to	authority.	

n  C2	information	written	in	the	".cache"	file	is	encrypted	and	malware	decrypts	the	string	
using	the	XOR	decoder	function	described	in	part	"2.	Decryption	function".	
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.cache	file	loading	function	

Case	root	(Privilege	user)	

Case	user	

C2	Domain	
Port	
Sleep	Time	

Forged	Process	

.cache	file	
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2.	Decryption	Function	
XOR	decrypt	the	contents	of	.cache	or	hard-coded	strings	in	malware.	

Our	Decrypting	Script	in	python		

Decrypted	String	

Functions	only	in	Tiny	SHell	variants �
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3.	Anti-analysis	function	and	malicious	environment	setup	
n  A	function	to	check	whether	“tcpdump”	is	running	on	the	computer.	
n  Shell	and	MySQL	command	without	history	enabled	setting.	

Functions	only	in	Tiny	SHell	variants �

12	



Copyright	©LAC	Co.,	Ltd.	All	Rights	Reserved.	

4.	Create	rootkit	and	be	called	from	it	

n  A	rootkit	(“rsakit”)	is	created	after	connected	to	C2	server	and	receiving	response.	
n  This	rootkit	is	also	using	an	open	source	tool	variant	of	rtkit	code.[6]	

n  Rootkit	functionality:	to	hide	own	process	or	arbitrary	process.	

rootkit	(rsakit)		

variant	Tiny	SHell	

Functions	only	in	Tiny	SHell	variants	in	Linux �
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Malware	connection	and	related	elements	
IP	address	associated	with	the	C2	server	
domain	of	malware	is	“61.78.62	[.]	21”	

This	IP	was	used	
“war[.]geekgalaxy[.]com”	

This	domain	related	“PassCV”[7]	

Next	attention	to	other	IP	address	
“106.184.5[.]252”[8]	

iisexit[at]gmail.com	
61.78.62.xxx	
106.184.5.xxx	

job[.]yoyakuweb[.]technology	
resume[.]immigrantlol[.]com	

Related	element	

14	



Copyright	©LAC	Co.,	Ltd.	All	Rights	Reserved.	

How	used	for	attacking	

job[.]yoyakuweb[.]technology	

User-Agent	
Check	

resume[.]immigrantlol[.]com	

info.zip	 Resume.app	

Beef	C2	

Case	Mac	

info.zip	 Info.doc	

Case	Windows	

appaffect[.]com	

Cobalt	Strike[10]	

vps2java[.]securitytactics[.]com	

Metasploit	
Framework[9]	

xxxx.zip	 Info.chm	/	Stefan_Info.doc……exe	

Other	C2	

Beginning	is	spear	phishing	e-mail	
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Case	Windows:	using	CVE-2017-0199	exploit	

CVE-2017-0199	
exploit	

decoy	file	of	the	resume	is	opened,	
and	malicious	script	download	

Base64	+	gzip	

Next	Payload	
download	

16	



Copyright	©LAC	Co.,	Ltd.	All	Rights	Reserved.	

This	code	is	using	exec-sc.ps1	of		
Don't	Kill	My	Cat	(DKMC)[11]	

(too	long,	redacted)	

Base64	

This	code	is	Metasploit	shellcode	

This	combination	used	attack		
Cobalt	Strike	called	"Beacon"	

Decoded	Script	

Case	Windows:	using	CVE-2017-0199	exploit	
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Case	Windows:	others	attacking	types�

Download	next	
downloader	

Case	chm	(in	2014)	

Case	exe	(in	2016)	

.chm	file	contain	in	malicious	script	

extract	 execute	

drop&	
execute	

Cobalt	Strike	Beacon	
Payload	execute		

decoy	file	is	opened	and	exe	file	execute		
18	
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Case	Mac:	using	malicious	jar	file �
Info.zip	 Info.plist	

JavaAppLauncher	

Application	Bundle	

Functions:	Read	and	execute	bundled	Resume.jar	
This	application	is	not	malicious.		
It	was	similar	to	AppBundler	code.[12]	

codesign	

19	



Copyright	©LAC	Co.,	Ltd.	All	Rights	Reserved.	

config	

decompile	

decoy	file	

Resume.jar	

read	config	(Flash.dat)	and	connect	to	C2	

save	and	display	decoy	file	

Case	Mac:	using	malicious	jar	file �
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Flash.dat	(config)	

C2	Domain	
Flag	

Port	
Sleep	Time	

This	file	content	encrypt		
10-bytes	XOR	key	

vps2java[.]securitytactics.com	

This	packet	is	using	
Meterpreter.	
It	seems	that	Metasploit	
Framework	was	running	on	the	
C2	server.	
	

Case	Mac:	using	malicious	jar	file �
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Attack	is	ongoing	? �

This	IP	is	PassCV	Infrastructures	

Is	new	spear	phishing	e-mail	attack	launching?	

“eggagent[.]info”	used	“106.184.5[.]252”	
	and	now	used	“139.162.95[.]39”	
It	might	be	new	attack	Infrastructure	

	(PassiveTotal)[13]	

(DomainTools)[14]	
22	
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PowerShell Empire improperly used�
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What	about	PowerShell	Empire �
PowerShell	Empire[15]	

Running		
PowerShell	Empire	

24	

PowerShell	Empire	is	a	post-exploitation	
framework	and	it	is	mainly	using	in	a	
penetration	test	and	Red	Team	Assessment.	
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PowerShell	Empire:	Infection	vector �
Specific	University	
Organization	

The	contents	of	the	Zip	file	are	
suspicious	LNK	files	and	RTF	files	

spear	phishing	e-mail	 access	to	URL	and	Zip	
File	Download	

Zip	file	

specified	account	
has	been	hackd	

[16]	25	
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LNK/RTF	file	detail	of	1st	payload�
LNK	

RTF	

Call	PowerShell	using	
Script	in	the	HTA	file	

This	communication	is	443/
TCP	but,	HTTP	is	used	
instead	of	HTTPS	

RTF	file	with		
CVE-2017-0199		
exploit	

LNK	file	will	execute		
MSHTA.exe	
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HTA	file	detail	of	2nd	payload	(case	of	LNK)�

This	code	is	
PowerShell	Empire	

Base64	

Response	data	(HTA	file)	

Display	Decoy	
Web	Pages	
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Persistence	methods	with	PowerShell	Empire �

This	string	Base64	decoded	
result	is	Empire	script	

Task	scheduler	

Please	check	
the	“debug”	
registry	value	

Task	Program		
to	lunch		
PowerShell	
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Malware	connection	and	related	elements	

Both	companies	provide	Web	
Hosting	service	

We	can	see	“HTTP/1.0”	and	
“Microsoft-IIS/7.5”	in	the	
HTTP	response	header	

This	combination	used	
Empire	C2	Server	
	(listeners/http.py).	
It	was	running	as	of	checked	
on	late	August	2017.	
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Prevention	method�
n  Plenty	of	initial	attack	vectors	are	Spear	Phishing	E-mail.	

n  Keep	up-to-date	with	latest	systems,	software	and	used	security	products	
n  Educate	employees	on	potential	security	threats	&	not	opening	unknown	email	

n  Have	a	special	care	for	recent	exploit	vectors(DDE,	XLL	Add-Ins,	etc)	
which	are	having	very	potential	usage	to	be	used	in	attack.	
n  Disabling	DDE,	XLL	Add-Ins	with	Microsoft	Office	settings	etc.	[17]		

n  PowerShell,	HTA,	CHM	are	often	used	in	this	series	or	similar	threats.	
n  Blocking	PowerShell,	HTA	and	CHM	with	AppLocker	or	SRP	etc[18][19]		

n  Repeatedly	use	similar	attack	methods	and	use	almost	same	
infrastructure.	
n  Utilize	Threat	Intelligence	tools	
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Conclusion �
n  Recent	APT	attacks	are	heavily	using	open	source	tool	
and	has	the	increasing	tendension	to	modify	the	
original	source	code,	so	that	they	can	correspond	to	
various	platforms.	

n  The	past	evidence	shows	us	that	the	attacks	are	
continuing	and	still	ongoing	too	now.	

n  For	the	information	sharing	with	OPSEC	on	a	global	
scale,	you	are	more	than	welcome	to	contact	us	!	
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Thank you. Any Questions ?	
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