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SECURITY CERTIFICATION
PROGRAM IN NTT GROUP



Diagram of NTT Affiliate Groups NTT ©)
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CISO and CISO Committee NTT (O)

@ Appointed CISO each group company and established the Group CISO
Committee in 2015.
¢ Promote security information sharing among group companies.
© Strengthen security operation and cybersecurity talent development.

®) NTT | Group CISO Committee
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Situation of Cybersecurity NTT (O)

A Few Years Ago ---
® In the world:

® Cyber threats became more sophisticated and diversification.

® Cyber attacks and data breaches became social issues.

® In Japan:
® Cyber talent shortage has been a serious problem.

® A Japanese government organization estimated in 2014 that
Japanese companies need an additional 80,000 information security
engineers.

® NTT Group:

® Several cyber attacks and data breaches...

-6 - Copyright©2017 Nippon Telegraph and Telephone Corporation



Increased demand for Security expert NTT (©)

& Develop 10,000 security experts by 2020.

Security experts
(domestic)

10000  __- @®Advanced @

) @Intermediate @
N @beginner
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& Original Security Certification Program started in 2015

[0 Why certification?

® Define Classes, Titles, Levels of security experts.

® Encourage engineers to get more motivated in security
field.

® Take the stats of security experts.

-

For security experts to be motivated and to be active
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Security expert Type/Level Map NTT (O)

Job Classification

Security : .
Security Security
m:;1na§le|;?neg|1t operations development
Secunty
Master Develop first-rate experts capable of delivering

Security the best performance in the industry
~ Principal
Level Intermediate | _ S€curity Reinforce the poql of specialists w.ho haye
JCEEHIIEIR g wealth of experience and exceptional judgment
Beemner Security Raise the level of workers who are able to carry
Expert out their work with the required knowledge
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Definitions of Each Class NTT (O)

® Security management consulting

® Security supervisor

® Auditor and Assessment

® Security operations
® Monitoring operator
® Operation supporter

® Security development
® Architect
® Engineer and researcher
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Level Qualification NTT ©

® Advanced:

® Approval examination formed by group CISO committee member,
current advanced members and university professors.

® Intermediate:
® Work experience
® Public/In-House qualifications
® Pass an exam using Cyber Range (operations)

® Beginner:
® Public/In-House qualifications
® Take a training by the online lecture system (Gacco)
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Public Qualifications

AR FEOZF)ILHID
EFIVFAIRIAL - AVHN e =V ang | ¥V B% - BN
tFaUFT 5 Bl - B B WAxE 7—¥572b L5 Z7-99-7¢

eruried Informadon ms essiona )2)

CCIE Secunity (Cisco)

GIAC (Global Information Assurance Certification) (SANS) H

CISM ] CIGA (ISACA) ,
ISMSEM! 7 B§779 Lead Au itor

5B
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* CISSP(Certified Information System Security Professional)
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Current Security experts

Security
Securiy

Principal

Security
Professional

(Beginner)

Certified
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Group Security Logo / License Card NTT (©)

@ Derive
NC eS Since owls do not miss any small ones, they are said to be
" di ds and ds of " i
guardian guards and guards of the forest'" from ancient
TS ve S times, expressing the image of security that they are
) always watching

® License Card

Advanced Intermediate Beginner
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Online Security Training NTT O

@ Produced by University Professors and Lab members.
@ Online training for non-security personnel.

@ Platform is provided by a NTT group company.

Learning style by Gacco Gacco security program overview

o \-) Course name Start date trainer
| B+ 1 U1 2015/July Institute of
Online QOutside , Free time &) AF3 Information Security
‘s Professors
10 minutes SmartPhone,
Video contents Tablet BEREXF1U5F—1 2015/0ctober
R
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Cvber Range Training

& Technical Hands-On Training

¥ Trainee can get a certification of intermediate level of security-operation

by passing an exam.

@Cyber Range tarining

Contents
e . Contents |

Web site compromise

Data breach

Spear Phishing

DDoS

Training and review

Exam Test

(e-learning) Day
1 : —°| Contents
- H | Exercises 5
= Hands on/Exam ;y
Virtual networ | Day
- 3
Servers
Day
- 4
Trainees
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Security Contest

® Communicate with each participants.

@ Panel discussion and support by Advanced members.

® NTT Group tournament for intermediate & beginner level experts.

Overview of contest

<Attack> Q esltion SV
Capture the Flag
A sj'er/
W, Grading SV
/ g
/ Oﬁe# SV
X
<Defense>
participants Revise vulnerable code
Solve many
questions with
colleagues

Atmosphere of
the venue
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Keys to Successful

OO How to define specific security tasks and skill sets
® Very complicated real tasks, required skills
® Original definition of security experts ourselves
OO How to expand this program to many group companies
® Many group companies (departments) and several business

conditions
Goal

Improvement of the environment and be active with

motivation for security experts through Security
Certification Program.
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Further activities NTT (©)

® Shifting aim to raise the beginner level engineers up to the
intermediate level.

® Broadening this NTT Group’s qualification method to
overseas subsidiaries.
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NTTH (BHREERS:B5>Y) |

NTT ®©

NTT COM CYBER RANGE
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® Cyber Range
® Virtual and/or physical environment
® Cyber warfare training and testing

FEBRUARY 01,2017

Guardtime Awarded Contract for
Next-Generation NATO Cyber Range

1K S

@> o

TAME Range '_ ", g{,bse t Zﬁ.s:

Powered by meI'lt

2 paloalto
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Motivation of own development in 2014 NTT ©

® Flexibility ® Principle

® Architecture ® Avoid vendor specific feature
® Topology ® Target people
® Virtual and/or Physical ® From beginners to professionals
® Privilege ® Various job categories as ISP,
® Threat changes MSSP, and CSIRT.

® Reusable experience ® Pre-sales engineers
® Incident ® Network operators

® System developers
® Analyst

The farthest way about
Is the nearest way home.
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People surrounding our cyber range NTT (©)

Developer Scehario
developer

Trainer

COTS Tester

Testing Training

Infrastructure Trainee
engineer
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Testing example NTT (©)

;) ® Developer
Developer ® Threat hunting tool
® Controller
,.3??5 ® COTS Tester
> ® Sandbox
COTS Tester ® EDR
5 ; ® Infrastructure engineer
R =
®
Infrastructure OpenStack

® vSphere

engineer
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® Basic course

® Crypto

® Authentication Scenario
developer

® Packet analysis/crafting
® Web vulnerability

® Reverse engineering

® Exploit
® Advanced course

Trainer

® Web site compromise
® Multiple types of DDoS Training _\; 6
® Spear Phishing
® Data breach

Trainee
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. 2) Read material
4) Connect remotely . T) Answer to challenge
Traine
6) Hands-on 3) VM Power on/off
: :o 5 :
. = &
a8
Desktop VM Portal DNS, etc.
ESXi ES2 |/ vCenter
Servel »erverZ A
Storage
5) Run scenario - 1 / / 1) Deploy VMs (.ps)
(.sh, .py, etc.) = Traineﬁ'

- Monitor progress
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DEMO
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Scenario development NTT (O)
e e Incident detail
Interview / Survey ® Problems / Struggles

Requirement definition ® Skills you can earn

® Host and Network
® Attack and Defense
® Legitimate action

i ® Common or individual
Implementation ® Test

® Reading material & challenges

Rehearsal ® Walk-through

® Master images creation
Deplovment 8
® Copy and change setting
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Web site compromise NTT O

® Section 1
® Vulnerability (Struts2) and incident cases
® Setup

® Install and configure apache, tomcat, and struts with sample
application on Web App2

® Install and configure mod_proxy on Load Balancer
® Customize logging

Pseudo Internet

Understand the environment.
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Web site compromise NTT O

® Section 2
® Detect attacks
® Investigate incidents

® Attack sources
® Uploaded file
® Webshell

® etc. Attack

Legitimate

seudo Internet

Analyze logs and files w/o overlooking.
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Web site compromise NTT O

® Section 3
® Try PoC
® Utilize attack tool
® Verify logs, files and packets

i
B Struts2 S52-0165357exp ——-VER007—-etcat =50

URLIA fittp// 10.200.020/strut fperson/list- ti

PRSEER metiTaS | HTH | ol | EERR |

root:x0:0root:/root:/bin/bash daemonx1:1:daemon:/usr/shin./bin/sh
binx2:2:hin:/bin:/bin/sh sysx3:3:sys:/dev:/bin/sh sync:x4:65534:sync:/bin:/bin/sync
games:x360:games:/usr/games:/hin/sh man:x6:12:man:/var/cache/man:/bin/sh
lp:x7:7:Ip:/var/spool/lpd:/bin/sh mailx8:8:mail./var/mail:/bin/sh

newsx3 3 news:/var/spool/news:/bin/sh uucp:10:10:uucp:/var/spool/uucp/bin/sh
proxyx:13:13:proxy:/bin:/bin/sh waw-datax3333 www—data:/var/waw./bin/sh
backup:x34:34:backup:/var/backups:/bin/sh list:x38:38:Mailing List
Manager/var/list/bin/sh ircx39:3%:ircd /var/run/ircd:/bin/sh gnatsx41:41:Gnats Bug—
Reporting System (admin):/var/lib/gnats:/bin/sh

nohody:x65534:65534:nohody:/ nonexistent:/hin/sh libuuid:x100:101 :/var/lib/libuuid:/hin/sh
syslogx101:103:/home/syslog//bin/false messagebusx102:103:/var/run/dbus:/bin/false
whoopsiex103:106:/nonexistent:/bin/false
landscapex104:109:/var/lib/landscape:/hin/false

sshdx105:65534:/var/run/sshd:/ usr/shin/nologin

ubuntux1000:1000:ubuntu,,,./ home/ubuntu:/hin/bash
handlerx1001:1001:,,./home/handler:/hin/bash
tomcat?x106:114:/usr/share/tomcat?:/hin/false

Know your enemy.
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Web site compromise NTT O

® Section 4

® Apply interim measure

® mod rewrite, mod_security, and Servlet filter
® Test
® Identify limitations
® Apply permanent measure

® Fixed version

Pseudo Internet

Defend by better choice.

- 32 - Copyright©2017 Nippon Telegraph and Telephone Corporation



NTT ©)

® Curriculum ® Size
® Day1-3 ® 8 - 10 trainees from
® Advanced (4 scenarios) multiple companies / a term
® Day 4 — ' ™
® Review

® exam. (modified 4
scenario)

® Style
® Lecture and hands-on
® Individual

® Kit
® Laptop and display
® Wifi

® Internet connection
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Security Bootcamp for NTT Group NTT (O)

® Curriculum ® Size
® 15 month ® 4 - 8 trainees from multiple
® Basic companies / a term
® 2" month - - v
® Advanced (4 scenarios)
® Style

® Sclf-learning
® Individual
® Biweekly review meeting
® Wrap-up meeting w/
trainee’s boss

® Kit -
® Laptop and display Wrap-up meeting
® Wifi
® Internet connection
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enPiT Security “SecCap” NTT O

® Curriculum
® Advanced (2 scenarios)
® Short version

® Style
® Lecture and hands-on
® 3 — 4 students / group
® Tutor / group

® Kit
® Laptop
® 1 display / group
® Wifi

® Internet connection

® Size

® 20 - 30 students from multiple
universities / a term

— \

enPIT Security

£
” |
-
—

lvi/ Q

https://www.seccap.jp/gs/index.html

.,
» -~

\.,\
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Lessons learned NTT ©)

® Keep away from regular work.

® Make trainees compete with each other.
® Deal with actual incident to enhance reality of scenario.
® Practice makes perfect.

® Essential things to learn are immutable even in exercises
targeting old vulnerabilities.

® Briefing and debriefing are crucial.
® Avoid misunderstanding the situation and the role.
® Feedback to each other leads to the next action.

® (Clarity what level of talent you want to raise.
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