§ 58

—Fa

YA
\L

I .
/E

At

N

_.i .
1%

A\l/
V7
-

—_pa > .

8]

N

A

A\l/
V7
-

— K0 ]

A4k

o




r -—P—r—- o YN/ —J - H—rh
j( ;’E 7 = {51 jj—EE AH—'Z—-
jjl:[ 7F ._.Lﬁ XZZ G)F = =4 “HLETEE :é_‘.

UNIVERSITY OF CALIFORNIA
BERKELEY

Lﬂlﬁﬁtﬁtﬁ HeAIAT AE‘JJEE-??H‘]@ ar=-F
ERY CORMNER I

REAT WALL WE CAMN REACH N THE WORLD




malll}

S E B EMT (1987) :

“Across the Great Wall we can reach every
corner in the world”

https://bit.ly/2NsTe2Q
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ACROSS THE GREAT WALL WE CAMN REACH EVERY CORMER IN THE WORLD
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Censorship Technologies

*|P Blocking

* DNS Poisoning

* Keywords Filtering (TCP Reset)
* URL Filtering (HTTP Proxy, IR)
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* Application protocol parsing (“deep packet
inspection”)

* Participation in a circumvention system as a client
e Scanning to discover proxies

* Throttling connections

* Temporary total shutdowns
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Measurement

 |P Blacklist
 DNS Blacklist
* Keyword, URL blacklist




IP Blocking

GREAT FIREWALL OF CHINA

DNS Hijacking Anti-VPN

. Machine Learning Great
Finaring Active Cannon

Filtering Probing

2003 2004 2005 2006

Tor
BN R m Gt e

Protocols

CIRCUMVENTION TOOLS
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BLOCKED DOMAINS ~ BLOCKED KEYWORDS CRCUMVENTION TOOLS

HIKING GEW , "= " »%

ME  ABOUT  BLOCKED DOMAING - BLOCKED KEYWORDS  CIRCUMVENTION TOOLS  GFW FAQ

Sorted by Alexa
—Previcus 1234567388

Asc  Desc

Sorted by 3 g blockes sites 1 - 30 of 1382 in total
Alphabet [ Q | Google Wikipedia Ragat

Asc Desc 1 100 L
—Previous 123456789 ... 102 103 Naxt — Displeying bicchkad keyworda 1 - 30 of 3086 in tois
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The map below shows where 1616 blocked domains are hosted in the world based on the geolocation information extracted from their IP addresses.
These blocked domains are among world's top one millilon domain names, ranked by Alexa.com.

Three different methods have been detected to be used by Chinese govermment to censor the domains. They include 1) DNS pollution, 2) HTTP request
reset, 3) IP blackiist. HTTP request reset Is the most common way to censor a domain. The GREEN dots on the map shows domains blocked by HTTP
request rest. When the censorship bureau gets serious, combinations of methods are applied to make sure Chinese citizens can never access a domain
in normal ways. The ORANGE dots on the maps shows domains blocked by combinations of HTTP resat, plus DNS poliution. The shows
domains blocked by combinations of HTTP reset, DNS poliution and |P blacklist.

How to interact with the map:
The map Is ZOOMABLE!!l Hovering the mouse over a dot to view Its detalls.

# of Blocked Domains by
Category

among all blocked domains




Free expression and media freedom

Political transformation and opposition parties
Political reform, legal reform, and governance
Militants, extremists, and separatists

Human rights

Foreign relations and military

Minority rights and ethnic content

Women's rights

Environmental issues

Economic development

Sensitive or controversial history, arts, and literature
Hate speech

Sex education and family planning

Public health

Gay/lesbian content

Pornography

Provocative attire

Dating

Gambling

Gaming

Alcohol and drugs

Minority faiths

Religious conversion, commentary, and criticism
Anonymizers and circumvention

Hacking

Blogging domains and blogging services
Web hosting sites and portals

Voice over Internet Protocol (VOIP)

Free e-mall

Search engines

Translation

Multimedia sharing

P2P

Groups and social networking
Commercial sites



dns_bl: Domain Name polluted

* Input : a list of Domain Names
* Alexa.com Top

e COM, NET, ORG, INFO
 Test methods

* Clustering:
* pictwitter.com, twitter.computer.com => twitter.com
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ip_bl: [P addressed blocked?

* Input: domain names or IP addresses
e OQutput: IP reachable or not

* Get the real IP address in China
* dig +tcp -f blacklist_domain

* HTTP connect

* wget, curl,

* Socket




rst_bl: Keywords by TCP Reset

*|Input: Keyword(Chinese, English)
* Qutput:




est Tools & Website

e domain_test

* ip_test

* keyword_test

e article test

* A Web form accept users’ input

* Monitoring Services, also for ourselves
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GFW ELAREIZE sy (1) 1P Ef5H
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“ElfE"  © Censorship Circumvention

* Destination (domain, ip) blocking - bypass: proxy
outside

 Communication inspection - bypass: encrypted tunnel
* Most bypass solutions combine two methods

* Encrypted traffic, route to one or more proxies
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* Detect and block proxy servers used for circumvention
via analyzing Internet traffic

* Technologies to recognize encrypted protocols
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LA TOR Fsfi (1

 Tor started as an anonymous communication tool in 2002 and was
used for circumvention by many Chinese Internet users.

* Tor used a centralized directory server which maintains a list of proxy
nodes.

 GFW blocked all the IP address of the directory server by 2009
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LATOR %1 (2)

e 2010: TOR’s "hidden “bridge” nodes that are not listed in the
directory server

e 2011: GFW learned the way to block hidden private bridge nodes In
2011.

e 2012: Tor launched obfsproxy, a tool that can transform the Tor
traffic into innocent looking traffic so that the GFW cannot
differentiate the use of Tor from other Internet activities

* 2013: GFW finds a way to defeat obfsproxy
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“BAARTE \
. . DNS
Domain Fronting

AN

TLS
A? allowed example  ¢1. allowed.example /

/ HTTP
POST / HTTP/1.1

Client——o0
Host: forbidden.example




HTTP
TLS POST / HTTP/1.1
SHI: allowed.example Frontend Host: forbidden.example
B - ' ) server ¥-Session-ID: 123456, ..
(gateway to many data. ..

POST / HTTPA1.1
Host: forbidden.example domains including
X-Session-I0: 123456, .. allowed. EIEI.IHFI].E and

forbidden.example)

™

HTTP

data. ..

“T 2 FE Domain Fronting” F7 1l
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Recommended Circumvention Tools




ShadowSocks

U EET B AR - FREATAETN L3R T SR atdEE — T EmEE
ACROSS THE GRY EWVE RN

EAT WALL WE CAM REACH RY ER IN THE WORLD




e

o

2N

I

Y

-

-

o
o

A\ WA

) g
/H

NN
N

L

)
.

-
——
/(

K




LR gEsk I e NS B ESE/ N




)\

IR R EMNE R {EE R T 20184

F4 G o BIFEE - g 0 FEE - YA ZE FA(T ¢ R

https://bit.ly/2LoATGR

BEEE [ bR - RN AT LB Gk i 5 A i — ’i“ﬁ?ﬁ

ACROSS THE GREAT WALL WE CAMN REACH EVERY CORMNER IN TH
[




Lﬂlﬂ‘i_ﬁ»fﬁtﬁ FEANNAT L= Gk 5 SR A i — - A

SSSSSSSSSSSS WALL WE CAMN REACH EVERY CORNER IM THE WORLD




o3
. S o
KM'S{Q tisﬁa 5 R
5 ) \g“.zg EE%
P 4 Y GE L E
e AR S e Q’Q’;ﬁ&lg s
R R TR SRS

%
5

CNSERTICC e

5] 3 BB [ Rz & AR ol

J
Ee03

g, EIMEZ TS

e
|

11000000

S I Sk

e

joEm

R EEE A dRO BT AR - FEANTATN LS Gkt SR A iR — T R

ACROSS THE GREAT WALL WE CAMN REACH EVERY CORMER IN THE WORLD




B EURF T VPN HZE /]

€€ - . —] -
o 24X RE"

* BHPABIPIA R 73 VPN RS
- THESNEIVPN




A fZ ] China’s Great Cannon

2015.3
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GREAT FIREWALL
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anned content?
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Global Internet

Target Traffic
REROUTED Chinese Net

Yes:
INJECT ]S

ATTACK
[ Attack criteria ]
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Traffic and disruptions to Google Overview

START £ 2014]

Product traffic

2012 - 2018

Jan 01,2015 Jan 07,2017

PRODUCT REGION
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