Exploring Security
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e knows a little about:
e Web

e Security
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* How to turn off the lights without getting out of bed?

 https://lifehacks.stackexchange.com/questions/7696/
how-to-turn-off-the-lights-without-getting-out-of-bed
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embedded device / iot

e embedded

e computer system, dedicated function within a mechanical /
electrical system

* watch / mp3 player / traffic light / vehicles etc
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type of communication

device

rs232
cclink

bluetooth
lora
Zigbee ethernet

302.11 etc




simplified

communication




1Ot

bluetooth/lora/etc

* border is blurry between iot/embedded these days




embedded problems




empbedded problem

» |ots of facilities and equipments




SCADA

e supervisory control & data acquisition
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attack on SCADA

o water purification plant

e |leaking raw sewage to local waterway

e power grid




enough accidents with hacked SCADA
- whatabout loT?




what It 1t IS

e a scooter battery charger?
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what It

e ...we hit the scooter Iitselt? (or hit a car?)

* car: obd2 dongle?

* Fast and Vulnerable: A Story of Telematic




what If It IS

e . ..atoaster?




what If It IS

..a stove knob? :)
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conclusion:

any device has its hazards, but we need to think
~ about mitigation and it's necessities




conclusion:

any device has its hazards, but we need to think
~ about mitigation and it's necessities
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network attack - patterns

* Interception

* unauthorized party gained access to an

OQQQA




network attack - patterns

e modification

 unauthorized access + data tampering




network attack - patterns

* Injection




defend against network
attacks

e common weaknesses with embedded /
loT

* NO native encryption support




current solution

¢ SSL/TLS




oroblems with o]

e consider that you just got a

e air purifier




oroblems with o]
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oroplems with o

e needs to be connected to network

YN A(C T “‘s‘*_




oroblems with o]

1. device turns on AP mode

2. connect to this AP




why unencrypted?

* how to share this pre-shared key?

. * |DOCSIS 3.0
® predeflned VVNireEss!ogogoeoteRwoy u

CG3000Dv2

* keyboard

Wi Network Name (SSID)




network attack “entry”




device

bluetooth / zigbee / wifi 1

gateway

!

INnternet

!

tcp / udp

tcp / udp

server



device

bluetooth / zigbee / witi 1

tcp / udp 1

iNnternet BT
A
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server




attacking transmission

device

* |Nnterception 1

e modification 1

i

e |njection

server



attacking transmission




attacking transmittion -
problems

s

e tCp sequence 1
(forging)

e Nitps 1

. bluetooth. zigbee etc

1

* >=4.2: secure
connection




attacking transmittion

device

!

* rouge AP / evil twin

e |an tap 1

1

e packet injection

server



attacking transmission

device

e certificate pinning 1
. BGP /DNS Internet

i

* Nhttp/https

server



attacking device

* Implementation error

device

1

* shitlogic

ﬂGATTack.io

e nsufficient auth

1

1

server

OUTSMART THE THINGS

e protocol vulnerability



attacking gateway

e some interesting 1

service leading to

escalation 1

+ weak password /

known CVE 1

server



attacking server

e denial of service

device

e ynauthorized use of 1

device

1

* shit logic

1

» exploits / known CVE/

SQL injection / etc

* information leakage

e insufficient auth




- real world example




real world example

POST
Host:
Content-Type: application/json
Connection: close

Accept: /=

User-Agent:

Content-Length: 124
Accept-Language: en-us

X ept~-Enceoding: gzip

{"credential™:"{\"authtype\":\"

HTTP/1.

01\"

plaintext credentials over http

’

\

\"username\":\

'm | Params

fgmail.com\™

) o

Headers

, laccessid":’

Hex

', "password”:"



real world example

e GET /devices/?userid=xxx

HTTP/1.1 200 OK

[ {"deviceid" "devicename":
"SNO":

’
icecwner":’ igmail.com” } ]




real world example

e Devices can be shared between users on this
particular service

* Able to {edit,view,set} {owner,guest} of a
device regardless of ownership
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device study




device study

* app

e certificate pinning - can be circumvented




device study

e some difficulties...

* | have a rt3070-based wifi dongle

e Used wireshark to decrypt wpa2 packets




device study

* manual says device has two pairing modes

e bluetooth

o wifi AP




device study

* vV U NO encryption :(
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device study

e what it looks like when a command (e.g. power on) is
Issued

e phone -> Publish Message -> remote A

* remote B -> Publish Message -> plug

e [ - & BN st




witf Is this”?

N | TR u..
c.2... S mart/mb
in/02200 490dc4f?2

No.: 8 - Time: 1.290315644 - Source: 34.208.126.38 - Destination: 10.0.0.9 - Protocol: MQTT - Length: 276 - Inft




device study

e SO much security involved in this $10 plug
e cert pinning In app

~* web framework built-in, not that diffic




tuya
* “TaaS” (loT as a Service)

« MCU + Cloud Support

* device maker buys MCU from tuya
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Appkey Appkey
A Data =
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TUYA API  MQTT Broker
o
( TUYA Cloud )

HTTP/HTTPS MOTT

Lt =3
FHBEERE. FHARER JRIEEETES. RMeEiSEdE

( Get configuration, Get upgrade info ) hav) ( Sub device command, Pub device status )
52

( Device )

* note: | am not assoclated with tuna







pack to the payload

e tuya supports HTTP/HTTPS and MQTT




2018-05-25 01:29:27 POST https://52.89.155.66/api.json?appVersion=2.9.11&appRnVersion=2.91&s
75t5¢c9d61309a371cddf19f13..
« 200 OK application/json 2.02k 427ms

Request ~ Response Detail
"v': "1.0"
}i
{
"a": "tuya.m.device.my.list",
"result": [
{

"activeTime": 1527175972,
"devIid": "02200490dc4f22161bdo",
"dpMaxTime": 1527181365357,
"dps": {
"1": false,
"2": ©
},
"iconUrl": "https://images.tuyaus.com/smart/icon/1496461963 0. ]jpeg",
"ip": "111.255.25.196",
"isShare": false,

localkey": "69e85a5b8b16a850" <— |Oca|Key

’

"moduleMap”: {




localkey

IS there an another way to steat obtain
this localKey?
(without pwning tuya server)




obtaining localKey

* device sends devID and a password as MQTT
username/password




obtaining localKey - pairing
orocess, detailed

 phone sends udp broadcast for your ssid/key and
‘token®

* device then make requests with this ‘token in 111

 POST /gw.json?a=s.gw.token.get

o Y | A e " -




what’s next”

e use tuya SDK?

e has authorization (per user)




oytuya

python-tuya

build passing

Python 2.7 and Python 3.6.1 interface to ESP8266MOD WiFi smart devices from Shenzhen Xenon. If you are using the
Jinvoo Smart App, this allows local control over the LAN. NOTE requires the devices to have already been activated by

Jinvoo Smart App (or similar).

(or forge your own packet)



payload_dict = { buffer = hex2bin( payload_dict[self.dev_type][ 'prefix'] +
"device": { payload_dict[self.dev_type][command][ 'hexByte"']
"status": { ‘000000 " +

"hexByte": "@a", postfix payload hex len ) + postfix payload
"command": {"gwId": "", "devId": ""}

}s

"set": {
"hexByte": "@7",

llcommandﬂ: {"deVId": llllJ lluidll: llll, lltll: llll}

¥

"prefix": "0000552200000000000000", # Next byt
"suffix": "00000000000Raass5"

e this looks like serial

e serial-over-wifi?!




Frame

header
Version

Command

word

Data length

Data

Checksum

Description

Oxbbhaa

O0x0000
FcNone

Sum by byte from frame header, and the results to be

divided by 256 for the remainder




some commands...

e heartbeat

 normal commands (e.g. get state, set state)

e get product info




some Interesting
commands...

heartbeat
normal commands (e.g. get state, set state)
get product info
get wifi state

reset -> overtake

start updating -> brick



conclusion

capture




we shall have a live demo of what we can do
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conclusion: what can | do
better

* when in doubt (and hungry), go for food

- don’t waste too much time on equipment




dIsScussion

e afriend give me one of
these....

e https://
garrettmiller.github.io/
meross-mssi110-vuln/

e telnet, firmware .bin,
etc



https://garrettmiller.github.io/meross-mss110-vuln/
https://garrettmiller.github.io/meross-mss110-vuln/
https://garrettmiller.github.io/meross-mss110-vuln/

even car cams have wifl?
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Join Other Network...
Create Network...
Open Network Preferences...




any questions”?
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