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o EMRE. FEER
o HIEHE
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AR IEEMRARA

o EMTEMEE (Data integrity)
o EBHMATEZEM (Non-repudiation)
o HEEE (Hash)
o &L
o [EE T (Steganography)
O



# RS

IN% Encrypt: 5 BAXEAEIFREFERAE X, ZEFEANE
% Decrypt: 5 E XK BEEEFEMMAX, ZIEFEARE
BAX Plaintext: IIZ5 AIAIEA A

E".."XC Cipertext: INZZ AL

JEEE Algorithm: fRR A B RERIFEF

RS EE L MEFIEEMEEER (NN, 25, 5. WEEE
£/ BB Key: INAEZ AT {E FHRYT S8 RL |
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W 72 & kR Al (Kerckhoffs's principle)

o BFEEEELATERR RESBIAERE EXUELEW

e Claude Shannon: "the enemy knows the system"

e Bruce Schneier: {E{A] LARE 5% 51 1E A& BH & (Security through obscurity) FI{R %
RIFDLAG KK

e Kerckhoffs's principle I~ 2 B HEBE Z# L BN, MEEEKRENFEARTD
rEHEEReH
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S FEZ & (Caesar cipher)

o HEREBIREFEEHRZAMELMMAIBEE Orz
o 7][15.44? BERR el FEEARBE n i, ARk n FAHER
o RE Fh. . MMEIZK..
gz (LR £ R = 5L & 151) fas
AIB|C|D|E|F AIB|C|D|E|F
AIB|C|D|E|F A|IB|C|D|E|F
By Cepheus . . By Matt_Crypto
http://en.wikipedia.org/wiki/File:Caesar3.png (Public domain)

https://commons.wikimedia.org/wiki/File:Caesar3.svg (Public domain)



S EZHE (Caesar cipher)

% (RE R =) :hitcon -> efgzlk
22 (RG R =) :efqzlk -> hitcon

o IWNE .-RNMAFE, ht 26 FEAJEE
o EBMUEEFMERAFERBE=EFZERMEMN
o M@, fhEMAKXS FET




E—-FxBREH

o MIEEB—ZEFH—H R, BLEHRE
o AR (EH):

a->h

b->e

c->(

d->k

e J/IN%:dcba -> kgeh
e fZ%:kgeh ->dcba

o HEMA—EEMAR—EFE (g HEZEH)




E—-FxBREH

W EE - A2 HT (Frequency analysis)

B HIRMNFER ot a,0,i
=B HIRES the, to, of, and

B &1t %347 : https://quipgiup.com/

0.14

0.12 H

0.1 4

abcdefghijkImnopgrstuvwxyz

By Nandhp (Public domain)
https://commons.wikimedia.org/wiki/File:English_|
etter_frequency_(alphabetic).svg
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EEE

=R E% (Kasiski examination)

77 §%@: ABCDAB CD ABCDA BCD ABCDABCDABCD
BAX :CRYPTO IS SHORT FOR CRYPTOGRAPHY

ZZ3:CSASTP KV SIQUT GQU CSASTPIUAQIB

- /
hd

A2 16 i => Zi§ 2 16 HEH




Index of coincidence

o EMARXN—EARRNEXH, BEHINMRFE, HRHKES 0.068
o EMREIHRBASIEREHZRMERINE RS H KRB RHIE X
C --- key=B ---> D
o LIEHRMBAENEX HFSEHEMNHEEREREE 0.068
QPWKALVRXCQZIKGRBPFAEOMFL. ..



Index of coincidence

SRZ IR n T(n=1,2,3..) TS EE—1THFETHITXE

QPWKALVRXCQZIKGRBPFAEOMFL... => |l QPWKALVRXCQZIKGRBPFAEOMFL... =>
QP
WK
AL
VR

XC

F— TR S X B2 ARE RN



Index of coincidence

C Size Delta-bar I.C.
E n; (nz — 1) 1 112
=1 2 1.19
IC — 3 1.05
N(N—-1)/c |
4 1.17
N = BZEXRE 5 1.82
c = FRE(EXA 26, LITABLLEE STEF)
n, = BEFEHHEMNRE 6 0.99
7 1.00
8 1.05
9 1.16
10 | 2.07




Index of coincidence

HMEEE:
s
> f°
i
1=1
ICexpected ==

1/c

f, = BEXTHER L HBOEE

(EXHIIC %9 1.73)

expected

Size Delta-bar I.C.
1 112

2 1.19

3 1.05

4 1.17

‘ 5 1.82 \

6 0.99

7 1.00

8 1.05

9 1.16

10 |2.07




Index of coincidence

BEBREETERS

: ESf—?i;;?ijﬁﬁé Ml QPWKALVRXCQZIKGRBPFAEOMFL. .. =>
T2 — BN QPWKA
o BITHM—RTEAN LVRXC
o MARABER QZIKG
RBPFA

EOMFL
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o HEERIEEL
o EHHtE

e Enigma
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HigRA M=

FHEE SRR, PLEMEMRRE AN Key Z2R—1E,

F Key %
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i it
o BB, EAEXTHARTTEEN

o {5140 ASCII(A=41, a=97)

o ARARREFEEH
o ASCIl F A= 0100 0001, a = 0110 0001

o WIBFZME, FILERAEBHERTERZRERX

\J

"base64 " y Q

S G i ®h Hh ] Bs ®E IR

#9% 156,000 IRAER (EESHFE : 0.36 7))

Base64N% - fR%E- IGK TR

tool.chinaz.com/Tools/Base64.aspx v &4 ¥EEE

Baseb44RIBENRIEINBAIFT (3*8=24) (ALANANOMMNFT (4*6=24) » Z[FTEGMAIBIEFNEO0 »
TSI — M ETHMRN - WRFTHERAZINET » MAO ...



XOR

A®A =0
BeB =0 A B A®B (AeB)eA (AeB)eB
=> (A®B)eA =B

0 0 0 0 0

(AeB)eB = A

0 1 1 1 0

1 0 1 0 1

1 1 0 1 1




, Plaintext = Wiki (01010111 01101001 01101011 01101001)
XOR Cipher Key = 11110011 *4

e
01010111 01101001 01101011 01101001
& 11110011 11110011 11110011 11110011

= 10100100 10011010 10011000 10011010
e

10100100 10011010 10011000 10011010

@ 11110011 11110011 11110011 11110011

= 01010111 01101001 01101011 01101001



XOR Cipher

T EE -

o B RNBAEAZE X BF R LIE BEEIH Key (FAXE X = £8)
o BE|—ESE Null (0x00) BFEEEEH Key
MmeaE _—EFEETERERNER
o HNR Key REEMN Plaintext, AER L7 2EENM ST EERE
o FRaHTERE

o Index of coincidence

o IR Key REZEM Plaintext, X Key St 2[E#% B 41~ A (B One Time Pads)
EREBELINAEN (R OFEEHRIEIT)




AES (Rijndael)

o XEBIRIFEER NIST 1R 1997 FHIAEET — K rIETEXNE R K
F84 Advanced Encryption Standard, f§%8 AES
ERBEREXBLAELH (TFEFF Security by obscurity)
WABERATAE A EA
BrEeeMNEEEME. LRETHAE. REZNEFESE
HetHAMmAEER—EFRE L

E‘1§EEHS*UH#*‘4 BEE2ZR Joan Daemen # Vincent Rijmen §% 5184 Rijndael %
o HIBEE (Key sizes) 128,192 or 256 bits
o [EBEENE (Block sizes) :128 bits

o MMEZ, AESHE—RREEME 128 bits

o EIGIER, AES(3REE) = Rijndael GEE L) B4 subset

O

O O O




=1
BiRNEs vs [EIR N
BRINZE
1. & bit %
2. BAXAERTRIEMNE SR
3. ®EBEEAE—E seed £RK Keystream
4. BHRAMNFTZRAIRMOE SIZ2ARRERTE

BIE R
= BEE % Xor Cipher, Salsa20

[EHRANZE

a s wWwN -

—RINZ n @ bits

— B EREENESS
SR —ExTE
EHAREMARREMER
# RIEE L AES, DES



Block cipher mode of operation

A—EEE N

N
{al

o [EMMEMEHBANZEEFELZRERENERER =K

A (F8 A Block size)
o MNMAR—{EMZEER LER—EAEIRIMNZLL Block size EERMAR?

o FHERMIABVIMEBERE A% EHLZ Block size HIE 1 (Blocks)
o LUTRMNMEEERRHK mode

X




ECB

EZEINE @ block {ARIANZER

A :

o [FEI#XAY block &40
22 i B B9 25 X

e block AJ AR {EE A
LB

o HiXKE

Encrypted using ECB mode

Original image

By Lunkwill http://en.wikipedia.org/wiki/lmage:Tux_ecb.jpg

Plaintext

Key —

block cipher
encryption

|

Ciphertext

Plaintext

Key —

block cipher
encryption

|

Ciphertext

Plaintext

Key —

block cipher
encryption

|

Ciphertext

Electronic Codebook (ECB) mode encryption

Ciphertext

Key —

{

block cipher
decryption

|

Plaintext

Ciphertext

Key —

{

block cipher
decryption

|

Plaintext

Ciphertext

Key —

{

block cipher
decryption

|

Plaintext

Electronic Codebook (ECB) mode decryption




Plaintext Plaintext Plaintext
LITTTTIIIIqIqg] LITTTTIIIIqIqg] LITTTTIIIIqIqg]
CBC Initialization Vector (IV)
LLIIIIrrriir—— > >
—'_Ll -‘-L—
;IEE% Al —1& block Ke block cipher Ke block cipher Ke block cipher
fn ;5_:4_'" 5+E FEE{EEM 2.4“:' Y encryption Y encryption Y encryption
Y& HT—18 block B — — |
- LITTTTIIIITIqg] LITTTTIIIITIqg] LITTTTIIIITIqg]
. = VAN =
ciphertext XA VIR RE Ciphertext Ciphertext Ciphertext
(IV), E—1& block A LL
- Cipher Block Chaining (CBC) mode encryption
=H Y
&% XHEE block B _ _ _
= P Ciphertext Ciphertext Ciphertext
bit $85%, REHEX [EEEEEEEEEEEEE] [EEEEEEEEEEEEE] [EEEEEEEEEEEEE]
block & T —1& block #J — — |
iR =5 block cipher block cipher block cipher
] ryption decryption decryption
EZXABEMA block BY itisiation Vector 1)
nitialization Vector
g NEB By 488 4 =
bit R, AIFRERME OO — :% :%
_ .
FT & block BIfR %, EEENENEEENENE] EEEEEEEEEEEEN EEEEEEEEERENE]
Plaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decryption




CTR

counter £ O BA%AEND
nonce & REAEAE AX

1&#E Stream Cipher
AILIR & Infg &

FERKAET block #HFFLEH
fth block BIFREE

Nonce Counter Nonce Counter Nonce Counter
cS9bcf35. [e[e[e[e]e]elele] cS9bcf35. 00000001 cS9bcf35. 00000002
HENNNNEENNNEN HENNNNEENNNEN HENNNNEENNNEN
block cipher block cipher block cipher
Key encryption Key encryption Key encryption
Plaintext —— Plaintext —— Plaintext ——
(HENEEEEENREEE (HENEEEEENREEE (HENEEEEENREEE
HEENENEENRNEN HEENENEENRNEN HEENENEENRNEN
Ciphertext Ciphertext Ciphertext
Counter (CTR) mode encryption
Nonce Counter Nonce Counter Nonce Counter
c59bcf35. [e[e[e[e]elelele] c59bcf35. 00000001 c59bcf35. 00000002
HEENENEENRNEN| HEENENEENRNEN| HEENENEENRNEN|
block cipher block cipher block cipher
Key encryption Key encryption Key encryption
Ciphertext ——— Ciphertext ——— Ciphertext ——
HEENEEEENREER HEENEEEENREER HEENEEEENREER
(HENEEEENENEEN (HENEEEENENEEN (HENEEEENENEEN
Plaintext Plaintext Plaintext

Counter (CTR) mode decryption



Padding

o AEREALR—TEMIIFA block size RIEEEE
o FEHEEANIEZE—{E block NEiR]
e PKCS7:fif N bytes Tt N & A
o R 1bytes FLA Ox01Eim
o fif 2 bytes FLH 0x02 Eimk
o EFI CBC Mode —#Et{# F (Padding Oracle Attacks)
e ANSIX.923:&x&—1& byte IEBEH L/ 2ZEiR, A null bytes IEimEERZEAL
o DD DD DD DD 00 00 00 04
e ZeroPadding: BAE A null byte IEim




Padding Oracle Attack

e CBC +PKCS7

===
R -

o fRERLTI, WA :HTTP 200 OK, correct
o MEEMIN, NAFEIE:HTTP 200 OK, error
o fREZEKM:HTTP 500
o EERM Web BIFiR (e.g. CVE-2010-3332)




Padding Oracle Attack

BLOCK 1 of 2 BLOCK 2 of 2
4 5

Initialization Vector 0x7B | 0x21 [ Ox6A | Ox63 | 0x49 | Ox51 | Ox17 | OxOF —) | 0xF8 | 0x51 | 0xD6 | OxCC | Ox68 | OxFC | 0x95 | 0x37
O DD DD D D|D OO D DD D|D|D
Plain-Text (Padded) B R I a N : 1 2 : 1 ; | 0x05 | 0x05 | 0x05 | 0x05 | 0x05

v v v v v v v v v v v v v v v v
Intermediary Value (HEX) | 0x39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6A | 0x26 | 0x3D OxC3 | 0x60 [ OxED | 0xC3 | Ox6D | OxF9 | 0x390 | 0x32

v v v v v v v v v v v v v v v v
( TRIPLE DES ] ( TRIPLE DES |

v v v v v v v v v v v v v v v v
Encrypted Output (HEX) | 0x¥s | 0x51 | 0xD6 | OxCC | 0x68 | OxFC | 0x95 | 0x37 | == 0x85 | 0x87 | 0x95 | OxA2 | Ox8E | OxD4 | OxAA | OxC6

Bl B Fun with Padding Oracles - OWASP



https://www.owasp.org/images/e/eb/Fun_with_Padding_Oracles.pdf

Padding Oracle Attack

BLOCK 1 of 2 BLOCK 2 of 2
4 5 4 5
Encrypted Input (HEX) | 0xF8 | 0x51 | 0xD6 | OxCC | Ox68 | OxFC | 0x95 | 0x37 | == 0x85 | 0x87 | 0x95 | OxA2 | Ox8E | OxD4 | OxAA | OxC6
v v v v v v v v v v v v v v v v
( TRIPLE DES ] ( TRIPLE DES ]
v v v v v v v v v v v v v v v v
Intermediary Value (HEX) | 0x39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6a | 0x26 | 0x3D 0xC3 | 0x60 [ OxED | OxC9 | Ox6D | OxFS | 0x90 | 0x32
Initialization Vector Ox7B | 0x21 | Ox6A | 0x63 | 0x45 | 0x51 | 0x17 | OxOF ) | 0xF8 | 0x51 | OxD6 | OXCC | Ox68 | OXFC | 0x95 | 0x37
v v v v v v v v v v v v v v v v
— \
Plain-Text (Padded) B R I a N : 1 2 : 1 : <ﬁ: 0x05 | 0x05 | 0x05 | 0x05 >
\ /

VALID PADDING



Padding Oracle Attack

Encrypted Input

Intermediary Value

Initialization Vector

Decrypted Value

BLOCK 1 of 1
1 2 3 4 5 6 1 8
OxF8 | 0x51 | OxDE | OxCC | Ox68 | OxFC | Ox55 | 0x37
v v v | v || v]v]| e
[ TRIPLE DES J
v v v v v v v v
0x39 | 0x73 | O0x23 | 0x22 | Ox07 | Oxfa | Ox26 | Ox3D
Q| D D|D|D|D|D| D
0x00 | 0x00 | Ox00 | Ox00 | 0x00 | 0x00 | 0x00 | Ox00
v v v v] ]
0x39 | Ox73 | Ox23 | 0x22 | Ox07 | Ox6a 0!26< 0x3D
I —

=) &

INVALID PADDING



Padding Oracle Attack

Encrypted Input

Intermediary Value

Initialization Vector

Decrypted Value

BLOCK 1 of 1
OxF8 | Ox51 | OxD6 | OxCC | Ox68 | OxFC | 0x95 | Ox37
U IR R 72 I R IR R
( TRIPLE DES ]
S IR O 2 2 R IR R
0x39 | Ox73 | 0x23 | 0x22 | Ox07 | Oxfa | Ox26 | Ox3D
(D D D|D|D|D| D
0x00 | Ox00 | Ox00 | Ox00 | Ox00 | Ox00 | Ox00 | Ox01
v v v v v ||
0x39 | Ox73 | Ox23 | 0x22 | Ox07 | Ox6a Ox26< 0x3C
I

= ¢

INVALID PADDING



Padding Oracle Attack

Encrypted Input

Intermediary Value

Initialization Vector

Decrypted Value

Block 1 ol 1
1 2 3 4 5 6 7 8
0xF8 | 0x51 | 0xD6 | 0xCC | 0x68 | 0xFC | 0x95 | 0x37
¥ - - - ~ W W W
| TRIPLE DES |
¥ v N v v v v Vv
0x39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6a | 0x26 | 0x3D
| D|D|D|D|D|D| D
0x00 | 0x00 | 0x00 | 0x00 | 0x00 | 0x00 | 0x00 | Ox3C
N2 v v v v v v v
e
0x39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6a | 0x26( 0x01 )
o ——

VALID PADDING



Padding Oracle Attack

Encrypted Input

Intermediary Value

Initialization Vector

Decrypted Value

Block 1 0of 1
4 5
0xF6 | 0x51 | 0xD6 | 0xCC | 0x68 | 0xFC | 095 [ 0x37
W W v - v W W W
| TRIPLE DES |
N2 W ¥ ¥ ¥ ¥ N2 v
0x39 | O0x73 | 0x23 | 0x22 | Ox07 | Oxfa | Ox26 | Ox3D
T ]
S| D D|D|D|D|D| D
0x00 | 0x00 | 0x00 | 0x00 | 0x00 | 0x00 | Ox00 | Ox3F
+ + + + + ¢ ¥ +
e |
0x39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6a(] Ox26 | 0x02
B B

= ¢

INVALID PADDING



Padding Oracle Attack

Encrypted Input

Intermediary Value

Initialization Vector

Decrypted Value

0xF8 | 0x51 | 0xD6 | OxCC | Ox68 | OxFC | 0x95 | 0x37

S I B I B B B B

( TRIPLE DES ]

L2 I B B B T B

0x39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6a | 0x26 | 0x3D

0x00 | 0x00 | 0x00 | 0x00 | 0x00 | 0x00 | 0x24 | 0x3F

S I I I O I O
/———\

0x39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox26(| 0x02 | 0x02 ) /
B

VALID PADDING




Encrypted Input

Intermediary Value

Initialization Vector

Decrypted Value

OxF8 | Ox81 | OxD6 | OxCC | Ox68 | OxFC | Ox95 | Ox37
vV v | vl v v v

( TRIPLE DES |
vl vV e e

0x39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6a | 0x26 | 0x30
| D\ D|D|D|D|D| D
Ox31 | Ox7B | Ox2B | Ox2A | OxOF | Ox62 | Ox2E | Ox35
v iV | v e e ]| e
| — L —

< Ox08 | OxD38 | Ox08 | Ox0B8 | Ox08 | Ox08 | Ox08 | OxD8 >/

VALID PADDING




Padding Oracle Attack

Encrypted Input (HEX)

Intermediary Value (HEX)

Initialization Vector

Plain-Text (Padded)

1 2 3 4 5 6 1 8
OxF8 | Ox51 | OxD6 | OxCC | Ox68 | OxFC | Ox95 | 0x37
V2 IR I O O 2 B I
( TRIPLE DES |
V2 [RUZ BROZ R RO B2 2
0x39 | 0x73 | 0x23 | Ox22 | Ox07 | Ox6a | Ox26 | Ox3D
Ox7B | Ox21 | Ox6A | Ox63 | Ox49 | Ox51 | 0x17 | OxOF
V2 R B O N I 2 IR
B R I A N 1 2

R SR B R E

—— RARRIER IV

—— @& XOR FHAX




HERER T —EAEA T LIRAT R

- yoyodiy



Padding Oracle Attack

o TARBEEEARAEGRE, BXUAESWUMAR
o IFHEFREE X, cipher mode. padding mode
o FEFFAI
o MREAIMERE LBEERGARFREE MAC)
PE SRR (Timing Attack ?)
FEF CBC Mode

(@)
(@)



& 587 B Rl

Alice 1N Z £ HEE 81X $E Bob?

o EIRME
o Alice EEMBAMIEL, HES Bob
o HIBETIE
o EHANERMR
o FAMIEEH RARMMER LIAREAA, AREENEIR
e Diffie-Hellman key exchange
o FALEEZFBERAGEHAAERMERREREIGNZER



JEEH TR INE

Nz iz 2 {FE B AR Key

BAXC

F Public Key N

FH Private Key f&%

B




JEEH TR INE

1. Bob Z{EFA LS Alice

2. Bob E Alice #2288 (Public Key) #t
SISk

3. Bob EMMZEBEZBIFALL Alice

4. Alice EEHCHIFLER (Private Key) #
ISR

Bob

«O=pr

Alice's
public key

Decrypt

O

Alice's

private key




JEEH TR INE

Public Key B] LA
Private Key WA ZBEH 2R 7F
£ AERA] LLA Alice B Public Key INZE A E
HA Alice REME LA R LIMhAY Private Key 225
® RJEHE L RSA, ElGamal, ECC
EHERELHBEANEERSZ, RETRTHMEESHEXMNE (Hybrid
cryptosystem)
o Alice £—EE&£8 (Session Key), LLEESEHBRXMNBAR
Alice LIIEEFEXINZEZE Bob B Public Key MZ &8
W& & GHEE#S Bob
Bob FHE 2 # Private Key 2l €& £i8
Bob LIEEEBMAZEIR

O O O O




RSA

o ERMIEHBERAMERM
H IR KB R B R R &
e Ron Rivest. Adi Shamir. Leonard Adleman 1[5 2%BH



RSA

#4E Public Key E Private Key:

ok WN =

EE 2 FEBXEEEH p, q FEN = pg
& r = (p-1) x (q-1)
B—EBHeimEe <rHBgcdle, r) =1
S—BH dmEed =1 (mod r)

§8EX p B4 g, 15 Public Key (N, e) Ed Private
Key (N, d)

Nz EAfR T -

1. Bob E{HIAEH Alice, FABIKIBIEEARE
BB miBmEm < N

2. Alice # Public Key (N, e) 3#& Bob

3. BobEH ¢ £ m® (mod N) 15 c ii3Z#A
Alice (JN%&)

4. AliceiE& c¢? =m (mod N) ¥ m, BIKE
E A iEEE R NE ()

HEETELREM ...
e H R LA R AR T LI



RSA Padding

° ﬁqw‘E RSA #J— ¢b$$—r¢#1$FJ?J_ﬁEE’JFnﬁEE
B BAX. R E@MEFRES
o &m < N, m® (mod N) = me
o 0% =290
1¢ =1
o Homeomorphic Property:
RSA(k,A) x RSA(k,B) = RSA(k,AxB)
o AR—TEESLREEBFBE RSA INEH
o '# R :PKCS#1padding, OAEP




OAEP

e Optimal Asymmetric Encryption Padding
RMEZAR m, BEMEAE RCELEL r
o N%E:
o X=(m+000...) @ G(r)
Y = r @ H(X)
o HM G, HZER Hash EIEX
o RSA iz (XIlY)
K

=3
lz\ -
[N

o RSA f2Z1F (XIIY)
o r =Y ® H(X)
o m+000...= X @ G(r)



Diffie-Hellman key exchange

o TUEZERRAEHHAEESEMEREER LGNSR
o EMEEFN¥HEARE
e M Ralph C. Merkle, Bailey Whitfield Diffie, Martin Edward Hellman g



Diffie-Hellman key exchange

1. Alice & Bob #9%E{# A p=23, g=5

2. Alice Bl 2—E%% a=6 HRE
WEtE A = g° mod p Hi{E#A Bob,
A =5 mod 23 = 8

3. Bob BliE— A% b=15 IHREH
iistE B = g mod p Hi{EH Alice,
B = 5%° mod 23 = 19

4. AliceitHE s = B mod p
19% mod 23 = 2

5. Bobit& s = A’ mod p
8% mod 23 = 2

Alice Bob

- Secret colours

that mixture separation .

is expensive)

Secret colours

- Common secret -
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2 =24 (Hash)

o BIEEREMFEERMEERE
e Avalanche effect: FBREHLLEMEH), Hash ZEE XK

o md>5(1234) = 81dc9bdb52d04dc20036dbd8313ed055
md5(1235) = 9996535e07258a7bbfd8b132435¢c5962

Pre-image resistance: A] LA X HH Hash(X), {BEE1E Hash(X) EH X
Second-preimage resistance: B 41 X, B&+kZ| X' & Hash(X) = Hash(X))
Collision resistance: {EE#ZIMEATRBIF £ X B X & Hash(X) = Hash(X’)
{5150 : md5, sha256, Argon?2




2 =24 (Hash)

FRi&:

o [ERFEEFISTEM (Data integrity)
o FRAFRREBREEBRRHIESR
AR R EEZIEER Hash
VBT & NEREMHFHNEIR
o HEAFARFEAXHIIER TEEE M EMEMY
o [AFFEAEZREMN Hash TEME, MREEEFFINFEAFTZHEIAX




R FREHE (MAC)

Message authentication code
%Maé‘?c*é'li
£35S & ot {H 2R Y
o REEZRWAA sender # recipient
%038 B R 3L

#=HIAE HVMAC (FHEZEIhaE
B4 Hash)

#0 CBC-MAC (A Block Cipher &l
= MAC)

[ SENDER | [ RECEIVER |
MESSAGE MESSAGE
MAC [ MESSAGE | MAC
Key (K)—> | plgorithm [MAC] Keyi(c) —» Algorithm
[MAC] MAC

MAC:
Message Authentication Code

If the same MAC is found: then
the message is authentic and
integrity checked

Else: something is not right.




£4{i1 252 (Digital Signature)

LN EMRLES, BHEMEMNZHE T
REEETAEI AT LIZEE, Fﬁﬁkﬁﬂ‘lu%ﬁ‘

lfﬁmﬂéﬁﬁ FrLLBE E AR Hash BB

Efi"?lii”fﬁﬁ'thﬂ 7 R IR FE R

B EFRAEZ M (Non-repudiation)




43I 22 E (Digital Signature)

NOoO Ok WM -

Alice BEZ—SEEHD

Alice {28 D £EXEH hash J{ H

Alice ZEBCHIFIBE HEERFS
Alice 32 (D, S) {##A Bob

Bob Z D & hash 1§ H”

Bob 8 S FH Alice RN BEEEES H
LEE HEL H? B/ —H

Alice

O

e

Alice's
private key

Bob

e

Verify

=

Alice's

public key

https://en.wikipedia.org/wiki/File:Digital_Signature_diagram.svg
B FlippyFlink LIBIFACC # &R R-HEA RS F 4.0 BIFF 25




Hash vs. MAC vs. Digital Signature

Hash MAC | Digital Signature
SR Integrity Yes Yes | Yes
AIEZEE M Authentication No Yes | Yes
A EBE2 M Non-repudiation No No Yes

ST % :Bob AILAERE Alice HRIIFAR T RN, RARRBIHEEINER
ﬁ;’g'lgi Bob __ruﬁﬁmunﬂn_.\ﬁEEZEE Alice 1;%%

AR B Bob AR ERE =T, E=A I LIERZIALR Alice Y,
E. A“Ce ll\\lfTﬁﬂlb\L1@ nﬂlu\lﬁ gﬁ/\\tﬁ‘.




Man-in-the-middle attack

Alice

BH3C

i)

Bob

Nt

5}

B

BA3C




Man-in-the-middle attack

B

BH3C =3 BH3C BA3C - EX BA3C

Alice I{I#sEMEZNH N EZERIE Bob B9 ?



Certificate Authority

AR5
FEETE

VT
=)

DIR:03 = N

RRAEEEEHRBERERNZE

~ =3
v/ -
RS-

& H

DST Root CA X3
L Let's Encrypt Authority X3
L allenchou.cc

allenchou.cc

A : Let's Encrypt Authority X3

ZIHAA : 201858 F 250 EHi7N A1EARR T41:27:10
9 IERERERN

%‘(’/[//{1{/"
%

i

ERAEH
[
A7

—fRB
=474

T2
WRIEEE
BN

THIR R AR
THURF R &

allenchou.cc

us
Let's Encrypt
Let's Encrypt Authority X3

03 20 23 1BEB 5F 3B 04 7E CC 12 84 44 CF 4A 15 A3
06

3
& RSA IN##K SHA-256 (1.2.840.113549.1.1.11)
"

20185 5A27H EHIA A% T41:27:10
2018%F8 H250 EHi7 A1bR%ERM T41:27:10

RSA 1% (1.2.840.113549.1.1.1)

"

512 byte : E4 CC1B66 DC 1F 18 CA ...
65537

4096 bit

e - BREE - #EK - IREB

256 byte : 18 8D 5A1EEB 1A OB FF ...
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2L (Random number)

SIEE D, ARl BAEHL

e 4 Nonce
o 4RIV



2L (Random number)

B Seed EEEFE ZE HBALB (ERHEEM) :

o RBELHEESS
Pseudorandom number generator, f&%8 PRNG
o TR EMBLEERZS
Cryptographically secure pseudorandom number generator, f&5f§ CSPRNG

HYEHRARRELHEBR(FEREEM)

o ERELEAERER
True random number generator, %8 TRNG




2L (Random number)

Seed REZE

key = srand(time(NULL))

IR E XN PRNG B KREEAY A B EFfE Orz

:5{#H /dev/urandom F CryptGenRandom
EEETERLKR, 5FA NIST %518 (DUAL_EC_DRBG BR41)




2L (Random number)

Batktt . Bk HEl, RBERE MARF MY
FRIFEAINE  FRIEZATEL BB s T —EEL 2 E
FARIEE S UR AT Re B A RIS

BEmtE A RIFERIME FAIEHE M
PRNG O X X
CSPRNG O O X
TRNG O O O

A CSPRNG #1 TRNG "I LI EHR



Lz FFR T HEERARIERA

Feistel cipher
Merkle—Damgard construction
Length Extension Attack
PGP

SSL/TLS

Public key infrastructure
Merkle Tree

Secret Sharing
Zero-Knowledge Proof
Blind Signature
Homomorphic encryption



o

ZIESHHAEEREZEER !
RAEEFT » BFFARNT #25

G4+ LB iamzfj007 opened this issue 16 days ago - 513 comments

iamzfj007 commented 16 days ago « edited ~

RKAREMT » EFFERDT

&) | EEE2HELRSEN Orz

-https://github.com/ry/deno/issues/25




Got Your PW HEH BMRRMA MA H®E v IR GitHub Repo

D \/r_;) ON, o \)) {
d\\\ \).)

" ceaCrere) GOLYQUERIA © ¥

fo requ uires *

.-),

xteﬂSion

BEHEZANZTRATAEE
p‘ﬂp‘ 5

oloader-lnc'

‘/includeS/aUt

Got Your PW

Got Your PW 2— B 2N EREIRMY: - EFEANIR - BEYVIBENAPIEM - MASESE
HER B R AEBR 4B, o

https://gotyour.pw/
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FEBCOHRETEEERE X

o HAFRMEF EZME MUK BHLRIEEBREEE A, BHLIME DKM
BEERE

o FTLUKENERMEMAHECREMERRI
o RIMFECHATBLERT




FB

$8{El CBC

1E#E Stream Cipher

IV ¥4 Seed

E & KA block Bl AR
s BRENER

EAHME

o FHHACTR

e o o o O

Initialization Vector (1V)
LETITIrirfrfrd

|

l l

Cipher Feedback (CFB) mode decryption

block cipher block cipher block cipher
Key encryption Key encryption Key encryption
Plaintext Plaintext Plaintext
IIIIIIIIIIIIII—r> IIIIIIIIIIIIII—r> IIIIIIIIIIIIII—I-»%
LITTTTTIIITIqg] LITTTTTIIITIqg] LITTTTTIIITIqg]
Ciphertext Ciphertext Ciphertext
Cipher Feedback (CFB) mode encryption
Initialization Vector (1V)
(HEENEEEEENEEE l l
block cipher block cipher block cipher
Key encryption Key encryption Key encryption
Ciphertext Ciphertext
<[ JITTTTTTTTTT] <[ JITTTTTTTTTT] <[ JITTTTTTTTTT]
HENNEEEEENEEE HENNEEEEENEEE HENNEEEEENEEE
Plaintext Plaintext Plaintext



GCM

e Galois/Counter Mode v v

e GMAC + CTR D D
o FEEHMZE (CTR)ELEZE (GMAC) | Ciphertoxt 1 | | Ciphertext 2 |

o —FEIREEINZE (Authenticated encryption) # ! |

. s )

ER D "D

d

A4

e Google £ Facebook #7E i GCM Nz

Auth Data 1

len(A) || len(C)




