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Cryptographic Backdoor - {&48

Everybody Backdoors :
FRA ARRRT I SRAD1EPT » ELELAREPT » FAMENERENE

Nobody-But-Us ( NOBUS ) Backdoors
AREWE BT BERI%PT » EIEAEPR




Dual EC Backdoor
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Dual EC 2—{E{AFEIEEE L 22 ( pseudorandom number generator)
22 % Dual EC B Et LB 5T Z =8

1. EEHEAEY PRNG 2
2. EXRIFEHELRBIRERENE (biased)
o] BER1ZFI1Z1EiEE PRNG




Dual EC - [EHSEREZENS ?

1. DSA - private key
2. AES - iv, key

3. RSA-p, q

4. ...

AT SHEB R G AT ERERHEL
= BPIBEFRRE LR » EAZTEZ RN T AT DA EFE
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

Dual EC B {ERRZ :
Dual EC 2006
Dual EC 2007
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

Dual EC 2006
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf
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Dual EC - 1£P9[RIE

https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

HEEIgh48 ( Elliptic Curve) ?
MEmE FHAEN—ER,

E={(z,y) | y* = 2° + ax + b} where 4a’® + 27b* # 0

z,y,a,b € Ror Qor Cor Z,

?
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

M {E1E EII|pt|c Curve FRIBSEEENNE ?
43T BhE] x Bl EEEY
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

FAMIR9A vl 2 A T 2 — 1
ECDLP ( Elliptic Curve Discrete Logarithm Problem )

“sP=P+P+---+P3ks?
h——\/—_/

s times
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z(sP) fe sP EfE x B2
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

It sounds perfect
What could possibly go wrong ?
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

MRINEBEHNE d 15 P =dQ

4% ) BEBERSR FIRE y EE y,,

(T17y”'1) = 51Q
d(r1,Yr,) = $1dQ
d(r1,yr) = s1P

IREIEHY 16 bits EEEHE ?
BESHE:R 2'° — 65536
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

KPLSHEER si P RYE (s1 © H(adin,))P H#RIE[RATRETS s2

BRI HEBMERER s:P FAREE BIRAER4E1E s3

<

so @ H(ading) -
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

Dual EC 2007
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

Dual EC 2007 {£4% T 1& P9
AP EIR T ATE s1P i s2 PARIE T RAJARES

(BEREETEESS additional input

so @ H(adino) 52 @ H(ading)
Y
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https://projectbullrun.org/dual-ec/documents/dual-ec-20150731.pdf

FRLAE RN A EFTIS 2
NIST SP 800-90 {£E 5T Z/2EE! P, O Ell#E2EEY
P =dQ 3k d 218 ECDLP
HPIxE R BE R P EABEERA

B2l Edward Snowden EEY NSA B934 XD



Dual EC - 1S5/

https://csrc.nist.gov/csrc/media/projects/crypto-standards-development-process/documents/dualec_in_x982_and_sp800-90.pdf

SP
800-90A
Revisions«

-<

1998 X9.82 Work Began
1999

2000

2001

2002

2003 Dual EC in X9.82

2004 NIST RNG Workshop
2005 (P.Q) Issue Raised
2006 Bias Issue Raised
2007 Crypto 2007, Extra step
2008 800-90A Revised

2009

2010

2011

2012 NIST RNG Workshop
2013

2014 800-90A Under Revision



Dual EC - #EE 5

https://eprint.iacr.org/2006/190.pdf

2006 /05 /29 IR Dual EC 9815 5 /AR

Cryptanalysis of the Dual Elliptic Curve Pseudorandom Generator

Berry Schoenmakers and Andrey Sidorenko

Dept. of Mathematics and Computer Science, TU Eindhoven,
P.O. Box 513, 5600 MB Eindhoven, The Netherlands.
berry@win.tue.nl, a.sidorenko@tue.nl

29 May 2006

3 The Distinguishing Attack on the DEC PRG




Dual EC - #{505 /-]
http://rump2007.cr.yp.to/15-shumow.pdf

2007 / 08 Crypto 2007 rump session
Microsoft A Eigt Dual EC BlgE A 12T

On the Possibility of a Back Door
in the NIST SP800-90 Dual Ec
Prng

Dan Shumow
Niels Ferguson
Microsoft
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Dual EC E&%HU Fllsﬁ
https://www.wired.com/2007/11/securitymatters-1115/

2007 /11 /15 _BEERE R Dual EC EREEIE AR

DID NSA PUT A SECRET

BACRDOOR IN NEW
ENCRYPTION STANDARD?
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https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/validation/validation-list/drbg

2008 / 07 / 03

RSA BSAFE %M Dual EC

RSA BSAFE|Crypto-C Micro Edition (ME) 7/3/2008
3.0

RSA BSAFE® Crypto-C ME software is designed to help protect sensitive
data as it is stored using strong encryption techniques to provide a

persistent level of protection. The software supports a wide range of

industry standard encryption algorithms offering developers the
flexibility to choose the appropriate option to meet their requirements.




Dual EC - #EE 5

https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/validation/validation-list/drbg

2009 /09 / 30

Windows 7 #*F Dual EC

Windows 7[CNG algorithms 9/30/2009 | BuatEE:
1.0

The Microsoft Windows Cryptographic Primitives Library is a general

purpose, software-based, cryptographic module which can be
dynamically linked into applications by developers to permit the use of

FIPS 140-2 Level 1 compliant cryptography.




Dual EC - #EE 5

https://en.wikipedia.org/wiki/File:Classification_guide_for_Project_ BULLRUN.pdf

2013 Snowden leaks - Project BULLRUN
ﬁﬂmu?élaﬁﬁﬂ’]ﬁr

TOP SECRET//SI//REL TO USA, FVEY

CLASSIFICATION GUIDE TITLE/NUMBER: (U/FOUO) PROJECT
BULLRUN/2-16
PUBLICATION DATE: 16 June 2010

OFFICE OF ORIGIN: (U) Cryptanalysis and Exploitation Services

POC: (U) Cryptanalysis and Exploitation Services (CES) Classification
Advisory Officer

pHONE: I

ORIGINAL CLASSIFICATION AUTHORITY:

1. (TS//SIV/REL) Project BULLRUN deals with NSA’s abilities to defeat the encryption
used in specific network communication technologies. BULLRUN involves multiple




Dual EC - H%Hﬁéﬁ

https://www.theverge.com/2013/12/20/5231006/nsa-paid-10-million-for-a-back-doo g-to

2013 / 12 / 20 NSA ! ZA RSA _:"""'35%
1% Dual EC i85 BSAFE By 7855 PR ELE 2=

NSA paid $10 million to put its backdoor in RSA

encryption, according to Reuters report

By Russell Brandom | @russellbrandom | Dec 20, 2013, 4:54pm EST




Dual EC - H%Hﬁéﬁ

tttttt //www.c com/news/is

NSA :%5tHY Simon & Speck Fl| &%t

NSA: Our Crypto s Good.ISO:No
Thanks Though
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2% (Group )

— @8 G MEFE —EEET e NES
i B BENNTNURESEE
1. $BA% (Closure):Va,be G:aeb e G
2. #5512 (Associativity ) : Va,b,c € G: (aeb)ec=ae (bec)
3. FEEfIItE (Identityelement):de € G:Vge G :eeg=gee =g
4 F—TEB—RTE (Inverseelement): Vg€ G:3g 1€ G:gleg=gegl=e¢

BmsSZ: #NE —RAES + —(EEET e — L&
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Order

order of aG eiaszit G Nt REH
order of ana in a group EE&R/NIIEEZEH m mE a™ = e (e @%EHNEITER)
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Smooth Number

—{[& smooth AYEE AV E R EEF 1R/

—{[& B-smooth BY1EZ & AVE EEE A AR B
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(+FE 2 Diffie Hellman ?

Diffie-Hellman Key Exchange I ATEE H 2 B A HBENNIER T » EALZHBERHEZWE
{FRaxFxfIE —EEH p F—EEH g
Alice 1 Bob 8 ZH =15

1. Alice BEt4EE 4 a » Bob BEtEEXE b

2. Alice 518 g® mod p > {&3X%3 Bob

3. Bob £t ¢® mod p s 15445 Alice

4. Alice 1 (g° mod p)® mod p = g%° mod p

5. Bob £t (g mod p)® mod p = ¢*° mod p

6. Alice #1 Bob #Z=#}%% ¢*® mod p

Diffie-Hellman Key Exchange SEFf IE FRER{E AR EERH LEFPRAAIRER
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Discrete Logarithm Problem ( DLP )

Diffie Hellman 2RI E E2L7E NS Discrete Logarithm Problem ;2 B B A5 T K f#

Discrete Logarithm Problem :

s—EHp> —@ENTac Z, —8xE B € Z,(Z,has ordern)

Xz iwmE a® =6 (mod p)



Diffie Hellman Backdoor - 483

Pollard’s Rho Algorithm

Xz iwmE a® =B (mod p)

A % a,b, A, BRE B’ = o8 (mod p)
abrte = oBr+4 (mod p)
bx +a =Bz + A (mod n)

r=(B—-b)"1'(a—A) mod n

FAZEfZ Discrete Logarithm Problem
FERERE - O(y/n)




Diffie Hellman Backdoor - 483

Pohlig Hellman Algorithm

X x iweE a® = (mod p)

p—l:pil.pgz...pﬁr

B2H[0] x

\0]
<F
et
—
b
<t
(il
T

%Kz, = mod p;' » BAFE

FA2:f# Discrete Logarithm Problem
{EREME : E p - 1 2 smooth number

i RIEREE - O(\/pi)

i



Diffie Hellman Backdoor - Everybody

https://eprint.iacr.org/2016/644.pdf

Everybody Backdoors :

1. p - 1 i B-smooth BI2] > :ZF P =T AH Pohlig-Hellman fZ DLP
2. #E—{@ order 1R/)\BY element & g > &P AH Pollard’s Rho f# DLP




Diffie Hellman_Backdoor - NOBUS

=mn = pq > {15 (p-1) # (g - 1) &= B-smooth

BIRRBEDE N = pg WARTE (p — 1), (¢ — 1) B/ NEEFfH Pohlig Hellman



https://eprint.iacr.org/2016/644.pdf

Diffie Hellman_Backdoor - NOBUS

=R 1 :

& (p - 1) # (g - 1) #=E B-smooth HIGE
B LAE M Pollard’s p - 1 Algorithm 9% n
EixFTBE A#B] LAFBFAPIRY1EFT (NOT GOOD )



https://eprint.iacr.org/2016/644.pdf

Diffie Hellman_Backdoor - NOBUS

5|\ poig 1 dig FA{ETEEI BRI E 2X
J 23K+ Pollard’s p - 1 Algorithm

= DPbig/ X P1 X-++X Pk X 2 X!|Qbigl X q1 X---X q| X 2



https://eprint.iacr.org/2016/644.pdf

Diffie Hellman Backdoor - NOBUS

https://eprint.iacr.org/2016/644.pdf

7F1% ARB S EN &M
[ERGEEEFIF > HMIRAFTERIE 21 B9
TEE M REMEERF XD

File Edit Options Buffers Tools C Help
{
unsigned char dhl1024 =
0xCC,0x17,0xF2,0xDC, 0x96,0xDF , 0x59, 0xA4, 0x46, 0xC5, 0x3E, OxOE,
0xB8,0x26,0x55,0x0C, 0xE3,0x88,0xC1, 0xCE, 0xA7,0xBC, 0xB3, OxBF,
0x16,0x94,0xD8, 0xA9, 0x45,0xA2,0xCE, 0xA9, 0x5B, 0x22,0x25, Ox5F,
0x92,0x59,0x94,0x1C, 0x22,0xBF,0xCB, 9xC8, 0xC8,0x57,0xCB, OxBF,
0xBC, 0x0E, 0xE8, 0x40,0xF9,0x87,0x03, 0xBF , 0x60, 0x9B, 0x08, 0x(6,
Ox8E, 0x99, 0x(C6,0x05,0xFC, 0x00, 0xD6, 0x6D, 0x90, OxA8, OxF5, 0xF8,

0xD3,0x8D,0x43,0xC8,0x8F,0x7A, 0xBD, 0xBB, 0x28, OxAC, 0x04, 0x69,
Ox4A,0x0B,0x86,0x73,0x37,0xF0,0x6D, 0x4F,0x04 ,0xF6, 0xF5, OxXAF,
0xBF , 0xAB, 0x8E, 0xCE, 0x75,0x53,0x4D, 0x7F,0x7D,0x17,0x78, Ox0E,
0x12,0x46,0x4A, 0xAF, 0x95,0x99, OxEF, 0xBC, 0xA6, 0xC5,0x41,0x77,
0x43,0x7A,0xB9, 0xEC, 0x8E, 0x07,0x3C, 0x6D,

unsigned char dh1024_g[] = {
x02,
};
DH *dh;
-UU-:———F1 xio-openssl.c 57% L923 Git-3ee5ac5 (C/1 Abbrev) —

.matasano” 11:43 03-May-166
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Diffie Hellman Backdoor - [
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Conclusion



Conclusion

SR8 T (R 12212 P
Dual EC Backdoor #[] Diffie Hellman Backdoor

o] LA 2215212 FIRIRhsE R —Ag Y18 P (Al 26
1. ;9% general HIFFEF R,

2 EEERED T IRRHEL

3. FEEEEH®ALEIAF I RBHERM

4. (FHEM AGGFTIIZBIE R A=A B b
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