How to build your owi
wireless packet capture rig.

el kenkarc



What ts this btalke?

This kallke will about Ehe
current state of wardriving
and wireless communications.

I will share you Eips and
Erickes Ehat I have learned
about building a “mobile
packet capture rig”

Ik will focus on “making” and
“building”

It will not teach you how to
haclke Yyour friends faceboolk,
(bwitter/instagran) via wifi.



Leqgal Disclaimer

o I'm not a Lawven

o There are counkries/
ptmﬁ@.s where wireless
scaning is considered
“wire&appi&mg" and
tllegal.

o To kransmit most Lu&i.v
you need a license.

o STAY LEGAL!




Who am 17

 @elkkentaro (twitter/itnstagram Y mmam—————————

Job: Translakor

- Why: I want to be Q. * r, Y& '

2 o Peter Burton o Desmond Llewelyn §

Wil capture is Like fishing for
me.

There is no appliance that I ' >
havent taken afpm’& ' © l(/

¥ o John Cleese e Ben Whishaw

How mwuch money do I malee
“hacking” : $o

I want to be the quy the hero
comes to for qadqgets and help.



Why wifi capturing ¢
= that’s for noobs.

o Wardriving used to be “cool!” Every hacker does
Lk “once”

o Everything is connected to a network, And
mony of them are connected wirelessly,

o Tools have advanced to not only caplure ¥o2.11
but also BTLE , Zigbee and other pro&oaots,
some even use SDR (ie: all the waves)

o Ibs the basis of “connectivity” to the new
Internet era.



Unique WiFi networks in DB: 447,005,868
Unique networks w/ location: 442,443,690
Unique WiFi locations in DB: 6,355,807,195
Unique Cell towers in DB: 9,088,427
Unique Cells w/ location: 9,035,734
Registered Users: 212,861
Networks with default SSID: 12,678,371 (2.84%)
New unique networks today: 51,550
New today with location: 50,934
New yesterday with location: 346,450
Total Files parsed: 2,231,841
Files uploaded today processed: 0
Files 1 day ago / 2 days ago: 0 /551
Files queued to process: 0

Wireless Encryption

WPAZ2: 278,959,266 (62.41%)
WPA: 28,335,247 (6.34%)
WEP: 31,926,588 (7.14%)
?277?: 87,728,291 (19.63%)
20,573,959 (4.60%)
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Mouse-over graphs to interact with data. Select a range to zoom in, double click to zoom back out. Modify the number in the corner to smooth over multiple days. Full-screen graphs available!

wiglemet Statistics


http://wigle.net

W Help Net Security, Help Net Security
June 8,2018

Wi-Fi phishing attacks
real thing. discovered around Atlanta
City Hall

Do You, Khow “everv&hiv\g” " SmartA PortPls - High Prformance Visiilty Soluons that salowith your networ.

Wifi based attacks are a

&h&& Eﬁs tO Mmetﬁed &0 30 Mr As Atlanta continues to fully recover from March’s ransomware attack, new

evidence discovered today by Coronet reveals hundreds of active Wi-Fi phishing

MQ& ('J'l’ M? attacks currently ongoing both inside of and in close proximity to Atlanta City
" '3 .

Hall.

How would you find a
“roque AP?”

Are you sure that “free wifi”
s a legibtimate service ¢

The research also found attacks currently underway in Georgia’s State Capitol
Building, which is just a few blocks away. In total, Coronet identified 678 active
threats within a 5-mile radius of Atlanta’s City Hall.

The threats

Wifi is the easiest entry
Specifically, Coronet has validated that an undetermined number of attackers

[ ]
point for further
. A are currently deploying advanced phishing techniques, including but not limited
Q,X FLO L&&& LO M Y to Evil Twins, Captive Portals and ARP poisoning, in what is likely their attempt

to gain unauthorized access to user credentials to cloud services that the
government relies on for daily business operations and continuity.




REVIEWS NEWS VIDEO HOW TO SMART HOME CARS DEALS DOWNLOAD

SECURITY

CPSC asks: How dangerous is the internet of
things?
The US Consumer Product Safety Commission is investigating the safety
of internet-connected devices.
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1 | Japan's Best VPN Unblock Any Site. Try it Risk Free. High-Speed Guaranteed! expressvpn.com @ ® X
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The US Consumer Product Safety Commission (CPSC) is holding a public hearing
regarding the safety of internet-of-things (loT) devices.

@ Software
VIRTUAL REALITY

TRAINING

END NEVEI NDEDC

The hearing was announced in a notice published on the Federal Register
Wednesday.
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Technology

Amazon and eBay pull CloudPets smart Tor
toys from sale Kim
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SPIRAL TOYS

Owners controlled audio recordings by pressing the toys' paws

Amazon and eBay are among retailers pulling a brand of cuddly smart toys

Stop
from sale after warnings they pose a cyber-security threat. N Kc
North
Concerns were raised about CloudPets products in February 2017 after it was Kim J
discovered that millions of owners' voice recordings were being stored online public

unprotected.

Manufacturer Spiral Toys claimed to have taken "swift action".

But subsequent research commissioned by Mozilla found other vulnerabilities.
The devices' California-based maker has not responded to requests for comment.

One independent expert told the BBC it was "great to see retailers acting
responsibly", but added she wished they had done so sooner.

"It seems that refusing to sell products that threaten customers' security and
privacy is the only way to make designers and manufacturers of these products
care about these risks," said Angela Sasse, professor of human-centred technology
at University College London.




= Forbes

YOUR READING LIST

WPWEEEY  Critical Bluetooth
5 Flaws Put Over 5

Billion Devices At

Risk Of Hacking

Ant Financial Raises
$14B To Fund Global
Expansion

Upstart ByteDance
Challenges Tencent
With Its Douyin
Music App

E# Active on Facebook
7% """ Chinese Giant Ping
An Looks Beyond
Insurance To A
Fintech Future

Blockchain Is Critical
To The Future Of
Data Storage -- Here's
Why

This Hong Kong
'Smart Ring' Startup
Raised $2.5M To
Crack The Wearables

Market
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Critical Bluetooth Flaws Put Over 5 Billion Devices At Risk Of
Hacking

0000

e Lucian Constantin, CONTRIBUTOR

| cover malware, vulnerabilities, data breaches and security research. FULL BIO v

* -’ Opinions expressed by Forbes Contributors are their own.
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Shutterstock

Bluetooth is one of the most popular short-range wireless
communications technologies in use today and is built into many types of
devices, from phones, smartwatches and TVs to medical equipment and
car infotainment systems. Many of those devices are now at risk of being
hacked due to critical flaws found in the Bluetooth implementations of
the operating systems they use.

Over the past several months, a team of researchers from IoT security
firm Armis have been working with Google, Microsoft, Apple and Linux
developers, to silently coordinate the release of patches for eight serious
vulnerabilities that could allow attackers to completely take over
Bluetooth-enabled devices or to hijack their Internet traffic.

The flaws found by Armis are particularly dangerous because they can be
exploited over the air without any type of authentication or device
pairing. Simply having Bluetooth enabled on a device is enough to make
it vulnerable if patches for these issues are not installed.

The attacks can be fully automated and they don't require any user
interaction, as attackers can force vulnerable devices to open Bluetooth
connections. In one scenario, the flaws can be used to build a worm-like

The Little Black Book of Billionaire Secrets



What tools ko use?

o Phownes/mobile devices.

o L0S: Even hon jaitwbraw‘eh Pkc;:»nas 30% can
scan for ¥02.11 access points.

o Android: Wiggle client, net hunter Kali ete
ete.

o Laptops: using a external ¥02.11 adaptor. Many
single on-board mulki protocol chips dont
work for “monitor” mode. (le: intel chipset etc)

o Custom tools:

o Wil Pineapple by Haks

o Mawj “commercial” and “induskrial Op%wns"
are being sold.



Yes you can use an L0S device ko scan

®e0ee 0cOMO = 2:13 C_ @%51% M ) eeeee docomo T 2:14 C@ % 51%m ) ®eeee docomo T ¢ : C@x%5%m

£ Settings AirPort Utility Done Stop

Q_ All networks
ALLOW AIRPORT UTILITY TO ACCESS

Cellular Data

auhome_adRNSn
AIRPORT UTILITY SETTINGS

Jidii gwit'ee
gwigwil'aii
gaagwiindaii

Version 1.3.4 (134.22) auhome_adRNSn-W
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Wi-Fi Scanner
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Social Safari Music OpenVPN

You have to enable the “wifi Scanner”
option under “Settings”



D1Y: ka?

- You can start with 1 aampu&er and 1
wireless o\c’mpﬁon

- You can add more adap&c:rs as you need.
You will leari the fundamentals.

1k usuo&tfj LS “t::keaper” Fhai commercial
équipmev&..

It only has to work for you.



When you get “hooked o wifil”

o Speﬂﬁatiaed Car-ﬂfcpr wardriving
% @aadvark '

Custom Case and
Lobks of zip ties ( ¥ radios) Wi‘fﬁ Cactus

C - : i
% @Cleismebwireless C/O @d43’ M’MQ&&@J‘



Mv First kEime
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The basics.

o The solution is both hardware and software.
o We are qgoing to focus on non-sdr solutions.

o Using SDR is Like bringing a nuclear bomb to
a bar fight .

o It will “take care” of everything.
o Ibs hard to setup in the beginning

o Usually higher costs,



Lebs build
one.

Case Study of
building a mobile
packet capture rig.




D

Parts List.

Raspberry PiL 3+ x 1

Alfa AWUS AWUSO3ENEH x 2

7 Inch TFT (Waveshare 7 Inch)

Auley USB Hub (data ports + power Fmvr&s)
Hard Case

Keyboard

Optional:

o Mobile Battery

o PSS receiver



The Qutershell

3 Lavou& all your [mr&s i the case . BEFORE Y0OU DECIDE
TO DRILL HOLES.

o Look for ABS based cases.

o They are usually sold as , “quin cases” or “tool
cases!” (* they tend to be cheaper than official
Pelican cases)

o Whj ARS?

o You can re-mell ARS ko hide your
miskalees,

o ABS when heated cleans up really good.

o Plastic causes almost no interference with
reception,






Other Tricks,

o Use masking tape to
transter patterns to o
different surface.

o A qood drill bit set is
worth every penny,
(mav\j cheap Arill sets
are off-axis and/or
haccurate )

o Learn how ko E&p sCrew
holes (1ks super
simple ),



The “&Qmpu%er” P&r%

o Q&spberrj PL 3+ is a great Ftaﬁform‘
o low power requirement.
o Costs
o Readily Available (not Rpi Zero W)
o Great community support

o Portability. (airport security friendly)
BUT!



The Prabtems ikl
o QF’M
- The ethernet and USB are all on the same
conkroller,
- Cap%uri%g requires sigm&fiaam& power
to the wush.
- Once the conkroller is saturakted bhe
RPL d.ro!ps the whole controller.
o Not suited for LM*&QP& analystis.
o - off lood the analytics to a “real”
&ompu&em



Other opﬁov\s.
s Router with DD-WRT firmware. -

- Inkel Nuce

Inkel Nuc ci.ovxé.s«(qu&ti&j
varies...a Lob)

- or just build a case for your |
ad&p&ars and use a laptop as
your main t‘ompu&n (| Tl
#donglelife. BT O -




The Adaptors. (¥o02.11)

% w&wﬁdév E,S 3(;) wuy Aff’f,@_v\d‘ State of the Database

» 5695 Wireless adapters

» 208 Ethernet adapters
» 4823 Wireless embedded systems

@ MQMQ SMT’@. Ek&& jc} ur &d& P&Or » 506 Wired embedded systems
» 116 mobile (non-PC) computers

SMPPO“&S “MQM&»&O“” madﬁq (Or » 221 USB hubs devices and

» 96 of everything else

P & &Re& E«Mj Q QELQM s E’:{ jc}u » 7739 images, 1354 pages with images
want to “test attacks”)

o The TP-Link WN722N V1 vs.
V2 debacle.

o Atheros AThoK is the qold
skandard. AWUS 306NEH s my favorite.



Look for these
t‘hipse&sﬁ

o Atheros AR9271
o Ralink KT 3070
o Ralink KT3872
o Realtele ¥1¥7L (Wireless & adap%ars)

o Realkele RTLEZF12AU

Typically the shop people have no idea.
Do the research before you go to a store or buy online.



5 Rluekooth: Sena Parani-

Other protocols

UD-100 (very hard to find)

BTLE.

o ‘Pre%%v nuch any RTLE
external adap%or will worlk



How Many Ad&jﬁors
Ao you nee ¢

o The wore s

bekter.

o Bult 3 will do

for

o ”Depemds on
your needs.

(27 vs 3)

= Kismet - Simplified Mobile Dashboard
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= Kismet - Simplified Mobile Dashboard
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BTLE Devices BR/EDR Devices

0 1

Unknown

Devices per Channel
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System running for: 919 minutes

6420

Total # of Devices

Z-wave Devices

Frequency [ T |

System running for: 918 minutes

1631

Total # of Devices

Z-wave Devices

Frequency

%
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2407 2472 2.484 Center Frequency

Y ’ \ ’ Y ’ \ . ’ . ’ \
P N . ’ . N . .
"3 L o N . . ’
v v v v v \ ’ \
’ .\ - Y " ’ \ N - N ’ \
’ ’ LY o ’ \ . Y \ ’ .
’ ’ ’ v ’ \ ’ v v ’ v \ z

This is also why your wifi might suck,

(le:oversaturated channel)



Other pm*%sﬂ (cables
# antennas )

AL&Evaress s your friend.,

Be careful SMA Male/
Female and RP-SMA
Male/Female.(some
sellers dont khnow whak
they are selling)




Anteninas: Yagi or
Ownidirectional?
o bepemds on what you aim o do.

o Yagis are great for “finding a
specific network”

o But if you are GPS pin pointing,
Yagi antenna finds will be
mapped to your Llocation,

o Omnidirectionals are better for
wardriving and mapping.

o Is bigger antenna better?

@ Nope‘



More Parts.

o 7 Inch LCD scereen
(7inch HDMI LCD, 1024 x600,

I7S, suwor&s various
st,s&ems)

o This is screen is great
because it can be
F»czmared using a usp-
micro connector.

o Bubk ik is
sssloo 0 oOwWWWRL....

o The touch inkerface is
po\mﬂfu,i.. (le: Use a mouse)



D

o Look for mobile batteries that can

L C

o CGlobalSat BU-383-S4 USB &PS
Keceiver
o This one is my fovorite, Its

Optional Parts.

o Mobile Battery Pacle,

OM& Fu& EO 12\{ DC Input: Adapter included
USB1 5V/2.1A: For tablets
3 BQ&&MSQ ma“j USB 3‘0 hubs NE«LL USB2 5V/1A: For phones
DC Output: 9v/12Vv/16V/19V/20V

Falkee a external 12v power su,pptj

‘ 5 Dual USB Plus Another DC Output
ko k&ﬂdi.& the F’OM@.T’ T’equwemehﬁs Supports simultaneously charging for 3 devices

of usb connected devices.

Roll over image to zoom in

the qui«twesé there are smaller
USB dongles but they are very
slow i aap%uriv\g the satellite




"The whole is greater than the sum
of ikts parts”

-Aristotle

Putting it all together.



T EES and Tricks of
pu ting ik together.

o Avoid rat wnesks, (ie; Cable
hell)

o Try minimizing cable
usage.

o Use O0TG power only micro
USB cables for power, (no
back-feeding into the usb)

- - o - —
y 3 -
/" 5 3 - ; 'r !
< A : - 3g ey S
g = ek BIMCEM:
/ \ Fe ' =5 s SRS o T
P N g
f '\\ — = % land
& - s x .
p Y R

2 Cables (1 usb and 1 power for & adaptors)



Overview of Setup

Bv using a US | '
For%s wegtam Pz:;“b bﬁ%ih& ON@-‘”“OV\%
. . e raspberr
pi and kEhe LCD sereen F /



L s AT - e




Is Kali the best?

o I rarely use a “full Kali” install,
o I only need “wireless” related packages.
o Raspi Stretch is fine as a base to customize.
o Less driver issues.
o Extensibility
o Well maintained/documented
o Pentoo
o Distro specifically for wireless

o qetting it up and ruhining is F?QLM:ML



The sauce: Software

- Kismet (git —-master:

- The qold standard for
wireless related recomn,

- Covers a Lot of protocols,
¥O2.11,B7T,Drones,
RTL433,Zigbee )

xbensive API / extendable
via python

- Mulkiple platforms

- Great community

- kEEps://g&%kub.ﬂom/msme&w&retess/kﬁsme&

Bose 04:52:C7:CF:0C:9A
Apple 28:F0:76:3D:5A:65
Unknown

Apple

Apple 40:A6:D9:FC:C5:F5
Unknown C3:EB:A9:DE:F2:3F
Apple 88:1F:A1:33:2C:3A
Logitec 00:01:8E:EF:F9:50
NecPlatf 00:1B:8B:33:34:50

SeikoEps

SeikoEps

Unknown 6E:56:97:C3:DA:29
NestLabs 18:B4:30:5E:57:E9
QuantaMi 20:7C:8F:79:A6.7E
Apple 28:F0:76:3D:5A:64
Dropcam 30:8C:FB:46:0B:9C
Sony

GioneeCo

Apple 44:2A:60:DB:74:56

Buffalo 74:03:BD:AF:B9:6D

K Kismet - Simplified Mobile Dashboard

System Details: Uptime: 2 minutes.

12 85 81A 102A

Active Sources Channels Packets/Sec Total # of Devices
‘7 802.11 Details: ( 95 devices detected. )

43 34 18 o

80211 APs 802.11 Clients 802.11 Bridged 802.11 AdHoc Devices
Devices

Devices per Channel

R BN RN N R S S S B IR

* Bluetooth: ( 0 devices detected. )

0o o

BTLE Devices BR/EDR Devices
@ Others: ( 6 devices detected. )

-- 0 [ 6

Z-wave Devices RTL433 uav Unknown*
(*unkown= Empty kismet.device.base.type)

&> 802.11 AP List: ( 43 devices detected. )
AP Name
8E:A0:00:20:20:00
00:24:A5:12:91:49
A4:A0:00:20:20:00

30:¢ 3:7E:A3:EQ

106F3F73F51B 10:6F:3F:73:F5:1B

10:DA:43:A9:B6:69 10:DA:43:A9:B6:69

Wi-Fi Client

Wi-Fi Bridged Device
Wi-Fi Client

Wi-Fi Client

Wi-Fi AP

Wi-Fi Client

Wi-Fi Client

Wi-Fi Client

Wi-Fi Client

Wi-Fi Bridged Device
Wi-Fi Client

Wi-Fi Client

Wi-Fi Bridged Device

O 802.11 AP List: (44 devices detected. )

AP Name
auWi-Fi
au Wi-Fi
au Wi-Fi2

BOESEDDIDD09-2G

Manufacturer:

Associated Clients

Buffalo-A-38CE
Buffalo-G-FI8E
F660A-c2WS-G
HUMAX-1521E
HUMAX-1521E-A
HUMAX-8AE68
JAGKK-wireless
JAGKK-wireless
logixguest
logixguest
logixguest 56
macwifi

N57F1937953DFR2AT9903C30
26251

penguin
Pr500k-ead342-1
prs00k-ead342-2
prs00m-aad337-3
Secretbase5
SN_New_Wi-Fi_2F
StudioNao-T1st
VerizonP1
WARPSTAR-4A7797-G
WARPSTAR-4A7797-GW.
Wizpremium
Wizpremium

Wizpremium_club

CO:BA:DE08ISBAC

E:87
C6:01:11:54:28
36:93

BC:

88:57:EE:24:38:C7

34:3D:CA:CF:F1:80

CCHAFAC2:4D:DC

94:09:37:51:52:28

94:09:37:61:52:23

Q0FI05HBAETS

00:01:8E:03:2A:D4

00:1B:88:27:1F:D4

06:18:88:27:1F:D4.

DA:6E:0E:8B:28:01

DA:6E:OE:8B:28:02

00:01:8E:EF:F9:50

88:57:EE:24:38:C0

88:1F:A1:30:7D:E0

10:66:82:CC:25:AA

12:6 Ci25:AA

10:4B:46:AA:43:39

BC:3D:85:07:36:97

12:DA4ZAFBEBA

10:6F:3F:78:59:07

BE:27:EB:7B:46:59

9:18:22

9:18:22

Bluetooth

Bluetooth

Bluetooth

Bluetooth

Bluetooth

Bluetooth

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

IEEE802.11

Channel
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The sauce: Software
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bp:// bri.einfach.orgtech/horst/

File Edit

View Search Terminal Help

n

WESEC

- Alrodump-ng
- Integration into
the aircracke-wn.

9 11

Elapsed: 54 s ][ 2016-06-29 00:56
#Data
2
>
1
1

STATION PWR

5 64

8 70

4 76

u can see , denka is my one ,

01

0

0

0

0

0

0

0

Rate
0 1
0 1
0 -1

i will try

ENC CIPHER AUTH ESSID

ali{EARTHLNIK_NATHTER}

Frames Probe

0] 2 Denka
0] 1 Denka
0 2 Denka
to run airodump on it I

s://www.alrcrack-ng.org/



BTLE

: : Devices Seen in last 300s
. & Jueue status: result queue: 0, info scan queue: 0, 12ping queue: 1
)iscovery status timers: 37, ubertooth status: No hardware detected

JUID | SEEN ~ | VERS ADDRESS | RSST | NAME |_MANUF
lael40f5 | +11s | BTLE e PNaCD:53 2 anmTT8 | | Apple
'013bced | +12s | CL4.1 | **:%+:03:4]1:#%:%+ | .50 | MMB29M | Longchee
5 R '506b25d | +14s | CL/BR | **:%*:12:12:%*:%* | .78 | SPI2-8264-5575 | PlusCorp
- B = st&mmer‘ C}r s 453607d | +37s | BTLE RRIHRIBLEA kx| 82 | | Apple
€e2699b |  +101s | CL2.1 | **:*%:BQ:AQ;:** *x* | -16 | JohnnyfB's Beetle | AlpsElec
6dd0146 | +110s | LE4.1 | **:**:6C:22:**:** | .83 | | Apple, Inc.
4c063d0 | +114s | BTLE REIRR05:C4cxxcxx | .82 | | Apple, Inc.
- dcf7bdb | +148s | BTLE REIREIG6:5B** x| 63 | | Apple, Inc.
re& ML er OO 8a06e3d | +151s | BTLE RELNR:89:67:%%:%x | .33 | | Apple, Inc.
b352a7c |  +262s | CL/BR | **:**:FC:D3:%*:** | .72 | nuvi #38996806924 | GarminIn
. afdfal® | +269s | CL4.2 | **:**:EQ:QF:**:** | .89 | SAMSUNG-SM-G926V | SamsungE

owne ko detect “non-
visible” BTLE devices.

RLEAH

- GCrreal details o BTLE device., -
- Cowhnect to BTLE



RETTERCAY

The Swiss Army kinife for
nebworks reconnaissance and

Q&&&ﬁ MS R

: List available commands or show module specific help if no module name is provided.
: Show information about active modules.

: Close the session and exit.

: Sleep for the given amount of seconds.

: Get the value of variable NAME, use * for all.

: Set the VALUE of variable NAME.

: Clear the screen.

: Load and run this caplet in the current session.

: Execute a shell command and print its output.

: Assign an alias to a given endpoint given its MAC address.

Modules

V¥ WYV VN WOV OO YWY

10.0.2.0/24 » exit

Stopping modules and cleaning session state ...

WEE ps://gi&kub‘co m/betterca p/ be&%ercap



Quick Inkro to
Kismelk

o There are 2 version of Kismet.
o apt-get Kismet = older version of Kismet

o git clone https://github.com/kismetwireless/
kismetb.qit

o (what we users refer to kismeb-git-master)


https://github.com/kismetwireless/kismet.git
https://github.com/kismetwireless/kismet.git

The Interface(s)

= Kismet

Search:

Channel Last Seen Packets

Wi-Fi AP IEEE802.11 Unknown Oct 04 2017 18:35:32 Beenbooclo sl

E53 :DC: BTLE Bluetooth Google Oct 04 2017 18:35:31 0B "I X 1 |

Knappster-Guest Wi-Fi AP |IEEE802.11 Unknown Oct 04 2017 18:35:31 0B w_annnn__shame_ b am
vera_30010198 Wi-Fi AP IEEE802.11 Sercomm Oct 04 2017 18:35:31 0B —pe———
SKULCHZL BTLE Bluetooth Unknown Oct 04 2017 18:35:31 0B |
Alta HR BTLE Bluetooth Unknown Oct 04 2017 18:35:30 0B L L
Reverie BTLE Bluetooth Bluegiga Oct 04 2017 18:35:30 0B e n_n_un_l.a
NETGEAR91-5G Wi-Fi AP IEEE802.11 Netgear Oct 04 2017 18:35:30 19.00 KB lunelnan 0o sucst.

Showing 16 to 22 of 684 entries

Messages Channels .”

Current Historical e | PastMinute v | Filter Any v | Wi-Fi (802.11) v

149 [l 153 1 157 I 161 I 165
40

0 e T e e e e T e e e e e e P rrrT e
60 55 50 45 40 35 30 25 20 15 10 5

owered by many OSS components, see the credits page

The main interface



Device DEeTAILS

The Interface(s)

X I Device DeTalLs

X ' Device DEeTAILS

] » Device Info

-

Name VW BT 7871 . = Name 04:03:D6:71:39:27
MAC Address AC:7A:4D:35:C1:DE -n MAC Address 04:03:D6:71:39:27 !
Manufacturer AlpsElec | (L:;t) Beaconed SSID UESC u Manufacturer Nintendo
Type BR&#x2F;EDR Last Probed SSID UESC o Type Wi-Fi Bridged Device
First Seen Wed Oct 04 2017 12:08:42 GMT-0400 | (Client) Il First Seen Wed Oct 04 2017 11:00:10 GMT-0400 (EDT)
(EDT) | Packets i Last Seen Wed Oct 04 2017 18:11:48 GMT-0400 (EDT)
Last Seen Wed Oct 04 2017 12:08:43 GMT-0400 I Frequencies
. (EDT) Channel None Advertised
Frequencies Main 2.437 GHz
Channel FHSS Frequency
. Packet Frequency Distribution
Signal 8,042,898 aueney
Monitor Signal Monitor 80
Latest Signal -78 dBm 60
Min. Signal -78 dBm
. 40
Max. Signal -76 dBm Total Packets 8045789 : "
Packets LLC/Management 8042898 , - ——— L
Data Packets 2891
Error/Invalid Packets 0 2.412 GHz 2.462 GHz 5.745 GHz
Fragmented Packets 0 £
Retried Packets 769 Signal
O Data (size) 8.78 KB 0 Monitor Signal Monitor
LLC/Management Retried Data 0B Latest Signal -68 dBm
2 | g Min. Signal -92 dBm L
WPA Key Exchange I Max. Signal -11 dBm
| Handshake Packets 17 |
Handshake PCAP & Download Pcap File Packets v I
- » Wi-Fi (802.11)
i Adverticed SSID< '
Total Packets 2 - I » Packet Graphs H » Packet Graphs
» Packet Graphs » Seen By » Seen By I
! Dev/Debug Options » Dev/Debug Options » Dev/Debug Options {

Device Da




IM%QT&QCQ(S)

SETTINGS - DEvICE Row HIGHLIGHTING X

o

Device List Columns . Device Row Highlights
Device Row Highlighting

Units & Measurements Name Description

Plugins L Active

Login & Password

Device has been active in the past 10 seconds
Bluetooth Device Highlight all Bluetooth deices
Bluetooth BR/EDR Device Highlight classic BR/EDR Bluetooth devices

Bluetooth BLE Device

Highlight BLE Bluetooth devices

WPA Handshake Network contains a complete WPA handshake

Wi-Fi Device Highlight all Wi-Fi devices
RTL433 Devices RTL433 Sensor

Z-Wave Devices Z-Wave Node

B

Settings



The Interface(s)

8 Kismet - Simplified Mobile Dashboard

N . . AP Name
System Details: Uptime: 2 minutes.

au_Wi-Fi
12 85 81A 102A

Active Sources nnels Packets/Sec Total # of Devices

au_Wi-Fi CO0:8A:DE:08:5B:A8
au_Wi-Fi2 CO:8A:DE:C8:5B:AC

.11 Details: ( 95 devices detected. ) BOESEDD9IDD09-2G BO:ES:

BC:3D:85:07:36:94 BC:3D:85:07:36:94

43 34 18 0

802.11 APs 802.11 Clients 802.11 Bridged 802.11 AdHoc Devices Manufacturer: HuaweiTe
Devices

Associated Clients

I Devices per Channel
Buffalo-A-3BCE 88:57:EE:24:3B:C7

Buffalo-G-F18E 34:3D:C4:CF:F1:80

F660A-c2wS-G CC:1A:FA:C2:4D:DC

] -

AN D k9 01 B 90 AN AL D AP O xR P \Qb( »\‘LQ’ \rb@ HUMAX-1521E-A 94:09:37:51:52:23
HUMAX-BAE68 90:F3:05:18:AE:75

* Bluetooth: ( 0 devices detected. ) JAGKK-wireless 00:01:8E:03;

JAGKK-wireless 00:1B:8B:27:1F:D4

0 0

logixguest 06:1B:8B:27:1F:D4
BTLE Devices BR/EDR Devices

logixguest D4:6E:0E:8B:2B:01
@ Others: ( 6 devices detected. ) loouguestioG DA4:6E:OE:88:28:02
0 0 6 macwifi 00:01:8E:EF:F9:50

Z-wave Devices RTL433 UAV Unknown* N57F1937953DFR2AT9903C30

(*unkown= Empty kismet.device.base.type) flj °°722%! €5:5ZEE243B:CO

. : penguin 88:1F:A1:30:7D:E0
> 11 AP List: (43 devices detected. )
pr500k-ead342-1 10:66:82:CC:25:AA
AP Name prs00k-ead342-2 12:66:82:CC:25:AA
prs00m-aa4337-3 10:48:46:AA:43:39
Secretbase5 BC:3D:85:07:36:97
SN_New_Wi-Fi_2F 12:DA:43:A9:B6:6A
StudioNao-11st 10:6F:3F:78:59:07
VerizonP1 B88:27:68:78:46:59
106F3F73F51B -6F:3F:73:F5: WARPSTAR-4A7797-G 00:3A:9D:E9:18:22
WARPSTAR-4A7797-GW 06:3A:9D:E9:18:22
10:DA:43:A9:B6:69
Wi2premium A:DE:48:58:AC

Wi2premium CO:8A:DE:48:58:A8

Wi2premium_club A:DE:88:5B:AC

The Kismet Mobile Dashboard (plugin)



Advantages of Ustng Kismek

- Compreh@.msive Data collection
- Suppor%s mu&&pi& wireless Pro&acmts‘
- Per Device daka av\ai.:j&f:s‘
- Remote monitoring capabilities.
- Kismet remotes. (rpi-w,dd-wrt routers eke)
- Kismel remotes can send data ko a central
Kismelk server instance,

- The cenkral kismel server can handle kthe

remote dabkasources as a local source.
- (le: Channel hopping eke)

e O'F@.M source.
- Crrealk suppor% and &ommw\&j
- \ferj extendable



Disadvantaqes of using Kismet

- Requires modern web rendering
capabilities. (le:not suited for
some SBCs)

- No offensive capabilities.

- No packet injections
- No roque AP
- o Deauth akttacies

-~ No direct to wiglenet integration

- Technically still in “devetapmev\%”
Fkaseﬂ

- requires regular updates etc.



http://wigle.net




Video and Bemoﬂ(mavb@.)

Disclaimer: 1f you do notk want to
be detected, please put your
mobile devices/ aptops/Computers
LA “airpiame" mode, Now.



“Give a man a fish and you feed
him for a day; teach a man to fish
and you ?eed. him for Life”

-Undetermined origin

Question?

Thawnle you.




