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@ schneier.com

Blog Newsletter Books Essays Speaking

«— MySpace Passwords Aren't So Dumb Information Security and Externalities —
Schneier: Full Disclosure of Security Powered by DuckDuckGo
Vulnerabilities a 'Damned Good Idea’ B2

blog © essays @ whole site
Bruce Schneier

CSO Online Subscribe

January 2007 —
Full disclosure -- the practice of making the details of security vulnerabilities public -- is [ﬁl -; k ] . |_‘
a damned good idea. Public scrutiny is the only reliable way to improve security, while

secrecy only makes us less secure. About Bruce Schneler

Unfortunately, secrecy sounds like a good idea. Keeping software vulnerabilities secret,
the argument goes, keeps them out of the hands of the hackers (See The Vulnerability
Disclosure Game: Are We More Secure?). The problem, according to this position, is
less the vulnerability itself and more the information about the vulnerability.

But that assumes that hackers can't discover vulnerabilities on their own, and that
software companies will spend time and money fixing secret vulnerabilities. Both of
those assumptions are false. Hackers have proven to be quite adept at discovering
secret vulnerabilities, and full disclosure is the only reason vendors routinely patch their
systems.

I've been writing about security issues

To understand why the second assumption isn't true, you need to understand the on my blog since 2004, and in my
underlying economics. To a software company, vulnerabilities are largely an externality. monthly newsletter since 1998. | write
That is, they affect you -- the user -- much more than they affect it. A smart vendor treats books, articles, and academic papers.
vulnerabilities less as a software problem, and more as a PR problem. So if we, the user Currently, 'm the Chief Technology
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