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Outline

A Motivation
A Xiaomi Cloud
A Overview of devices
A Reverse Engineering of devices
i Intro
I Vacuum Cleaning Robot
I WI-FI Network Speaker
I Smart Home Gateway and Lightbulbs
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About me

A Researcher at Northeastern University, USA
A Grad student at TU Darmstadt, Germany
A [Insert more uninteresting information her§

A Why | am at HITCON? e R

I First time Iin Asia, Curiosity wins Sl g )0
i Xiaomi devices are actually used here S =¥ S8
I There is a Xiaomi store in Taipel
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MOTIVATION
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Why reverse IoT ?

A Depending on attacker model
I (Find and exploit bugs to hack other people)
I Deattach devices from the vendor
I Enhance functionality o
AAdd new features

continue to provide this service to you. If

you have any question related to the privacy
p

a
olicy, y

ALocalization: new languages
I Research of privacy problems
AQuestions: What data is collected?

HITCON Community 2018 i Dennis Giese 5



./

May 2017
Mi Band 2
Vacuum Robot Gen 1

How we started

June 2017
Lumi Smart Home Gateway
+ Sensors

L
W

({

July 2017
Yeelink Lightbulbs (Color+White)
Yeelink LED Strip
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How we continued

nnnnnnnn

" | ~—
——
v/ \ ) |
. o) )
\ ' ! £ 3
[
Yeelink Desk lamp Yeelink/Philips Ceiling Lights Vacuum Robot Gen 2  Lumi Agara Camera
Philips Eyecare Desk lamp Philips Smart LED Bulb Yeelink Bedside Lamp  Yeelink Smart LED Bulb (v2)
Smart Power strip

Xiaomi WAFi router
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Source: Xiaonadvertisment
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THE XIAOMI CLOUD




Xiaomi Cloud Z

A Different Vendorspne ecosystem roborock
| Samecommunicationprotocol
I Different technologies supported RYJ YEELIGHT

A Guidelinesfor implementation exists

I Implementation differs from manufacturer to
manufacturer

I Software qualityery different

https://qithub.com/MIiEcosystem/miio open

https://iot.mi.com/index.html

HITCON Community 2018 i Dennis Giese 10



https://github.com/MiEcosystem/miio_open
https://iot.mi.com/index.html

Xiaomi

Ecosystem

(-
=
T »
S Gateway * There could be more connections (e.g. P2P, |
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Device to Cloud Communication

A DevicelD
I Unique perdevice
A Keys
I Cloud key (16 byte alpkhaumeric)
A 1s used for cloud communication (AES encryption)
A Static, is not changed by update or provisioning
I Token (16 byte alphaumeric)
A Is used for app communication (AES encryption)
A Dynamic, is generated at provisioning (connecting to neviFiVi

HITCON Community 2018 i Dennis Giese 12



Cloud protocol

A Samepayloadfor UDP and TCP stream
A Encryptionkeydependingof Cloud/Appusage

A Forunprovisioneddevices
I Duringdiscovery Token irplaintextin the checksunfield

| |Byte0,1 |Byte2,3 |Byte456,7|Byte8,9,AB |Byte C,DEF

Header Magic:2131 Lenght 00000000 DID epoch(bigendian
Checksum Md5sum[Header Key(Cloud)/Token(App) + Dattakist9]
Data EncryptedData (f exists e.g.if not Ping/Pongr Hellomessageg

A token=for cloud key; for app: token

A key = md5sum(token)

A iv = md5sum(key+token)

A cipher = AES(key, AES.MODE_CRB®2dged plaintexx

HITCON Community 2018 i Dennis Giese 13



Cloud protocol

A Data
I JSONormatted messages
I Packet identified by packetid
I Structures:
A commands: "methods" + "params"
A responses : "results"
I Every command/response confirmed by receiver (except otc)
A Example
I {id": 136163637, 'params" {'ap'sSid) MyWdtl', 'bssid: 'F8:1A:67:CC.BB:AASsSI: -
30} hw_ver: Llnux' 'life': 82614, 'model': 'rockrobo.vacuum.vhetif': {'locallp:

'192.168.1.205' gw': '192.168.1. 1' 'mask’: '255.255.255.0fyy ' ver: '3.3.9 _003077',
'mac': '34:CE:00:AA:BB:DD', ‘token': 'xxpdrtner_id: ", 'method"; ' otc.info'}

HITCON Community 2018 i Dennis Giese 14



Xiaomi Ecosystem
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App to Cloud communication

A Authentication via OAuth
A Layered encryption
I Outside: HTTPs
I Inside: RC4/AES using a session key
A Separate integrity
A Message format: JSON RPC
A Device specific functions: provided by Plugins

HITCON Community 2018 i Dennis Giese
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App to Cloud communication

A REQ: api.io.mi.com/home/device_list method:POST params:]

A RES:
{"message":"ok","resuy Y & bt Aad by 2 e Y
0 OzXZ,"name":"MiPlugMini","localip™:"192.:
"mac":"34:CE:00:AA:BB:CC","ssid":"loT","b: ' C
DD:EE","model":"chuangmi.plug.m1”,
bt 2y IAUMBRSYHTYHIH N Yy S bt GAGdzZRS
"adminFlag":1,"shareFlag":0,"permitLevel":16,"iIsOnline":true,
"desc":"Power plug on "t8sl':-47}

HITCON Community 2018 i Dennis Giese 17



App to Cloud communication

" - . 4 4 —~ O
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LETS TAKE A LOOK AT THE
PRODUCTS

HITCON Community 2018 i Dennis Giese

19



Products

A ~260 different models supported (WiFi + Zigbee + BLE)
A Depending on selected server location
I MainlandChina umi
I Taiwan e
-I- US 38% Xilal%;:i
i X

I models not always compatible
A My inventory. ~40 differentmodels

T 95devicedn total iSmart_——— Veelink

2%
Update after | went to the Mi Store: [SEIY RockrobO/ YO gy Philps (/veennk?/"
0 0 6% %

42 models, 99 devicek 2%

Zhimi
9%

Values estimated, Mi Home 5.3.13, Mainland China Serv

HITCON Community 2018 i Dennis Giese 20



Products

Differentarchitectures

A ARM CortexA
A ARM CortextV
I Marvell 88MW30XigtegratedWiFi)
I Mediatek MT7687N (integrated WiFi + BLE)

A MIPS
A Xtensa
I ESP8266, ESP32¢gratedWiFi)

Focus of this talk

HITCON Community 2018 i Dennis Giese
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Why | hate ESP8266

A Weird architecture
A Difficult to reverse engineer
I No decompiler
I Limited disassembler support
I No useable JTAG |
A Its easier to replace the firmware |
I UART or OFdlpdate
AGood news: No SSL, unencrypted firmware over HT-

ck.vacuum.cl, roborock.vacuum.e2viomi.dishwasher.v01,

e

App1TE|s to: philips.light.bulb, philips.light.downlight,
robo

HITCON Community 2018 i Dennis Giese 29



Why | hate ESP8266

HITCON Community 2018 i Dennis Giese 23



Operation Systems

A Ubuntu 14.04
I Vacuumcleaning robots
A OpenWRT
I Xiaomi Wifi Speaker, Routeidinij washingmachine
A Embedded Linux
I IPcameras
A RTOS
I Smart Homeproducts
I Lightbulbs cellinglights, lightstrips

HITCON Community 2018 i Dennis Giese
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Implementations

Vacuum Robot Smart Home Gateway? PhilipsCeilingLight
YeelinkBedsideLamp

Manufacturer Rockrobo LumiUnited Yeelight

MCU Allwinner + STM + ~ Marvell (WitFi) MediaTek (Wi + BLE

Firmware Update Encrypted + HTTPS Not Encrypted Not Encrypted + HTTF
(No SSL stack!) (No Cert check!)

Debug Interfaces Protected Available Available

A TR o veeunr

roborock
*Does not apply for DGNWGO3LM (Gateway model for Taiwan)

25
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LETS GET ACCESS TO THE DEVIC]




How to get access

A Hardwarebasedaccess
I Micro USB Port ?
| Serial Connection on PCB ?
I JTAG/SWD?
i Flash ?

A Network-basedaccess
I Open Ports ?
I Sniff Networkraffic ?

HITCON Community 2018 i Dennis Giese 27




Warranty seal ?

HITCON Community 2018 i Dennis Giese



When everything falls

A Trace pins of the IC
I Datasheets/SDKs are your friends
i r BGA:

- m B T w2

and ECe 108
d for BGA/SO

1.2.2 ut—ee-Pin QFN

- -_—
[ J
A ATTwinne
b S

“RBesolder

6. PIN ASSIGNMENT

I Npredestructr

geofegogoorgel
5555558558854

vV E
ssmwsoz b
)

‘IHH‘HHIHW!BL“ f - [H 1] 3
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l.v

VACUUM CLEANING ROBOTS

T Dennis Giese
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Gen 1 Device Overview

Electronic Compass

Laser Distance Sensor (LDS) 4 ' ‘ Q ; ‘? Cliff Sensor
( \ H ,_

' Gyroscope /
. . \ o \ '&J:(:%lEI.':‘I_[’IF;T:E_]-

Drop Sensor

Dustbin Sensor

Collision Sensor

™, = / Fan Speed Sensor

Ultrasonic Radar Sensor e —

Source: Xiaonadvertisment
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Teardown

HITCON Community 2018
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Frontside
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Backside Ilayout mainboard
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Rooting

A Usual (possibly destructive) way to retrieve the firmware
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Ourweaponof choice

Rooting

HITCON Community 2018 i Dennis Giese
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Pin Layout CPU
usero

MMC2 MMC1
1 2 3 4 5 I 13 14 15 16 17
IMMC 1 | [} -I
A iRese|D6 [D4 [D2 [D0 | M iD2 |DO [CLK  ITX | UARTI
1 . i I 1 1
B 'D7 |D5 |D3 |D1 ! ID3 D1 [cMD!  IRX |
c oL Wi
1 T
D lcMDI
E
Recov|Confir|
F ery |m UART2
=TT r--1
G IRX |TX |
Line T
H INL
LINE
J INR
PHO
K NE IN
PHO
L NE IN
PHO MIC1
M NE P
PHO MIC2
N NE | [P
| |
. |SDASCHrese| RSB0
R
I______"_________I IU§§-USE-'|I
T ILCDYLCDYLCDSLCD3LCD1 IDMO [DPO | USB 1
3 HUSs 10565 [USE]
u ILCD§LCDGLCDALCDZLCDADRY Ibmi |pP1! USB 2

DRAM -:GND LCD
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Rooting (Genl + Gen?2)

Initial Idea
A Shortcutthe MMC datalines
A SoCfalls backo FELmode

A Load + Executmol in RAM
I ViaUSBconnector
I Dump MMCflash
I Modify image
I Rewriteimageto flash

HITCON Community 2018 i Dennis Giese 39



Software

Ubuntu 14.04.3 LTS (Kernel 3.4.xxx)

I Mostly untouched, patched on a regular base
Player 3.16svn

i OpenSource Crosplatform robot device interface & server U b U n tu
Proprietary software (/opt/rockrobo)

I Custom adberersion
Iptables firewall enabled (IPv4!)

I Blocks Port 22 (SSHd) + Port 6665 (player)

HITCON Community 2018 i Dennis Giese 40



Avalilable data on device

A Data
I Lodfiles (syslogs, stats, ssid, passwd)
I & K dza Nk & 0 Ayny8 OdLIRAXY I£]
I Maps
A Data is uploaded to cloud
A Factory reset
| Restores recovery to system
I Does not delete data
A Maps, Logs still exist

HITCON Community 2018 i Dennis Giese
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Avalilable data on device

A Maps
I Created by player
I 1024px * 1024px
I 1px =5cm

HITCON Community 2018 i Dennis Giese 42



Communication relations

<-soundpackagedirmware
compass uart_lds uart_mcu maps,logs>

* fds.api.xiaomi.com (https

player
0.0.0.0:6665

ott.io.mi.com:80{cp)

m
witimgr ot.io.mi.com:8053(d

RoboCOntroIIer

(D

Miio client
M (local):54322 {cp)
0.0.0.0:54321uydp)

reports->

<'C°mmand$> AESencrypted

@ AppProxy

Android/
iIPhone App

Robot intern PC

plainjson(tcp)
endkey) json(tcp/udp)
enqtoken) json(udp)

HITCON Community 2018 i Dennis Giese 43



eMMC Layout

boot-res bitmaps & some wav files 8

env uboot cmd line 16
app device.conf (DID, key, MAC), adb.conf, vinda 16
recovery fallbackcopyof OS 512
system_a copy of OS (active lmefault) 512
system b copy of OS (passive dgfault) 512
Download temporaryunpackedOS update 528
reserve config+ calibrationfiles, blackbox.db 16
UDISK/Data logs maps pcapfiles ~1900

HITCON Community 2018 i Dennis Giese 44



Update process

Active

system_a copy
dd

YAL hop T system_b f 45 bA
Update rootpw

in /etc/shadow Download ObYbRY
| —

Unpack+ dd S~ @
Pkg ink, Decrypt+imageOK? (" rebooting
X

HITCON Community 2018 i Dennis Giese 45



Firmware  updates

A Full images

I Encrypted tar.gz archives
I Contains disk.img with 512 Mbyte exti{esystem

A Encryptlpn - Sound Packages
IR U S B N O I U e (o] To]:Te % { (i GAO LI aasg2NR
I Ccrypt [256bit Rijndael encryption (AES)]

A Integrity
I MD5 provided by cloud

HITCON Community 2018 i Dennis Giese 46



.l | I N ||

Library function Data ] Regular function Unexplored [ Instruction External symbol

ﬂ Functions... O & IDA View-A ‘g’ Strings windaow (x|

-unction name # || Address Length Type  String ~
E UpWriteVersionlnfo [5] .rodata:0001A... 00000010 C FormatPartition

E UpProvisionOfflinef ‘s'| .rodata:0001A.., 00000015 C ChangeShadowPassword

E UpCheckPartitionFi [s] .rodata:0001A... 0000002C C Failed to delete directory "%5s'. errno = %ad

E LwCreateEventivoic ‘s’ .rodata:0001A... 00000027 C Failed to delete file 55", errno = %ad

] LwCloseEvent{void [s] .rodata:0001A... 00DDDOOS C CMD> %s

E LwWaitEvent({void * ‘s’ .rodata:0001A... 00000014 C %5 = Sdev/null 2= &1

E LwSetEventivoid *) |E| Jodata:0001A... 00000017 i Executing " %s\" failed!

E LonesTolevel ‘s’ .rodata:0001A... 00000029 C Computed package MD3 = %s; Expected = s
E LogPrint (5] .rodata:0001A... 00000013 C ccrypt -d -K s Yo

E |pOpenStateChange ‘s’ .rodata:0001A.., 00000009 C reckrobo

E |pDualStatelnitialize E Jodata:0001A.., 00000012 C Decrypting %es ..

E |pCloseStateChange ‘s’ .rodata:0001A... 00000012 C Decryption failed

E |pDualStateUninitial (5] .rodata:0001A... 0DDDDOTF C tar xzOf %es | dd of="%as bs=8192

E pDoSendMeszage(F ‘s'| .rodata:0001A... 00000022 C Extracting image '%5s' to "Jes’ ..,

E pSendMessage_Upc [ .rodata:0001A... O00OOOOF C Extract failed

1 nSendMessane Not I's’l .rodata:0001A... 00000010 C tar tf %es 4" 65"

HITCON Community 2018 i

Dennis Giese
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Lets root remotely

A Preparation RebuildFirmware
I Includeauthorized keys
I Removaptablesrule for sshd

A { S yrRIO.atatcommandto vacuum
I Encryptedwith token
A Fromappor unprovisionedstate
I Pointingto own http server

HITCON Community 2018 i Dennis Giese
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Lets root remotely

. oGet¢ 2 1 Sy
-
- O

omilO.otax

s

<
unprovisioned state
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from agent
39 armvil)
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@ root@rockrobo: ~

L—get 111n' ate
.ubuntu.com trusty
pu_ia.ubuntu.
orts.ubuntu
.ubuntu. c
.ubuntu.

_aun:hpaa.

.ubuntu

11"1’*'—111u ate
y/main armhf P
rusty-updats

1 LI 11"#"—u1u_

ports.ubuntu.
ubuntu.«
ubuntu
ubuntu.«

ubuntu. com
LJuabuntu. «
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2P root@rockrobo: ~ — L >

HITCON Community 2018 i Dennis Giese

52



Gain Independence

—

X
) 2=

w4 B [ ‘

Copyright: 20th Century Fox
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Proxy cloud communication

compass uart_lds uart_mcu

player
0.0.0.0:6665

wifimgr

RoboController

|

AppProxy

Miio client

(local):54322 {cp)

0.0.0.0:54321ydp)

Robot intern

/etc/hosts

130.83.x.x ot.io.mi.com
130.83.x.x ott.io.mi.com

HITCON Community 2018

T Dennis Giese

* fds.api.xiaomi.com (https

ot.io.mi.com:80{cp)
ott.io.mi.com:8053(d

<-commands
reports->

Android/
iIPhone App

IPC

plainjson(tcp)
endkey) json(tcp/udp)
enqtoken) json(udp)

o4




Possible Countermeasures

A Changing the firmware key
I Useless> we will figure out ;)

A Encrypting the MMC, enabling Secure Boot
I Allwinner R16 does not support this

A Encrypting/Obfuscating the lefijes and maps Ytk
I They tried in the last version =
i Here is the AES128CGBS &Y aw2/ Ywn. nX. ¢

HITCON Community 2018 i Dennis Giese 55



How to get the log and map AES key?

A RRlogd uses AES encryption functions from OpenSSL library
I Imported as dynamic library
I Interesting function: EVP_Encryptinit_ex(...)
A Helpful tool: Itrace
I Intercepts library calls
I Shows contents arguments of function calls

HITCON Community 2018 i Dennis Giese 56



Helpful Tools

A Dustcloud (https://github.com/dgiese/dustcloud)

I Image builder: generation of custom firmware

I flasher: easy installation of firmware

i dDustcloud Y SYdzf | G A 2 $gmaghidmeCléusd - 7
A Interesting projects

I Aerodust: WiFi signal strength mapping using the robot

I Various local interfaces (maps, controls)
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Summary of the Vacuum

A Rooting
I Remotd
A Cloud Connection
I Runwithout cloud
I Runwith your own cloud

A Main objective:# We want the Cloudkeys

HITCON Community 2018 i Dennis Giese
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WI-FI NETWORK SPEAKER

Applies to: xiaomi.wifispeaker.vl, basic idea also for xiaomi.router.*

HITCON Community 2018 i Dennis Giese
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Overview Hardware

A CPU: Amlogic Meson3
i ARM CortexA
A RAM: 128MB
A Flash: 8GByte
A WI-Fi+BT: Broadcom BCM43
A OS: OpenWRT
I Samba 3.x
I VLC libraries

HITCON Community 2018 i Dennis Giese 60



Serial Port

B
" DKSND-BOX01 -AF J b15112)
| Tvs2
sz B
® o@oooaﬂ

%2 =
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Rooting

A Teardown of device not necessary
A Firmware updates over HTTP
I packed LZMA in XML format
A Classic vulnerability: no input validation

http:/Kip}:9999/ssdp id}/Upnp/resource/sys?command=nslookup&host="echo

192.168.0.2 &dns_server=/etc/init.d/ssh start
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elink.light.colorl, zimi.powerstrip.v2, chuangmi.plug.ml, lumi.gateway.v3

SMART HOME GATEWAY,
LIGHTBULBS AND LED STRIPS

*Does not apply for DGNWGO3LM (Gateway model for Tai
HITCON Community 2018 i Dennis Giese 63
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4 ) Xlaomi Ecosystem
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HITCON Community 2018 i Dennis Giese 64



Overview Hardware

A ApplicationMCU: Marvell 88MW30x *

I ARMCortexM4F @ 200 MHz

I RAM 512KByteSRAM

I Flash 16 MByte (Gateway)

A 4 Mbyte SPI (LED Strip, Lightbeits)

I Integrated802.11b/g/n WiFiCore

I Device ID + Keys stored in OTP memory
A ZigbeeMCU: NXP JN51§Gateway only)

I 32-bit RISC CPU

I RAM: 32 kB

I Flash: 512 kB embedded Flash, 4 kB EEPROI

*Does not apply for DGNWGO03LM (Gateway Model for Taiw
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Sensors connected via gateway

Zighee(NXP JN5169) based

A Door Sensor (Reed contact)
A Temperature sensor

A Power Plug

A Motion Sensor

A Button

A Smoke Detector

A Smart Door Lock
A X

HITCON Community 2018 i Dennis Giese
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Acquiring the Key

A PCByot lots of testing points
A SWDis enabledby default

SDCLk SDIO
RST| TX* | GND | RX*

*UART

We cangetthe key
from the memdump

HITCON Community 2018 i Dennis Giese



Acquiring the Key

A Canwe getthe Keywithout a hardwareattack? A
A Firmwareupdatesare not signedx o
Letscreatea modified firmware

whichgivesusthe key
automatically

W’ No hardwareaccessieeded

¥ Thelightbulbrunsa baremetal OS
=>we needto patchthe binary

HITCON Community 2018 i Dennis Giese



Good news

A Vendors are lazy
A Assumed development of firmware:
| Take SDK/toolchain of chip vendor (e.g. Marvell)
i Add Mijia/Mi SDK with samples
I Modify sample that the product runs
I If it works: publish firmware

- All firmwaresverysimilar(memorylayout,
functions strings etc)
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Binary Patching: Goals

. |
A Modify program flow — | Eesanth Grajoatodds
A Addadditionalcode X
A Useexisting functions
> Original code €
—_—
—> Patch code

E—
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Binary Patching: Why can it be hard?

A Overwrite branch instructions
New Address = Value of PC + OffsetARM)

A Write new code irassembly

A Model address spacéRAM / ROM / free space)
A Callexisting functions

A Handledifferent firmware versionsanddevices

1SXTT100N

HITCON Community 2018 i Dennis Giese
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https://github.com/seemoo-lab/nexmon

Nexmon requirements

A Known memory layout
A Known function names and signature
A Free space on flash for patch

Watch my talk at DEFCON 26 IoT Village if you want to know hg

this black magic exactly works.

HITCON Community 2018 i Dennis Giese
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Binary Patching: Nexmon Framework

Getfunction names

o
t \

Compile Example Project " N UseBindiffto appl
with debug symbols N functionnames

Into IDA Pro
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Binary Patching: Nexmon Framework

A erte yOur patCh COde |n C = Branch: Original code

I Reuse existing functions ‘: 4 '

Original code

Patch code
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Preparing the modified binary (Marvell)

A Binaries have special format
SPI format= OTA format
Convertlon from OTA binary to ELF file helpful

Byte 8-11 12-15 16-19
Maglc Maglc Timestamp # of segments entry address
0x00000000 4D 52 56 4C 7B F1 9C 2E FF BE A8 59 03 00 00 00 19 37 00 1F
"MRVL" 0x1f003719
segment magic offset in file sizeof segment mem addr checksum We h ave Pyth on
0x00000014 02 00 00 00 C8 00 00 00 50 36 00 00 00 00 10 00 20 C851 7D | f tha t
0xc8 0x3650 0x100000 tOO S Tor
segment magic offset in file size of segment mem addr checksum
0x00000028 02 00 00 00 18 37 00 00 28 15 08 00 18 37 00 1F 0A 11 25 85 .
0x3718 0x81528 0x1f003718 Bin-> ELF
segment magic offset in file size of segment mem addr checksum E |_F-> B|n
0x0000003C 02 00 00 00 40 4C 08 00 54 19 00 00 40 00 00 20 FB 5F ED 39
0x84c40 0x1954 0x20000040
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Preparing the modified binary (

A MediatekSegments: lzmaompressed

Byte 0-3 4-7 8-11 12-15 16-19

Magic # of Segments Offset in File mem addr Sizeof segment
0x00000000 4D4D4D00 03 00 00 00 C8 00 00 00 00 00 10 00 50 36 00 00

caaab 0xc8 0x100000 0x3650

X X
SHAL ChecksunX
0x00000080 X
X { 1-1Checksum Segmentdata

0x00000090 X

Mediatek )
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Applying the modified firmware

| (ﬂff'
-

DNS
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Proxy cloud communication

ott.io.mi.com:80{cp)
ot.io.mi.com:8053(¢dp

Dustcloud

<-commands
reports->

=

Android/
iIPhone App
— DNS Records IPC
plainjson(tcp)
endkey) json(tcp/udp)

enqtoken) json(udp)

130.83.x.x ot.io.mi.com
130.83.x.x ott.io.mi.com
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Summary Lightbulbs /Gateway

A Rooting
I Modificationof the firmware

I Remotd (thanksto missingintegrity checks
A Cloud Connection

I Read altloudcommunicationsn plaintext
I Runwith your own cloud

e
Wil

({
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One word of warning é

A Neverleaveyour devicesunprovisioned
I Someoneelsecanprovisionit for you

AlInstal
ASnoo

maliciousfirmware

0 oryour apartment

A Becarefulwith useddevices
I e.g. Amazon Marketplace
I Somemalicioussoftwaremaybe installed
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Conclusion

A Basic best practices not used
I No firmware sighatures
I Use of HTTPS and certificate verification broken
I Hardware security features are missing
A Good
I We can modify the devices
A Bad
| Someone else can do too
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