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Remote code execution (GEif a5 #11T)

Unrestricted file system or database access ((EEFRIER R EHE)

Logic flaw bugs leaking or bypassing significant security controls (B2E$E:5. #EBEGEHEHI)
Execute code on the client (R E % F i)

Other valid security vulnerabilities (E &% £ iFiR)
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4 (USD)

y Remote code execution Command injection, deserialization $5.000
= Ui a0 AT bugs, sandbox escapes ’
Unrestricted file system or

2 | database access XXE, SQL injection $5,000
EEFRIEERBHENE
Logic flaw bugs leaking or

3 bypassing significant security | Insecure direct object reference, remote $500
controls user impersonation, privilege escalation
EEEFERR . HEBEREE B

4 Execute code on the client Cross-site  scripting, Client Code $100
REEFin execution
Other valid security

5 vulnerabilities CSREF, Clickjacking, Information leakage $100
Heraz&RA
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