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Reference: Board-Ready Slides for Cybersecurity and Technology Risk Sample Narrative, Gartner 2017
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EXECUTIVE

Risk Frameworks (SANS)

* NIST 800-39 ~ NIST 800-30
* ISO 27005 ~ CIS RAM

PROCESS

Program Frameworks (SANS)
e NIST Cybersecurity Framework
« |ISO 27001

PROCEDURE
Controls Frameworks (SANS)

« NIST 800-53
» CIS Critical Security Controls

TECHNOLOGY VIEW

Defense Appliance / Service
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Risk Frameworks
 NIST 800-392 ~ NIST 800-30
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OWASP Cyber Defense Matrix

Technology

People

Process

https://owasp.org/www-project-cyber-defense-matrix/
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Function Category
Asset Management (ID.AM): The data,
personnel, devices, systems, and facilities
that enable the organization to achieve
IDENTIFY (ID) business purposes are identified and

managed consistent with their relative
importance to organizational objectives and
the organization’s risk strategy.

Informative References

CISCSC 1
COBIT 5 BAI09.01, BAI09.02
ISA 62443-2-1:2009 4.2.3.4
ISA 62443-3-3:2013 SR 7.8
ISO/MEC 27001:2013 A.8.1.1, A.8.1.2
NIST SP 800-53 Rev. 4 CM-8, PM-5
CISCSC2
COBIT 5 BAI09.01, BAI09.02, BAI09.05
ISA 62443-2-1:2009 4.2.3.4
ISA 62443-3-3:2013 SR 7.8
ISO/IEC 27001:2013 A.8.1.1, A.8.1.2, A.12.5.1
NIST SP 800-53 Rev. 4 CM-8, PM-5
CIS CSC 12
COBIT 5 DSS05.02
ISA 62443-2-1:20094.2.3.4
ISO/IEC 27001:2013 A.13.2.1, A.13.2.2
NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8
CIS CSC 12
COBIT 5 AP002.02, APO10.04, DSS01.02
ISO/IEC 27001:2013 A.11.2.6
NIST SP 800-53 Rev. 4 AC-20, SA-9
CISCSC 13,14
COBIT 5 AP0O03.03, APO03.04, APO12.01,
BAI04.02, BAI09.02

ISA 62443-2-1:2009 4.2.3.6

ISO/IEC 27001:2013 A.8.2.1

NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14, SC-6

CISCSC 17,19

COBIT 5 APO01.02, APO07.06, APO13.01,
DSS06.03

ISA 62443-2-1:2009 4.3.2.3.3

ISO/IEC 27001:2013 A.6.1.1

NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11

Subcategory

ID.AM-1: Physical devices and
systems within the organization
are inventoried

ID.AM-2: Software platforms
and applications within the
organization are inventoried

ID.AM-3: Organizational
communication and data flows are |
mapped

ID.AM-4: External information
systems are catalogued

ID.AM-5: Resources (e.g.,
hardware, devices, data, time,
personnel, and software) are
prioritized based on their
classification, criticality, and
business value

ID.AM-6: Cybersecurity roles
and responsibilities for the entire
workforce and third-party

stakeholders (e.g., suppliers,
customers, partners) are
established

www.nist.gov/cyberframework/framework
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» CIS Critical Security Controls
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Defense Appliance / Service
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Controls Frameworks (SANS)

« NIST 800-53
* CIS Critical Security Controls

TECHNOLOGY VIEW

Defense Appliance / Service
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Controls Frameworks (SANS)
e NIST 800-53
» CIS Critical Security Controls
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Degree of Dependency
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OWASP Cyber Defense Matrix

Technology

People

Process

https://owasp.org/www-project-cyber-defense-matrix/
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