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e Brief introduction to CodeQL



Brief introduction to CodeQL

CodeQLl’s variant analysis and powerful analyzers



Analysis overview

The database schema is (source) language specific, as QL Compiler
are queries and libraries. Query

Multi-language code bases are analyzed one Compilation
language at a time.

Query
II Snapshot Database II Evaluation
o Qs

How Semmle QL works

Analysis Overview




Analyses

. ships with extensive libraries to empower variant analysis
e Static Analysis
 Data Flow Analysis
 Taint Analysis

 CFG Analysis

e Supported languages include C/C++, C#, Java, Javascript, Python and
more



Static Analysis

* Find static things among the Snapshot Database

 Fast and accurate to find flaws that don’t require complex requirements to
meet

 Hardcoded password strings, dangerous functions, etc



Static Analysis

e from Method m where m.getName() = "Execute" select m

CMS-release-715.5 > src > UmbracoWeb > Install > InstallSteps > C* FilePermissionsStep.cs #select 4 37 results nloads > Umbraco-CMS-release-7.15.5 > src > UmbracoWeb > C+ BatchedWebServiceServerMe  geqlact 4 28 results
using System; : base()
using System.Collections.Generic; # { #
using System.IO; 1 Execute UmbracoModule.EndRequest += UmbracoModule_EndRequest; 1 password
using umbraco; 2 Execute } 2 T
using Umbraco.Core; 3 Execute
using Umbraco.Core.I0; internal BatchedWebServiceServerMessenger(string login, 3 password
using Umbraco.Web.Install.Models; 4 Execute string password) 4 passwordChanger
5 Execute : base(login, password) | B passwordChangeResult
namespace Umbraco.Web.Install.InstallSteps ] 6 Execute { . 6 passwordChangeResult
{ UmbracoModule.EndRequest += UmbracoModule_EndRequest;
7 Execute I 7 passwordModel
[InstallSetupStep(InstallationType.NewInstall | }
InstallationType.Upgrade 8 Execute 8 passwordModel
"Permissions'.' 0 it 9 Execute internal BatchedWebServiceServerMessenger(string login, I 9 passwordValidator
1 4 1 1 . . .
PerformsAppRestart = true)] 10 Execute strlr.wgbpasiv{/orq, bool use21strlgt.1t:dc'zltsc)’c e) 10 password
internal class FilePermissionsStep : InstallSetupStep<object> 1 Execute ‘ + baseltogln, password, usebistributedtatis 1 passwordChanger
{ 12 asswordChangeResult
12 Execute UmbracoModule.EndRequest += UmbracoModule_EndRequest; P g
public override InstallSetupResult Executel(object model) a - a 13 oo
{ 13 Execute } P
//Firet vali |‘ e file nermissions 14 Execute 14 password
AL e € T1ie PErMiss1ons public BatchedWebServiceServerMessenger(Func<Tuple<string, 15 passwordModel
var permissionsOk = true; 15 Execute string>> getLoginAndPassword)
Dictionary<string, List<string>> reportParts; 16 Execute : base(getLoginAndPassword) 16 passwordModel
17 . . { 17 passwordChanger
. , . xecute
permissionsOk = FilePermissionHelper. UmbracoModule.EndRequest += UmbracoModule_EndRequest; 18 password
RunFilePermissionTestSuite(out rennrtParts): 18 Execute 1 - -

e from VariableAccess va
where va.getTarget().getName().regexpMatch(“.*pass(wd|word|code).*”)

select va.getTarget()



Static Analysis

codeql-custom-queries-javascript > = example.ql > {} example #select A 1 results
import javascript
#
class SuspiciousExpr extends InvokeExpr { 1 [*==*[ ... aFront)
SuspiciousExpr() { 2 new Reg ... *)}$")
exists(StringLiteral s | :

ASubje ... chText
getCalleeName() = "RegExp" and = /Su. sy,
s.getStringValue().matches("%.%%") and 4 subject ... +)\)$/)
getEnclosingStmt() = s.getEnclosingStmt() 5 subject ... (¥)$/)

) 6 subject ... (*)$/)
or . . 7 RegExp('*')
exists(RegExpLiteral regex | .
regex.getValue().matches("%.x%") and 8 expect( ... n.js$/)
getEnclosingStmt() = regex.getEnclosingStmt() 9 expect( ... tring’)
) T 10 expect(content.url)
} 11 [¥The ... output)
}
from SuspiciousExpr s
select s




Data Flow Analysis

 DataFlow node carries a single value due to the flow
* Find out how things flow back and forth among data nodes

 Baby steps to discovering intriguing paths



Data Flow Analysis

 from AspNetRemoteFlowSource remote, Method m, MethodCall mc

where m.getDeclaringType().getABaseType().hasQualifiedName("System.Web.IHttpHandler")

m.isSourceDeclaration()

DataFlow::localFlow(remote, DataFlow::exprNode(mc.getAnArgument()))
mc.getEnclosingCallable() = m

select m, mc

2020051‘I_CIientD?pendency_1.9.8 source archive] > Users > boik > Downloads > 20200511_Clie #select A 3 results
#* m mc

private bool ValidateRequest(HttpContext context, out ,
string fileKey, out ClientDependencyType type, out int o [ P RS e slieiet B OT S,
version) 2  ValidateTypeFromFileNames call to method Format
{ 3  ValidateTypeFromFileNames call to method Format

if (string.IsNullOrEmpty(context.Request.PathInfo))

{

var decodedUrl = HttpUtility.HtmlDecode(context.
Request.Url.0riginalString);

var query = decodedUrl.Split(new charl[]l { '?' });
if (query.Length < 2)

{



Taint Analysis

DataFlow node carries a single value due to the flow
Taint tracking extends data flow by including flow
steps

var temp = X;

FOr eXample, var y = temp + ll’ 1

If ¥ Is a tainted string then v is also tainted



Taint Analysis

e class MyTaint extends TaintTracking::Configuration {
MyTaint() { this="..." }
override predicate isSource(DataFlow::Node source) { ... }

override predicate isSink(DataFlow::Node sink) { ... }

from MyTaint taint, DataFlow::Node source, DataFlow::Node sink
where taint.hasFlow(source, sink)

select source, “Dataflow to $@.”, sink, sink.getNode()



CFG Analysis

* A different program representation in terms of

control flow
graphs (CFGs)

 Phrased in terms of rather than single control flow nodes

* | don’t see it being used often @
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e CodeQLl’s Tricks

* Replicate CVEs to find you CVEs
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Replicate CVEs to find you CVEs

Model threats to find them somewhere else



Why would we do this?

It’s because that some vulnerabilities were fixed by just mitigating
reporters’ provided cases

By replicating these vulnerabilities by modeling with CodeQlL, it’'s possibly
to find the same flaws through other paths

It’s also possible to find the same flaws from other projects or repositories

This Is called 7, the process of using a known vulnerabillity
as a seed to find similar problems in other code bases



Keybase hostname-validation regular expression

 Look at these two regular expressions
o \.twitter\.com/(\\w]+)[/]?$'

o \.twitter\.com/N\\w]+[/]?$'



Keybase hostname-validation regular expression

 Look at these two regular expressions
o \.twitter\.com/(\\w]+)[/]?$'

o \.twitter\.com/N\\w]+[/]?$'

e The issue stems from the fact that it use \. instead of \\. in these two
regular expression



Keybase hostname-validation regular expression

404 Not Found X +
O 1 #a v O e B

= Keybase Chat

— C @ @ totallynottwitter.com/edoverflow
@ Attack! @ XSS! @ SQLi!

Not Found
(=)

Encrypt to @edoverflow

The requested URL /edoverflow was not found on this server.

Apache/2.4.27 (Ubuntu) Server at totallynottwitter.com Port 80




Let’s model this flaw

Step 1: Find all occurrence

e from InvokeEXxpr c
where c.getCalleeName() = "RegExp”

select ¢

Step 2: Find all occurrence with ".*"
* from InvokeExpr c, StringLiteral s
where c.getCalleeName() = "RegExp" and
s.getStringValue().matches(“%.*%") and
s.getEnclosingStmt() = c.getEnclosingStmty()

select ¢

codegl-custom-queries-javascript > = example.gl > {} example
import javascript

from InvokeExpr ¢
where c.getCalleeName() = "RegExp"
select ¢

Inside

codeql-custom-queries-javascript > = example.gl > {} example

import javascript

from InvokeExpr ¢, StringLiteral s
where c.getCalleeName() = "RegExp" and
s.getStringValue().matches("%.%x%") and

s.getEnclosingStmt() = c.getEnclosingStmt()

select ¢

#select ¥ 16 results
#

1 new Reg ... ¥)}$")
2 new Reg ..., 'gi')
3 new Reg ..., 'd")
4 new Reg ... orName)
5 new Reg ... orName)
6 new Reg ... orName)
7 new Reg ... orName)
8 new Reg ... orName)
9 new Reg ... orName)
10 new Reg ... orName)
11 new Reg ... orName)
12 new Reg ... h, 'g")
13 new RegExp(")
14 new RegExp(‘ab+c')
15 RegExp('*')
16 new Reg ... h, 'g")

#select § 2 results

#
1 new Reg ... *')}$")
2 RegExp('*')



// Check whether pattern matches.
// https://developer.chrome.com/extensions/match_patterns
const matchesPattern = function (pattern: string) {
if (pattern === '<all_urls>') return true
const regexp = new RegExp( ~${pattern.replace(/\*/g, '.x')}$")
const url = "${location.protocol}//${location.host}${location.pathname}"
return url.match(regexp)

boikgoogle.com NT$446.00 S5

pattern = "https://*.google.com/fooxbar’

"https://*.google.com/fooxbar"

regexp = new RegExp( ~${pattern.replace(/\x/g, '.x')}$")

/~https://.*.qgoogle.com/foo.*bar$/

'https://boikgoogle.com/foobar'.match(regexp)

» ["https://boikgoogle.com/foobar", index: @, input: "https://boikgoogle.com/foobar", groups: undefined]

Electron 1.2.2 -4.2.12

Regular expression failure upon checking a website’s URL to activate the
webEXxtension

> |




fix: ensure dots in content script patterns aren't used as wildcards #1/593 Open with ~

)l VG MarshallOfSound merged 4 commits into master from MarshallOfSound-patch-1 [°] on 29 Mar 2019

Conversation 3 Commits 4 Checks 7 Files changed 1 +5 -1 HEEN

Changes from all commits v  File filter... v Jumpto..v 3+ 0/1files viewed (&

v 6 mEmm lib/renderer/content-scripts-injector.ts [J] () Viewed

@@--21,11-+21,15-@@- const-getIsolatedWorldIdForInstance-=-() -=>-{

return-isolatedWorldIds++ return-isolatedWorldIds++

const-escapePattern-=:function- (pattern: -string) - {
return-pattern.replace(/[\\"$+2. () | [N\1{}1/g,  "\\$&")

// - Check-whether-pattern-matches. //-Check-whether-pattern-matches.
// -https://developer.chrome.com/extensions/match_patterns // -https://developer.chrome.com/extensions/match_patterns
const-matchesPattern-=-function- (pattern:-string) - { const-matchesPattern-=-function- (pattern:-string) - {
if- (pattern-===-'<all_urls>"') - return-true if- (pattern-===-'<all_urls>"') - return-true
const-regexp-=-new-RegExp( ~${pattern.replace(/\*/g, '.x"')}$") const-regexp-=-new-RegExp( "${pattern.split('*"').map(escapePattern).join("'.*x")}$")
const-url-=-"${location.protocol}//${location.host}${location.pathname}" const-url-=-"${location.protocol}//${location.host}${location.pathname}"

return-url.match(regexp) return-url.match(regexp)

The Patch

Escape correctly all special characters



Umbraco CMS Local File Inclusion

 The ClientDependency package, used by Umbraco, exposes the
"DependencyHandler.axd" file in the root of the website

* This file is used to combine and minify CSS and JavaScript files, which
are supplied in a base64 encoded string

 /DependencyHandler.axd?
S= &t=Css&cdv="



Umbraco CMS Local File Inclusion

¢ > C

[DependencyHandler.axd?s=L3VtYnJhY28vbGIliL2pxdWVyeS9qgcXViIcnkubWluLmpz&t=Css&cdv=20050402

!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a
document");return b(a)}:b(a)}("undefined" !=typeof window?window:this,function(a,b){var c=[],d=a.document,e=c.slice, f=c.conc:
{},Jj=i.toString,k=i.hasOwnProperty,l={},m="2.2.4",n=function(a,b){return new n.fn.init(a,b)},0=/"[\s\uFEFF\xA0]+|[\s\uFEFF\
b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:0,toArray: function(){return e.call(this)},get:
this[at+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return b.prevObject=thi
n.each(this,a)},map:function(a){return this.pushStack(n.map(this, function(b,c){return a.call(b,c,b)}))},slice:function(){re
this.pushStack(e.apply(this,arguments))},first:function(){return this.eq(0)},last:function(){return this.eq(-1)},eq:functio
this.pushStack(c>=0&&b>c?[this[c]]:[])},end:function(){return this.prevObject||this.constructor()},push:g,sort:c.sort,splics
a,b,c,d,e,f,g=arguments[0]||{},h=1,i=arguments.length,j=!1;for("boolean"==typeof g&&(j=g,g=arguments[h]||{},h++),"object"==
-);i>h;h++)if(null!=(a=arguments[h]))for(b in a)c=g[b],d=a[b],g!==d&&(j&&d&&(n.isPlainObject(d) || (e=n.isArray(d)))?(e?(e=!1
{},g[b]=n.extend(j,£f,d)):void 0!==d&&(g[b]=d));return g},n.extend({expando:"jQuery"+(m+Math.random()).replace(/\D/g,""),1isRe
Error(a)},noop:function(){},isFunction:function(a){return”"function"===n.type(a)},isArray:Array.isArray,isWindow: function(a)
b=a&&a.toString();return!n.isArray(a)&&b-parseFloat(b)+1>=0},isPlainObject:function(a){var

b;if ("object"!==n.type(a)||a.nodeType| |n.isWindow(a))return!l;if(a.constructor&&!k.call(a,"constructor")&&!k.call(a.construc
a);return void 0===b||k.call(a,b)},isEmptyObject:function(a){var b;for(b in a)return!l;return!0},type:function(a){return nu
i[j.call(a)]||"object":typeof a},globalEval:function(a){var b,c=eval;a=n.trim(a),a&&(l===a.indexOf("use strict")?
(b=d.createElement("script"),b.text=a,d.head.appendChild(b).parentNode.removeChild(b)):c(a))},camelCase:function(a){return :
{return a.nodeName&&a.nodeName.toLowerCase()===b.toLowerCase()},each:function(a,b){var c,d=0;if(s(a)){for(c=a.length;c>d;d+
a)if(b.call(a[d],d,a[d])===!1)break;return a},trim:function(a){return null==a?"":(a+"").replace(o,"")},makeArray:function(a
n.merge(c, "string"==typeof a?[a]:a):g.call(c,a)),c},inArray:function(a,b,c){return null==b?-1:h.call(b,a,c)},merge:function




Umbraco CMS Local File Inclusion

* According to Umbraco Security Advisories, there are multiple times of LF|
in ClientDependency

ClientDependency

® It,S a gOOd target for Varian't ClientDependency is a module that ships with Umbraco CMS.
Analysis
Umbraco Forms
 Umbraco Forms seems to be a

Umbraco Forms is an optional plugin for Umbraco, maintained by Umbraco HQ.

good target next

e 2016, January 27th: https:/umbraco.com//blog/umbraco-forms-security-notice/



https://umbraco.com/about-us/trust-center/security-and-umbraco/how-to-get-informed-about-security-advisories/history-of-umbraco-security-advisories/
https://umbraco.com/about-us/trust-center/security-and-umbraco/how-to-get-informed-about-security-advisories/history-of-umbraco-security-advisories/

Raw | Params | Headers | Hex \ | Raw | Headers | Hex | XML |

GET HTTP/1.1 200 OK

/DependencyHandler.axd?s=aHROcDovL3VtYnJ Cache-Control: public, must-revalidat@

hTLdU_Ahhb\BEZ;q]bé” rd2VilmNvbmZpZw==&t= proxy-revalldate, max -age=863618, s-maxage=863618

CSS&cdv=1 HTTP,1.1 Content -Type: text/css

Host: umbraco ampla COm Expires: Wed, 10 May 2017 23: /:01] GMT

User-Agent: Mo 111a .0 (X11; Linux Last-Modified: Sun, 30 Apr 201, 01 GMT

x86 64; rv:45.0) uegk0;4@1661®1 ETag: ”fafﬁllzabd38aSECfaa33) ef f8@80”

Firefox/45.0 Date: Sun, 30 Apr 2017 23:23: GMT

Accept: Connection: close

text/html,application/xhtml+xml,applicat Content -Length: 11925

ion/xml;q=0.9,*/*:9=0.8

Accept Language. en-US,en;g=0.5 <?xml version="1.0"

Accept-Encoding: gzip, deflate encoding="utf-8"7><configuration><configSections>

Connection: close <section name="urlrewritingnet”
restartOnExternalChanges="true"
requirePermission="false"

type="UrlRewritingNet .Configuration.UrlRewriteSec
tion,UrlRewritingNet .UrlRewriter" /><section
name="microsoft.scripting"

Vpﬂ—'Hl' s0ft .Scripting.Hosting.Configuration.S
action Hl'FOSDTt.b:Ilptlﬂg,vtltluﬂ 1.0.0.0,Cultur
e:nwutIGT ,PublicKeyToken=31bf3856ad364e35"
r@qu1r@P@rm1“51on— de"‘“ /><section

of % 112 blingbling 89! ~ameccl

Umbraco CMS Local File Inclusion

GET /DependencyHandler.axd
2g— &t=Css&cdv=T




Let’s model this flaw

In Asp.Net, it's common to implement the interface in order
to intercept users’ requests

Therefore, those classes are good sources for us!

After reviewing the source code of ClientDependency, we know that the
function is responsible for the vulnerability

Hence, this function is good sink



Let’s model this flaw

 Model two previous flaws with CodeQL

 Then, pop up a new LFl issue within ClientDependency 1.8.2.1 - 1.9.8

codegl-custom-queries-csharp > = example.ql > {} example > %3 SuspiciousFlow > @ isAdditionalTaintStep
IHttpHandler") and

isSourceDeclaration()

class SuspiciousFlow extends TaintTracking::Configuration {
SuspiciousFlow() { this = "SuspiciousFlow" }

override predicate isSource(Node source) {
exists(WebIHttpHandler web, MethodCall mc |
localExprFlow(web.getAParameter().getAnAccess(), mc.getAnArgument()) and
source = exprNode(web.getAParameter().getAnAccess())

override predicate isSink(Node sink) {
exists(MethodCall mc |
mc.getTarget().getName() = "WriteFileToStream" and
sink = exprNode(mc.getAnArgument())

override predicate isAdditionalTaintStep(Node src, Node dst) {

alerts

vV oV VOV VYV VYV YV YV VY YV YV YV YV VYV

= 56 results

Message

This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to
This input flows to

here .
here .
here .
here .
here .
here .
here .
here .
here .
here .
here .
here .
here .
here .
here .
here .

here .

@ Show results in Problems view

BaseCompositeFileProcessingProvider.cs:203:65
BaseCompositeFileProcessingProvider.cs:203:65
BaseCompositeFileProcessingProvider.cs:203:65
BaseCompositeFileProcessingProvider.cs:203:65
BaseCompositeFileProcessingProvider.cs:203:65
BaseCompositeFileProcessingProvider.cs:203:71
BaseCompositeFileProcessingProvider.cs:203:71
BaseCompositeFileProcessingProvider.cs:203:71
BaseCompositeFileProcessingProvider.cs:203:77
BaseCompositeFileProcessingProvider.cs:203:77
BaseCompositeFileProcessingProvider.cs:203:77
BaseCompositeFileProcessingProvider.cs:203:77
BaseCompositeFileProcessingProvider.cs:203:77
BaseCompositeFileProcessingProvider.cs:203:77
BaseCompositeFileProcessingProvider.cs:219:61
BaseCompositeFileProcessingProvider.cs:219:61

BaseCompositeFileProcessingProvider.cs:219:61



Let’s model this flaw

 Model two previous flaws with CodeQL
 Then, pop up a new LFl issue within ClientDependency 1.8.2.1 - 1.9.8

e Source Node

override predicate isSource(Node source) {
class WebIHttpHandler extends Method {

WebIHttpHandler() { exists(WebIHttpHandler web, MethodCall mc |
getDeclaringType().getABaseType().hasQualifiedName("System. localExprFlow(web.getAParameter().getAnAccess(), mc.
Web.IHttpHandler") and getAnArgument( )) and

isSourceDeclaration() source = exprNode(web.getAParameter().getAnAccess())



1S flaw

override predicate isAdditionalTaintStep(Node src, Node dst) {

Let’'s model th

® MOdeI tWO preViOus fIaWS Wi'th COdeQL if mc.getTarget() instanceof ExtensionMethod

then (
if mc.getTarget().getName() = "Select"
then (
. . . (
o Then, pop up a neW LFI |Ssue Wlthln sr;: = DataFlow: :exprNode(mc.getArgument(0))
an

dst = DataFlow::exprNode(mc.getArgument(1).
(LambdaExpr).getParameter(0).getAnAccess())

ClientDependency 1.8.2.1 - 1.9.8 g

src = DataFlow::exprNode(mc.getArgument(1).
(LambdaExpr).getExpressionBody())

® SE;. and
Ink NOde dst = DataFlow::exprNode(mc)
)
) else (
, , , , , type = mc.getTarget().getReturnType() and
override predicate isSink(Node sink) { lisis @ dsmnaass Veaemma) o
exists(MethodCall mc | src = DataFlow: :exprNode(mc.getArgument(0)) and
mc.getTarget().getName() = "WriteFileToStream" and | e = [RNEFIGHE BEI e BUDE,
sink = exprNode(mc.getAnArgument()) ) ailae
) type = mc.getTarget().getReturnType() and
} (not type instanceof VoidType) and

mc.getChildExpr(-1) instanceof MethodCall and
src = DataFlow::exprNode(mc.getChildExpr(-1)) and
dst = DataFlow::exprNode(mc)



e CodeQLl’s Tricks

 More powerful pattern finder
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More powerful pattern finder

Find something through semantics



Pattern Finder

 Method 1: Grep / Strings / Regular Expression
 Method 2: UML Class Diagram

e Method 3: CodeQL

35



Grep / Strings / Regular Expression

e Pros

umbracoEnsuredPage\s:\sI

e Fast, efficient and intuitive

2 AER - 2 {EER

oEnsuredPage.cs:
[Obsolete("This class has been superceded by Umbraco.Web.UI.Pages.UmbracoEnsuredPage")]
public class UmbracoEnsuredPage : BasePage

» Better to locate certain objects 0

public class UmbracoEnsuredPage : BasePage

 Cons S
e Subject to non-relevant items having similar names

 Hard to track back to the origins



UML Class Diagram
" Pros

o Fast, efficient and intuitive owner : String
balance : Double = 0.0

* Relational mappings deposit (amount : Double )
withdraw ( amount : Double)

 Cons
 Performance degrades when code is complicated

 Meanwhile, it becomes increasingly difficult to keep track of all these
relationships



Bank

+Bankld: int
+Name: string
+Location: string

+1..

.

Customer

\

+Id: int

+Name: string
+Address: string
+PhoneNo: int
+AcctNo: int

+Generallnquiry()
+DepositMoney()
+WithdrawMoney()
+OpenAccount()
+CloseAccount()

+ApplyForLoan()
+RequestCard()

Teller

+Id: int
+Name: string

+CollectMoney()
+OpenAccount()
+CloseAccount()
+LoanRequest()
+Providelnfo()
+IssueCard()

Checking

Account

+Id: int
+Customerld: int

+Id: int
+Customerld: int

Savings

Loan

+1d: int

+Type: string
+Accountld: int
+Customerld: int

+Id: int
+Customerld: int

% Association

- - - >
- >
—
— -

Inheritance

Realization /
Implementation

Dependency
Aggregation

Composition

Animal

+age : Int
+gender: String

+isMammal ()
+mate()

Duck Fish

+beakColor : String = “yellow” -sizelnFt : Int
-canEat : Boolean

+swim()

+quack() -swim()

Zebra

+is_wild : Boolean

+run()




UML Class Diagram

CVE-2018-1000861

 RCE exists in the Stapler web framework used by Jenkins

o Stapler staplers most objects to URLs

/securityRealm/user/[username]/descriptorByName/[descriptor name]/
jenkins . model Jenkins.getSecurityRealm

getUser username

getDescriptorByName 'descriptor name

 Use UML to find a good gadget to jump into the RCE chain



UML Class Diagram

 CVE-2018-1000861

 RCE exists in the Stapler web framework used by Jenkins




CodeQL

* Pros
 Cover even more general and tricky cases
 Easy to maintain and good to be sustainable
 Cons
 Need professionals to enact patterns

 Jakes time to process and compute



Umbraco CMS Local File Inclusion

Default permissions

e CVE-2020-XXXX

Culture and Hostnames

* Pre-Auth if we can leak the - O J—
Rollback

. class Is to initiate a pre-auth
check of a user before the page Is accessed

Content

Browse Node

Create Content Template

« How do we find an easy-to-use breach to get RCE

Delete
Create
Publish

Permissions

Send To Publish




.custom-queries-csharp > = example.ql > {} example #select & 14 results

#
1 FormlessPage
2 UmbracoDefault
3 BasePage
4 UmbracoEnsuredPac
from Class ¢ 5 UmbracoPage
where c.getABaseTypex().hasQualifiedName("System.Web.UI.Page") and 6 Default
not c.getABaseTypex().hasQualifiedName(¥umbraco.BasePages.UmbracoEnsuredPage"))
and 7 ContentPage
c.isSourceDeclaration() 8 NewRelationType
select ¢ 9 NewRelationType
10 AssignDomain2
11 AssignDomain2
12 ping
13 tinymce3tinymceCor
14 tinymce3tinymceCor

Unauthenticated Accessible Page

The Umbraco Pages that you can access directly w/o authentication



Umbraco CMS Local File Inclusion

Default permissions

e CVE-2020-XXXX

Culture and Hostnames

* Pre-Auth RCE if we can leak machineKey gD  Pubicaccen
 UmbracokEnsuredPage class is to initiate a pre-auth
check of a user before the page Is accessed

Content

Browse Node

Create Content Template

« How do we find an easy-to-use breach to get RCE

Delete

° seems to be a good target Create

Publish

Permissions

Send To Publish



e CodeQLl’s Tricks

 Regression lests
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Regression lests

SSDLC adoption




What’s SSDLC

« SSDLC, aka S-SDLC, is the initialism of Secure Software Development
Life Cycle

e Simply put, add security activities to the system development lifecycle.
Preferably in every phase of the SDLC, and formalized

 Part of DevSecOps



How to use CodeQL as Tests

Define common pitfalls with CodeQL by professionals

 Hardcoded Strings, OOB access, etc

Public research and paper of Variant Analysis using CodeQL

Since it’'s community-driven, |lgtm has already provided a bunch of rules

It also provides rules specifically for security



https://lgtm.com/
https://lgtm.com/search?q=tag:security&t=rules
https://lgtm.com/
https://lgtm.com/search?q=tag:security&t=rules

import javascript
import semmle.javascript.security.dataflow.ClientSideUrlRedirect::ClientSideUrlRedirect

import DataFlow::PathGraph

from Configuration cfg, DataFlow::PathNode source, DataFlow::PathNode sink

where cfg.hasFlowPath(source, sink)

select sink.getNode(), source, sink, "Untrusted URL redirection due to $€@.", source.getNode(),

"user-provided value”

Client-side URL redirect

Client-side URL redirection based on user input may cause
redirection to malicious web sites



import csharp
import semmle.code.csharp.security.dataflow.XMLEntityInjection::XMLEntityInjection

import semmle.code.csharp.dataflow.DataFlow::DataFlow: :PathGraph

from TaintTrackingConfiguration c¢, DataFlow::PathNode source, DataFlow::PathNode sink
where c.hasFlowPath(source, sink)

select sink.getNode(), source, sink,

"$@ flows to here and is loaded insecurely as XML (" + sink.getNode().(Sink).getReason() + ").",

source.getNode(), "User-provided value”

Untrusted XML is read insecurely

Untrusted XML is read with an insecure resolver and processing enabled



class BeanValidationConfig extends TaintTracking::Configuration {

BeanValidationConfig() { this = "BeanValidationConfig" }

override predicate isSource(Node source) { source instanceof InsecureBeanValidationSource }

override predicate isSink(Node sink) { sink instanceof BuildConstraintViolationWithTemplateSink }

from BeanValidationConfig val, PathNode source, PathNode sink

where val.hasFlowPath(source, sink)

select source, source, sink, "instances new objects”

Bean Stalking: Growing Java beans into RCE

Variant Analysis journey that started analyzing CVE-2018-16621 and ended up
opening a can of worms by @pwntester



https://twitter.com/pwntester
https://twitter.com/pwntester

* ClientDependency Massacre
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ClientDependency Massacre

Impacting Umbraco CMS since 2015



Test Moderated Forum LATEST: MAR 20, 2020 09:22 PM

Use this moderated forum to test the forum system - posts will be occasionally deleted. = Testing moderated forum
by JunieB

.NET LANGUAGES

IronPython, IronRuby, and Other Languages LATEST: APR 02, 2020 04:43 AM

Questions about IronPython, IronRuby, and other languages for ASP.NET Re: F# vs C# in Performance
by Rion Williams

C# LATEST: AUG 25, 2020 07:18 AM

Questions about using C# for ASP.NET development Re: how can i display ip site iis
by XAPK Installer

Visual Basic .NET LATEST: JUL 20, 2020 11:09 AM

Questions about using Visual Basic .NET for ASP.NET development Re: Create a text delimited string of content a...
by Sean Fang

ABOUT THIS SITE

What's New LATEST: FEB 07, 2019 09:31 PM

Here we let you know what is going on with the www.asp.net website, including site ASP.NET Website Updates - February 6, 2019
updates, maintenance windows, etc. by tmorton

Feedback on this website LATEST: AUG 24, 2020 05:36 PM

Have a problem with the website, or a new feature suggestion? Let us know! Re: read and unread threads are now styled th...
by tmorton

RETIRED FORUMS

This site is managed for Microsoft by Neudesic, LLC. | © 2020 Microsoft. All rights reserved. E

Feedback on ASP.NET | File Bugs | Support Lifecycle

-~

¢
Privacy Statement | Terms of Use | Contact Us | Advertise with Us | CMS by Umbraco’I | Hosted on Microsoft Azure

forums.asp.net




(Recap) Umbraco CMS Local File Inclusion

Default permissions

e CVE-2020-XXXX

Culture and Hostnames

* Pre-Auth if we can leak - o Jt—
Rollback

. class Is to initiate a pre-auth
check of a user before the page Is accessed

« How do we find an easy-to-use breach to get RCE

. seems to be a good target

Send To Publish



Turn LFI into RCE

* |[n ASP.NET, IS the golden key to the following components
e ViewState
 Forms Authentication
e Out-Of-Process Session

 machineKey will be generated uniquely and automatically

* Developers can also specify their ones to support web farms






Demystify the ViewState

Application State Profile Properties

E Server-Base State

ASP.NET State
Management

é}- Client-Base State
i e N

Hidden Fields Query Strings




Demystify the ViewState

ASP.NET uses machineKey to decrypt and validate the _ VIEWSTATE or
forms authentication and so on

- ViewState is considered to be insecure and defaults
to be unencrypted. It means that anyone can see the plaintext by
iInspecting the hidden fields

ViewState gets encrypted by default and even MACed
for good after ASP.NET 4.5.2

Then, to achieve RCE, we take the leaked key to craft a malign serialized
object that meets the requirements of both encryption and validation



EBEF) LKBE ZEEIEHENS) 2RV BZRE2G HTR Zintém mEEH) umbraco7_exp_with_no_creds.js - dotnet_research - Visual Studio Code — X

JS umbraco7_exp.s JS umbraco7_exp_with_no_creds.js X JS umbraco6_exp.js C# ExploitClass.cs

JS umbraco7_exp_with_no_creds.s » % Exp > @ _init > 2 form > 2 cmd

x)
/() console.error("'ERROR: ysoserial.net');

/* Stage 5: Launch the attack */

evilViewState = yso.stdout;

resp = await post({ url: '/umbraco/ping.aspx', form: {
> __EVENTTARGET: '',
___EVENTARGUMENT: '°,
__VIEWSTATE: evilViewState,

0

10
l ® cmd: ‘whoami’,
;s [N
g& if (this.debug) {
console.log( Stage 5 (Exp launched!) is starting ... );
console.log( Status: ${resp.statusCode}: ${resp.statusMessage} );
QL= console.log( Returns: ${resp.body} );

}
console.log(resp.body);

2] }

B @l K. BEXEs 1: powershell N+ W ~ X

PS C:\Users\Boik\Documents\dotnet_research> node .\umbraco7_exp with_no_creds.js
laptop-0jt16420\boik

PS C:\Users\Boik\Documents\dotnet_research> l

®OAO0 £10577 £ 138 (BEHWM 14) ZF45:4 UTF-8 CRLF JavaScript & Q)



e Conclusion



The future of CodeQL

 Community-driven set of rules for both linting and security checking

* With more languages get supported, CodeQL can cover wider range of
libraries and codebases

 CVE could be generalized and Repeatable

GitHub Security Lab
@GHSecurityLab

"Our goal is for every CVE in OSS that gets found that
could be generalized, we create a CodeQL query that will
cover that. Instead of manually fixing bugs one at a time,

we can eradicate whole categories of vulnerabilities
across software" @natfriedman
githubsatellite.com/security

LS

FF12:54 - 2020FE5H7H - Twitter Web App
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Thank you &

Question?

boik.su@cycarrier.com

YOU'VE{GOTIQUESTIONS, IVE.GOT,
~ "RNSWERSYMAYBE!



mailto:boik.su@cycarrier.com
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