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Introduction

• Network Attached Storage


• In the early days, users could simply access data and share files directly 
on the Internet


• NAS also provides a variety of services, which not only makes file sharing 
more convenient, but also closer to IoT

NAS
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Introduction
NAS
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• Intranet 


• For the red team, NAS is one of the most common devices in the intranet


• Confidential corporate information is often stored in the NAS

Introduction
Motivation
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Introduction

• Ransomware


• NAS become a ransomware 
target in recent years


• Synolocker


• Qlocker

Motivation
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Introduction

• Pwn2Own Mobile


• Home Automation


• Televisions


• Routers


• NAS Server


• ＷＤ


• Synology

Motivation
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Recon

• Environment


• DS918+


• DSM 6.2.3-25426


• Default setting

Environment
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Recon
Attack surface
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Recon
Attack surface
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Recon

• DSM Web


• Developed by Synology


• Huge function, but relatively safe


• SMB


• Open source project


• There have been vulnerabilities in SambaCry that are more harmful, and 
there are many CVEs every year, but they are not very harmful recently.

Attack surface
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Recon

• iSCSI Manager


• Developed by Synology


• There are many vulnerabilities recently


• Netatalk


• Open source project 


• There was only one RCE vulnerability in 2018


• CVE-2018-1160

Attack surface
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Netatalk

• Apple Filing Protocol is a proprietary network protocol, and part of the Apple 
File Service (AFS), that offers file services for macOS and the classic Mac 
OS.


• Netatalk is a freely-available Open Source AFP fileserver.


• Capable of serving many Macintosh clients simultaneously as an 
AppleShare file server


• We can see it on most of NAS.

Introduction
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Netatalk

• Default enable


• Version


• Modified from 3.1.8


• Full Security Patch


• Protection


• ASLR


• NX


• Stack Guard

Synology
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Netatalk

• DSI


• The Data Stream Interface (DSI) is a session layer used to carry AFP traffic 
over TCP.


• DSI is spoken between a client and an AFP server. All DSI communication 
contains the DSI header.

Data Structure
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Netatalk

• DSI Packet Header

Data Structure
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Bit 0 - 7 Bit 8 - 15 Bit 16 - 23 Bit 24 - 31

Flags Command Request ID

Error code/data offset

Total data length

Reserved

Payload (Variable)



Netatalk

• AFP over DSI

Architecture
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Server (afpd)Client
DSIGetStatus

DSIGetStatus Reply

DSIOpenSession

DSIOpenSession Reply

DSI Command login

DSI Command login Reply

DSI Command OpenVol…



Netatalk

• dsi_flag


• Whether the packet is  
a request (0x00) or a 
reply (0x01)

Data Structure
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Netatalk

• dsi_command


• DSICloseSession


• DSICommand


• DSIGetStatus


• DSIOpenSession


• …

Data Structure
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Netatalk

• dsi_code


• Error code 


• For reply


• dsi_doff


• DSI data offset


• Using in DSIWrite


• dsi_len


• The Length of Payload

Data Structure
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Netatalk

• DSI


• A descriptor of dsi stream.

Data Structure
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Netatalk

• DSI


• The size of command buffer is taken from the afp configuration file (afp.conf)

Data Structure
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Fixed size depend on conf



Netatalk

• DSI

Data Structure
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Netatalk

• dsi_stream_receive

Vulnerability
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Server (afpd)Client
DSIGetStatus

DSIGetStatus Reply

DSIOpenSession

DSIOpenSession Reply

DSI Command login

DSI Command login Reply

DSI Command OpenVol…



Netatalk

• dsi_stream_receive - heap overflow

Vulnerability
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Netatalk

• dsi_stream_receive - heap overflow

Vulnerability
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Heap overflow

Size = 0x 100000 Can be controlled



Netatalk

• Memory Allocator in DSM


• The memory allocator used by Netatalk in DSM is glibc 2.20


• When the malloc size exceeds 0x20000, mmap will be used to allocate 
memory space


‣ It will use mmap to allocate dsi->command


‣ Default 0x100000

Exploitation
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Netatalk
Exploitation
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Netatalk
Exploitation
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/usr/bin/afpd

Heap

Library

dsi->command

Thread-local Storage

Stack

Memory Layout of afpd



Netatalk

• Thread-local Storage (TLS)


• Thread local variable、destructor 、 main arena pointer 


• Each thread will have one


• It will be released when Thread is destroyed

Exploitation
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Netatalk

• Target in TLS


• main_arena


• forge main_arena to achieve arbitrary writing


• pointer guard


• tls_dtor_list


• …

Exploitation
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Netatalk

• Overwrite tls_dtor_list


• This technique was proposed by project zero in 2014


• Overwrite tls_dtor_list in TLS to control RIP 


• It will be triggered after the process exit.

Exploitation
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Netatalk

• Overwrite tls_dtor_list


• dtor_list

Exploitation
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Netatalk
Exploitation
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Netatalk

• Overwrite tls_dtor_list


• But in the new version of glibc, the function pointer in this structure is 
protected by pointer_guard


• We need to leak pointer_guard to control the RIP

Exploitation
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Netatalk
Exploitation
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Netatalk

• Overwrite tls_dtor_list


• In fact, the pointer_guard used in decoding is also on


• pointer_guard is in the tcbhead_t structure on TLS


• Therefore, we can overwrite tls_dtor_list and clear the pointer_guard at the 
same time.


• We don’t have to deal with the pointer_guard problem.

Exploitation
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Netatalk

• tcbhead_t


• Thread Control Block (TCB)


• A thread descriptor


• Used to store various information of thread


• On x86_64 linux, fs register will point to this structure


• When we access thread local variable, it accesses through fs register

Exploitation
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Netatalk
Exploitation
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Netatalk
Exploitation
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tls_dtor_list

Thread Local Storage

…

*tcb
tcbhead_t

*dtv

…

stack guard

pointer guard

…



Netatalk
Exploitation
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tls_dtor_list

Thread Local Storage

…

*tcb
tcbhead_t

*dtv

…

stack guard

pointer guard

…

Overflow



Netatalk
Exploitation
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tls_dtor_list

Thread Local Storage

…

*tcb
tcbhead_t

*dtv

…

stack guard

pointer guard

…



Netatalk
Exploitation
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Take stack_guard from TLS

Check whether the stack_guard on stack  
is identical to the one in TLS

overflow



Netatalk

• Bypass stack guard


• Netatalk forks a new process for each user's connection


• The memory address and stack guard of each connection are the same as 
the parent process


• We can leak the stack guard bytes one by one with brute-force

Exploitation
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afpd afpd
fork

client
Connection

afpd



Netatalk

• Bypass stack guard - Brute-force stack guard


• After overflow, we can overwrite only the last byte of the stack guard in 
TLS.


• Each connection overwrites a different value. Once it is different from the 
stack guard, the connection will be disconnected.


• We can determine whether the value we overwrite is correct based on 
its behavior.

Exploitation
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Netatalk
Exploitation
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tls_dtor_list

de ad be ef fa ce bc 00

tls_dtor_list

de ad be ef fa ce 00 00

tls_dtor_list

de ad be ef fa ce 01 00

Terminate

tls_dtor_list

de ad be ef fa ce bc 00

Terminate

Alive

tls_dtor_list

de ad be ef fa 00 bc 00

tls_dtor_list

de ad be ef fa ce bc 00

Terminate

…

…

Alive (We got stack guard)

Thread Local Storage



Netatalk

• Construct the _dtor_list to control RIP


• In our target, afpd does not enable PIE


• The _dtor_list can be constructed in the data section of afpd


• When using the login function of dhx2, the username will be copied to the 
global username buffer


• We can forge this structure to a known fixed location along with login 
username

Exploitation
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Netatalk
Exploitation
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Copy payload to username  
which is pointed to a fixed address

uames_dhx2_passwd.c



Netatalk

• Trigger Exit


• DSICloseSession

Exploitation
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Netatalk

• Control RIP to get reverse shell


• In the target glibc, it uses __tls_get_addr to get the tls_dtor_list and this 
function takes the value from the div field in the tcbhead_t


• We need to construct it in a fixed address together 


• Although there is no system available in afpd, execl is available


• The parameters are a bit more complicated

Exploitation
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Netatalk
Exploitation
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Netatalk
Exploitation
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tcb->div



Netatalk
Exploitation

55

Thread Local Storage

*tcb
tcbhead_t

*fake dtv

…

stack guard

NULL

…

username buffer

Guest
bash_str_addr

-c_str_addr
cmd_addr

div_thread_var
tls_dtor_list

dtor_func (execl)
*obj (arg)

…
…

/bin/sh\x00

env for execl

fake dtor_list



Netatalk

• Demo

Exploitation
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Netatalk

• Remark


• In general, PIE protection is enabled, and it is not easy to construct _dtor_list in a 
known address


• In fact, you can also use a similar method to leak out the libc address


• It is still exploitable


• The vulnerability not only affects Synology, but also most devices that use Netatalk


• QNAP


• Asustor

Exploitation
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Netatalk

• Netatalk in QNAP


• We tested on TS451


• QTS 4.5.4.1741


• Not enable by default


• Protection


• No Stack Guard


• No PIE

Exploitation
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Netatalk

• Demo

Exploitation
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Netatalk

• Netatalk in Asustor


• We tested on AS5202T


• ADM 3.5.7.RJR1 


• Not enable by default


• Protection


• No Stack Guard


• No PIE

Exploitation

60



Netatalk
Exploitation
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Netatalk

• Summary


• Synology is exploitable by default


• Although QNAP and Asustor are not turned on by default, many Mac 
users still turn it on for convenience


• Your NAS is my NAS !

Exploitation
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Netatalk
Exploitation
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Mitigation
• Update


• The above three have been patched, please update to the latest


• Synology


• https://www.synology.com/zh-hk/security/advisory/Synology_SA_20_26


• QNAP


• https://www.qnap.com/en/security-advisory/qsa-21-50


• Asustor


• https://www.asustor.com/service/release_notes#ADM%203.5.7.RKU2
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Mitigation

• Disable AFP


• It is best to disable it directly,


• The project is almost not under maintenance


• The risk of continuing to use it is extremely high


• SMB is relatively safe


• But it is recommended to only open the intranet
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Mitigation

• For vendor


• When using an Open Source project, it’s best to review the code by 
yourself


• Turn on various protections as much as possible to increase the difficulty 
of exploitation
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Conclusion

• We found a critical vulnerability in Netatalk


• We can pwn many NAS in the world


• Netatalk is a new backdoor in NAS !
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To be continue

• It not only one vulnerability !


• We will release more vulnerability in the future
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Q & A
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Thank you for listening

@scwuaptx
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