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Compromise of U.S. Water Treatment Facility

SUMMARY

On February 5, 2021, undentfied Cyber actors obtained unauthonzoed access 10 the supenrisory
control and data acquisiion (SCADA ) systom af a U.S. drinking water reatment plant. The
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I Extracts from one hacker’s price list:

§ SEPTEMEER 2019

Black Market Service and Goods

U.S. Visa/Mastercard data (U.S.
prices)

US Fuliz data (Full ID package)
Generic Ransomware
Ranion (Ransomware-as-a-service)

MegaCortex

Unhacked Remote Desk Protocol
Servers in multiple countries

Amazon gift card with $1000 balance

ATM skimmers

DDoS attack

THE ARMOR 2019 BLACK MARKET REPORT

Money Transfer Services (PayPal,

A LO O K I N S | D E gl?r';‘l() ransfer, Western Union and
T H E D A R K W E B Changes to credit history

Cost

$15-8$20 dollars (rising to $25-$30 for
BIN number and DOB)

$30-840
$225 - $660
$120 per month

$1000 or 1000 Euros and 10% of
ransom

$20 per RDP server

$100
£500 to $1500
$60 per hour

Average of $800 for a balance of
$10,0

From $130
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What Happened to My Computer?
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accessible because they have been encrypted Maybe you are busy looking for a way to
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B .\, | Recover My Files?
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