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» Co-Founder / Research Team Leader of TrapaSecurity ¢/
* Vulnerability Research, Windows / Mobile / loT ...

* Focus On
* Reverse Engineering for 10+ years
* MSRC Most Valuable Security Researcher 2019 & 2020
* Acknowledged by Microsoft / Samsung / Google / Trend Micro / NETGEAR / WD / Synology ...

e Retired CTF Player

 HITCON /217 CTF Team
 DEF CON CTF 25 & 27 2
* WCTF 2017 & 2019 1*t
* Trend Micro CTF 2018 1+

e Co-Founder of Pwnable.tw



TrapaSecurity.com
https://pwnable.tw/
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A3 ¥] Bug Bounty FYE[I&R

« RAEZE!
- FE5IR rB A& NE 30 EIEE 5ROJT 100 E RN FLZEE !
« 18 MAEBEHH Google App Engine K RCE JR:F » 7 3.6 BETHES
« BHESPERIINERGoogleilmi > BE 1 BETHURRESE
* Facebook {7 1 EETELZHRETLATE(E 10 BV IG /N\E2&E
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https://news.ltn.com.tw/news/politics/breakingnews/3395042
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https://news.ltn.com.tw/news/politics/breakingnews/3395042

R ¥T Bug Bounty B FHYEIZR

¢ 2013

* Orange Tsai

* Yahoo Bug Bounty Part 2 - *.login.yahoo.com Remote Code Execution = im 1T iR

[ —
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7 ZAT

s HRAUBHEE Orange!



http://blog.orange.tw/2013/11/yahoo-bug-bounty-part-1-yahoo-blog.html
http://blog.orange.tw/2013/11/yahoo-bug-bounty-part-2-loginyahoocom.html

R ¥T Bug Bounty B FHYEISR

e 2013 ~ 2016 A A

« BARIEFEFIBHEL ¥ B 48ukhHY Bug Bounty Program

* HITCON 2016
e Bug Bounty ZEFJE A HH 5k ABLEEFEFK

O

#RzB HY R by Orange Tsai

* Google, Facebook, Apple, Yahoo, Uber, eBay...

o 7HE{E Uber & HERE $4000 BYE A
- HRAUEBMEE Orange!



https://blog.orange.tw/2016/07/hitcon-2016-slides-bug-bounty-hunter.html

EsquEEd 527

« EE_F¥TBH HackerOne / Bugcrowd
- BINEZLTE 2L
« 167 —{Eff_EEFE BBYAEuL _E350fE...




< @ U  wwwpomhubpremium.com/redeem?error=f




Porn[JT xssi™

yrus closed the report and changed the status to ® Duplicate. Aug 15th (6 years ago)
Hi,

This issue has already been reported by another researcher, therefore | will need to close this case. Thank you.
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« 2K Web Hacking...
* RCE, XSS, LFI, CSRF, SQL Injection 838 &8A Bounty...
s ATEEFLREB B Binary BY Bounty IE |
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NETGEAR Bug Bounty Program
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* Orange: VER=1N

NETGEAR Bug Bounty Program
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X BY5E—1@ (Binary) Bounty !

——

» B8/ Duplicated Z1&...

* NETGEAR R8500 Pre-Auth RCE
e S$1500 Bounty

PSV-2017-0706: Web Management Auth Bypass + Remote Code $1,500
Execution 40 points
MNETGEAR Cash Rewards - Updated 5 years ago

P1 | Unresolved | Comments 6
Remote Code Execution with Root privilege without authentication $0
NETGEAR Cash Rewards - Updated 5 years ago 10 points

P1 |Unresolved| Duplicate Comment 1
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Binary £ Web #82YHY Bounty Program =5

Fﬁ*ﬁ'ﬁ'\ =

e C++vs PHP / Assembly vs JavaScript / IDA Pro vs Burp Suite...

- IXF FIRERS
- BRHEERS / RIENRRALLALZZEEE
« (REVABILLZR A EEUTE Binary £
« $HAI|
« KZB47 Binary Bounty 1~ 2 HR1HFEEE Exploit ° EEARTFEE Exploitable
- BEAINESR
* Web: BT T EX(EMH
- AOEREEAERIRS
* Binary: B E1EEMRI JtEiiE » BIEE 3 ~ 5 BBIEIE » AR
- REBBFIT—R




B ML Binary Bounty Program
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ZDI-22-544 ZDI-CAN-15806 NETGEAR CVE-2022-27641 8.8

Trend Micro ZDI ( Zero Day:Initiative ).

° }?ZIKIEE HP ﬁtﬁ\ I\__F/l-\\ E_J ZDI-22-542 ZDI-CAN-15114 Siemens 78
* 2015 #% Trend Micro UXES

o INEER AR / BRFERER
- SR EEMR (TippingPoint |Z[|1-|)252)5m . R
- BRERBSEYRIAERUR D225k OIS Adobe CVE-2021-44707 78
e Pwn20wn E ¥ H

ZDI-22-541 ZDI-CAN-14468 Array Networks 7.8

S

ZDI-22-538 ZDI-CAN-14615 Epic Games 6.1

ZDI-22-537 ZDI-CAN-14604 Epic Games 6.1

ZDI-22-536 ZDI-CAN-14470 Electr 8
ZERO DAY
INITIATIVE

ZDI-22-535 ZDI-CAN-15832 HP CVE-2022-24292 4.3

https://www.zerodayinitiative.com/



https://www.zerodayinitiative.com/about/benefits/
https://www.zerodayinitiative.com/

Trend Micro ZDI ( Zero Day Initiative )

b Pros
« NEK 5EE Exploit
* PoC TB#Z) RCE/LPE RLUX
* OOB / Overflow / UaF even Crash is enough!
« TRE =PI LGB
» YR ZEIFR4S Vendor Fie RIEIE
« 3T ERNFTEER Vendor /EE4HER
« FEICEIFRRE IR Credit
- BHMRESIFERMEAR /2FREEE]
- B HIE
- HBSHWZ

ZERO DAY
INITIATIVE

https://www.zerodayinitiative.com/



https://www.zerodayinitiative.com/

Trend Micro ZDI ( Zero Day Initiative )

Category

Content Management Systems

Application Containers

Microsoft Enterprise
Applications

Web servers

Protocols and Standards

Targets

Joomla

Drupal

WordPress

Docker

Kubernetes

Microsoft Outlook
Microsoft Exchange
NGINX

Apache

Microsoft I1S

ISC BIND

Microsoft Windows RDP
Microsoft Windows SMB
OpenSSH

Maximum Bounty
(USD)
$25,000

$25,000
$35,000
$50,000
$50,000
$200,000
$250,000
$200,000
$200,000
$200,000
$200,000
$200,000
$200,000
$250,000

$ Cons
- WERIE > NABBIHTES

* Targeted Incentive Program REHK S
« $25,000 ~ $200,000
e EF53 Trend Micro Zmattl& Bonus
- BREAEARERAFFEZ
o« HEXAEIE 4~ 8 /3]
- BRIERBLEKHRHIE

ZERO DAY
INITIATIVE

https://www.zerodayinitiative.com/



https://www.zerodayinitiative.com/

SSD Secure Disclosure
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https://ssd-disclosure.com/



https://ssd-disclosure.com/

SSD Secure Disclosure

b Pros
- IWHAEHET 2D RS
e HZEEEAREEER Vendor ;BB AHER
- FEICEERTREEFHRE Credit
- THIIETESERRMEANSR / AR FAHE
o FRIBREER|R

https://ssd-disclosure.com/



https://ssd-disclosure.com/

SSD Secure Disclosure

Targets of interest:

Operating systems: Windows (RCE and PE)
Mobile: i0S (PE from within the Sandbox) / Android / Baseband
Web Browsers: Chrome (RCE or SBX) / / Firefox (RCE)

Routers and Routers 0S Content Management Systems

OpenWRT
DD-WRT

Network Monitoring / Firewalls / Virtualization
SolarWinds Orion

Web Panels & Mail Servers

SolusVM

Zabbix

Other

Microsoft Exchange Anydesk

Microsoft Office

$8 Cons

« BK5EE Exploit

- HTETBIZEE[E
. tER P &S]
+ TEE Web

B\

https://ssd-disclosure.com/
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Microsoft Bounty Program
h Pros

* EEmm% ’ Scope & Poiy
/
« EXRIFEATME ~$250,000
« RNESEEE Exploit tEEER|TETER
- REEFRE S EERRERSTE
- '‘DEITEEA Exploit @8/ Bonus
- IERMKRIAEE CVE/Credlt /US’Ve/
- HEMEAEHER > AR EENRE
.« BiEEF
* Hall of Fame ( MVSR / Top 100 )
- REFEITAEIR
« ZARRFLE/NSY)
 1f Las Vegas BHENZ R

’ ?“Z.EI’J Scope - "‘:'%j(E’]

LR

~= Microsoft

https://www.microsoft.com/en-us/msrc/bounty



https://www.microsoft.com/en-us/msrc/bounty

Microsoft Bounty Program

¥ Cons

» NEIERFIEMZZEB K
« BEIE > BLEAT

- BRBRATFE » AXREERAH

- REAREMTRTETERS

5 2R E mn R MR ES

e Scope 1Rt » BLEE

o AEZ’E Exchange Server Bounty: RCE $20,000

BEFIERBERL

Bounty Program FEX

Al FUE%EZWJIEIT > AR PR R 28R

~= Microsoft

https://www.microsoft.com/en-us/msrc/bounty



https://www.microsoft.com/en-us/msrc/bounty

Microsoft Bounty Program (Binary)

* Microsoft Hyper-V ~$250,000
» Mitigation Bypass and Bounty for Defense ~5200,000
* Microsoft Windows Insider Preview ~$100,000
* Microsoft Applications and On-Premises Servers ~5$30,000
* Windows Defender Application Guard ~$30,000
* Microsoft Edge (Chromium-based) ~$30,000
» Office Insider ~S15,000
* ElectionGuard ~S15,000

—= Microsoft



Microsoft Bounty Program (Binary) Highy

Mengy,
* Microsoft Hyper-V ~$250,000

* Mitigation Bypass and Bounty for Defense ~$200,000
 Microsoft Windows Insider Preview ~$100,000

* Microsoft Applications and On-Premises Servers ~5$30,000

* Windows Defender Application Guard ~$30,000

* Microsoft Edge (Chromium-based) ~$30,000

» Office Insider ~S15,000

* ElectionGuard ~S15,000

—= Microsoft



Hyper-V Bounty Program @ oo

Zhenhao Hong @rthhh17 from 360 IceSword Lab was
rewarded $200,000 by Microsoft #Hyper-V for his VM
escape #vulnerability — one of the highest MSRC

* VM Escape Exf&323E $250,000 Loamies ver e estrsaores Woisl sisses
° EXpIO|t' SZSO OOO ggf40490912(Weib0: @rt_hhh, @PJF_)
e PoC Only: $200,000
* Info Disclosure: $25,000
e DOS: S15,000
+ 2017 FRYB: |
Eﬁmﬁjn—m EE/H , ftuﬂﬁﬁggﬁy} e F410:25 - 2019183 H - Twitter Web Client

e Black Hat USA 2021 - hAFL1: Our Journey of Fuzzing Hyper-V and Discovering a 0-Day
» CVE-2021-28476: Arbitrary Pointer Dereference in Virtual Network Switch, $200,000 Bounty

* Bi/ug Bounties and HyperV RCE Research (2022)
* Multiple Bugs, $100,000 Bounty

—= Microsoft


https://www.blackhat.com/us-21/briefings/schedule/#hafl-our-journey-of-fuzzing-hyper-v-and-discovering-a--day-23498
https://rezer0dai.github.io/biug-bounties/

Hyper-V Bounty Program

Aug 9, 2022

Jun 14, 2022

Apr 12, 2022

Apr 12, 2022

Apr 12, 2022

Apr 12, 2022

Feb 8, 2022

Oct 12, 2021

Jul 13, 2021

Mar 9, 2021

Oct 13, 2020

Apr 14, 2020

Dec 10, 2019

Nov 12, 2019

Nov 12, 2019

Aug 13, 2019

Loaded all 25 rows

PETER HLAVATY with Fruit your Game

Microsoft WSD CoreNet team

Microsoft Offensive Research & Security Engineering (MORSE)

rezerOdai with Capo di Frutti

rezerOdai with NoBananas NoBugzz

rezerOdai with Independent Slavic Voyage

rezerOdai with EatingFigs ENooPig

Wei in Kunlun Lab

Microsoft Platform Security Assurance & Vulnerability Research

@rezer0dai

HongZhenhao of lceSword Lab

Microsoft Virtualization Security Team

Microsoft Platform Security Assurance & Vulnerability Research

Daniel King (@long123king), MSRC Microsoft

Joe Bialek, MSRC Vulnerabilities and Mitigations Team

Hyper-V Development Team

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

Windows Hyper-V Remote Code Execution Vulnerability

CVE-2022-34696

CVE-2022-30163

CVE-2022-24537

CVE-2022-23257

CVE-2022-22009

CVE-2022-22008

CVE-2022-21995

4

CVE-2021-38672

s

CVE-2021-34450

CVE-2021-26867

CVE-2020-16891

CVE-2020-0910

CVE-2019-1471

CVE-2019-1398

CVE-2019-1389

CVE-2019-0965

Microsoft



Hyper-V Bounty Program
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BE CAREFUL! Microsoft will reduce your bounty at any Why do @msftsecresponse need too much time to
time! This is a Hyper-V RCE vulnerability be able to assess the bounty of hyper-v. Isn't it obvious?
trigger from a Guest Machine, but it is just eligible for a .
$5000.00 bounty award under the Windows Insider
Preview Bounty Program. Unfair! @msftsecresponse
@msftsecumty
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Hyper-V Bounty Program

o 3%
o {{BER: RDP != Hyper-V
EEEREZE Azure BNIRHE

X
=

The Hyper-V bounty is focused on:
e Components and features of Hyper-V that are used in server hosting scenarios (both traditional virtual machines and Hyper-V
Isolation Containers).

* The assumption that the Virtual Machine is on a separate VLAN than the host so there is no possibility to attack network services

that are running on the host.

eracting with the Virtual Machine in a manner that is atypical when hosting servers. For

e The assumption that the host will not be in
example, the host will not use enhanced session mode to interact with the virtual machine.




OUT OF SCOPE SUBMISSIONS AND VULNERABILITIES

Microsoft is happy to receive and review each vulnerability report on a case-by-case basis, but some vulnerability types may not qualify for bounty reward. Here are some of the common low-severity or out of scope issues that typically do not
earn bounty rewards:

s Publicly-disclosed vulnerabilities which are already known to Microsoft and the wider security community.
* Hardware and firmware issues.
= Vulnerabilities that can only be triggered by an attacker running code on the host.

» Vulnerabilities that require the Hyper-V VM to send network traffic to host listeners. For example, this includes, without limitation attacks against the hosts TCP, SMB or RPC stack. Attacks against the virtualized network stack (for example,
this includes, without limitation VMSwitch) are in scope.

* Vulnerabilities in host network services may be evaluated under the Windows Insider Preview bounty program.

s Vulnerabilities based on third-party code. For example, this includes, without limitation Docker and Kubernetes.

= Vulnerabilities in deprecated features; for example, this includes, without limitation, RemoteFX.

s Vulnerabilities in Legacy Network Adapter (Generation 1) and Fibre Channel Adapter

¢ Vulnerabilities that can only be triggered when the guest is connected to via the RDP protocol. For example, this includes, without limitation RDP or Enhanced Session Mode.

» Vulnerabilities in RDP may be evaluated under the Windows Insider Preview bounty program.

= Vulnerabilities in deprecated features. For example, this includes, without limitation, RemoteFX.
s Vulnerabilities that cannot be triggered when Hyper-V is used to host traditional virtual machines (Generation 1 or 2) or Hyper-V isolation containers.
» Vulnerabilities that require Windows Defender Applications Guard (WDAG) may be evaluated under the WDAG bounty program.

» Vulnerabilities that require Windows Sandbox may be evaluated under the Windows Insider Preview bounty program.

s Vulnerabilities that require the following configuration changes to be made by a Hyper-V administrator:

¢ Enabling an undocumented feature or undocumented configuration. For example, this includes, without limitation enabling an experimental feature or using an undocumented configuration that intentionally puts the system in an
insecure state.

¢ Enabling a feature/configuration that is only intended for out-of-scope scenarios. This includes, without limitation enabling a feature only intended for use with WDAG on a traditional VM.



Microsoft Windows Insider Preview Bounty Program

o ERTE Windows Insider Preview SEf&E

e« 2019 ~ 2020 AT ENEH
* RCE $30,000 Image / LNK Parsing...
e EOP S20,000 Kernel LPE / Service EOP / Junction & Mount Point EOP ...

e K | Leak $10,000
e r n e e a ) Feb 11, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-2020-0666
Shefang Zhong of Qihoo 360 Vulcan Team

Jan 14, 2020 Shefang Zhong of Qihoo 360 Vulcan Team Windows Search Indexer Elevation of Privilege Vulnerability CVE-
2B jh L I B 47 &%
EA IE 1)_1, A é Hi y | ﬁ \ P ro ra I I I Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-2020-0632
AN X Shefang Zhong of Qihoo 360 Vulcan Team
Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-2020-0631

Shefang Zhong of Qihoo 360 Vulcan Team

Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability E-2020-0630

Shefang Zhong of Qihoo 360 Vulcan Team

Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-2020-0629
Shefang Zhong of Qihoo 360 Vulcan Team

Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-2020-0628
Shefang Zhong of Qihoo 360 Vulcan Team

Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-20
Shefang Zhong of Qihoo 360 Vulcan Team

Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-2020-0626
Shefang Zhong of Qihoo 360 Vulcan Team

Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-2020-0625
Shefang Zhong of Qihoo 360 Vulcan Team

Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-2020-0613
zhong_sf of Qihoo 360 Vulcan Team

Jan 14, 2020 Windows Search Indexer Elevation of Privilege Vulnerability CVE-20
zhong_sf of Qihoo 360 Vulcan Team



Microsoft Windows Insider Preview Bounty Program

* 2020/07 ERHl 2 1%
* RCE S30,000 ->
* EOP S20,000 ->
- HIEEXR BEIZTHER AR MEIWindows 115EMRER » RERGRERSITE
e Parser Crash B1E $5000 2 A FEHY

« BEANIEF
* Pre auth RCE with no user interaction: $S100,000
« B ERI—HF
o $FAEE Yuki Chen

—= Microsoft


https://www.techbang.com/posts/92140-microsoft-windows-11-high-risk-vulnerability-was-publicly?from=home_headline&fbclid=IwAR3C9bkwUBheSxFQrd0yY61G690B3eTNkTl1tP83jMgW1ZCBQehiGA9WZBA

Microsoft Windows Insider Preview Bounty Program

Aug 9, 2022 ‘Windows Secure Socket Tunneling Protocol (SSTP) Remote Code Execution Vulnerability
Yuki Chen with Cyber KunLun

Aug 9, 2022 ‘Windows Secure Socket Tunneling Protocol (SSTP) Remote Code Execution Vulnerability CVE-2022-35753
Yuki Chen with Cyber KunLun

Aug 9, 2022 ‘Windows Secure Socket Tunneling Protocol (SSTP) Remote Code Execution Vulnerability CVE-2022-35752
Yuki Chen with Cyber KunLun

Aug9, 2022 ‘Windows Point-to-Point Protocol (PPP) Denial of Service Vulnerability CVE-2022-35747
Yuki Chen with Cyber KunLun

Aug 9, 2022 ‘Windows Secure Socket Tunneling Protocol (SSTP) Remote Code Execution Vulnerability CVE-2022-35745
Yuki Chen with Cyber KunLun

Aug 9, 2022 ‘Windows Point-to-Point Protocol (PPP) Remote Code Execution Vulnerability CVE-2022-35744
Yuki Chen with Cyber KunLun

9,2022 Windows Secure Socket Tunneling Protocol (SSTP) Remote Code Execution Vulnerabil CVE-2022-34714 . §
Aug Yuki Chen with Cyber KunLun ! eoure . © fon Vulnerzbility ees Jun 14, 2022 Windows Network File System Remote Code Execution Vulnerability CVE-2022-30136
Yuki Chen with Cyber KunlLun
Aug 9, 2022 . . Windows Secure Socket Tunneling Protocol (SSTP) Remote Code Execution Vulnerability CVE-2022-34702
Yuki Chen with Cyber Kunlun May 10, 2022 Windows LDAP Remote Code Execution Vulnerability CVE-2022-29141
Yuki Chen with Cyber KunlLun
Aug 9, 2022 Windows Secure Socket Tunneling Protocol (SSTP) Denial of Service Vulnerability CVE-2022-34701

UL T May 10, 2022 Windows LDAP Remote Code Execution Vulnerability CVE-2022-29139

Yuki Chen with Cyber KunLun

Jul 12, 2022 ‘Windows Network File System Remote Code Execution Vulnerability CVE-2022-22039
Yuki Chen with Cyber KunLun
May 10, 2022 ‘Windows LDAP Remote Code Execution Vulnerability CVE-2022-29137
Yuki Chen with Cyber KunlLun
Jul 12, 2022 Remote Procedure Call Runtime Remote Code Execution Vulnerability CVE-2022-22038
Yuki Chen with Cyber KunLun
May 10, 2022 ‘Windows LDAP Remote Code Execution Vulnerability CVE-2022-29131
Yuki Chen with Cyber KunlLun

Jul 12, 2022 ‘Windows Network File System Remote Code Execution Vulnerability CVE-2022-22029
Yuki Chen with Cyber KunLun

May 10, 2022 ‘Windows LDAP Remote Code Execution Vulnerability CVE-2022-29130
Yuki Chen with Cyber KunLun

Jul 12, 2022 ‘Windows Network File System Information Disclosure Vulnerability CVE-2022-22028
Yuki Chen with Cyber KunLun

May 10, 2022 ‘Windows LDAP Remote Code Execution Vulnerability CVE-2022-29129
Yuki Chen with Cyber KunLun

May 10, 2022 ‘Windows LDAP Remote Code Execution Vulnerability CVE-2022-29128
Yuki Chen with Cyber KunLun

May 10, 2022 ‘Windows LDAP Remote Code Execution Vulnerability CVE-2022-22014
Yuki Chen with Cyber KunlLun

May 10, 2022 ‘Windows LDAP Remote Code Execution Vulnerability
Yuki Chen with Cyber KunLun

May 10, 2022 ‘Windows LDAP Remote Code Execution Vulnerability CVE-2022-22012
Yuki Chen with Cyber KunLun

May 10, 2022 Windows Network File System Remote Code Execution Vulnerability
Yuki Chen with Cyber KunLun




Microsoft Bounty Program

* Microsoft Bug Bounty Programs Year in Review: $13.7M in Rewards (2022)

e 2020:13.7M USD ~= 4.1 (E5 &
e 2021:13.6M USD ~=4.1 (E5H&

* 2022:13.7M USD ~= 4.1 S5 & Microsoft Bounty Programs

July 01, 2021 to June 30, 2022

$13.7M

in bounty rewards

1,091
@ Bount;lngrams % Eligible vulnerability

reports

LB s
Researchers awarded Biggest reward


https://msrc-blog.microsoft.com/2022/08/11/microsoft-bug-bounty-programs-year-in-review-13-7-in-rewards/

Microsoft Edge Bounty Program
- ERBYHTEE 52

e Edge Security Team E=IEIHE [RE
« 3F Edge Only BY Bug BEE
o FTHEERERE H2K
o 3Z% L Google Chromium B8 =
* Edge Sandbox Escape, PoC Only: $30,000
* Chromium Sandbox Escape, PoC Only: $20,000

- K2R > FIEEEINEE S

—= Microsoft



Google
h Pros

 SEREHE  orn,,, 8.7 million
e Pixel Titan M ~$1,000,000 Y&t/

« 2 F4EEA (Chrome / ChromeOS)
o RNEEFEEE Exploit MBEE R E
- IHBZ &1L EXC/us,-,,e .

o« fGIRPEESEE Fuzzer » I EIRIAH A
e 2 patch T ARE

» BiIRtaEEHB T E (R Double

Total Rewards in 2021in $

.I.

- ZTEEF
* Hall of Fame
- FE/INEY) o

https://bughunters.google.com/



https://bughunters.google.com/

Google
b Pros

o ~F%EBH (Chrome / ChromeOS)
AEFEEE Exploit tFEER|IRE

= 2 b
SHEEEWE  Motnyy
e Pixel Titan M ~$1,000,000 Y€t/

IHHZ11C

« B patch W AEE
SRR ER B E (R Double
eyl

e Hall of Fame

- FE/IVSY)

+

IR

S Usive,

o E{RISZEA Fuzzer > ¥ EFAT AR

Google

https://bughunters.google.com/



https://bughunters.google.com/

Google Bounty Program (Binary)

* Android and Google Devices Security Reward Program
* Chrome (ChromeOS) Vulnerability Reward Program

* Google Play Security Reward Program Rules

 KCTF VRP

Google

https://bughunters.google.com/



https://bughunters.google.com/

Google Bounty Program (Binary)

 Android and Google Devices Security Reward Program
* Chrome (ChromeOS) Vulnerability Reward Program

* Google Play Security Reward Program Rules

 KCTF VRP

Google

https://bughunters.google.com/



https://bughunters.google.com/

Chrome (ChromeQOS) Vulnerability Reward Program
NS

- BT RAME RS @ smen 71

e crbug.com _EBY Report E1ERIABIERE 14 BE AR

/

e Browser Process {£5& Crash th B = Z F|#E% ~$20,000
» Sandbox Escape Exploit ~S40,000

Google

https://bughunters.google.com/



crbug.com
https://bughunters.google.com/

kCTF VRP

* KCTF is a Kubernetes-based infrastructure for CTF competitions
* https://google.github.io/kctf/vrp.html

* Linux Kernel Exploit
* nsjail Escape
* Kubernetes Escape
e ~5133,337

* Focus on Exploit Techniques
* Must read flag on remote machine
e 1-Day Allowed

Google

https://bughunters.google.com/



https://google.github.io/kctf/vrp.html
https://bughunters.google.com/

Samsung Mobile Rewards Program
8 Pros $8 Cons

- TREAEE - BEA4GEE
e Bootloader / TrustZone ~$200,000 e ~5 months
- B5CE Exploit HEEE = —BY - %8 / 1B IFERH
« B Hall of Fame « $200 ~ $200,000
e BT - EFZHIREER $90,000 / $20,000 / $15,000

+ ETIRFEREER

« B (22%)
- MENIE A NEESHIETREE B

« HIEASE

SANMSUNG

https://security.samsungmobile.com/



https://security.samsungmobile.com/

Samsung Mobile Rewards Program

2020

SVE

Rank Name
5‘.‘ j Chao Cheng Yu of TeamT5
hard

Shih-Fong Peng of TeamT5

SVE-2019-14575

SVE-2020-17270
SVE-2020-18356
SVE-2020-18469

SVE-2019-16587

SVE-2019-15872

SVE-2020-18034
SVE-2020-18392
SVE-2020-18471

SVE-2019-16588

SVE-2020-16/12

SVE-2020-18158
SVE-2020-18418

SVE-2019-16589

SVE-2020-18254
SVE-2020-18467

SVE-2020-18271
SVE-2020-18468




Apple (Mobile / Binary)
d Pros $8 Cons

* 2016 FHYE > 2019 ARE= 1R « PAANERA
- FEEHRTFRS - MR Z RFHERABEEYF (Binary)

o 7 1B O AR
* Network attack without user interaction %Hj@\/\ﬁb?mﬁ .
$1,000,000 o E7RfE3EE ZDI Submit S ERESE 1 / A
* i0S 16 Lockdown Mode * Burned by Apple, researchers mull selling
52,000,000 zero days to brokers

. ERIUREERELTE | HE - 43018 St

Apple will continue to strengthen Lockdown Mode and add new protections to it
over time. To invite feedback and collaboration from the security research

community, Apple has also established a new category within the Apple Security ’
Bounty program to reward researchers who find Lockdown Mode bypasses and

help improve its protections. Bounties are doubled for qualifying findings in
Lockdown Mode, up to a maximum of $2,000,000 — the highest maximum
bounty payout in the industry.

https://developer.apple.com/security-bounty/



https://www.techtarget.com/searchsecurity/news/252508220/Burned-by-Apple-researchers-mull-selling-zero-days-to-brokers
https://www.ithome.com.tw/news/146653
https://developer.apple.com/security-bounty/
https://developer.apple.com/security-bounty/

Apple (Mobile / Binary)

Jose Rodriguez
@VBarraquito

| will giveaway a very minor Lock Screen Bypass
working in iOS 14.8 / 15RC

Apple values reports of issues like this with UP TO
$25,000

but for reporting a more serious issue | was awarded
with $5,000

| will send in private a PoC video to who asks for it
when iOS 15 is public.

- Nicolas Brunner
L I/ @NicolasBrunner_

@Apple refuses to pay security bounty. Is that really
how you want to treat people helping to improve #05?
Here's my story: medium.com/macoclock/appl...

#security #privacy

u\ heige

W ' @80wul

Apple's bug bounty is a pretty magical thing! Recently,
they awarded me a bounty for a bug | reported in 2020,
and | complained about their bug report remediation
process at the time

I T

vk heige @30vul - 2021710514 H
[4] Until 2020, in line with the ethics of security researchers, | re-reported
multiple vulnerabilities that affected many years to Apple, but the outcome is

still the same. So far only one has been fixed in the latest MacOS. In fact, these
vulnerabilities affect MacOS. And iOS.

SE IH¥t=x b
:‘E\T;:_—.; oao=~

_ ! Three iOS 0-days revealed by researcher frustrated with Apple’s bug
B bounty arstechnica.com/information-te... by @jrssnet

12254

arstechnica.com

Three iOS 0-days revealed by researcher frustrated with Apple’s bug b...
Public disclosure comes in wake of other grumblings about Apple's bug
bounty behavior.



Apple e -~

- @4 1nopeer

] oo = Hi @tim _cook, I've been working for years to help make
¢ PFOJECtze o Eﬂ: HE iIOS more secure. Here's a list of all the bugs | rezorted
. %Eﬁ Apple 1m /ZA\E which qualified for your bug bounty since its launch,
. could you invite me to the program so we can donate
. }R_FS‘( this money to @amnesty?

den 4 S

i

*

A 4 N

with charity match

bug with charity match
CVE-2016-7612 $100'000 VE-2016-7660 $50'000
CVE-2016-7621 $100'000 CVE-2017-2522
CVE-2016-7644 $100'000 ( 23
CVE-2017-2353 $100'000

CVE-2017-2370 $100'000

CVE-2017-2360 $100'000

CVE-2017-2473 $100'000

CVE-2017-2474 $1 0

CVE-2017-2478 1 0

CVE-2017-2501 $100'000

CVE-2017-2482 $100'00

CVE-2017-2490 $100'000 AMNESTY &
CVE-2017-13867 $100'000 NS G
CVE-2017-13847 $100'000

CVE-2017-13861 $100'000

CVE-2018-4241 $100'000 DONATE NOW

CVE-2018-4243 $100'000

694799600 5100'000 Donate 10 Amnesty Inlemationsl 8nd SUPPOM Our work 1D protect human rights around the
workd. Your comributions wil make a teal cifference and help us demand Justice and end

696255847 $100'000 - Frunty wharever fuman FEASS violSons Cccu
CVE-2016-7637 $50'000
CVE-2016-7661 $50'000

https://developer.apple.com/security-bounty/



https://developer.apple.com/security-bounty/
https://developer.apple.com/security-bounty/

Synology
- X+ BEMKE

e ~520,000
e Bounty Program #& 5 B i
- EmZEMHERIE > BX

AN

(=== ER3e AN C2 i Ak 75 50 E

D>

BESE $20,000 =T BESE = HE5E $5,000 =5

Synology DiskStation Manager # Synology 25E £35 Synology HETE 2B 8#EFT A Synology FIE=ZMILART -
Router Manager &HERAETEIEE T -

https://www.synology.com/security/bounty program



https://developer.apple.com/security-bounty/
https://www.synology.com/security/bounty_program

—REERS
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Pwn20wn

- RERERE
« Z0day ¥TEE / Fi /5.
- BE—IEHHAEIHE I EES
- IR BTHINEALLEREE —BLES T i Ek...
e Trend Micro ZDI FE 3
- BIRESE » EBERSGEE S RAMENR (T4EIRE R
o BEAEEH|
- HMEORTEIER > ERAIEPXRIERMR
- BB TERI—X L Patch WE R
« B INFT FERBVER A ] AR Bl =X

1

(T




Pwn20wn




Pwn20wn

* Pwn20wn Vancouver

* Browser / Hypervisor / OS / Web Server / Tesla
* Pwn20wn Tokyo/Austin (Mobile)

* Mobile / NAS / Router / Printer / TV
* Pwn20wn Miami (ICS)"ew

* Control Server / OPC UA



Pwn20wn

* Pwn20wn Vancouver 2022

PRIZE $ POINTS

STAR Labs $270,000

Hector “P3rr0” Peralta $150,000

Masato Kinugawa $150,000

Manfred Paul $150,000

- MASTER OF PWN

v
Y /
<

Synacktiv

\
Y\
s
/

LEADERBOARD




TyphoonPwn

« SSD T

« 1£82[E TyphoonCon 22}
o FH{{ PWn20wn

* Mobile / Browser / OS / Server

« ~5200,000

TIER1
CHROME RCE

* Anyofthe

WINDOWS PE

5

mobile/PC devices

A LIVE HACKING COMPETITION

running Chrome

[ 130,000 usD ] : 7
| +  Windows PE
TIER 2 : — ' »60,000.85D

CHROME RCE +
SANDBOX ESCAPE

* Samsung Galaxy S21

MICROSOFT
EXCHANGE SERVER
RCE

running the latest
Android version

8
bash: no job control in this shell
bash-3.2# id

uid=0(root) gid=0(wheel) groups=0
m),3(sys),4(tty),5(operator),8(
taff),29(certusers),80(admin)
bash-3.2# |}

Questions?
contact@ssd-disclosure.com

June 10-14 2019 | Seoul



TianFu Cup KIFHF

e A RRZS PWwn20wn
- IREEET o RABEETERE
« FEIRKRRE S
B[RS 1E » WA R AAME3 (48R R

2021TFC EXTRA
2021TFC Prize(RCE) Prize(RCE +
Sandbcx Esca ne

R
$50 000

-
v 1 A OO0

_
Wl \ E+Sandbox=%12

pmp——
$20.000

e

Domestic v ehlcle to be updated to be updated _



TianFu Cup KIFHF

& & 7 7 SRR

/ AN
Ranking Team Bonus
1 360MERERBIHARR $744500
2 BRRSAFLWR AR/ NA $258000
3 B $99500
4 B $50000
5 360CDSRC $18000
5 CodeMaster $18000
7 “SQLi $13500
8 explorer $8500
M ——— ~—————

——\—( HEFHERANKING \'_/_
RANKING TEAM BONUS
1 ﬁ‘J ECXIEE (Kunlun Lab) $654500
2 fad HOHRAS $522500
3 fad ARSI $392500
- StackLeaderfff5u /M3 PA $84500
5 0x300 $80000
6 RERARREETEE $40000
7 Suanni $40000
8 Big CJTeam $32000
2 kick $12000
10 SARBXNTRE $12000
n xT $5000
12 SJTU-417 $5000
225/ 3 i ARV




ZERODIUM

« JREIFRAZ S 1= Bug Bounty
s BERZEENZAEEEE
» ~$2,500,000
- MIZERES
« FEK S LERIAR
* Exploit ZE 28
o HORS AR AN {El{E B




Block Chain

e

° Al

E

#FITRAY > BEZT 2EL

R —REE

 Web3's leading bug bounty platform

* https://immunefi.com/

Wormhole $10,000,000
Name Rewards up to

Smart Contract, Websites and Applications, Blockchain/DLT
Technology


https://immunefi.com/

Block Chain

- FIEEFAITREY » EET EEEN—KRESE
* Web3's leading bug bounty platform

* https://immunefi.com/

Wormhole $10,000,000 Smart Contract, Websites and Applications, Blockchain/DLT
Name Rewards up to Technology

« FESPACER: S5k HY Bounty (3 (28

* Wormhole Un|n|t|aI|zed Proxy Bugfix Review



https://immunefi.com/
https://medium.com/immunefi/wormhole-uninitialized-proxy-bugfix-review-90250c41a43a

ABEFKBENEE

v 1m) EL P Y EE 3



U Sr

o FIESE Hh
e Code Review / Reversing
s ZIREE
* Fuzzing
- IBEER
 #HHIRAY Bounty Program / B1Z
o« ILVERLEIEE




el B 341

* Code Review / Reversing

« Samsung Fingerprint Trustlet Code Execution: SXX, XXX
e Full Chain Exploit
* Samsung Security Updates

* Trend Micro Apex One LPE: SXX, XXX
* Multiple Patch Bypass
* /DI TIP Program

* [oTs: SXX, XXX
* Pre-Auth RCEs
e Router / NAS etc

« HZR_ERLE— R T



https://security.samsungmobile.com/securityUpdate.smsb
https://www.zerodayinitiative.com/blog/2020/2/9/announcing-a-targeted-incentive-program-for-selected-trend-micro-products

E:iﬁ
X =

Ml

Zh

* Fuzzing
 ¥Z ETH A U042 BUG

\
/

american fuzzy lop 1.86b (teat)

process tiniag overall results
¢ 0 days, 0 hrs,

path none soen t total path i

i 0 days, 0 i rAs 1

none soen 1 hang 0

cycle progress

0 (0.00%) « 2 {0.0%)

0 (0.00V) ) 1.00 bits/teple
. 4= tindings in depth
havec Tw ' 1 (100.00%)
146475000 (29. « = 1 (100.00%)
157 tota M () snigque)
626.5/sec tot . 0 (9 wnigee)

ng strategy yields - 7™ path geosetry

0716, V15, 0/13
0/2, 9/1, 00

12, 0/25, 0/0




ZHREE

e Windows Parsers: SXXX XXX
* LNK, PoC Only: S30,000

« }X Attack Surface / ¥MEHEKE

« AJFREHE Patching Tuesday* Bl MSRC E:H B H
 ZDI: SXX, XXX

* PoC Only: S500 - $2500

e {T: Foxit Reader / Adobe / Advantech / Autodesk...
» BJRE’E ZDI Advisory

* Second Tuesday of every month


https://msrc.microsoft.com/update-guide/en-us/acknowledgement
https://www.zerodayinitiative.com/advisories/published/

=BEES

* Pwn20wn Tokyo 2020
NAS BB RE1% > PLETFF]
BRI AE T —1& N3 7 myiE B 2RV
o BB S —{EHmEIF
« =44 +$25,000
- HBAE

« & BF Samsung TrustZone 7211 EE A3E (2017)
« BX&R&RER: Gatekeeper Trustlet Stack Overflow Exploit: $90,000

o nlat ﬁ%?l__ —
I RAGIRFFIG T J5

Stack Overflows in Samsung Gatekeeper Trustlet =S

Firmvy ersion : SM-G9208FD (G9208ZTU2EQEZ2), SM-G930FD (G930FXXUTDQGN), SM-G950FD (GZ50FXXUTAQH3)

ountry or Region of Residence : Taiwan Reward Amount : 90000% (%$:USD)



IBEEE

- A] L EHEFTHIRTE Pwn20wn ERVBE

e Pwn20wn Tokyo 2020: WD PR4100 NAS: $20,000
* 6 Teams Targeted

* Pwn20wn Vancouver 2021: Parallel Desktop $40,000
* 6 Teams Targeted
» PREMRIEBERIRT

 Pwn20wn Austin 2021: Printers $20,000
e 11 Teams Targeted

* Pwn20wn Miami for 2022383 > i35 A B E26(E (U TEE R R RS 5= R
* Keuper[a {MIT Technology Review) & » & MfIPFA2IIAREENGE > EAITZEEZES

RFEPEXRZIEFOSHNR » EREZE 4 EBITZRIEE

- DOS FLBE

 ERARGERT  MEBISIRETF



https://www.ithome.com.tw/news/150589

iCvahk Bl 28

AR E R E IR ST
« RAEKRE @ R RIXIR

* Chromium Edge Immersive Reader UAF
DEMO



File

¥ Step Ou

(‘) StepInto {

Break Go

0 lowepy ssegsibay Aquiessesig

Command

ModLoad :
ModLoad:
ModLoad :
ModlLoad :
ModLoad:
ModLoad:
ModLoad :
ModLoad:
ModLoad:
ModLoad :
ModLoad :
ModLoad:
ModLoad:
ModLoad :
ModLoad :
ModLoad :
ModLoad:
ModLoad :
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad:
ModLoad :
ModLoad:
ModLoad:

{})" Step Over

X

eeea7ffc’
eeee7ffc”
ese7ffc”
eel|a7ffc’
BeeR7ffc’
eeee7ffc”
eeae7ffc’
peea7ffc’
eeee7ffc
eeee7ffc”
eeee7ffc’
eeee7ffc”
eeea7ffc’
peea7ffc’
peea7ffc’
peee7ffc’
eeea7ffc’
eeaa7ffc’
BOORTFfc’
Beee7ffc’
peea7ffc’
eeee7ffc’
eeee7ffc”
eeae7ffc’
peaa7ffc

eeae7ffc’
(alc.1a98):

Break

552feeea
5c758068
55e20000
68bbBaae
69c70800
71676000
760000006
36130008
735beeee
68faBees
6c6CO808
6cdepao8
58ceBoen
58716000
58618008
585bBaes
S5aadjeees
632960608
5fdleoes
63al6008
6a8eBa0e
685960006
58170008
62220000
62al00e0
6bc96ees

eeea7ffc’
eaearffc’
eeea7ffc’
eaearffc’
eaee7ffc’
eeee7ffc’
eeea7ffc’
eaea7ffc’
eaee7ffc’
eaea7ffc’
eeva7ffc”
eaee7ffc’
eaeerffc’
eeee7ffc’
eaea7ffc’
eaearffc’
eapar7ffc’
eeea7ffc’
eaea7ffc’
eeee7ffc’
eaea7ffc’
eaea7ffc’
eeee7ffc’
eeee7ffc’
eaea7ffc’
eeee7ffc’

Time Travel Model Scripting Source Memory Command
e B0 B @B
Seap Dabliopiny Settings Source A bly  Local Feedback
= Detach Help~  Hub
553b4080 C:\Windows\System32\ShellCommonCommonProxyStub.dll f:
5c7ale@e C:\Windows\System32\vaultecli.dll ™
55ee3000 C:\Windows\System32\Windows.Web.d11
68bde@d@ C:\Windows\System32\aadWamExtension.dll
69¢B5000 C:\Windows\System32\Windows.System.UserProfile.DiagnosticsSettings.dll
7168E000 C:\Windows\System32\CRYPTSP.d11l
7ee34000 C:\Windows\system32\rsaenh.dll
36258080 C:\Program Files (x86)\Microsoft\Edge\Application\89.8.774.58\learning
73a22000 C:\Windows\System32\SETUPAPI.d1l
69014800 C:\Windows\SYSTEM32\wlanapi.dll
6c76e0@@  C:\Windows\SYSTEM32\mscms.dll
6cdfieee  C:\Windows\SYSTEM32\ColorAdapterClient.dll
58f1cee®  C:\Windows\System32\Windows.Devices.Bluetooth.dll
58749000 C:\Windows\System32\Windows.Networking.HostName.d11
58705080  C:\Windows\System32\Windows.Networking.dll
58687088 C:\Windows\System32\BiWinrt.dll
5ab49e@@ C:\Windows\System32\Windows.Networking.Connectivity.dll
63f17880 C:\Windows\System32\Windows .Devices.Enumeration.dll
5fd49e@® C:\Windows\System32\Windows.Devices.Radios.dll
63230000 C:\Windows\System32\DevDispltemProvider.dll
6a8ee@dd C:\Windows\System32\DDORes.dll
68598000  C:\Windows\System32\DefaultDeviceManager.dll
S58lafe@e  C:\Windows\System32\CapabilityAccessManagerClient.dll
62e3fe@@ C:\Windows\system32\BthRadioMedia.dll
62291000  C:\Windows\SYSTEM32\webauthn.d1ll
6bd@seaa C:\Windows\SYSTEM32\cryptngc.dll

instruction exception - code 80080883 (first chance)
ntdll!DbgBreakPoint:

eeea7ffc’ 74730860 cc int 3
a:048> g
onecore'\com\combaseidc dll JEFC72AFD82C: (caller: 0@0O7FFC72AFD659) I_a-gIE
Kl | ]
:*Busv*lﬂebuggee is running...
Locals - 2 X i'Threads - 2 X
[0x860] = msedge_exe!wWinMainCRTStartup (D0007ff6 Bdceffed) -
[0x1bed] = ntdllTppWaorkerThread (00007ffc74682ad0)
[0x1128] = ntdlliTppWorkerThread (00007ffc 746e2ad0)
[0x10b0] = ntdiliTppWorkerThread (00007ffc"746e2ad0)
[0xa84] = msedge!base:'anonymous namespace=ThreadFunc (00007ffc"1f26daa0)
[0x520] = msedge_exe!sandbox:BrokerServicesBase:TargetEventsThread (00007f6 8«
[0x16dc] = combase!CRpcThreadCache:RpcWorkerThread Entry (00007ffc'72b3add0)
[Oxbed] = ntdlliTppWorkerThread (00007 ffc 746e2ad0)
[0x494] = ntdlllTppWorkerThread (00007 ffc’ 746e2ad0)
[0x1608] = msedgelbase:'anonymous namespace':ThreadFunc (D0007ffc'1f26daa0) F
¢ v {[e] | E_
Locals | Watch | Threads | Stack Breakpoints
L]
@ = B ) o§

HITE
L T.7 T

N

SURVIVAL GUIDE

CYBER WAR \<

-

i

— 1l =

%1 EEBREETE L e~
es/2e il EXX&EP L

&E HE?M.!.

anym® A

[ER DN ]
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8/17/2022
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iCvahk Bl 22

* Chromium Edge Immersive Reader UAF: $30,000
* Edge Bounty Program IHE RS %8

Microsoft Security Response Center <secure@microsoft.com>

Thank you for taking the time to share your report. Based on the assessment from our engineering team, we have determined that
your case 64466 is eligible for a US$30000.00 bounty award under the Edge on Chromium Bounty Program. Congratulations!




—

TR



iCvahk Bl 28

* Chromium Heap Overflow: $7,000
e PoC Only
2 Edge Fuzzer & Chromium PoC AIEtRF 2 RY...
* 7 Edge RAZ % » R AER

« FEEER: HE1EZ Chromium BYJERIESB] LLFE

* Chromium Disclosed Security Bugs



https://chromium-disclosed-bugs.appspot.com/

DB =

- NERABHRIELE T AE O]
o Sclol¥ERFE T
- IR EERGEHEHEHIA
« 7278 Background Knowledge * JRIAEE(RERAIR0 A = 3517
o EEMEA: WS RFLEEXA Asan Chromium _E48
» Z%| Bounty SE1S R EHALE
My ETH Wallet



https://commondatastorage.googleapis.com/chromium-browser-asan/index.html

(O] 215

AT E(RERILEERZ?



[Bl#/\%T5 1 - 1EXEEE

« IEHES

NEEAEREI

8 A BEaF Al FE A

B _E PoC » EBEIAREIRIREIR » AERAHINEEH DI L&

MR R E A EIRE a1 TR E M iE=

o MERFERSEEEIF: Example Report Submissions to the MSRC

o ZDI FREFEZ S GETTING INTO SUBMITTING: HOW TO MAXIMIZE YOUR RESEARCH

- IEREE

e PDFvs TXT/ FLE PoCc RE—{THHEIEE—TF

U



https://www.microsoft.com/en-us/msrc/bounty-example-report-submission
https://www.zerodayinitiative.com/blog/2017/9/5/getting-into-submitting-how-to-maximize-your-research

ol¥/\i%I5 1 - EXEEE

= 212

« EEHRF TV / PoC >= R[EI53HT > Exploit
- BEATELLEREE Exploit

- B3t 5B TR A —1x
- AR BEPENEEB T REEZ MmO
- T726M: S X THAIEEH. BEEEREQ

- BRINRAEEA 8 Z2EFH

I|;1I|
i

« }RAFLE—1]
- MAIARZEE Exploit WA » BRFSRAIBIA
® 7 _g_ﬁﬂaﬁj(




O|#/VMRI5 2 - o LEEREE

« HHELCIERIE RAMIZ R SZM » o] AFCEZ LBV T BT
- BIEBRM LMD TEETE Exploit

- 1H/ZH
o X Z|MR{E Attack Surface * RISE=#H—NE{Z4H
. fE?E#Et': RiEE

* Samsung: Missing Param Type Check in Trustlet
- {E—EIETE Exploit
* 10+ Critical CVEs
e Samsung 1Y ° SREBHEZENAE T 4Fks




[Bl#k/M%I5 2 - & L

2020-03- -

30

2020-03-
24

14607 CVE-2019-20589 843 Exec Code

An issue was discovered on Samsung mobile devices with O(8.x) and P{9.0) (with TEEGRIS) software.

ID is SVE-2019-14892 (August 2019).
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14608 CVE-2015-20588 843 Exec Code
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An issue was discovered on Samsung mobile devices with O(8.x) and P(9.0) (with TEEGRIS) software.

is SVE-2019-14891 (August 2019).
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An issue was discovered on Samsung mobile devices with O(8.1) and P(9.0) (with TEEGRIS) software.

ID is SVE-2019-14867 (August 2019).
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14610 CVE-2019-20586 Exec Code
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An issue was discovered on Samsung mobile devices with O(8.1) and P(9.0) (with TEEGRIS) software.

Samsung ID is SVE-2019-14864 (August 2019).
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14611 CVE-2015-20585 Exec Code
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An issue was discovered on Samsung mobile devices with O(8.x) and P{9.0) (with TEEGRIS) software.

Samsung ID is SVE-2019-14851 (August 2019).
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14612 CVE-2015-20584 843 Exec Code
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An issue was discovered on Samsung mobile devices with O(8.x) and P(9.0) (with TEEGRIS) software.

ID is SVE-2019-14850 (August 2019).
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An issue was discovered on Samsung mobile devices with O(8.x) and P(9.0) (with TEEGRIS) software.

Samsung ID is SVE-2019-14847 (August 2019).
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None Remote Low Not required Complete Complete Complete

There is type confusion in the SKPM Trustlet, leading to arbitrary code execution. The Samsung

None Remote Low Not required Complete Complete Complete

There is type confusion in the SEM Trustlet, leading to arbitrary code execution. The Samsung ID

None Remote Low Not required Complete Complete Complete

There is type confusion in the MLDAP Trustlet, leading to arbitrary code execution. The Samsung

None Remote Low Not required Complete Complete Complete

There is type confusion in the FINGERPRINT Trustlet, leading to arbitrary code execution. The

None Remote Low Not required Complete Complete Complete

There is type confusion in the SEC_FR Trustlet, leading to arbitrary code execution. The

None Remote Low Not required Complete Complete Complete

There is type confusion in the HDCP Trustlet, leading to arbitrary code execution. The Samsung

None Remote Low Not required Complete Complete Complete

There is type confusion in the EXT_FR Trustlet, leading to arbitrary code execution. The
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