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Hiroaki Hara focuses on threat intelligence research in the Asia-Pacific region. He specializes in 
threat hunting, incident response, malware analysis, and targeted attack research. He spends most 
of his time coming up with funny names for newly found pieces of malware. He has previously 
presented at JSAC 2021/2022.

Ted Lee mainly focuses on tracking APAC-based advanced persistence threat (APT) attacks and 
malware analysis. He also works as a malware/intelligence analyst to support incident response (IR) 
case analysis in Taiwan. Prior to being an APT threat researcher, he had experience in solution 
development on XDR platforms.
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Toolset

• StealthVector
• StealthMutant
• Crosswalk
• ScrambleCross/Sidewalk
• CobaltStrike

Toolset

• Winnti (malware)
• PlugX
• ShadowPad⇔
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Command will be executed by SQLExecDirect

Get information of local/remote drives (by NetShareEnum)

Clone specified users’s RID in registry for RID spoofing

Launch a process with higher privilege

TCP port scanner
Modify specific file timestamp

Disable Windows File Protection via SFC_OS.dll

Password scan over $IPC with given dictionary

Password scan against MSSQL with given dictionary

Socks5 proxy

HTRan (https://github.com/HiwinCN/HTran)
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C:¥PerfLogs¥dcsync.exe

C:¥Windows¥System32¥
spool¥prtprocs¥x64¥winprint.dll

C:¥Users¥Public¥SECOH-QAD.dllC:¥PerfLogs¥csc.exe C:¥inetpub¥wwwroot¥
aspnet_client¥Error.aspx
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渠道代理咨询

【紧急】中电福富信息科技有限公司 移动钓鱼邮件
清除

媒体运行志愿者材料审核

媒体运行志愿者材料审核

北京冬奥组委收费卡团队账号更新通知

國立臺灣海洋大學的瑜珈教師張文芸實名控訴材
料 海洋委員會海巡署 吳孟哲中校
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北京冬奥组委收费卡团队账号更新通知.exe

Ukraine China Indonesia
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fn_write_pipe

fn_decrypt_and_run

fn_read_pipe

fn_decrypt

Read/Write encrypted payload over named pipe 
in multithread and decrypt it with AES128-CFB

IV
Key

Enc
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https://github.com/itm4n/PrintSpoofer
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https://blog.xpnsec.com/exploring-mimikatz-part-2/


© 2022 Trend Micro Inc.24

•

–

–

–

CVE-2019-16098
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_HANDLE_TABLE_ENTRY.GrantedAccessBits PROCESS_ALL_ACCESS

ObjectTable

EPROCESS HANDLE_TABLE

0x08

Array of 
HANDLE_TABLE_ENTRY

Reserved

Entry 1

Entry 2

Entry 3

Entry n

0x00

0x10

0x20

HANDLE_TABLE_ENTRY

Granted
AccessBits

0x30

…

TableCode

Index = (HANDLE >> 2) * 16

Entry 0x1d80x760

OS: Windows 10 20H2 x64

PROCBURNER

❹

AntiVirus.exe

❶

❷

❺

❻

Vulnerable
RTCore64.sys

kernel

User

1. OpenProcess with PROCESS_QUERY_LIMITED_INFORMATION (=0x1000)

2. Return HANDLE of target process (i.e. 0x1d8)

3. Get the address of HANDLE_TABLE_ENTRY object of target handle by 
tracking back from EPROCESS object

4. Send IOCTL request to mask HANDLE_TABLE_ENTRY.GrantedAccessBits of 
target process with PROCESS_ALL_ACCESS (=0x1fffff)

5. Vulnerable RTCore64.sys writes the requested bitmask value

6. Now able to TerminateProcess

0x570

0x1fffff

❸
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ntoskrnl.exe

PsSetCreateProcess
NotifyRoutine

IoCreateDriver

PspSetCreateProcess
NotifyRoutine

call

Callback 1

Callback 2

Callback n

PspCreateProcess
NotifyRoutine

EX_CALLBACK_
ROUTINE_BLOCK

Function0x08

(addr >> 4) << 4

AVBURNER

❷

Driver.sys

❸

Vulnerable
RTCore64.sys

kernel

User

❶ ❹

✖

OS: Windows 10 2004
Type: Process

start

end

1. Get addresses of PsSetCreateProcessNotifyRoutine and IoCreateDriver.

2. Search specific sequence of bytes to find the address of 
PspCreateProcessNotifyRoutine between the above addresses.

3. PspCreateProcessNotifyRoutine is a table of callback functions that 
contains custom pointer to EX_CALLBACK_ROUTINE_BLOCK object, whose address 
can be calculated by removing the last 4 bits of the pointer.

4. EX_CALLBACK_ROUTINE_BLOCK.Function (offset=0x08) contains a pointer to 
callback function (Driver.sys in this case). Get the driver’s file path 
that the callback function belongs to, and if the driver’s file property 
has target string (i.e. Trend), AVBURNER overwrites the pointer with NULL, 
which results in removing callback registration.
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login

.cobaltstrike.beacon_keys
for Operator A

.cobaltstrike.beacon_keys
for Operator B

CobaltStrike.auth

login

CobaltStrike.auth

create

create
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Possible attack 
against unknown 

industry in Pakistan 
using OutLoader



© 2022 Trend Micro Inc.33

• 426352781 9ee3e0425ade426af0cb07094aa29ebc

https://documents.trendmicro.com/assets/white_papers/wp-earth-
baku-an-apt-group-targeting-indo-pacific-countries.pdf

https://hitcon.org/2021/agenda/1abeaad2-5152-4468-91ac-
d50a39dd7834/Winnti%20is%20Coming%20-%20Evolution%20after%20Prosecution.pdf

9ee3e0425ade426af0cb07094aa29ebc
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https://hitcon.org/2021/agenda/1abeaad2-5152-4468-91ac-
d50a39dd7834/Winnti%20is%20Coming%20-%20Evolution%20after%20Prosecution.pdf
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fb48b4a3521d3fb86441f35cff536db68c3b1e8c

97776ebac5794ae60b82d2a55f9aa255ea407b82

b623cf7a2e05db74e199f0b4b4bf180a41118cf8

7510c65c6b2ad49cf14b6f7329acaa5d77dd475a

08da41c13d4b541fee703044c543c6516581edcc

c06f98627bc1c8301633dc5d8b42579153136da4

641922dee41b50744b8889cfcc90ee27a18310c0

b172e364bb320545b12826eeb77ee7e3ab56a4e5

641922dee41b50744b8889cfcc90ee27a18310c0

e1a308add5f38e0c3b3050268d8e97c6731150ce

7e4560f78d17b7efad091e4ed24ff02948a3a1f9

e20d7aee8d5a2daeb6c2069a466f06cafdcf195f

e1793411bdc08b906fc111aa1548e8137023285f

f30cd68daf082becf0eac8efaaeb4bfe14396144

9a218d3e65b974ab1bc9fa364a5597df0beddb72

9a7a1db62588f0da12bdbbe8f7e6775b15409a05

d4296d2e6781ccab7c7fb45a493ba6783aa36b11

47ef7c2894542a31961159dddac3a304f88285f7

afb5d1cc76126e5a4d6e1891eb886b1445e720e3

829a37bac477c316750199819070b56a55749199

36967195eca702a09b39108d9a9b91a8f4b5685f

f987eaf2529d85f6b57e6fedd846f7b4d103f09b

57ebd92b2f0c2269a3aa1aea74498a44041ecc75

84254f20f869de41f99b5f2e6697868259e9de4b

64e76afdf43a6883461ae7dc9685015469b32e86

39727e755b2806fc2ed5204dae4572a14b2d43d1

4e0cf09dc1661026f3c22e0810a384ed563f8461

9c2d9d65827cdb9fc44126de1b17af07df4c1edd

47.108.173[.]88

www.affice366[.]com

www.vietsovspeedtest[.]com

c.ymvh8w5[.]xyz

139.180.138[.]226


