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Supply Chain Example — Consumer Clothing
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IT Risk Operational Risk

Loss of data or capability > > Loss of property or lives

Scratch Built Software Assembled Software
—
Majority of products built with Use of open source and 3 party libraries,
no 3" Party dependencies modules, frameworks, and services

Multi-party software updating/patching

Traditional Computers Software Enabled Everything
——————————————————————————————
Servers databases Healthcare Implantable Medical Smart Munitions
Desktops office apps Aeronautics Smart Manufacturing Intelligent Vehicles
Laptops e-mail Smart Energy Water Treatment  Intelligent Shipping
Tablets browsers Oil & Gas Hydro Power Dam Management
Switches Routers Microgrids Smart Cities Building Management

Autonomous Systems
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Software Enabled Critical Infrastructure and Mission Capabilities...

Medical Buildings
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Whether for Fish, Chips, or Software
Supply Chain Trustworthiness: Intentional and Unintentional Acts

Supplier

‘ Supplier

Intentional acts
* Counterfeit products
 Disruption, hijacking, theft, civil unrest,...
e Malicious taint or insertion

System Integrator
or Developer

Unintentional acts

* Poor quality/tainted
goods/shortages/weather disruptions

* Vulnerable software/hardware inserted

unintentionally (components/modules

w/weaknesses and/or known vulnerabilities)

Manufacturer

'i'}ﬁl .10
i) (&

Supplier
LSUpp.ie, Result of Supply Chain Attacks:
Systems with adverse behaviors including functional degradation, data
Based on SEI/CMU materials exfiltration, espionage, adversarial control and disruption.
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Open Question: What Supply Chain Risks to Manage?

Project A Project B
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Supply Chain Security (SCS) System of Trust (SoT)
“‘What Supply Chain Risks to Manage?”

SoT - a strategic, widely-adoptable, holistic, data-driven
analysis platform to assess supply chain security risks
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Address Chaos, Align & Organize Simplify, Tailor & Use
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Basis of Trust

External Influences
Organizational Stature
inancial Stability
Maliciousness
Organizational Security
Quality Culture
Susceptibility

Risk Areas

Risk Areas

Hygiene
Counterfeit
Malicious Taint

Suppliers

Security
Reliability
Quality
Integrity

Trust Aspects

* Product Quality
* |CT Hardware Product Quality
* Product Quality Requirements
» Software Product Quality
o Software Anomaly Control
o Software Consistency
o Software Design Simplicity
o Software Provenance & Pedigree
© oo
* Product Resilience
« |CT Hardware Product Resilience
» Software Product Resilience
* Product Security
* |CT Hardware Product Security
» Inadequate protection for controlled unclassified information
» Information on product manufacturer information systems not backed
up regularly
* Misconfigured access controls on product manufacturer information
systems
» Sensitive information in digital form not encrypted while in physical
transit either to or from product manufacturer
» Users of product manufacturer information systems do not receive
cybersecurity training
 Weak identification and authentication controls on product
manufacturer information systems

MITRE




MITRE Supply Chain Security S)Ls\em of Trust Risk Areas™ **

[ \

Supply Ch#in Risks

[\
J

Supplier Risks Supply Risks Services Risks
. . - . o . - Organizational . - . 5 Integrity of Service Quality of Service Reliability of Service Security of Service
ernal Influencis Financial Stability || |Organizational Stature| Susceptibility Quality Culture Maliciousness 8 ) Hygiene Malicious Taint Counterfeit 8 y y. y y
Security Delivered Delivered Delivered Delivered
Company foreign . . . . " - N i e 11 P A i
N . N Questionable debt Corporate ownership Company has a low CMMI Foreign Intelligence Concerns regarding facili . e N N Service infrastructure Service infrastructure Service infrastructure Service infrastructure
relationships with . Customers N . R Product quality Facilities integrity Copycat manufacturing . . . .
X management reputation rating Service (FIS) influence access pedigree pedigree pedigree pedigree
countries of concern
c°","’a”Y operatlfmal Questionable financial . . . . Internal company QC, . Concerns regarding - . . . . . Service Infrastructure Service infrastructure Service infrastructure Service infrastructure
locations in countries of " Diversity and inclusion Industry sector . ) Fraud and corruption Product resilience Functional integrity Mislabeling
concern stewardship SCRM policy & practice software access provenance provenance provenance provenance
Foreign Questionable future ) . . Subcontractor supply chain . Concerns regarding ) L . L ) . . . . " B ) e o ) e 5
FeEistation Inearporatio outlook eographic concentration Location health / risk Legal/law issues hardware access Product security Geopolitical integrity Packaging integrity Service specific integrity Service specific quality | Service specific reliability | Service specific security
Susceptibility to
Mergers & acquisitions Logistics / transportation manipulation of service
Geopolitical instability Questionable profitability E Y Personnel Sanction list status Cyber threat activity d / i Technical authenticity i

frequency

Key Management

Personnel (KMP) and non-
person entity relationships

of concern

Vulnerability of financial
stability to foreign
influence

Natural disasters

Technical susceptibility

National corruption

ulnerability of financial
ability to market factor:

Operational volatility

National governance

Viherability to takeoy®r

Sustainability

Organization ownership
and control

Politically Exposed Persol
(PEPs) in corporate
leadership

Political vulnerabilit

Transparency of
rganization conti

MITRE | system of Trust™

MITRE’s Supply Chain Security System of Trust™
https://www.mitre.org/publications/technical-papers/trusting-our-supply-

chains-a-comprehensive-data-driven-approach

Data security status

Type/ level /frequency of
security training

Vulnerabilities

integrity

Maintenance integrity

Unsanctioned
manufacturing

Manufacturing process
integrity

Packaging integrity

Reputational integrity

Supply chain integrity

* Supply Chain Security Top 75 Risk Areas Levels 1-4
** System of Trust Expanding to Pharma, Food, and other types of Products

infrastructure via physical
access/touch

Susceptibility to
manipulation of service
infrastructure via
remote/virtual
access/touch
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Risk Model Manager (RMM)

Piloting
11, 3, 1, 6,
22,12, ...

Export to

Spreadsheet
for “Offline”
Assessment
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Tying together SoT and RMM

S+ Mt SoT Profiling [notional screen] - =

Pilot 3

o

cots icT

Counterfeit ICT HW/SW

® Open Source Information
O Purchased Data Sources
Q Written Questions

Q Oral Discussions.

Q Sampling of Components
® Software Analysis
Q Inteligence Service Investigation

Type of Acquisition Issues Acquiring Organization

O US Federal Government

Q usoiB
O Commercial
O Small Business.

Assessment Scope, Skills & Means  Assessment Constraints

® Investigative Staff Available

MITRE

Type of Acquisition Issues
a coTsicT

} ~ :
Q Trustworthy SWHW US Military o \ \
J < | \
& Suppler StatolLocal 5 ) =
Q Figh Value & High Unit cost COTS 1 e
Q Outsoursed Services

Q Counterfeit ICT HW/SW

Assessment Scope, Skills & Means
®m Open Source Information
® Purchased Data Sources
Q Written Questions
Q Oral Discussions.

Acquiring Organization
US Federal Government

US Critical Infrastructure
s DIg

Commercial
Small Business
Assessment Constraints

™ Time Period

————— .
® Trustworthy SWHW ® US Mitary o Someng of Components ® Monies for Data Purchase Pllot 1
Q supplier Q staterLocal 9 Software Analysis Q Investigative Staff Availale
e & g o cors 2S5 Intelligence Service Investigation
9 Outsourced Services Q US Criical Infrastructure
a

p Sywtem of Trust Pilgt 1
‘ ; Camparves of besent




Company 1 Company 2 Company 3 Company 4

- —Low Mad  ——tiigh - —low I - ; w Mot ——tigh - —Low s &
Lxternal influsnces Carptnal Infuenees Extmrmal mlences Extornal infloence

Sec atih Drganaat ) wal ¥ ol
Tatu tatwre ) 3 5
Company 5 Company 6 Company 7 Company 8
e g ~——LlOw Mot —g e , —Low Mo —rgt - iy ~——LlOw Mot —rg - —Llow Maod  e——ttigh
Extemal Infuences Extermal Infumnce fxternal Influence External Influences
f I ) ty 5

Company 10

—low Seat]

Company 11

- w Mo —==Migh - - — LW Aod e—rgt

Externad Influences

System of Trust Pilot 1:
Companies of Interest

Supplier and Public Data Profile of
the System of Trust

Using 5 Risk Categories
With 26 Risk Factors
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Company 10
-8 Company =—low -——Med =—=High
External Influences

1.00

Organizational Security

Pilots 1, 2,4 &5

Supplier and Public Data Profile of the
System of Trust

Using 5 Risk Categories
With 26 Risk Factors

Maliciousness Organizational Stature

13. Citizenship of Key Persons
14. Ownership Structure

15. National Corruption

16. Political Vulnerability

17. National Governance

18. Geopolitical Instability

\19. PEP Members in Corporate Leadership -j

N

Financial Stabilit

/20. Natural Disasters
21. Geographic Concentration

23. Operational Volatility
24. Sustainability

25. Corporate Ownership
\26. Diversity and Inclusion

22. Mergers & Acquisition Frequency [_|

)
[ ]
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Building up Sources of
Insight about Supply
Chain Risks

Risk Model Manager z

ramartin NS

Details

-

A, Selectors

Sort By: by Name ~

Risk Model Manager

@ Data Sources

Tailor

Active Assessment

(5 EEND) Bloomberg Datasets

=] Bureau of Industry and Security (Department of Commerce)

Export Edit

a Exchange Program

Export Edit

- ramartin ~ Tailor Assessments

bclation International (ERAI)

| SortBy: by Name - Details
Name: SAM.gov
Description: empty
Status: draft
Type: Website
Location: https;/fsam.gov/content/home
Availability Public
Scope:
Access Method:  Manual; AP|

A c6l robarih Executior] Name: Demo Assessment! Contributors: jdoe
28 Gene Progress
Vector: | profite: “SaT Pilot - Supplier Quick Chock® (as of Objective: empty T
A Manual BIS (Department of Commerce) search b 2022-02-28T19:24:05.0182) this profile 100
18 SOUl | ot updated: 2022-03-04T21:44:00.6922 Scope: oty [t
A\ Sen Manual Bloomberg search UNAOINORE: 81 = (70 to 100)
\ > 6o : Selector Descoription: ampty Target: ampty you:2 -
EEE) Manual Edgar searc
Status: no:1 =
Tags: empty
151 other entries in
Manual ERAI search
N o ook
£dit Assessment Metadata
A, EX2) Manual GIDEP search
. EE2) Manual IAPP (Department of State) search Sort By: by Nama = Pan: CED > CED > (B3O > GO > CED > XD
\ m Manual LexisNexis search ~ m m Has the company recently been acquired, restructured, merged, of
acquired by stakeholders from & non-adversary nation? o
A\, EED Manual OFAC (Department of Treasury) search Assassiant ltem Score

A\ Manual Orbis - Current Directors and Managers search

N Manual Orbis search

A, EE) Manual Privacy Rights Clearinghouse Data Breach List search
A, EBD) Manual SAM.gov search

A\, EBL) Manual Thomson Reuters Refinitiv Company Datasets search
A\ Manual Wikipedia data breach list search

\ Manual World Risk Report search

AL an>

"4

Does this comparny have koy
stakoholder nationality of >=
15% from countryfies of
concern?

Organization acquisition by or
v U EED merger with stakeholders from a

e aos

foreign nation

Has the company recantly
been acquired, restructured
merged, or acquited by
stakeholders from & non

asdvorssry natson?

Has the company recently
boen acquired, restructured,

I~ R mergod, or acquired by

stakeholders from an
adversary nation?

Has the company recently
taken stops Lo be acquired,

=@ Incronses Risk @ Score contribution: 60
» Meoasure data source characterization

Potential Selectors for this Risk Measure

Manual Bloomberg search Typo: X mnnm
Manual search entry and results review on Bloomberg
Bloomberg Datasets

Name:
Description:
Data Source:

0to 60

General research Type: |
Human assessor conducts opon rosearch
Undefined

Description:
Data Source:
Exocution Vector:

Measurements made as part of this assessment

Add a measuroment by clicking the “Use”™ button next 10 a selector above

VvV V

MITRE



Mapping SoT Risks to Assessment

Information Sources / Standards
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Along with DHS ICT SCRM Task Force Vendor Template,
and others, ...

© 2022 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case No: 22-01488-10 22



Mapping SoT Risks to Assessment
Information Sources / Standards __ - ISA/IEC
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Mapping SoT Risks to Assessment

Information Sources / Standards

ISO/IEC 20243

112
4113

0 ] 4121

T 123

— - 4124
—> 4125
[ ——4.1.26

—_— 4211
2

4213

114
4.1.15
412 SE: Secure Development/Engineering M|

4.2 Supply Chain Security
42.1 SC: Supply Chain Security.........cc.ccevne..

4 O-TTPS - Requirements for Addressing the Risks of Tainted and Counterfeit
Products. 15
4.1  Technology Development 16
4.1.1 PD: Product Development/Engineering Method.............cccovevenne 16
4.1.1.1 PD_DES: Software/Firmware/Hardware
Design Process 16
PD_CFM: Configuration Management.................cc.cc... 17
PD_MPP: Well-defined
Development/Engineering Method Process
and Practices 17

PD_QAT: Quality and Test Md
PD_PSM: Product Sustainmen{

SE_TAM: Threat Analysis and|
SE_RTP: Run-time Protection

SE_VAR: Vulnerability Analy.
RESPONSE ..o
SE_PPR: Product Patching and|
SE_SEP: Secure Engineering P
SE_MTL: Monitor and Assess
Changes in the Threat Landscaj

SC_RSM: Risk Management...
SC_PHS: Physical Security .....
SC_ACC: Access Controls ......
SC_ESS: Employee and Supplif
and INtegrity ........oocevvevererennns
SC_BPS: Business Partner Sec
SC_STR: Supply Chain Securif
SC_ISS: Information Systems {
SC_TTC: Trusted Technology
SC_STH: Secure Transmission
SC_OSH: Open Source Handlij
SC_CTM: Counterfeit Mitigati
SC_MAL: Malware Detection .

N —— P
e e 42.19
e W 4.2.1.10
Errr—— ey 2.1.11
e 42.1.12
—————— g ; -
s
T
Frtae—
..;___._ )

s e

MITRE

The Open Group Standard

Open Trusted Technology Provider™ Standard (O-TTPS) —
Mitigating Maliciously Tainted and Counterfeit Products

Part 1: Requirements and Recommendations

Version 1.1.1

THE O/)[’”r.um'l'




GOAL for use of SoT in Industry and Government...

Risk Model Manager

Top-Level Concerns Vendor/Product A

Malicious Taint

> \ Counterfeit
///;\ Hygiene
/\

Organizational
Security

Maliciousness

5
v

Quality Culture Service Security

Susceptibility /" 7=} Service Quality

Organizationa . .
Stature Service Integrity

Financial Stability Service Reliability

External Influences

Top-Level Concerns Vendor/Product B

Malicious Taint

Organizational
Security

Counterfeit

Maliciousness Hygiene

Quality Culture Service Security

Susceptibility Service Quality

Organizationa

Stature Service Integrity

Financial Stability Service Reliability

External Influences

MITRE




Software Supply Chain Integrlty Attack (a.k.a SolarWinds)

1. Preparatory compromises at SolarWinds date back to October 2019. (Refs 11 & 12)

2. At some point there was a compromise of the build environment itself.

3. Malicious code sent in SolarWinds updates released between March and at least June 2020. (Refs 32 & 33)
4. Approximately 18,000 organizations receive the tainted updates and may have been targeted and impacted.

Operate Monitor

Consumer

Build and Distribution Infrastructure

MITRE



Software Supply Chain Integrity

DELIVER UNCOMPROMISED:
SECURING CRITICAL SOFTWARE
SUPPLY CHAINS

Jan 2021 Evidence Based Trust

Secure & Hardened
Build and Distribution Infrastructure

https://www.mitre.org/sites/default/files/publications/pr-21-0278-deliver-uncompromised-securing-critical-software-supply-chains.pdf

M!TE © 2022 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. Case No: 22-01488-10 27



Software Bill of Materials Standardization

ISO/IEC 5962:2021 SPDX®
OWASP CycloneDX
ISO/IEC 19770-2:2015 SWID tags

Open source
components

Libraries

Build Tools Other documents:
kS Multimedia, text

2 SPDX
OMG
CISQ

Crmnorsium for infgemation & Software Qualty =

| N

Developed
components

Build

@rrrrrsanammaEannnns H
process Makefiles

‘e
~
~
.
.
.
.
..
..

Generated code

Purchased
components _ Dynamic
e libraries
| N
....................... External
Micro executables

Controller
Firmware

Container

Usage Scenarios Around SBOMs

Refer, Transfer or Purchase
(definition of what it is)

Pedigree

(history of how it was produced)

Provenance
(chain of custody of it)

Integrity
(cryptographic basis of unalteredness)

Proper and Legal
(conditions about its use)

Known Sw Vulns
(known fixes are applied to it)

Assurance
(safe-secure-resilient)

SBoM of a SW Service

(SBoM of sw delivering service)

Supply Chain Sequence Integrity

28

H



CISQ

Comaorium or Infrmation § Software Quaty =

OVMG

2 SPDX
3.0 effort

MITRE

Lowering Adoption Hurdles for SBOMs and more

« Water

- Medical Devices
» Merchandise

» Automobiles
 Trains

* Vessels/Boats

* Building Mngt Sys
- Software

e
e

« Agriculture and Food * Public Health
« Energy 15 * Telecommunications
« Transportation * Banking and Finance - 1
+ Chemical Industry * Key Assets 2 ".' ! >
« Postal and Shipping —
(S
. e
End Users in Industry, Government, and Commerce
@ @ BOSCH
7 ¥®-No magic QD) 05T ICT SCRM Task Force
L ) olllllllc E Br'e.igre‘f ‘./_D S m—a—
] cisco . e TOYOTA NE
ABB  Sorive SIEMENS C‘Qm
o sy FUJITSU TOSHIBA (ti UNISYS

Changes for the Better ORAC l—e - H .TACH '

Product & Service Suppliers

INTEGRATED DEVELOPMENT
ENVIRONMENTS (IDEs)

SoFTwWARE COMPOSITION ' INVENTORY MANAGEMENT

ProbpucT LIFECYCLE |

SYSTEMS MANAGEMENT (PLM) TooLs

ANALYSIS

Source Cope &

FRAMEWORKS l CLoup ToolLs l

CATALOG BUILDERS

CAD SysSTEMS I |

STANDARD

PACKAGE
REPOSITORIES

Lic MnGT

BuiLb CHOREOGRAPHY '

Tools & Capabilities for So

OPERATING
PROCEDURES

-~ BOM MANAGEMENT SYSTEMS

THE

TJLINUX

FOUNDATION

https://github.com/spdx/outreach/blob/
main/SPDX and 3T-SBOM Intro.pptx

BOM BO uild Defe
Profile Profile Profile Profile

29



e @ [ZsPDX 3.0 effort

GCte Domer B 1 Avwsen O aes I et D Smwwy = g
Pose  Pimews Obises oot AS e+ u About DfdiQCNQ l
1wt et st 01 em ekimague e rov ] T
e o s A ? :"‘ ] Annotation
D Useres P b w— e —— T —e agn Y 2w 1
< m_: e g = SPOXID IRI 3 Subject 7] + annotationType: AnnotationType{1]
0 vessru WSOt s o2e Sy shioms Swvese | . hieesd + name: String{0..1)
Pachages N
SPDX 3 model RTEREYTO0 « description: Stringl{0 1) T $r om T « relationshipType. RelationshipType
e Softwars Package achange® (SPONY| u 8 Corrmmuex sty et . 1 < 0. & "
furlormmayonnad padanioaghertrn A ot oy cmns ST BN ESOREOR sy 5| > comemen- S 1) e v * completeness. RelatonshipCompleteness(0 1]
Matergin. ® bt 30 w0 50 stancad, SOMC S902 2021 . A + creationinfo. Creationinformation
Th P00y MoAdN he model e The FATROGN CINIBE 00 De hooomesi] SPOT wrwon ) starded
s s B - y “ Collection -> SpdxCollection?
Branches and Formats ~ verfiedUsing: IntegrityMethod{0 *] e
e s s S s I ] + externaiReferences: ExtemnalReference(0 ] (% haauan y|* namespaces: NamespaceMap(0_°]
Thase thes arw o reguar | W GRCRE  1he geeraied Braneh Person Organization Tool « externalidentifiers Externalidentfier(0 *] PU—— ] at. + imports. ExtemaiMap(0 )
Pocthe who misn 1) 1ee] [T Crtert mrsen (f e rArswton WOM Lo oeary fe il alee srpre sty ¢ 1
T e s + axtensions: Map<iRI, any>{0 1]
Contribute! 7y
Faed ot 00 j00 ut 4% LOASDAUAR' The Rcunstrs s OOy On 1N 00 10Ch maling i ot Surng
by TEtrge Al the SETHZ &8 1 ITRT IS ARCaTOEIRARCT/
SpdxDocument | Bundie
! _—
- . 18 ig 1
P——— name: String{1] context S qu[o ]
Arutact BOM
> <
) &
profile Software J
Snippet | File Package SBOM
« snippetPurpose. SoftwarePurpose [0 "] « fiePurpose SoftwaraPurposa [0 *] + packagePurpose: SoftwarePurpose [0 ]
+ location: SnippetLocation + contentType. MediaType [0.1] + downloadLocation URL [0..1)
= homePage URL[D 1)

MITRE 30




D LINUX Supply-chain Levels for Software Artifacts (SLSA)

FOUNDATION

Source Integrity Build Integrity

™

SCM CI/CD Distribution
® ., | souce | = [ Build = | Package | — ‘ Use ‘
Developer S - e . ;
I !]
1
Dependency ‘ =
A \
Statement Envelope
wm L R ———————— | w m
Predicate Predicate
. e
N -:_'ﬁm Signature
9 i I
MITRE

SLSA guidelines have Requiramant SLSA1 SLSA2 SLSA3 SLSA4
4 levels of Source - Version Controlied v v v
incremental and Source - Verifled History A
actionable things that ol ot smr. a1 ¥
software producers et oo e L
can claim to do to Ml o S A |- b
- Bulld - Build Service v v v
protect against TR . -
specific integrity T y ,
attacks Bulld - Parameterless v
Build - Hermetic v
Buidd - Reproducibie O
Provenance - Avallable v v v v
Provenance - Authenticated v v v
Provenance - Service Generated v v v
m Provenance - Non-Falsifiablo v v
: - Provenance - Dependencies Complete v
Attestation Comman - Security v
M Common - Access v
Common - Superusers v
. m O = required unless there is a justification
Subject Predicate Link Signature
P e ———— A v = A, .
Artifact “sha256:11beS" was built by GitHub Actions from github.com/foo/foo.git@7ffd2 Signed, GitHub.
Statement
Envelope

31




W

HE e Software Development and Assurance Lifecycle Phases

Operational Need Delivered Capability

Business or Mission Analysis

CONOPS Analysis

Stakeholder Needs & Requirements Definition Validate

. Requirements
\ Solution

/ Operation
Red Teaming

System Requirements Definition Continuous Applicatio Blue Teaming
Across Softwar
Lifecycle
Attack Surface Analysis
Architecture Definition _ Pen Testing
Architecture Review Design Product 7
N
QY
Design Review Design Definition Implementation ~
&
Integration <§) Dynamic Analysis Tool C
Attack Surface Analysis System Analysis O y y
4 Verification #’ Fuzz Testing
A O
Code Review S D e Q0 Static Analysis Tool B

VA Static Analysis Tool A

NOTE: Lifecycle processes typically occur simultaneously, not in sequence; see ISO/IEC 15288 & 12207  NOTE: Implementation, Integration & Verification are often performed continuously & simultaneously
with the aid of Integrated Development Environments (IDEs) & other tools.

MITRE .



wwwi= Supply Chain Integrity Transparency and Trust

1 E T F

(SCITT) IETF Working Group Formed (July 2022)

LINUX

FOUNDATION

Technologies leveraged:

- Claims/Evidence, Confidential Ledgers, Hardware Roots of
Trust, BOMs, CBOR (RFC 8949) and COSE (RFC 8152)

SCITT:
« defines minimum standards around the:
preparation, storage, distribution, consumption,
validation and evaluation of arbitrary claims/evidence
about artifacts that are critical to maintaining the integrity
of supply chains
+ specifies an end-to-end system for validating arbitrary
claim/evidence artifacts in terms of supply chains whose
integrity has been proven.
* is applicable to both hardware (objects in the physical world)
and software (digital) artifacts.
» does not define how artifacts are produced or distributed, nor
the methods by which claims/evidence about artifacts are
produced prior to preparation for inclusion in SCITT.

MITRE

AT et

Supply Chain Integrity
Attestation WG)

T Ot Caght WP on what Sun grous e beel

Current activities

Note: Transition in progress!

Aas fecdded b rnarre 4

= -

SCITT - Supply Chain Lutegrity, Tramp . and Trust

About SCITT English (USA)

Inthe ¢ xJ[ f artifacts scrnws el aum-. Saine, 1 s
eceving u.‘:x verify the
w0 .lcr- the

L s
.u\lln’*c vidence peovided by cantes can de guaranteed 10 be
ssthorired, mansparcnt, (mrmutable m:.m.r

D-:u,-ﬂl [hatn Letcprity, Teasnsparcncy, aad Traut (SCITT) 'hll|‘|
;\(ac m-f enshany r-l..l».un.. MTHTI pnnu omarp

mrvha and ¢ “n;m;r v; i the doemai (‘(ITID
nchades possters 0 of -the é iy h-»cu;.—.g cristing
IETF work_ or n\\x\h foe ;\mlx reveew
To see the collection of prioe postings 1o the Jist, viuie the SCITT Archives
= Using SCITT
To post & message 0 all the list members, send eonail 10 scistietl ong
Yoo can subscribe to the list, or change your existing subscniption, i the sectons below
wones|  Sebacribing te SCITT
Subscrite 1o SCITT by filling out the following form. You will be sent email r r\-‘x ; onSsmation, (o prevent othon

Objective

« SRACHE & 53 o

Motivation

from gratuitousdy sobacribing you. This is a private e, whach meass that the lis nembers i mot avaliable %0 noo

s maet]  members

Your emsst] address

Your name (optional x

o by see comtrmed youd setac
B LTy p—
Pick & pasvwond

Reenter passwaond %o

confarm.

‘Whach language do you

https://github.com/ossf/wg-supply-chain-integrity

https://www.ietf.org/mailman/listinfo/scitt
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Example of Applying SCITT in SW Development

Policy Gate > J | ao IJ

Signed Evidence > —

Example evidence:
 Commit signature
proof

Example policy:

Example evidence:
 Build trigger
record

Example policy:

e All commits * Source * Bui
signed by provenance
approved acceptable
developers * Third-party
packages match
their BOMs

.'\|

Example evidence:

* Build parameters

e Build
environment
BOM

* Build output BOM

Exam[ple policy:

BOM acceptable

* Build output BOM
matches published
package

Y

d environment

) |

-

¢ SAST/DAST scan
results
e Fuzz test results

Y

Example evidence:

Example policy:
* Scan results
acceptable

Example evidence:
* Release approval

Example policy:

* Release approved

* Build output BOM matches
deployment payload

* Build configuration acceptable

* No known unmitigated
vulnerabilities

Y

Consumer

Example evidence:
* Release completion

AT
()

Policy
Entries

N

SCITT
Ledger

R
N

Evidence
Entries

~__

MITRE
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Example of SCITT in the Marketplace

Policy 1 # (e)

Claim & Evidence 1 # (e)

Ledger Store
web service

Supplier

S
Q
e’
(7]
=
<

Supplier

Artifact 1 #(b)

Claim & Evidence 1 & (c)

G/

User Agent

Policy Manager

Policy 1 # (a)

Artifact 1 @ (d)
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SCITT Concepts

Transparent
Governance

Signing Envelope / _

Ledger Service

Claims in TEE

Signature
Validates
acceptance

Submitted criteria

by Issuer
Signing Envelope

Claims

STANDARD

Signature BEST PRACTICE

Ledger

Countersignature REFERENCE

IMPLEMENTATION

Stored in
Ledger

An Architecture for Trustworthy and Transparent Digital Supply Chains 8 Countersigning COSE Envelopes in Transparency Services

https://datatracker.ietf.org/doc/html/draft-birkholz-scitt-architecture-00 https://datatracker.ietf.org/doc/htmli/draft-birkholz-scitt-receipts-00
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Example of Applying SCITT in Harvesting Fish

Signed Evidence > —

MITRE

Example evidence:
* Temperature of
fish storage hold

Example evidence:

* Harvestin
storage for less
than maximum
days allowed for
fresh fish

Policy Gate > J [;t]d EJ

Example evidence:

* Clean inspections

* Appropriate
labels produced

. Appkroprlate

ackaging

gssem%)led

* Appropriate
pallets used to
pack for delivery

Example policy: Example policy: Example policy: Example policy:
* Ship hold * Cargo stored at * Fish packaged for * Barcodes of
temperature safe temperature shipment and labeled delivered
remains below * Cargo meets appropriately oods match
safe limits freshness limits * Contalners correctly estination
maintain * Temperature
temperature maintained

Example evidence:

* Delivery barcodes
issued and applied

* Shipping manifests
deliveredto |
receiving locations

Y

Example evidence:

* Fish sold to
consumer

Example policy:

* Fish sold within freshness date

* Fish maintained temperature
throughout movement

Y

Consumer

al

Consumers

Example evidence:

¢ Consumer complaints
¢ Consumer feedback
 Store feedback
 Distributor feedback

AT
()

Policy
Entries

N

SCITT
Ledger

)
N

Evidence
Entries

~__




1 ET F
T

TJLINUX

FOUNDATION

Example policy: Example policy: Example policy:
* All design and * Source design * Substrate tests
integrity artifacts are check
checks pass correct and * Trace circuitry
unaltered checks
* Licenses for IP * Product conforms to
in order design

Policy Gate >

Signed Evidence > —

Example evidence:

* IP blocks used are
signed

* IP blocks are
licensed correctly

* EDA tools analysis
is clean

MITRE

v

Example evidence:

* Mask is integrity
protected

* Mask is sent
through private
channel

* Receipt by FAB
verified

L'

Example evidence:

* Silicon fab quality
check passed

* Production
conforms to
design

* Integrity and
performance
checks pass

v/

Example evidence:

e Chip packaged
correctly

¢ Chip tested for
basic
conformance to
design

2/

Example policy:

* Chip passes
acceptance
tests

* Chip
electrically
acceptable

Example policy:

* Release approved

* Build output BOM matches
deployment payload

* Build configuration acceptable

* No known unmitigated
vulnerabilities

i/

Firmware
Updates

3
] ) | o,
Deployment

Consumer

Example evidence:
* Firmware image
applied correctly

Example evidence:

Release completion
Reports on product
updates and warranty
claims

Operational logs
Disposition / Disposal /
Recycling Logs

" Example of Applying SCITT in Chip Development

Policy
Entries

SCITT
Ledger

Evidence
Entries



Supply Chains — As multi-Stakeholder Network

Iln Industry loT
.Consortium.

Operations & Sustainment

Raw Material First Tier Second Tier First Tier Second Tier
BOM (sw & Hw) BOM (sw & Hw) BOM (sw & Hw) BOM (sw & Hw) BOM (sw & Hw) BOM (sw & Hw)
Quality Info Quality Info Quality Info Quality Info Quality Info Quality Info
Pedigree Pedigree Pedigree Pedigree Pedigree Pedigree
Provenance Provenance Provenance Provenance Provenance Provenance
-
_ Purchasingand (53 ) e R _ Physical Distribution
<3 ' > M Q .::. © {| =] - End Customer
Supply Management ° o et Management
Information Physical Materials = Logistics
s F}Dw’ | Management " " Management

MITRE



Effective Supply Chain Trust Interactions
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2=
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e
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High Value & High
Unit cost COTS

Outsourced Services
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Effective Supply Chain Trust Interactions
COTS Ii‘l’_m
2B

Trustworthy Goods 4 !lll( High Value & High
CC%' )(_:? E\" Unit cost COTS
\ / Outsourced Services

Supplier r*":I/Wﬂ1 — @*& — %%‘_‘% v
Yk n

=7 | N\g

ﬁ copirer

&1
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Effective Supply Chain Trust Interactions
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Effective Supply Chain Trust Interactions
COTS |1mf

Trustworthy Goods 4 !lll( High Value & High
CC%' )(_:? E"' Unit cost COTS
\ . / Outsourced Services

: G-;E:J "
Supplier IM‘"I | D | — ACL...\‘ |
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/WTREfmufTrusr\
@ Buyers/
' | Acquirers

Data

(
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Examples of System of Trust Engagements

m DHS S&T Program Office
m American Bar Association (ABA) Technology Meeting
Industry Technology & Innovation Roundtable
Open Group July Member Meeting Plenary
m ABA loT National Institutes Panel
m DoD/DoE NNSA Software Assurance Community of Practice
m DHS S&T FVEYES Supplv Chain Workshop
m EOP/OMB — Maria Roat (Dep Fed CIO at OMB)/ Camilo Sandoval (Fed CISO)
m EOP/OMB w/Lesley Field / Mathew Blum / Jeremy McCrarv OFPP Team

m Senate Homeland Secunt and Governmenta Affairs Commlttee staff

= House Armed Servnces Committee staff
» Senate Armed Services Committee staff
m House Oversight Committee staff

m Chris DeRusha (Fed CIS0O)
m Soraya Correa (DHS OCPO)
m DHS CSWG Supply Chain Subgroup
m USEA Energy Technology and Governance Program UCSI Working Group
m ABA loT National Institute
m IIC Summer Meeting
Manufacturing Industry Leadership Council meeting
Global Industry Organizations’ Smart Manufacturing Workshop
SAE G-32 Hardware WG meeting
New England Council event
« NSTAC Software Assurance Sub-Committee

Executive Acquisition
[ 1 Congressional Committees

MITRE

m Aerospace Industries Association

m Staff o Rep Elissa Slotkin

m ADM Mauger US Coast Guard Assistant Commandant for Prevention Policy (CG-5P)

I- House Committee on Overssght and Reform I
B nformation Day - Fuel Your Digital [ ransformation Journey

CISA NRMC Supply Chain Trustworthiness Framework IPT
CISA Standards Area Lead for C-SCRM
» MDA Ground Missile Defense PM
53] r 1 I r
m House Permanent Select Committee on Intelligence I
m Electric Power Research Institute
m Common Attack Pattern Enumeration (CAPEC) Workshop
m HHS ASPR RISC 2.0 Leadership Team
® DoC SCRM Team
m |IC March 2022 Event
» SW Supply Chain Integrity and SoT to ESF Team
CMS clo
ELISA Workshop
CISQ Webinar
Software Supply Chain Security Webinar
System of Trust with VA SCRM Team
m SW Supply Chain Integrity and SoT to RKVST Team
m SW Supply Chain Integrity and SoT to Dell Team
m American Bar Association (ABA) Technology Meeting
RSA Conference 2022
m Open Group July Member Meeting Plenary
Hacks In Taiwan Conference 2022
m Hot Topics in Supply Chain Security 2022 Summit
m CISQ Resilience Summit




System of Trust Plans with Sponsors and Industry

Standards and best
practices oriented
around SoT

Assessment Capabilities Training Sponsors & Industry on
L%T@ for Sponsors, Industry ” I the SoT methodology, content,
and Academia and platform

Evolving SoT BoK with ® Mapping SoT to Industry and Active Feedback with
@@%@ Domain SMEs to Government standards and @ communities on
2T enhance Risk Factors assessment mechanisms enhancements to SoT

No-Cost* Licensing RMM tool & SoT content to
" Industry for integration in their own assessment
practices and offerings

RE " System of Trust™

MITRE



Growing Engagement about System of Trust

Organization Role
= Company 1 Microelectronics SMEs
= Company 2 Supply Chain lllumination SMEs
= Company 3 Critical Infrastructure SMEs
= Company 4 Supply Chain lllumination SMEs
= Company 5 Organization with Supply Chains
Draftin = Company 6 Organization with Supply Chains
g = Company 7 Cybersecurity lllumination SMEs
NDA = Company 8 Cybersecurity lllumination SMEs
= Company 9 Supply Chain lllumination SMEs
= Company 10 Organization with Supply Chains
= Company 11 Community Engagement SMEs
= Company 12 Organization with Supply Chains
= Company 13 Organization with Supply Chains
Discussing = Company 14 Organization with Supply Chains
SoT = Company 15 Supply Chain lllumination SMEs
= Company 16 Organization with Supply Chains
= Company 17 Retail Banking SMEs
= Company 18 Third Party Risk Management SMEs
= Company 19 Sustainability SMEs

MITRE



Publications to date...

I'nheSciTechlLav

== Business
= Technology
[ ) jnumal Mamnapym! lusretas Nanhematas

Vol. 33, No. 5 2020 @ REPRINT

The Supply Chain Security
System of Trust:

A Framework for the Concerns
Blocking Trust in Supplies,
Suppliers, and Services

by Robert A. Martin

In this article, Robert A. Martin addresses the complete
ecosystem involved in the procurement of products and
services. What does it mean to trust that what you buy,
and the organizations that sell to you, meet all the condi-
tions required to merit your trust? Martin describes the
elements of a system of trust for supply chain security
that is currently under development and is based on
collecting information from a wide community of pro-
curement departments and standards organizations

https://www.cutter.com/offer/
supply-chain-security-
system-trust

MITRE

WINTER 2021

TRUSTINE OUR SUPPLY CHAINS:
A COMPREHENSIVE DATA-DRIVEN APPROACH

s et Mt

P nqur iy e Dagartn of
>

https://www.mitre.orqg/

publications/technical-

papers/trusting-our-

supply-chains-a-

comprehensive-data-

driven-approach

https://www.mitre.org/sites/default/

files/publications/pr-21-0278-

deliver-uncompromised-securing-

critical-software-supply-chains.pdf

SUPPLY CHAIN SECURITY - IT'S EVERYONE'S BUSINESS

e e

I. 1
S
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https://www.mitre.org/
publications/technical-
papers/supply-chain-
security-it's-
everyone’s-business
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MITRE ‘ SYStem of Trust™ Overview  SoT Framework  Pilot Results Resources  News & Calendar

}_f“"’“# Supply Chain Security

-

Industry, government, and academia are putting increased
focus on the need for trustworthy supply chains, trustworthy
partners, and trusted systems globally. A reliable path to an
actionable understanding of the risks that can impact the
trustworthiness of supplies, suppliers, and services is
essential.

The System of Trust Framework aims to provide a
comprehensive, consistent, and repeatable supply chain
security risk assessment process that is customizable,
evidence-based, and scalable, and will enable all
organizations within the supply chain to have confidence in
each other, service offerings, and the supplies being delivered.

SOoT@MITRE.ORG
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