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(M) TRERFIE, MEFAEZERESR
Further, " funis aproprietary protocol and 065 Send result (Succeps/Fal event

it is assumed that all the devices in the
network are of the same kind and do not
expect any interoperability with other
devices (in the market). Our internal team
may, if required, post further comments in

appropriate forums. BR, Vi i~ (*) EE2EFZ iptables -A INPUT -m
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SDRAM: Calibkrating PHY
SEQ.C: Preparing to start memory calibration
SEQ.C: CALIBRATION PASSED

SDEAM: 1024 MiB

BLTERA DWMMC: O

U-Boot 2013.01.01 (Aug 08 2014 - 10:46:23)

CPU : Altera SOCFPGAR Platform
BOARD : Altera SCCFPGR Cyclone WV Board
Iz2C: ready

Bootloader

DE&M: 1 GiB
MMC: ALTERA DWMMC: O

In: serial

Cut: serial Res C u e
Err: serial

Skipped ethaddr assignment due to invalid EMAC address in EEPROM d
Het: mii0 m O e

Warning: failed to set MAC address

== txOne
TXOne Netwo ) © networks

Hit any key to stop autoboot: Cll
SOCFPGR_CYCLONES # [|
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G TR IR AER{thH Dump
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Calibrating PHY
SEQ.C: Preparing to start memory calibration
SEQ.C: CALIBRATION PASSED

SDEAM: 1024 MiB

BLTERA DWMMC: O

U-Boot 2013.01.01 (Aug 08 2014 - 10:46:23)

CPU : Altera SOCFPGAR Platform
BOARD : Altera SCCFPGR Cyclone WV Board
Iz2C: ready

DE&M: 1 GiB

MMC: ALTERL DWMMC: O BOOtload er
tni meeany e Boot Parameters

Out. serial ReSCU e

Err: serial
Skipped ethaddr assignment due to invalid EMAC address in EEPROM d

Het: mii0 m O e
Warning: failed to set MAC address

init=/bin/bash

TXOne Netwo

Hit any key to stop autoboot: Cll
SOCFPGR_CYCLONES # [|




fR5EH H UART/Debug fiI

. TH -

- —o =k (R) WELR
B¢ Logic Analyzer

- PCBite + FREEF

« INR SoC MIEE R,
AERERMETE JTAG

*Konstantinou, Charalambos & Maniatakos, Michail. (2019). Hardware-
Layer Intelligence Collection for Smart Grid Embedded Systems. Journal of == txOne
Hardware and Systems Security. 3. 10.1007/s41635-018-0063-0.
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- FARERRE ], XI2HRE,
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UART-USB #)2E

- BR
 FTDI FT232(H)
« CP2102
* Flipper Zero

MNMEESEGEm
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Got UART!

Base: 4.8 01
CFE version 1.0.38-116.233 for BCM96848 (32bit,SP,BE)

Build Date: Wed Mar 20 23:08:57 CST 2019 (ci@builder)
Copyright (C) 2000-2013 Broadcom Corporation.

Boot Strap Register: ©x10000000

Chip ID: BCM68488 Al , MIPS: 600MHz, DDR: 533MHz, Bus: 300MHz
RDP: 428MHz

Main Thread: TPO

Total Memory: 268435456 bytes (256MB)

Boot Address: 9xb8000000

txOne
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Bootloader shell to dump
CFE = Common Firmware
Environment (by Broadcom)

CFE> help
Available commands:

m Load manufacturing factory defaults

Y Display cfe & application firmware version(s).

X Change extra partitions size

dm Dump memory or registers.

db Dump bytes.

dh Dump half-words.

dw Dump words.

W Write the whole image start from beginning of the flash
dn Dump NAND contents along with spare area

txOne
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Bootloader shell to dump

CFE> dn ©x8700000 ©

08700000 .

08700010

08700020

08700030

————————— block: 984, page: 0 --------

55424923 01000af8 9cd73513 00000004

00000282 0008180 0VVVYVLO VYYV6000

41414141 41414141 41414141 41414141

00000ab4 00000abd 00000000 981971e3

TXOne Networks | Keep the Operation Running
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Flash dumping time!

* https://github.com/depau/bcm-cfedump

CFE> dn @ © 1 # dn {block} {page} {page at a time}
CFE> dn © 1 1
0 21

« # A\ HJ 115200 baud (¥ 1KiB/#...)
* Flash 2GB = 23 days

TXOne Networks | Keep the Operation Running
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Flash

txOne

TXOne Networks | Keep the Operation Running 'g networks



Helpful boot messages

- 3 {MA EHRAY : rootfs, data

Creating 13 MTD partitions on "brcmnand.o":
Ox000003 280000 -0x0000060e0000 : "rootfs" -> 105344KiB

Ox000006400000 -0x000006800000 : "data" -> 4096KiB

« 23 days -> 1.3 days

txOne
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Firmware extraction

- UBI BE1EA — %t quirks
* binwalk -e R—ERILLFA
- % https://github.com/nlitsme/ubidump

« ¥ A rootfs T

$ 1s rootfs-fix/ubifs-root/rootfs-fixed.img/squashfs-root/
bin data debug etc 1log opt sbin tmp wvar
Data dev 1lib mnt proc sys usr

BxQne
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Post-OS Init

TargetModem Login: root
Password:
Login incorrect

txOne
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Post-OS Init

$ cat /etc/inittab
# This file contains customizations for the Broadcom CPE Router SDK

# if you don't want to type username/passwd in console login, copy this

# file to inittab.custom and replace "-/bin/sh -1 -c consoled” below with "-
/bin/sh"

# The '-' means interactive, is still attached to terminal
::respawn:-/bin/sh -1 -c consoled

- BE#M 5 F[=EBZ ro (squashfs)
- H4E;%2 % Root-of-Trust
- A] LI CFE B {E= NAND...

txOne
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7ER Shell T8

Broadcom Traffic Ordering Agent -- starting on wl@ as daemon process...
--BOOT DONE- -

BusyBox v1.27.2 (2020-12-07 11:21:55 CST) built-in shell (ash)
Enter 'help' for a list of built-in commands.

# whoami
/bin/sh: whoami: not found

txOne
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« ONU/ONT &8:& (from ITU-TG.984.3)
« ONU/ONT FESEERTELF SLID, HELEE| OLT
 BY : Core Ll Device ID =482 SLID #882—5& ONU/ONT

$ cat ./extracted/data/id
<my house's SLID>

« ZHIH—FAVLLE A consoled BAMRSEZRTE, BICT

$ cat /etc/shadow # ABRFLL hashcat EERAEH

BxQne
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e % B BE T 43 AT

« X X L ¥} iptables + ps
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es@talun-yen-npi: ~

[317/1861]

Chain M G BN

target prot opt source destination

talun-yen-npi: ~
# netstat -tulpn [5/1883]
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp (4] 0 127.0.0.1 0.0.0.0:* LISTEN

tcp (4] 0 127.0.0.1 0.0.0.0:* LISTEN

tep ) 0 127.0.0.1_____ 0.0.0.0:* LISTEN

tcp [ [ . . I A LISTEN =

tcp [ 0 : A LISTEN

tcp [ 0 : T LISTEN

tcp (4] 0 : A LISTEN

tcp [ 0 : A LISTEN

tcp [ 0 : A LISTEN I

tcp [ 0 : T LISTEN

»  m . Aug23

[lj @:tio- 1:[tmux]* 2:bash 3:sudo

" es@talun-yen-npi " 11:54 12-Aug-23

txOne
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A 5 B 2 AR 75/ A th AR 35

- arm-based B2 EEAE 5 gemu-system,
TEAX— QEMU LEE, sHEHEHRIEE patch

&% Al 1T : Network-based fuzzer / BEBERH i gemu-static

RGBT HATIRAEEL MITIRREZ End

Coe

Fetch state
from
hardware
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Fuzzing %M,

« N LEEBTRIR, EA—
« EEH ARG Layer 2 [E1

BF—ERE

==& Fuzzing

e Kernel<->User, L2<->L3
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SHHE TR

<->L4<->L7...

FA vim % ZI/ (vim + scapy)

MITEOR FVBER VAR

1}

s

gn{a)(R) = 5*5113

Disrupting factories, missile basesand warships —
Exploration into DDS protocol implementations

11

Ta-Lu TXO Net stworks = = » Ill ‘ ‘ ~‘—§
| FedericoMaggi ~ Trend Micro Research :
Erik Boasson — 1|§1§ ==
C.To .K dM. Ch )COneN eeeeeee
Victor Mayoral Vilch
=
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- & ARFHERZ UID O
« /28 ASLR / PIE / Stack Canary
« Secure Coding Issues

=R SEA. BoF..

- # R Crypto B E issues

« 1DES. Fixedkey. IVreuse...
« Z% Kernel

. RPIMRSR

o fE RS 18
« B ERIKAEY Debug Port
* ;24 Root-of-Trust
{24 Secure Boot

o AR ER
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Conclusions
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FARREMNARE

o HI% % B R S FERZ IR LRSS

- FEEZ{F A8 #. A Root-of-Trust #) SoC
- FEEZ B MK RIAE Secure Coding B =

c EER/NEREE. KZRESZEMGEEAREET
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Questions?

* talun_yen@txone.com

* twitter.com/evanslify
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