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Securing Fair Loot Box Games: An Efficient Approach to Verifying
Loot Box Probability Statement Without Source Code Disclosure




What is Loot Box ([EFiEE)

e “Gacha” in Japanese (#5%g)
e IIXFEREEEHEIATM THEK BEEEREY)

o EEMTE BN Free-to-play (freemium) games

il

 78% of the total revenue in the gaming industry

* The severity of problem gambling (B& 18Rk <E)

* Probability disclosure (24%185E)

« Humans tend to be ambiguity averse [1]

* Misleading players with false probability may gain more revenue [2]

@nsLaB



Top countries by mobile game spending, App Store and Google Play

U.S Japan China South Korea Taiwan

$7B .....................................................................................................................................................................................

$GB ........................................................................................................................................................................... U.S.
-10% Y/Y

$SB ...............................................................................................................................................................................
Japan
-18% Y/Y
China
-1%Y/Y

South Korea
+3% Y/Y

Taiwan

+7% YIY



https://sensortower.com/blog/state-of-mobile-gaming-2022
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https://www.youtube.com/watch?v=WWtJbl_Eb2E
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https://www.youtube.com/watch?v=GoQHfP9Z9HQ
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https://www.ftc.gov.tw/uploadDecision/58545001-2be3-41b8-afc1-dd34c4bff0f6.pdf
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https://judgment.judicial.gov.tw/FJUD/data.aspx?ty=JD&id=SLDV,111,%E6%B6%88,10,20230721,1

blackCat=rp.getString(R.string.blackCat);
heros=rp.getString(R.string.heros);
tickets=rp.getString(R.string.tickets);
sundries=rp.getString(R.string.sundries);

for(int 1 =0 ; 1 <=T.length ; i++){
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B[R isMagnification = -

2lal==1"4
DI'edK,

IBIS LiLio719

if(isMagnification){
ap remove(ap.size()-1);

RiRREEMERE
1. ATERARROMEERZLL/NRRIEE ?
2. BITEIEMAMRIKEZIEN « BONAMRIAEXEZEN ?

nNumber rn=new RandomNumber();
Float mr = mx/3;
.add(blackCat,9.06229*mx);
.add(heros,9.06518-mr);
.add(tickets,0.0471-mr);
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Reference: BEISIE4E

SREIT15]

.add(sundries,9.8782-mr);
.add(rn.rand());

1]
L

.remove(ap.size()-1);

mNumber rn=new RandomNumber();

.add(blackCat ©.0229);
.add(heros,9.0518);
.add(tickets,0.0471);
.add(sundries,9.8782);
.add(rn.rand());



https://forum.gamer.com.tw/C.php?bsn=30518&snA=47974
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https://cpc.ey.gov.tw/Page/6C059838CA9744A8/adc0330c-bd72-416b-9ecf-08e6a9d339ec
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https://www.4gamers.com.tw/news/detail/34696/korean-companies-fined-950000-over-loot-boxes
https://gameworldobserver.com/2023/02/28/south-korea-loot-boxes-probability-disclosure-law
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 From “A Research of Social Game Users’ Attitude to "Gacha" Probability
Announcement”

o FINEPEHITTAZHMATNEREE : a: 9.2%, b: 8.3%, c: 13.0%, d: 65.0%

* Agree: “Probability (estimated price) should be announced”
* Agree: “l feel relieved to be announced even with low probabillity.”
* Disagree: “l think the probability (estimated price) announced in Gacha is correct”

* Disagree: “I am satisfied with the probability (estimated amount) notation of Gacha”
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Blockchain-based Transparent Loot Box

 Drawbacks:
e Using “timestamp” as random source may be predicted by the players

e Using smart contract to write the loot box means “open source”

PLAYER GAME BLOCKCHAIN

1. Intent to buy a loot box — = =
-
2. Display items and odds M / \
function to draw item
3. Verify smart contract (optional) — —
W 5. Return item and -o -0
and buy the loot box

' —
L transaction ID
6. Display item and = \ /

transaction ID ] )
\/ -‘; -0;

7. (Optional) Verify the
transaction on the blockchain

Fig. 2. The process of buying and opening a loot box under our proposed solution.
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RENHIBR

e Correctness & Soundness:

* Probability statement is true <= Verification success
* Public Verifiability

* Everyone is able to do the verification
* Individual Verifiability

* Each individual can verify that their probability is not biased
* |nput Transparency

* No hidden input

* Algorithmic Hiding

* Minimal information disclosure of the underlying function

@nsLaB
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Random Source

Funcﬂon‘a,f"

Loot Box

Loot Box = Random Source + Function

Verifiable Loot Box = Verifiable Random Source + Verifiable Function

@nsLaB



=
_l.

EFEEY% random I ?

{int get RandomNumber ()
ofaYaYe return Y, // chosen bg foir dice roll.
random. randrange ( }

TOUR OF ACCOUNTING ARE

YOU

SURE
THATS
RANDOM?

THATS THE
PROBLEM
WITH RAN-
DOMNESS
YOU CAN
NEVER BE
SURE.

OVER HERE

WE HAVE OUR
RANDOM NUMBER
GENERATOR.

gohs'[olo 2001 United Feature Syndicate. Inc.

www.dilbert.com scottadams@aol.com




Really? Can we never be sure?

A naive approach: At least, you can trust yourself.

Randominess

~ Random Source

// LBhD \ H(Cl@b@c)

@nsLaB



HeadStart

1. A participatory randomness protocol designed for public participation at
scale.

2. The construction of HeadStart can be simply divided into two parts:

1. Contribution phase

2. Result Generation phase




HeadStart

1. Contribution phase

tribution

Merkle Tree



HeadStart

2. Result Generation phase
Derive random source from the random source by VDF

"~ Verifiable

*‘ *‘ % *( Merkle Root Randomness

Merkle Tree




HeadStart

o YOJREE contribution B INE X random source ? Merkle Tree |

o UNaIRH LE Last Contribution Attack ? Verifiable Delay Function

o Scalability? Merkle Tree RFEE O(log N) NRFREIEHE
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Random Source

Funcﬂon‘a,f"

Loot Box

Loot Box = Random Source + Function

Verifiable Loot Box = Verifiable Random Source + Verifiable Function

@nsLaB



Verifiable Function?

| use f(x) =.

You can verify the output with my proof.




Polynomial commitment

Setup (Ga GZaGTa(.I) G7 Gz,ﬁ, 6)
@ e: G x Gy — Grp
Trusterd
Setup

ck = {G, G, B°G, B°G, ..., B°G}
p(z) = ag + a1z’ + asz®+...+apz” e {G, Gz,,BGz}

00 0

Prover Verifier



https://vitalik.ca/general/2019/09/22/plonk.html

Polynomial commitment

Conimnit

ck == {G, BG, °G, B°G, ..., B°G}
p(z) = ag + a1z + asz®+. .. +apz? il e {G, Gz,ﬂGz}

Commit
p(B)G = a¢G + a18G + a28°G+. .. +apB’G



https://vitalik.ca/general/2019/09/22/plonk.html

Polynomial commitment

Open

ck = {G, 8G, G, G, . .., PG} vk := {G, G, fG2}

p(z) = ag + arz! + asx®+. .. +apx? p(B)G = a¢G + a18G + a28°G+. .. +apBPG

p(z) = v = w(z) := (p(z) — p(2))/(z - 2)

—Open on z—
p(z) =v



https://vitalik.ca/general/2019/09/22/plonk.html

Polynomial commitment

e(c —vG, G,) = e(x, BG, — zG,)

e(p(HG —vG, Gy) = e(w(B)G, (f — 2)G,)
(P(B) = )e(G, Gy) = WP — 2)e(G, Gy)
p(B) —v=wph(p - 2)

w(B) = (p(B) — VI(B - 2)

NI\

(0

Verifier



https://vitalik.ca/general/2019/09/22/plonk.html

Polynomial commitment

Open
ck = {G, G, *G, F°G, ..., B’ G) vk :={G, G2, G2}
p(z) = ag + a1z! + asz®+... +apz? p(B)G = aoG + a18G + a28°G+. .. +apB°G

p(z) = v = w(z) := (p(z) — p(2))/(z — 2)

e(c — vG, Gq) = e(m, fG2 — 2G2)



https://vitalik.ca/general/2019/09/22/plonk.html

Functional Commitment

A (function-hiding) functional commitment consists of the following algorithms

FC.Setup(l’l, N) — pp e FC.Commit(pp,f,r) — ¢

the security parameter A a public parameter pp

Input Input '
" the upper limit of the gate number N - a secret function f
randomness r
Output public parameters pp Output 3 commitment c to f.

e FC.Eval(pp.f,r,x,y) > & ° FC.Verify(pp, ¢, x,y, ) — {0,1}

public parameters pp public parameters pp
a function f a commitment ¢

Input  another randomness r Input  an evaluation point x
evaluation point x claimed evaluation value y
claimed evaluation value y a proof &

Output a proof & (convinces the verifier f(x) = y) Output decision bit {0,1}

@nsLaB



Problem Formulation

 Assumptions:
* The server does not abort
 There is a publicly accessible bulletin board
* Neither the server nor the client can predict or bias the randomness sampled by the other party
* There is an authenticated communication channel between the server and the client

* There is at least one honest contributor of the public randomness beacon

* The loot box opening function

» R: Domain space of randomness, J: Domain space of others

¢« f:RX0O — {0,1}

. Objective: Pr |f(r, others) = 1 ‘ r € R,others € O| > p,

@nsLaB



Proposed Protocols

Probatility Verification Protocol Loot Box Opening Protocol
Objective: Verify the probability of underlying Objective: Individual verifiable mechanism of
function loot box opening

Setup

Randomness
Contribution

.

Evaluation

S

Verification




Probability Verification Protocol

def OpenLootBox(seed, count):
random.seed(seed)
if random.randint(1l, 10) == 1:

e Setup

return item
else:

Functional Commitment

return None

Source Code

0 = Encode

Mapping Function
Game Server PPIng Bulletin Board

def MapToTestData(r):
testData = []
for i in range(100):
seed = hash(r + 1)
random.seed(seed)
count = random.randint(l, 100)
testData.append((seed, count))
return testData

Mapping Function
# of beacon intervals




Probability Verification Through Public Randomness Beacon

e Randomness Contribution

o 0 06 o0 e

contribute

-
F Fe e

Playerl Player2 Player3 Player4




Probability Verification Through Public Randomness Beacon

test data evaluations

4 ) 4 N
randomness y; — f(r;,0;)
A : bl
© =——) m;byFC.Eval
’ o=, ”
o =

Mapping Function

e Evaluation & Verification

Game Server publish

Z
N\

retrieve

PRB Player - N

\ 1. PRB.Verify
After n intervals 2. FCVerify

3. Verify probability

Bulletin Board

Probability Distrubution




Loot Box Opening Protocol

e Goal:

* (Individual verifiability) the client is convinced that the winning probability is not
biased

» (Server side) even if the clients know some information about the function £, they
cannot bias the winning probability




Loot Box Opening Protocol

o =

Game Server

' - - Player
Generate hash chain o; < H(ai-q) |

1. Setup @ @ e @ sends ay ’ current < @

verify Q request_open(e,o ) 2 Evaluation sample random 0
find previous @ others parameter O

calculate |
y — f( || 0 O) response(y,@, o , O ) H(@) Z current
'~ current « @

Verify request request_verify(y,@, e, O )
fy req '« - 3. Verification (optional)

response(y, T, @, 0, O )
» FC.Verify(pp,x,y, ™) =1

m < FC.Eval(pp, x, y)

@nsLaB



Evaluation: Overview

* Implement KZG10 (polynomial commitment) in python

 Polynomial degree = 3 * number of gates (in arithmetic circuit)

e Source code: link

Complexity Time (t = 150)
Commitment Of(t) 0.87s
Evaluation Of(t) 0.83s
Verification O(1) 0.63s t Polynomial Degree



https://github.com/WangJ509/LootBoxVerification

Evaluation: Over Different Polynomial Degree

Probability Verification (over different polynomial degree)

Exucution Time (s)
= =R NN W WD
N o N o o o o o

#

100 110 120 130 140 150 160 170 180 190 200

Polynomial Degree (Sample Size = 30)

o

—setup ——evaluation ——verification




Evaluation: Over Different Sample Size

Probability Verification (over different sample size)

30 40 50 60 70 30 90 100
Sample Size (Degree = 150)

—setup —evaluation —verification




Conclusion

 |n this work, we
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e Future work

* Implement functional commitment for general circuit

@nsLaB



