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What is Loot Box (虛擬轉蛋）
• “Gacha” in Japanese （轉蛋）


• 玩家藉由這個機制可以「隨機」獲得虛擬寶物


• 轉蛋機制常⾒於 Free-to-play (freemium) games


• 78% of the total revenue in the gaming industry 


• The severity of problem gambling（賭博成癮問題）


• Probability disclosure（幾率揭露）


• Humans tend to be ambiguity averse [1]


• Misleading players with false probability may gain more revenue [2]

21. Ellsberg, Daniel. "Risk, ambiguity, and the Savage axioms." The quarterly journal of economics 75.4 (1961)


2. Chen, Ningyuan, et al. "Loot box pricing and design." Proceedings of the 21st ACM Conference on Economics and Computation. 2020.



3Reference: Sensor Tower

https://sensortower.com/blog/state-of-mobile-gaming-2022


台灣「轉蛋法」連署

• From 2021/06

4Reference: 公共政策網路參與平台

https://join.gov.tw/idea/detail/ee5dd8b8-bdeb-4d5e-8315-bb0601169d68


台灣天堂 M 「紫布事件」
• 2021/08 & 2021/09


• 實況主丁特總共砸了 414 萬元


• 實測成功機率：2.28%


• 韓版公告：10% 成功機率


• 遊戲公司公告：「所有機率與韓版⼀致」


• 提告以後 -> ⾺上改公告 🤪

5Reference: Dinter Channel

https://www.youtube.com/watch?v=WWtJbl_Eb2E


6Reference: Dinter Channel

https://www.youtube.com/watch?v=WWtJbl_Eb2E


是因為他剛好比較衰嗎？

7Reference: Youtube

https://www.youtube.com/watch?v=GoQHfP9Z9HQ


事件後續 - 公平交易委員會

8Reference: 處分書

遊戲公司改變說詞：

•韓版：100萬個材料／每次製作使⽤201個材料×10%=498個紫布

•台版：100萬個材料／每次製作使⽤99個材料×5%=505個紫布


https://www.ftc.gov.tw/uploadDecision/58545001-2be3-41b8-afc1-dd34c4bff0f6.pdf


事件後續 - ⺠事判決

9Reference: 判決書

• 2023/07/21


• 法院認定：遊戲橘⼦故意廣告不實


• 法院認定：遊戲橘⼦前後說詞⽭盾


• 遊戲橘⼦態度惡劣，法院判賠 3 倍

https://judgment.judicial.gov.tw/FJUD/data.aspx?ty=JD&id=SLDV,111,%E6%B6%88,10,20230721,1


疑似轉蛋機率「內部消息」

10Reference: 巴哈姆特

https://forum.gamer.com.tw/C.php?bsn=30518&snA=47974


台灣「轉蛋法」通過

• 於 2023/01/01 ⽣效


• 消費者保護會通過「網路連線遊戲服務定型化契約應記載及不得記載事項」應
記載事項第 6 點修正草案


• 要求遊戲業者應揭露中獎機率


• 明定中獎機率的定義


• 明定中獎機率應揭露的範圍


• 明定中獎機率揭露的⽅式

11Reference: ⾏政院消費者保護會新聞稿

https://cpc.ey.gov.tw/Page/6C059838CA9744A8/adc0330c-bd72-416b-9ecf-08e6a9d339ec


⽇本與韓國的轉蛋法

• ⽇本


• 2012: 修法「不當景品類及不當表⽰防⽌法」


• 2016: 「⽇本線上遊戲協會」(JOGA) 發布 guidlines


• 保底抽數 < 100


• 保底⾦額 < 5 萬⽇圓


• 須公布稀有物件的出現機率上下限


• 各個物件明確公布機率


• 韓國


• Self-regulating by Korean Association of the Game Industry (K-GAMES)


• 2018: Nexon 因隱瞞機率被韓國公平貿易委員會 (KFTC) 重罰 9.44 億韓元 [link]


• 2023/02: 通過修法規定需明確公布機率 [link]
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https://www.4gamers.com.tw/news/detail/34696/korean-companies-fined-950000-over-loot-boxes
https://gameworldobserver.com/2023/02/28/south-korea-loot-boxes-probability-disclosure-law


⼤家最在意的還是如何「驗證」機率

• From “A Research of Social Game Users’ Attitude to "Gacha" Probability 
Announcement”


• 第四個限制對⼤多數⼈⽽⾔最重要：a: 9.2%, b: 8.3%, c: 13.0%, d: 65.0%


• Agree: “Probability (estimated price) should be announced”


• Agree: “I feel relieved to be announced even with low probability.”


• Disagree: “I think the probability (estimated price) announced in Gacha is correct”


• Disagree: “I am satisfied with the probability (estimated amount) notation of Gacha”

13



台灣的「第三⽅驗證平台」

• 網站：https://gacha.gamelab.com.tw


• 玩家可以⾃⾏上傳抽獎紀錄，並附帶螢幕錄影，「專⾨的團隊」會負責驗證真偽及數據統計


• 缺點


• 驗證螢幕錄影成本⾼也沒辦法達到 100% 正確率


• 沒有提供⼤眾驗證資料正確性的機制


• 無法偵測 hidden inputs，例如前⾯提到的巴哈爆料


• 選擇性上傳資料的問題

14



Blockchain-based Transparent Loot Box
• Drawbacks:


• Using “timestamp” as random source may be predicted by the players


• Using smart contract to write the loot box means “open source”

15Carvalho, Arthur. "Bringing transparency and trustworthiness to loot boxes with blockchain and smart contracts." Decision Support Systems 144 (2021)



為什麼不直接公開程式碼？

• 轉蛋機制往往是遊戲公司最重要的「商業機密」


• 法律上較難要求遊戲公司公開程式碼


• 不洩漏程式碼也可以增加遊戲廠商的意願


• ⽬標：在不洩漏程式碼的前提下驗證機率
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要達成的⽬標

• Correctness & Soundness:


• Probability statement is true  Verification success


• Public Verifiability


• Everyone is able to do the verification


• Individual Verifiability


• Each individual can verify that their probability is not biased


• Input Transparency


• No hidden input


• Algorithmic Hiding


• Minimal information disclosure of the underlying function

⟺
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⼀個抽獎機制會需要有什麼東⻄？

Loot Box  = Random Source + Function


Verifiable Loot Box =  Verifiable Random Source + Verifiable Function
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Function 

Random Source

Loot Box



怎麼產⽣ random 呢？
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Really? Can we never be sure?
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A naive approach: At least, you can trust yourself.

Random Source Randomness

a b c

a ⊕ b ⊕ c H(a ⊕ b ⊕ c)



HeadStart
1. A participatory randomness protocol designed for public participation at 

scale. 


2. The construction of HeadStart can be simply divided into two parts:


1. Contribution phase


2. Result Generation phase

21Lee, Hsun, et al. "HeadStart: Efficiently Verifiable and Low-Latency Participatory Randomness Generation at Scale." NDSS Symposium. Vol. 2022. 2022.



HeadStart
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1. Contribution phase

Merkle Tree

Lee, Hsun, et al. "HeadStart: Efficiently Verifiable and Low-Latency Participatory Randomness Generation at Scale." NDSS Symposium. Vol. 2022. 2022.

Contribution



2. Result Generation phase

HeadStart

23

Derive random source from the random source by VDF

Lee, Hsun, et al. "HeadStart: Efficiently Verifiable and Low-Latency Participatory Randomness Generation at Scale." NDSS Symposium. Vol. 2022. 2022.

Merkle Tree

Merkle Root



HeadStart
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• 如何確定 contribution 有被放進去 random source？ Merkle Tree！


• 如何防⽌ Last Contribution Attack？ Verifiable Delay Function


• Scalability?  Merkle Tree 只需要  的時間複雜度
O(log N)

Lee, Hsun, et al. "HeadStart: Efficiently Verifiable and Low-Latency Participatory Randomness Generation at Scale." NDSS Symposium. Vol. 2022. 2022.



⼀個抽獎機制會需要有什麼東⻄？

Loot Box  = Random Source + Function


Verifiable Loot Box =  Verifiable Random Source + Verifiable Function

25

Function 

Random Source

Loot Box



Verifiable Function?

26

😈

I use f(x).

🤔
g(x)

x

y ?
f(x)

x

y, proof

🙂

I use f(x) = y.

You can verify the output with my proof. 

😀



Polynomial commitment

27Reference: Understanding PLONK

https://vitalik.ca/general/2019/09/22/plonk.html


Polynomial commitment

28Reference: Understanding PLONK

https://vitalik.ca/general/2019/09/22/plonk.html


Polynomial commitment

29Reference: Understanding PLONK

https://vitalik.ca/general/2019/09/22/plonk.html
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e(c − vG, G2)
?= e(π, βG2 − zG2)

e(p(β)G − vG, G2)
?= e(w(β)G, (β − z)G2)

(p(β) − v)e(G, G2)
?= (w(β)(β − z))e(G, G2)

p(β) − v ?= w(β)(β − z)

w(β) ?= (p(β) − v)/(β − z)

Polynomial commitment

Reference: Understanding PLONK

https://vitalik.ca/general/2019/09/22/plonk.html
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Polynomial commitment

Reference: Understanding PLONK

https://vitalik.ca/general/2019/09/22/plonk.html


Functional Commitment

32Dan Boneh, Wilson Nguyen, and Alex Ozdemir. "Efficient functional commitments: How to commit to a private function." Cryptology ePrint Archive (2021).

C

FC.Setup(1λ, N) → pp

A (function-hiding) functional commitment consists of the following algorithms

FC.Commit(pp, f, r) → c

FC.Eval(pp, f, r, x, y) → π
public parameters  
a function  
another randomness  
evaluation point  
claimed evaluation value 

pp
f

r
x

y

FC.Verify(pp, c, x, y, π) → {0,1}
public parameters  
a commitment  
an evaluation point  
claimed evaluation value  
a proof 

pp
c

x
y

π

the security parameter   
the upper limit of the gate number 

λ
NInput

a public parameter  
a secret function  
randomness 

pp
f

r

a commitment  to .c f

a proof   (convinces the verifier  )π f(x) = y

Output public parameters pp

decision bit {0,1}

Input

Output

Input

Output

Input

Output

1 2

3 4



Problem Formulation
• Assumptions:


• The server does not abort


• There is a publicly accessible bulletin board


• Neither the server nor the client can predict or bias the randomness sampled by the other party


• There is an authenticated communication channel between the server and the client


• There is at least one honest contributor of the public randomness beacon


• The loot box opening function


• : Domain space of randomness, : Domain space of 


• 


• Objective: 

R 𝕆 others

f : R × 𝕆 → {0,1}

Pr [f(r, others) = 1 r ∈ R, others ∈ 𝕆] ≥ p0

33



Proposed Protocols

34

Probatility Verification Protocol 
Objective: Verify the probability of underlying 
function

Setup

Loot Box Opening Protocol 
Objective: Individual verifiable mechanism of 
loot box opening

Randomness

Contribution

Evaluation

Verification

Setup

Evaluation

Verification



Probability Verification Protocol
• Setup

35



Probability Verification Through Public Randomness Beacon

• Randomness Contribution

36



Probability Verification Through Public Randomness Beacon
• Evaluation & Verification
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Loot Box Opening Protocol
• Goal:


• (Individual verifiability) the client is convinced that the winning probability is not 
biased


• (Server side) even if the clients know some information about the function , they 
cannot bias the winning probability

f

38



Loot Box Opening Protocol
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Evaluation: Overview
• Implement KZG10 (polynomial commitment) in python


• Polynomial degree = 3 * number of gates (in arithmetic circuit)


• Source code: link
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Complexity Time (t = 150)

Commitment O(t) 0.87s

Evaluation O(t) 0.83s

Verification O(1) 0.63s t: Polynomial Degree

https://github.com/WangJ509/LootBoxVerification


Evaluation: Over Different Polynomial Degree
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Evaluation: Over Different Sample Size
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Conclusion
• In this work, we


• 介紹虛擬轉蛋


• 轉蛋法的制定與「第三⽅驗證平台」


• 介紹⼀些密碼學的⼯具


• 提出我們的機率驗證協定、公平抽獎協定


• 實作分析


• 討論


• Future work


• Implement functional commitment for general circuit
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