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Remote File System

X 17 . x
. » -
B .¥

» -

C .;.,I- p Network » 192168.219.215
C Terminal

Organize * Metwork and Sharing Center View remote printers | ' M S @ garming@ubuntu-vm: ~

, _ 960230920 blocks of size 1024. 901833504 blocks available
© Favorites Users | smb: \> 1s
Ml Desktop o Share NT_STATUS IO TIMEOUT listing \*
. smb: \> ssdsdsAC
garming@ubuntu-vm:~$§ AC
% Recent Places garming@ubuntu-vm:~$ sudo /usr/local/samba/bin/smbclient //192.168.56.1/mapped
-p 1234

_ L Enter root's password:
i Libraries Domain=[WORKGROUP] 0S=[Windows 6.1] Server=[Samba 4.6.0prel-DEVELOPERBUILD]

=| Documents smb: \> 1s

4. Downloads

® Thu Oct 13 22:58:50 2016
® Thu Jan 1 12:00:00 1970
Wed Sep 28 10:55:39 2016
Thu Oct 13 21:30:35 2016
Tue Sep 27 09:52:08 2016
Mon Sep 19 20:00:44 2016
Mon Sep 19 19:56:21 2016
Thu Oct 13 21:07:03 2016

, Music

k| Pictures keytab
B Videos smb.conf
ssh-DIOcBuTsL2bP
ssh-eB0O8PYurgqT9
*& Homegroup ssh-fW905sn6rQQc
/ tmux-1000

OO0 0=Z2=200

/& Computer 960230920 blocks of size 1024. 901832324 blocks available

smb: \> get smb.conf /home/garming/file

getting file \smb.conf of size 92 as /home/garming/file (22.5 KiloBytes/sec) (av
erage 22.5 KiloBytes/sec)

smb: \>

'tin Metwork
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https://docs.docksal.io/troubleshooting/windows-smb/
https://www.samba.org/~garming/
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» Server - KSMBD (Kernel SMB Daemon

* NFS
* Client - NFS (Network File System

e Server - NFSD (NFS Daemon
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Syzkaller

— dir/crashes/crashN-1
dir/corpus/*
. 1SYyZ—INanager
VM management

/ RPC VM
;scp,ssh

'l’ 1
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invok inpUtS
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syz—fuzzer
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https://github.com/google/syzkaller/tree/master

Syzkaller

« sys-manager - H1Th host » T2
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Syzkaller

Syzlang

. E syzkaller ZRE5AR FH R EF system call FRIVEIEES
o BJARIBAEFZ AR NN = S EaVHE

open(file filename, flags flags[open_flags], mode flags[open_mode]) fd
read(fd fd, buf buffer[out], count len[buf])

close(fd fd)
open_mode = S_IRUSR, S_IWUSR, S_IXUSR, S_IRGRP, S_IWGRP, S_IXGRP, S_IROTH, S_IWOTH, S_IXOTH
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Syzkaller

* Program

o MmuAEINRERIERAIAZIN 0 EF: 1 syscall sequence

tEFEF-E S seed fZHXFE corpus

o BITERER 7 —K syscall BUIFNY » tE/MEEERTFRIB{E 4L 4E{FEH

ro = syz_open_dev$loop(&(0x7f00000011c0), 0x0, 0x0)

rl = openat$6lowpan_control(Oxffffffffffffff9c, &(0Ox7f00000000c0), 0x2, 0x0)
ioct1$LOOP_SET FD(r@, 0x4c00, rl)
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Syzkaller

revision
config

uptime

fuzzing

corpus

triage queue
signal
coverage
syscalls

crash types
crashes

exec candidate
exec fuzz

exec gen

exec hints
exec minimize
exec seeds
exec smash
exec total
exec triage
executor restarts
max signal

new inputs
rotated inputs
suppressed

vin restarts

bd8b2775

config
61h31m45s
243h45m0s

19635

0

341349

130102

2215

9 (0/hour)

19 (0/hour)
42062 (11/min)
86044 (23/min)
2412 (39/hour)
176319 (47/min)
387629 (105/min)
1876 (30/hour)
140560 (38/min)
1064521 (288/min)
227619 (61/min)
3228 (52/hour)
423271 (114/min)
40796 (11/min)
4398 (71/hour)

1 (0/hour)

255 (4/hour)

am

syzkaller BJHITARRR AT




Syzkaller

BUG:

Description

leak checking_failed

BUG:

soft

OC

KUR_in___hrtimer _run_gueues

BUG:

soft

OC

KUp_in_corrupted

BUG:

soft

OC

KUpR_in do idle

BUG:
BUG:

soft

soft

OC

oC

kup_in full proxy read

kup_in full proxy write

BUG:

soft

OC

Kup_in_ieee80211 tasklet handler

BUG:

soft

OC

KUR_in_inet sendmsg

Count
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Last Time
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/smb1 —> 192.168.0.2:445
/smb2 —> 192.168.0.3:445

Kernel

User

A

TEST> —
: TXT
Client : Server 5
3. &Ei#® VFS API
; IEERFE AR
CIFS 2. {#i% WRITE &3k
=g "TES'!'" NG
T : IPC
sys_write e ---7-"r - CEEL T M e o R Beme s T
| EHENFE IV |
1. TR

echo "TEST" > /smb1/a.txt
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Overview

« KSMBD £ Linux kernel SMB server BIEE

» HIREBFIF R - BRIRAIR SMB #5:&8958 0 IIEE

Fz 2R e DA @ E [ 2R 1143
Connection setup (Z11E%
e File operation (1&Z21&
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Connection Setup

SMB =2 PAIRSRZ IS5 A 50E8 5 T
GETEARRYBETED » EIIREI= 253X session ID 2RI AR AR

o HARST > EARZZIFEIERY session ID s E AR

root@syzkaller:/# cat /usr/local/etc/ksmbd/ksmbd.conf
[MyShare]

path = /root/MyShare

read only = no
root@syzkaller: /# I

root@syzkaller:/# ksmbd.mountd
root@syzkaller:/# mount -o user=root,password=root //127.0.0.1/MyShare /mnt
root@syzkaller:/# 1ls -al /mnt

total 4
e an AL i \'é}'l.l_‘_l
ﬁﬂﬁﬁaﬁﬂq‘~FEME£¢E&”2KE drwxr—-xr-x. 2 root root O Nov 3 09:50

drwxr-xr-x. 22 root root 4096 Oct 30 06:14
root@syzkaller: /# I

root@syzkaller:/# cat /usr/local/etc/ksmbd/ksmbdpwd.db
root :MpFTOWDrMpwOHe61X0o1h6Q== s =Tr e
t

{6l AR 23 AU B BB AC BR1E
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: :m oK [l IR 23 BYER E
: "USER" : YWRh...jQ=
. - /smb1
Sy S a. v . ke AEEC Sl S L "JOHN" : ...
SESE 4 éEE>‘ 5 = ——
E;ﬁﬁ@n‘i nA O 1% Eﬁz__l__ A
\ 4
B ENFET\

EXT4 hard disk
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: : X E NG
"USER" : YWRh...jQ=
g I - /smb1
: : "JOHN": ...
| : : A
session :
_ N L e T s LS S e S [
hegotiate iAo AETT AR 1. EEZE challenge
: 2. &E4 session ID b4
e o — -—-s\te_ oz rnrn
FE A RS RER challenge > .
= 1 2% Aok 2o = . [ =
BRI BER o]{& challenge £ session ID (123) ' EBENFETV
TR T :
: : EXT4 hard disk
v v
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File Operation

SMB B H & B %5 tree » TIE(E tree #35—1E tree |
o FMIEFEERASEEIRM tree ID HEERTE > @RIBBELE—E file ID

o IREIERIFIZMH tree ID EIFERR file ID BIA] » AEEREERRHE
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_ y . y
tree conn 58, ™ = & " [
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-9 LR R SRl s el e
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EXL:*EEI

"USER" : YWRNh...jQ=
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"JOHN" : ...

A

EBENFETV

EXT4 hard disk




N r R
Client Server

y _ y
Creeie [N D R R NN -
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=ESKTE tree 456 FiZfE == "a.txt"
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2RI > [@fE file ID (789)
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1. [¥0U VFS API
2. =4 file ID

 PET TP EEPEPEPEYERTRTY

T AN ——ErT
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A
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write
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A
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Attack Surface

o MMENIEEE (solved challenge) BURFE A RSRE

. BRITEREEE  SEREEARENEEEEROBUESSE

n4%> \ ﬁ?ﬁ)ﬁﬁ’\] f’z?ﬂxﬁ 2y

N
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Environment



KSMBD Setup

» 23 ksmbd-tools 5% E {3l iR 23

e crontab Rz

[
L

2] BX

Lumil

5] ksmbd » it H&E 30 #)

» BIERImTERRGE B I /mnt

while true
do
ksmbd.mountd
mount -o user=root,password=root //127.0.0.1/MyShare /mnt
sleep 30
umount /mnt
ksmbd.control ——-shutdown
done
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~ .““ R ek ?‘ > o r" -. = N E “.‘ o 1 At p < ~ -
o 7 Ao T2 A 2 —
- 5

static void use_temporary_dir(void)

{

char tmpdir_template[]l = "/mnt";
char xtmpdir tmpdir_template;
if (!tmpdir)

fail("failed to mkdtemp");
if (chmod(tmpdir, 0777))

fail("failed to chmod");
if (chdir(tmpdir))
fail(“TaiIEd to Chdir”);
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Syzkaller Setup

sys-manager

Host

VM ‘ seed?’ ‘

read

sys-fuzzer | »| sys-executor write > Kernel ]
brk ext4

pause
/syzkaller. XXXXX

bind
Kill

msgrcv
times Sm




Syzkaller Setup

sys-manager

Host

VM ‘ seed?’ ‘

read

sys-fuzzer « »| sys-executor write > Kernel
brk ext4

pause

bind
Kill /mnt

msgrcv
times S Sm




Syzkaller Setup

RIS syzkaller REVTEUE R IEAIN RHIFIL u

BRFH KVM R& RS & B CIR AT SR IR TR E

"target": "1linux/amd64",
"http": "127.0.0.1:56741",
"workdir": "/home/ulf383/syzkaller/workdir",
"kernel_obj": "/home/ulf383/fuzz_test/linux",
"image": "/home/ulf383/fuzz_test/linux/image/stretch.img",
"sshkey": "/home/ulf383/fuzz_test/linux/image/stretch.id_rsa"
"syzkaller": "/home/ulf383/syzkaller",
"enable_syscalls": ["read","write","open",...,"fanotify_mark","statx"],
"pIULD"i iF
"type": "gemu",
"reproduce": false,
"vm": {
""gemu_args": "-enable-kvm",
"count": 1,
"kernel": "/home/ulf383/fuzz_test/linux/arch/x86/boot/bzImage",
""cpu': 8,
"mem": 2048
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Syzkaller Setup

Sys-manager
Host
o ‘ seed1’
sys-fuzzer < »| sys-executor' > Kernel i
R EAYE = HEAHY /mnt
system call
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Syzkaller Setup

SyS-manager _

Host

VM

sys-fuzzer > »| sSys-executor Kernel '"t‘fl \LT:Z(
1TIRIR
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Result



Overview

o« EIRIZIEEF[O]F

~ 7/

~71

A —1E A - —HIEIUERE - EP—{EE4E 0]
e CVE-2023-1194 - use-after-free in parse_lease_state

« CVE-2023-1193 - use-after-free in setup_async_work (by syzkaller

e CVE-2023-1192 - use-after-free in smb2 is status io timeout
syzkaller
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CVE-2023-1194

o ERI&IREIEEZ S out-of-bound access
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» SMB (£ R (Offset) EAE Z (Length) 4CitiEREE 42 TE
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CVE-2023-1194

s EBREFRIINFHEAZHEBN - REEEER

. BRI EN ABEERAERE - 84 info leak

il

o HEEEREEARNNRZE
B DoS

%2 KSMBD zEXZI3E/ARCIBES LT panic » 1=
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CVE-2023-1193

a3 RBEEARER sync work » ERIER[ERIIRIE

P
N
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IE)S
H
28]}

e 1ZINZF LOCK :53KHF » 1R lock type 2 DEFERRED » BI&ZFiiZ async
work » fCREIFEE T RIFAT

t

— =

7= I async work &= ][] 2 async work list A s async worker BEHIT
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Async
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CVE-2023-1193

« KSMBD EERIEFF521E async work 125C AL sync

o STRNEER1E ° KSMBD ZEHX sync work » Bl Z#ERIZECH sync B async
work

¢ HERIEZDRY async work 2 A1 async work list PR
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e & FEALAY async work Y linked list #8813 > EMESEE UAF
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CVE-2023-1193
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CVE-2023-1193

Request3 |+—| async , FREED
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A
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73



E-2023-1193

-~

e FARIEMHEHE TE ALY async work

IEEENAIHE - info leak

ik

e Linked list insert =&

Async worker 214 async work - {EFEME I

rlmil
1]

.
A

» BERIRANKREFE » IEEIER T oI AHE R

P -

4



CVE-2023-1192

+ CIFS B7£ process [Tl syscall B > [@EfE)AR#3 3% SMB 53K
» EXIXEEOK12 > process E o) thread-RES EHEUNE4
« Thread-RES £ {alikz38V[EIEE > EEZ[RE process M EEZE I
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CVE-2023-1192

Proc-A B sys_write 27£ kernel
space [O){alirg33%3% SMB 5>

. v,

Process-A WRITE 553K

> 1 do_sys_write

(Kernel space

Client Server

Thread-RES

Owner: proc-B
* | Res buffer: 0x5678

/0



CVE-2023-1192

Process-A
(Kernel space)

@] thread-RES Efff
Client X 5‘5'5“5(3%%5’\]5# y Server

Thread-RES | *

—

Owner: proc-B
* | Res buffer: 0x5678
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Client

Process-A
(Kernel space)

Thread-RES

CVE-2023-1192

do_sys_write
(sleep

ank

M ZRLTIER > F
17 thread-RES A

o

—

——

Owner: proc-A
Res buffer: 0x1234

/83

Owner: proc-B
Res buffer: 0x5678

) VI—

Server




CVE-2023-1192

I &
I ? e
i :
i
Process-A do_sys_write ;
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