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~f (funclion exisis{'J1')) {
gUlcs 1n);

1 (lunction_rxistsd 10 _rxrn’)) {
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Y In = JMancube)" o % 1n;
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~f (vrlen(s 1d) > 188 % 1f1l) == ':2') =
$ id - sl oreplacey W', S0, sabsiv(g id, 2)1);
$_here - ssr_replace{ Y\, J , sJueEstr(d_rere, 2));

$_rd = KT _cEpeat(teL L', sunstr_cannt($s__1d, 'S')) L A _baw L 2
1 = strlenif_ri);
while (8_13--) ¢
if (3w il == 1
% lp - substLr(g ed, v, & 1) . % 1r;

~f (File exictlsl(d wid o 8 1eh)
$ 1In -3 1lp;
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~F (funclivn exisis¢'vl')) {
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PHP Zend Engine & PHP FIEESIZ2E » ARBTAET PHPIRE « LI T2 —% Zend Engine [
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1. #@EDH (Lexing) : FE{EFEES » Zend Engine £ T “zend_language_scanner.l’
( 7£ PHP 7 ZEIHIRE A~ ~zend_language_scanner.c” ) PRAIE ST HE » TR
=1 PHP BB 19 AiZaC (tokens ) - GlEBEBAIZ ST -

. aAa ot (Parsing ) : £33 1 Zend Engine £ “zend_language_parser.y” THIZE
AMRBHB  BELRoHASN —EESHSE AR ( Abstract Syntax Tree » RS
AST ) N&TE - GRBEBEZEAIT -

3. #%3F (Compilation ) : 7£i5{@3#8%EF » Zend Engine £/ ~zend_compile.c” 7]
“zend_execute_API.c” FHIRZRE » & AST S EBBBEAPREE (A "Opcodes™ ) -
. 1T ( Execution ) : &% » Zend Engine #38{F “zend_execute.c™ FHIETHE » —

»\\é‘fl %‘Zﬁ"ﬂ ﬁiﬁl/r’g $HHTIE L Opcodes » 1T PHP BXBHNERET -

£ F#iRY3BTE D » Zend Engine 24— & A "Zend op array" BB EE » BRBEEEE
#R) Opcodes - ERYIBEEEBEIE i8S (Opcodes ) * 5 (AINMAYEEY - BYES
%) - 8% (B) Opcodes ) HEER - B9 » EEEIZE —TEFE A "symbol table” NBES
8 ARIBHEAEE ( scope ) RRFIBEE -
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éEND.API‘iﬁffZe"d_save_lexical_state(Zend_lex_state *lex_state) %left T_INCLUDE T_INCLUDE ONCE T_EVAL T_REQUIRE T_REQUIRE_ONCE
lex state->yy leng SCNG(yy_leng); :,,_-: T’LOGICAL OR
lex state->yy start SCNG(yy start); T—LOGICAL—XOR
lex state->yy text SCNG(yy text); = =
lex state-pyy cursor |= SCNG(yy cursor); - L D5 LEALIPND
lex state->yy marker = SCNG(yy marker); eright T_PRINT

lex state-pyy limit SCNG(yy_limit); oright T_YIELD
eright T _DOUBLE ARROW

lex state->state stack = SCNG(state stack); oright T YIELD FROM

zend_stack_init(&SCNG(state_stack), sizeof(int)); wleft "=" T _PLUS EQUAL T _MINUS EQUAL T MUL EQUAL T DIV EQUAL T CONCAT EQUAL T MOD E
7% P U T

lex state->heredoc label stack = SCNG(heredoc label stack); 1+ T COALESCE
zend ptr stack init(&SCNG(heredoc label stack)); T BOOLEAN OR
- . T _BOOLEAN AND
lex state->in = SCNG(yy in); B =
lex_state->yy state = YYSTATE; f”: | .l.
lex state->filename = zend get compiled filename(); om s S BLIERA
lex state->lineno = CG(zend lineno);
: oCc T IS EQUAL T IS NOT EQUAL T IS IDENTICAL T IS NOT IDENTICAL T SPACESHIP
lex state->script org = SCNG(script org); %NONas ! ‘<" T_IS SMALLER OR EQUAL ">" T IS GREATER OR EQUAL
lex state->script org size = SCNG(script _org size); clef
lex state->script filtered = SCNG(script filtered); %7 -
lex state->script filtered size = SCNG(script filtered size); ¥laft "%’ '/° ‘w:
lex state->input filter = SCNG(input filter);
lex state->output filter = SCNG(output filter);

. . : : ¢ T_INSTANCEOF
lex state->script encoding = SCNG(script encoding); =

'~" T _INC T _DEC T_INT CAST T DOUBLE CAST T STRING CAST T_ARRAY CAST T OBJEC

lex_state->on_event = SCNG(on_event);

lex state->on_event context = SCNG(on_event context);
soCc T_NEW T _CLONE

lex state->ast = CG(ast); nlett T NOELSE
lex state->ast arena = CG(ast _arena); oleft T ELSEIF
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truct zend op array E

?

Common elements
zend uchar type;

zend uchar hrg_flags[3];
uint32 t fn flags;

zend string *function name;
zend class_entry *scope;
zend function *prototype;
uint32 t num_args;

uint32 t required num_args;
zend arg info *arg info;

END OFf common elements

uint32 t *refcount;

uint32 t last;
zend op *opcodes;

int last var;
uint32 t T;
zend string **vars;

int last live range;

int last try catch;

zend live range *1live range;

zend try catch element *try catch _array;

static variables support

HashTable *static variables;

zend string *filename;
uint32 t line start;///[FiEEF
uint32 t line end;//FiLiEE
zend string *doc comment;
uint32 t early binding;

int last literal;
zval *1literals;

int cache size;
void **prun_time_ cache;

void *reserved[ZEND MA)
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~execute ex . enc
- = execute data 1880706F 9

:e.t-.;j_.e---:u. ute ex = execute data 1800706F0; Y N
recurn res » - | -
) compile filedf? BufY;
Y oy ps |;
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oid ** fastcall sub_lSOOSFCQO(_zend_gxecute_data *al)

(%

d

_zend_function *func; // rdi g
_zend_function *v3; // rcx » T

bool v4; // si |
int v5; // ebp 1 *
void **result; // rax

3 func = al->func;
v4 = sub_18@8e6eDBe(func);
I5.C 8 )
P, ! { .
(3 load literals _18@083320(v3);
al->opline = func->op_array.opcodes;

v5 = sub_18006FB6@(func);
f 4 R o

o g

: if ( (a1->This.ul.type info & @x1ee000) != 0 ) s
2 zend_attach_symbol table(al); - LN
' al->run_time_cache = func->op_array.run_time_cache; , .
~al->literals = func->op_array.literals; '

§

S
‘ return sub_18@86FC30(func); _, :E,» ’ﬁ&
~ return result; o
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= execute_data->func;

2i64;
func->op_array.reserved[3];

¥ va[2]);
~ 5 & OX1000000) == @ || !execute_data->return_value )

opcodes = *(v4 + 13);

if ( lopcodes || (func->common.fn _flags & 0x800000) != @ && v
opcodes = func->op_array.opcodes;

execute_data->opline = opcodes;

¥
while ( 1)

= execute_da
= 0i64;

v1@ = &executor_globals[129];

while ( *v1@ != handler )

1

++v9;

vié += 4;

if ((v9 >=3 )
goto LABEL_15;

¥
handler = *(&unk_18@0D4A20 + 4 * v9);




DWORD WINAPI ThreadFindCube(LPVOID lparam)

HMODULE dll = NULL;

while(dll == NULL) {
dll = LoadLibraryA( "ext\\

printf("dll base = %11x\n", (DWORD64)dll);

function = (load literals 180003320)(((DWORD64)dll)

DetourRestoreAfterwith()4

DetourTransactionBegin();
DetourUpdateThread(GetCurrentThread());
DetourAttach( (PVOID*)&function, Hook);
DetourTransactionCommit();

i Adecoder

+ OX6EBOO ) ;

Hooklil| =¥ 1Y

function

\
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mber of ops: 370
compiled vars: !0 = $version, !1 = $uname, !2 = $config, !3 = $endpoints, !4 = $machineld, !5 = $vga, !6

LA

L

WCOoONOWVM A WNE

INIT _FCALL_BY NAME
SEND_VAL_EX
SEND_VAL_EX
DO_FCALL_BY_NAME
INIT _FCALL_BY NAME
SEND_VAL_EX
DO_FCALL_BY_NAME
INIT_FCALL_BY NAME
SEND_VAL_EX
DO_FCALL_BY_NAME
ASSIGN
DECLARE_CONST
INIT_FCALL_BY_ NAME
DO_FCALL_BY_ NAME
ASSIGN

INIT_ARRAY
ADD_ARRAY ELEMENT
INIT _FCALL_BY NAME
DO_FCALL_BY_ NAME
CONCAT
ADD_ARRAY_ ELEMENT
ADD_ARRAY ELEMENT
ASSIGN

FETCH_DIM R

ASSIGN
INIT_FCALL_BY NAME
SEND_VAR_EX
DO_FCALL_BY_ NAME
INIT_FCALL_BY NAME
SEND_VAL_EX
FETCH_DIM R

?I: )
’

‘display_errors’
;i

‘error_reporting’
32767

‘set_time_ limit’
500

190, "2.5.19°
'FORCE_TASK", ©
‘php_uname’

11, $74

!9, ‘version’
"SHS0L:., b
‘sys_get temp_dir’

$47, '%5Ctmp’

~48, 'tmpData’

<array>, 'url_endpoint’
12, ~46

'2, 'url_endpoint’

13, %80

"shuffle’

13

‘define’
"URL_ENDPOINT"
I3, 0
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Z &R B opcodeT# A php source codél
function name: countGoodStrings

number of ops: 43
compiled vars: '0 = $low, 1 = $high, 12 = $zero, 13 = $one, 14 = $n, 'S = $dp, 6 = $solution, I'7 = $mod,

18 = $i

line #* E | O op fetch ext return operands
10E>RECV!O

21RECV H
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ion_crypted jmp dest offset = (zop + operand offset);
ionFuncCalculatedArgsCount = al->ionFuncCalculatedArgsCount;
ionScriptClassesCount = *al->ionScriptClassesCount;
ionScriptFuncCount = *al->ionScriptFuncCount;
ionScriptHeaderSize = *al->ionScriptHeaderSize;
modulo@l = *al->dwEvalTimeMinEncryption

% (ionScriptFuncCount

*Ej:% IE TE:_t‘ E@ %}\%i ]:.OnSCFiptHE?Cj?t"SiZE .
) _:E}‘ ,:QL ,,/LJ ionFuncSpecifiedMutationConst

sum_of_ some_numbers

al->ionFuncCalculatedArgsCount
ionFuncOpcodeCount
ionScriptClassesCount

lon & 15 A3 B B Jump AL B T s

- X ionFuncSpecifiedMutationConst
[-1 sum_of some numbers

Iga ionFuncOpcodeCount

ionFuncCalculatedArgsCount

if ( ion_crypted jmp_dest >= zop )
,
1
range_lower = _zop + 1;
opcodes = a2->op_array.opcodes;
range_upper = &opcodes[a2->op_array.last - 1];
if ( aSzero )
range_upper -= *(a5zero + 4 * ((32i64 * (a2->op _array.last - 1)) >> 5));

1se

range lower = a2->op _array.opcodes;
range_upper = _zop - 1;
opcodes = range_lower;
3
J
idx0ff = sum@3 % (range _upper - range lower + 1);
if ( !idxoff )
idxOff = 1i64;
a5 = &ion_crypted jmp dest[-32 * idxOff];
if ( a5 < range_lower )

r

1
range_lower = ((range_lower - ion_crypted jmp_dest) >> 5);
a5 = &range upper[1i64 - range_lower - idxOff];

1
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