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~Relevance of the topic

Why now?
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Short course of mobile network evolution



2G voice-only

(Circuit Switched Core "\ R % EeR;
BTS |{ BSC | MSC SMSC
CS-MGW PSTN
o _

Public Switched Telephone Network

HLR




2G +Data

éircuit Switched Core \ I R TG 5{;_
BTS |{ BSC | MSC SMSC
3 CS-MGW v PSTN
acket Switched Core o
SGSN GGSN Internet
I\ J
HLR




+3G network

éircuit Switched Core \ B s

BTS |{ BSC | MSC SMSC

CS-MGW PSTN
\_ J
N

acket Switched Core

NodeB RNC SGSN GGSN Internet

HLR




éircuitSwitchedCore \
BTS | BSC MSC SMSC
CS-MGW
\_ /
acket Switched Core 0
NodeB RNC SGSN GGSN
\_ J
/Evolved Packet core\
eNodeB SGW PGW |
MME

)

2%

HSS

PSTN

Internet



4G voice?
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4G native voice
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CS-Fallback voice

14

HSS

(Circuit Switched Core "\ PR
BTS | BSC / MSC SMSC
CS-MGW PSTN
\_ /
acket Switched Core 0
NodeB RNC SGSN GGSN Internet
\ J
/Evolved Packet core \
eNodeB SGW PGW |
x MME



CS-Fallback voice
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5G NSA native voice
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5G NSA native voice

3 X R - el
o g e I N
W £ -h.1'|_ e : B
"rm L 2

i L e

ol
. !

i : ) ;
a2
L =y . - - r
.""' %, ...:_ L] I-! 3 1‘. " ."_-I:i".q 9 .
- - L B

-
Lot Tl |

/Evolved Packet core \

eNodeB SGW PGW

MME

e e

HSS

gNodeB

17



5G native voice
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ce-over-New-Radio = VoN
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5G NSA fallback
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A fallback
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Let’s dig into the history

. e

P
December 2009 (TeliaSonera,

Sweden + Norway)

- |
B
\ g

s

Al

-

S

=2

: 10

Securitysen
22



Let’s dig into the history
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-1St LTE network deployed in
December 2009 (TeliaSonera,
Sweden + Norway)

-1t VOLTE network support in
August 2012 (USA) and first
VOLTE phone LG Connect 4G.
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Let's dig Into the history

.......

A

-1St LTE network deployed in
December 2009 (TeliaSonera,
Sweden + Norway)

-1t VOLTE network support in
August 2012 (USA) and first
VOLTE phone LG Connect 4G.
-full-featured VOLTE network in
May 2014 (Singapore) with only
phone Samsung Galaxy Note 3
-almost all new phones having
VOLTE support in 2020
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Let’s dig into the history
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Almost all new phones having
VOLTE support ONLY in 2020...
10 years after LTE network was
deployed
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Initially they said that it will
happen in the end of 2019, but
they postponed, because

iIndustry was not ready, that's
why many other haven't believed
that in the end of 2022 they will
do that.
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2G/3G retire
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All the networks in the world was affected

> Verlzon (USA) retlre thelr ZG
and 3G network by 31
December 2022

» It means, that if subscriber of
some network without VoLTE

goes to the USA, he will not be
able to call anymore.
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All the networks in the world was affected

> Verlzon (USA) retlre thelr ZG
and 3G network by 31
December 2022

» It means, that if subscriber of
some network without VoLTE

goes to the USA, he will not be
able to call anymore.

» Money and reputation are
affected
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Build VOLTE network in 60 seconds...
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> Operators started to bUI|d their
VOLTE network very fast, many
of them built it in few months.
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Build VOLTE network in 60 seconds...
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> Operators started to bUI|d thelr
VOLTE network very fast, many
of them built it in few months.

» Many configuration mistakes
were made
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APN - outside netwo
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APN - outside network
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IMS APN
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Edit access point Edit access point @ : TUUANTEE % A

Name

ims Authentication type
Not set

APN
ims APN type

Ims

Proxy

Not set APN protocol
IPv4

Port

Not set APN roaming protocol
IPv4

Username
Not set

Password

Not set Bearer
Unspecified

Server
Not set MVNO type

None

MMSC
Not set
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Security by obscurity
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Edit access point

Name
Ims

APN

Ims

Proxy
Not set

Port
Not set

Username
Not set

Password
Not set

Server
Not set

MMSC
Not set

IMS APN
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Edit access point

Authentication type
Not set

APN type
s default

APN protocol
IPv4

APN roaming protocol
IPv4

Bearer
Unspecified

MVNO type

None
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Run nmap?
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1:32AMZ 2 B G

:/ $ cd ~

:/data/user/0/com.termoneplus/app_HOME $
:/data/user/0/com.termoneplus/app_HOME $ ifconfig

ifconfig:

No file /proc/net/dev: Permission denied

1|:/data/user/0/com.termoneplus/app_HOME $ su
:/data/data/com.termoneplus/app_HOME # ifconfig

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope: Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:57 errors:0 dropped:0 overruns:0 frame:0
TX packets:57 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:9969 TX bytes:9969

Link encap:Ethernet HWaddr 6e:17:36:2b:44:c8

inet6 addr: fe80::6c17:36ff:fe2b:44c8/64 Scope: Link
UP BROADCAST RUNNING NOARP MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:91 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 TX bytes:23256

rmnet_ipa0 Link encap:UNSPEC

UP RUNNING MTU:9216 Metric:1

RX packets:14 errors:0 dropped:0 overruns:0 frame:0
TX packets:22 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:1240 TX bytes:1652

rmnet_data0 Link encap:UNSPEC

inet6 addr: fe80::141e:e5ff:fe56:9e2b/64 Scope: Link
UP RUNNING MTU:1500 Metric:1

RX packets:14 errors:0 dropped:0 overruns:0 frame:0
TX packets:16 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:864 TX bytes:1000

r_rmnet_data0 Link encap:UNSPEC

wlanO
s_pci

255.255.0

inet6 addr: fe80::f8c4:4cff:fela:84da/64 Scope: Link
UP RUNNING MTU:1500 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:6 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 TX bytes:476

Link encap:Ethernet HWaddr 02:75:db:2f:9c:c1 Driver cns

inet addr:192.168.50.196 Bcast:192.168.50.255 Mask:255.

inet6 addr: fe80::75:dbff:fe2f:9cc1/64 Scope: Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:24779 errors:0 dropped:0 overruns:0 frame:0
TX packets:8329 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3000

RX bytes:28242955 TX bytes:1862085

:/data/data/com.termoneplus/app_HOME # nmap
/system/bin/sh: nmap: inaccessible or not found
127|:/data/data/com.termoneplus/app_HOME # [




Better to use commmon tools

2. Configure APN:
3. Take profit!




Subscriber isolation for internet
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No isolation for IMS interface
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Let’s get access as legal subscriber
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Build own fakeIMS infra?
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Simple proxy script
as P-CSCF
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cided to hack phone
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cided to hack phone
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successful?

Simple proxy script
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Hijack VOLTE network
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Hijack VOLTE network
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Use internet for free

/Evolved Packet core \

X
eNodeB SGW PGW H IMS
/

1:51 AM 2 & & .

<

MME

\
OpenVPN Connect - k /

27 OpenVPN App

OpenVPN

Jo

HSS

4.4 % 1(

177K reviews ® 1 MB Rated for 3+ ® Dow

65



A . P T e ~at . g o
. PN » - ’ T“sw - wr K "= -
- o . - - » S - ML o 4 g PN - ” A ’ 3 Y
PRt ot . T ‘;ﬂ.f B o '-'n? LA A S~ N P BT L g ¢ o) b - v
‘_; .I '\‘ : R, < L - W - L N T '.
‘ ~ ) -‘0.." ,‘:“ o o o~ - b - 3 o > ‘\" - ¥
E: - 'Il "'( C\ o -.~- 7R ---'-r‘.'-"'f"" po- B "-z e A e
TR AL e s A AR R
me
2z

“’;’\. _

1. Internet APN chargmg based on used amount of data but II\7I'S“
network charging based on minutes and implemented into IMS
infrastructure

2. As we don't use IMS infrastructure at all, data over IMS APN will
not be charged

3. Due to lack of isolation we can establish direct subscriber-to-
subscriber communication

4. We can set up OpenVPN tunnel to another subscriber and use
his internet

5. Other kind of tunnels are also work, or even p2p networks

6. If network provides VoLTE roaming - then we can implement
free internet in Roaming (leaving laptop in home network)
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Mitigation for MNO
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1. Turn on subscriber isolation, as

it is usually done for Int
APN
2. Implement IMS network monitoring
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Conclusion
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1 Such mlsconflguratlon (Iack of subscrlber |solat|on onims %
APN) we see in more then 50% of tested network

2. Mobile operators are very big and slow, they were not

interested in deploying IMS infrastructure for more then 10

years of LTE network. But now they are in hurry and deploying
VOLTE network very fast and not secure.
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Thank you!

Pavel Novikov
Pavel.Novikov@security-gen.com
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