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Introduction

Research

Introduction to Windows kernel exploit and its impact. 



Ring0 & Ring3
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Windows reserves 

Ring1 and Ring2.



Driver Types
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Impact of Kernel Exploit
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BYOVD
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A BYOVD (Bring Your Own Vulnerable Driver) attack targets weak kernel 

drivers. Attackers exploit driver vulnerabilities to gain unauthorized access, 

bypass security, and execute malicious code with elevated privileges, 

compromising system integrity and user data. Regular updates and monitoring can 

help prevent and detect such attacks.

- ChatGPT

Simply explain BYOVD attack in 50 words



Driver Signing
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Windows device installation uses digital signatures to verify the integrity of driver 

packages and to verify the identity of the vendor (software publisher) who provides 

the driver packages. In addition, the kernel-mode code signing policy for 64-bit 

versions of Windows Vista and later versions of Windows specifies that a 

kernel-mode driver must be signed for the driver to load.

- MSDN

Driver Signing

https://learn.microsoft.com/en-us/windows-hardware/drivers/install/driver-signing


BYOVD Diagram
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AMD μProf

a software profiling analysis tool offering 

valuable event information specific to AMD 

"Zen" processors and AMD INSTINCT MI 

Series accelerators.
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AMD Ryzen Master

AMD Ryzen™ Master is a utility provided by 

AMD that allows users to overclock and 

fine-tune their AMD Ryzen processors.



CVE Product Driver Impact

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys DoS

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP

CVE-2023-20556 AMD μProf AMDPowerProfiler.sys DoS

CVE-2023-20561 AMD μProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD μProf AMDCpuProfiler.sys EoP

Contributions



Background

Research

Background knowledge to the targets.



WDM Driver
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1. Create a device.

2. Create a symbolic link for the device.

3. Define dispatch routines for each IRP.

4. Implement IOCTL handler.



IRP
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Most of the requests that are sent to device drivers are packaged in I/O request 

packets (IRPs). An operating system component or a driver sends an IRP to a 

driver by calling IoCallDriver, which has two parameters: a pointer to a 

DEVICE_OBJECT and a pointer to an IRP. The DEVICE_OBJECT has a pointer to 

an associated DRIVER_OBJECT.

- MSDN

I/O request packets

https://learn.microsoft.com/en-us/windows-hardware/drivers/gettingstarted/i-o-request-packets


IRP
17
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IOCTL

The DeviceIoControl function provides a device input and output control (IOCTL) 

interface through which an application can communicate directly with a device 

driver. The DeviceIoControl function is a general-purpose interface that can send 

control codes to a variety of devices. Each control code represents an operation 

for the driver to perform.

- MSDN

Device Input and Output Control (IOCTL)

https://learn.microsoft.com/en-us/windows/win32/devio/device-input-and-output-control-ioctl-
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IOCTL



koutto/ioctlbf

Aims to fuzz WDM drivers by providing the symbolic 
link name and IoControlCode.
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Kernel Fuzzer

k0keoyo/kDriver-Fuzzer

Extension of ioctlbf that enhances its functionality by 
supporting features such as logging and fuzzing by filling 
null values into the input buffer.

https://github.com/koutto/ioctlbf
https://github.com/k0keoyo/kDriver-Fuzzer
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What do we need for fuzzing?

BOOL DeviceIoControl(
  [in]                HANDLE       hDevice,
  [in]                DWORD        dwIoControlCode,
  [in, optional]      LPVOID       lpInBuffer,
  [in]                DWORD        nInBufferSize,
  [out, optional]     LPVOID       lpOutBuffer,
  [in]                DWORD        nOutBufferSize,
  [out, optional]     LPDWORD      lpBytesReturned,
  [in, out, optional] LPOVERLAPPED lpOverlapped
);

Symbolic Link Name 

not important

a range of control codes

DeviceIoControl

https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol
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What do we need for fuzzing?

BOOL DeviceIoControl(
  [in]                HANDLE       hDevice,
  [in]                DWORD        dwIoControlCode,
  [in, optional]      LPVOID       lpInBuffer,
  [in]                DWORD        nInBufferSize,
  [out, optional]     LPVOID       lpOutBuffer,
  [in]                DWORD        nOutBufferSize,
  [out, optional]     LPDWORD      lpBytesReturned,
  [in, out, optional] LPOVERLAPPED lpOverlapped
);

Buffers to be sent or 

received which may not 

be properly handled.

DeviceIoControl

https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol
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What do we need for fuzzing?
fuzzer.exe -d <SYMBOLIC_LINK_NAME> -i <IOCTL_CODE>



Vulnerabilities

Research

Vulnerabilities I found and how they were exploited.
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Keywords: ioctl & IoControlCode



Previous CVEs
26

Insufficient validation of the IOCTL input buffer in AMD μProf may allow an 

attacker to send an arbitrary buffer leading to a potential Windows kernel crash 

resulting in denial of service.

- MITRE CVE

CVE-2022-23831

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23831


Previous CVEs
27

Insufficient validation in the IOCTL input/output buffer in AMD μProf may allow 

an attacker to bypass bounds checks potentially leading to a Windows kernel 

crash resulting in denial of service. 

- MITRE CVE

CVE-2022-27674

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-27674


Testing Environment

28

Windows 10 1909

Kernel Debug

Analysis Tools

● VirtualKD-Redux

● WinDbg

● Visual Studio 2017

● Dbgview

● KmdManager

● kDriver-Fuzzer

Test Signing



CVE Product Driver Impact

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys DoS

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP

CVE-2023-20556 AMD μProf AMDPowerProfiler.sys DoS

CVE-2023-20561 AMD μProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD μProf AMDCpuProfiler.sys EoP

CVE-2023-20560
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AMDRyzenMasterDriver.sys
DriverEntry

IOCTL Handler

Symbolic Link Name



Fuzz AMDRyzenMasterDriver.sys
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fuzzer.exe -d AMDRyzenMasterDriverV20 -i 0x81112F00

● IoControlCode: 0x81113000
AMDRyzenMasterDriver.sys



CVE-2023-20560 - DoS
32

*(_DWORD *)pSystemBuffer = 20;



CVE Product Driver Impact

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys DoS

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP

CVE-2023-20556 AMD μProf AMDPowerProfiler.sys DoS

CVE-2023-20561 AMD μProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD μProf AMDCpuProfiler.sys EoP

CVE-2023-20564



Read Physical Memory
34

ReadPhysicalMemory(

  *(PHYSICAL_ADDRESS *)pSystemBuffer,

  *((_DWORD *)pSystemBuffer + 2),

  (pSystemBuffer + 12)

)



Read Physical Memory
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MmMapIoSpace(SystemBuffer_0, SystemBuffer_8, MmNonCached);

*(_QWORD *)pSystemBuffer_12 = *(_QWORD *)BaseAddress;



Write Physical Memory
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WritePhysicalMemory(

  *(PHYSICAL_ADDRESS *)pSystemBuffer,

  *((_DWORD *)pSystemBuffer + 2),

  (__int64)(pSystemBuffer + 12)

)
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Write Physical Memory

MmMapIoSpace(SystemBuffer_0, SystemBuffer_8, MmNonCached);

for ( i = 0; i < SystemBuffer_8; ++i )

  BaseAddress[i] = *(_BYTE *)(pSystemBuffer_12 + i);



Deeper In AMDRyzenMasterDriver.sys
38



Replace Token

39

UniqueProcessId: 4

ImageFileName: System

Token: 0xdeadbeef

UniqueProcessId: 8700

ImageFileName: PoC.exe

Token: 0x87878787



CVE-2023-20564 - EoP

40

UniqueProcessId: 4

ImageFileName: System

Token: 0xdeadbeef

UniqueProcessId: 8700

ImageFileName: PoC.exe

Token: 0xdeadbeef Spawn cmd.exe



CVE Product Driver Impact

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys DoS

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP

CVE-2023-20556 AMD μProf AMDPowerProfiler.sys DoS

CVE-2023-20561 AMD μProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD μProf AMDCpuProfiler.sys EoP

CVE-2023-20556
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AMDPowerProfiler.sys
DriverEntry IOCTL Handler

Symbolic Link Name
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Fuzz AMDPowerProfiler.sys

fuzzer.exe -d AMDPowerProfiler0 -i 0x222000

● IoControlCode: 0x22201C

● InputBufferLength: 0x18

● OutputBufferLength: 0x18
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IOCTL Handler

if ( !MmIsAddressValid(*((PVOID *)SystemBuffer + 1)) || *((_DWORD *)SystemBuffer + 1) )

  goto LABEL_150;

memcpy(*((_OWORD **)SystemBuffer + 1), *(char **)(items + 40), 0x1000ui64);



45

Why can’t we fuzz the vuln?

if ( !MmIsAddressValid(*((PVOID *)SystemBuffer + 1)) || *((_DWORD *)SystemBuffer + 1) )

  goto LABEL_150;

memcpy(*((_OWORD **)SystemBuffer + 1), *(char **)(items + 40), 0x1000ui64);

The program needs a valid address.
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CVE-2023-20556 - DoS

if ( !MmIsAddressValid(*((PVOID *)SystemBuffer + 1)) || *((_DWORD *)SystemBuffer + 1) )

  goto LABEL_150;

memcpy(*((_OWORD **)SystemBuffer + 1), *(char **)(items + 40), 0x1000ui64);

The structure “items” is not initialized.



CVE Product Driver Impact

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys DoS

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP

CVE-2023-20556 AMD μProf AMDPowerProfiler.sys DoS

CVE-2023-20561 AMD μProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD μProf AMDCpuProfiler.sys EoP

CVE-2023-20561 & CVE-2023-20562
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AMDCpuProfiler.sys
DriverEntry IOCTL Handler

Symbolic Link Name
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Fuzz AMDCpuProfiler.sys

fuzzer.exe -d AMDCpuProfiler0 -i 0x222000

● IoControlCode: 0x222058

● InputBufferLength: 0x28

● OutputBufferLength: 0x28



IOCTL Handler
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IOCTL_GET_OUTPUT_FILE(

  (void **)items,

  *((_QWORD *)SystemBuffer + 1),

  *((_DWORD *)SystemBuffer + 4)

);
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IOCTL_GET_OUTPUT_FILE

memcpy(SystemBuffer_8, filepath, len);



memcpy(SystemBuffer_8, filepath, len);

52

CVE-2023-20561 - DoS

Attackers can control an arbitrary address to write.
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Deeper In AMDCpuProfiler.sys

memcpy(SystemBuffer_8, filepath, len);

How about the file path?

Arbitrary Write



Control File Path
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IOCTL_SET_OUTPUT_FILE((__int64)DeviceObject->DeviceExtension, pIrp, IoStack);



IOCTL_SET_OUTPUT_FILE
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CreateFile((PHANDLE)items, SystemBuffer_8, v25)
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Create File

memcpy(Dst, SystemBuffer_8, length + 2i64);

ObjectAttributes.ObjectName = (PUNICODE_STRING)UnicodeFilepath;

ZwCreateFile(FileHandle, 0x40000000u, &ObjectAttributes, &IoStatusBlock, 0i64, 0x80u, 0, 0, 0x20u, 0i64, 0)
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Arbitrary Write

Restrictions for arbitrary write

1. wide char

2. valid file path
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Exploit
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Find & Abuse Process’s Token

xxx…xx1xxxxx

SeDebugPrivilege

OpenProcessToken

ZwQuerySystemInformation



CVE-2023-20562 - EoP
60

winlogon.exeInject Shellcode

1. OpenProcess

2. VirtualAllocEx

3. WriteProcessMemory

4. CreateRemoteThread

Spawn

cmd.exe



DEMO

Research



Report

Research

Report to AMD PSIRT and their response.
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Report Timeline - AMD uProf

now

2022/12 Report AMDuProf-3.6.839, AMDPowerProfiler.sys 10.0.0.0, DoS.

2023/01 Assigned an internal ticket.

2023/02 Disclosure plan & assign CVE-2023-20556.

2023/08 Release
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Report Timeline - AMD uProf

now

2022/12 Report AMDuProf-3.6.839, AMDPowerProfiler.sys 10.0.0.0, DoS.

2023/01 Assigned an internal ticket.

2023/02 Disclosure plan & assign CVE-2023-20556.

2023/08 Release

2023/02 Report AMDuProf-3.6.839, AMDCpuProfiler.sys 3.1.0.0, DoS & EoP.

2023/03 Assigned an internal ticket.
Disclosure plan & assign CVE-2023-20561 & CVE-2023-20562.
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Report Timeline - AMD Ryzen Master

now

2023/02 Report AMD Ryzen Master 2.10.1.2287, AMDRyzenMasterDriver.sys 2.0.0.0, DoS & EoP.

                                     Assigned an internal ticket.

2023/11 Release

2023/03 Disclosure plan & assign CVE-2023-20556 & CVE-2023-20560.
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Report Timeline - AMD Ryzen Master

now

2023/03 Disclosure plan & assign CVE-2023-20556 & CVE-2023-20560.

2023/08 Release

2023/02 Report AMD Ryzen Master 2.10.1.2287, AMDRyzenMasterDriver.sys 2.0.0.0, DoS & EoP.

                                     Assigned an internal ticket.
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Conclusion
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● WDM drivers constitute a significant portion of Windows kernel drivers.

● Through fuzzing and manual reverse-engineering, a total of 5 vulnerabilities 

were discovered and reported to AMD μProf and AMD Ryzen Master, consisting 

of 3 DoS and 2 EoP.

● AMD PSIRT demonstrated a commendable response to these security issues 

and actively addressed them.
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