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Background knowledge to the targets.

Vulnerabilities | found and how they were exploited.

Report to AMD PSIRT and their response.

Conclusion
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Introduction

Introduction to Windows kernel exploit and its impact.
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Ring0 & Ring3

Ring 3
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Windows reserves

Ring1 and RingZ2.
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Impact of Kernel Exploit
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BYOVD

Simply explain BYOVD attack in 50 words >

A BYOVD (Bring Your Own Vulnerable Driver) attack targets weak kernel
drivers. Attackers exploit driver vulnerabilities to gain unauthorized access,
bypass security, and execute malicious code with elevated privileges,
compromising system integrity and user data. Regular updates and monitoring can

help prevent and detect such attacks.
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Driver Signing

=. Driver Signing

Windows device installation uses digital signatures to verify the integrity of driver
packages and to verify the identity of the vendor (software publisher) who provides
the driver packages. In addition, the kernel-mode code signing policy for 64-bit
versions of Windows Vista and later versions of Windows specifies that a

kernel-mode driver must be signed for the driver to load.

- MSDN b6 TEAM
WO


https://learn.microsoft.com/en-us/windows-hardware/drivers/install/driver-signing

BYOVD Diagram
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AMD puProf

a software profiling analysis tool offering
valuable event information specific to AMD

"Zen" processors and AMD INSTINCT Mi

Series accelerators.

Products Solutions Resources & Support Shop

AMD pProf

Downloads ~ Documentation

NEW, AMD uProf 4.0 is now available November 10, 2022

AMD UProf (‘MICRO-prof") is a software profiling analysis tool for x86 applications running on Windows, Linux
and FreeBSD operating systems and provides event information unique to the AMD “Zen"based processors
and AMD Instinct™ Mi Series accelerators. AMD UProf enables the developer to better understand the limiters
of application performance and evaluate improvements.

AMD uProf Offers:

« Performance Analysis - to identify runtime performance bottlenecks of the application,
System Analysis - to monitor system performance metrics.
Power Profiling - to monitor thermal and power characteristics of the system.
Energy Analysis - to identify energy hotspots in the application (Windows only).
Remote Profiling - to connect to remote Linux systems (from a Windows host system), trigger
of data on the and report itin local GUI.

AMD uProf can effectively be used to:

Analyze the performance of one or more processes o the entire system

Characterize the performance bottlenecks (hotspots & micro-architecture) in the source code.
Identify ways to optimize the source code for better performance and power efficiency.
Examine the behavior of kernel, drivers, and system modules.

Analyze thread concurrency.
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AMD Ryzen Master

FARL EBSE 2 B9 AMD Ryzen Master /A FHFZ =

AMD Ryzen™ Master is a utility provided by

AMDZDN

rRY Z=N Master

AMD that allows users to overclock and

BRI FT1) Z84E AMD Ryzen™ IR 23 %450

fine-tune their AMD Ryzen processors.
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Contributions {38 TEAMTS

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP
CVE-2023-20556 AMD pProf AMDPowerProfiler.sys DoS
CVE-2023-20561 AMD pProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD pProf AMDCpuProfiler.sys EoP
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Background

Background knowledge to the targets.
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WDM Driver

Create a device.
Create a symbolic link for the device.
Define dispatch routines for each IRP.

Implement IOCTL handler.

= N =

Driver

MajorFunction

IRP_MJ_CREATE

IRP_MJ_CLOSE

IRP_MJ_READ

IRP._MJ_WRITE

IRP_MJ_DEVICE_CONTROL

15

.- loCreateDevice

loCreateSymbolicLink

~— case 0x222000:
do_anything1();

case 0x222004:
do_anything2();

case 0x222008:
do_anything3();
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IRP

=. /O request packets

Most of the requests that are sent to device drivers are packaged in I/O request
packets (IRPs). An operating system component or a driver sends an IRP to a
driver by calling loCallDriver, which has two parameters: a pointer to a
DEVICE_OBJECT and a pointer to an IRP. The DEVICE_OBJECT has a pointer to
an associated DRIVER_OBJECT.

- MSDN SO TEAM
WwOoR I


https://learn.microsoft.com/en-us/windows-hardware/drivers/gettingstarted/i-o-request-packets

IRP

User Mode (Ring3)
Process
v
IRP (/O Request Package)
Win32 API IRP Function Code

CreateFile IRP_MJ_CREATE

..................................... CloseFile IRP_MJ_CLOSE
ReadFile IRP_MJ_READ

WriteFile IRP_MJ_WRITE

DeviceloControl IRP_MJ_DEVICE_CONTROL

Kernel Mode (Ring0)

A4

Driver
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IOCTL 65 TEAMTS

=. Device Input and Output Control (IOCTL)

The DeviceloControl function provides a device input and output control (IOCTL)
interface through which an application can communicate directly with a device
driver. The DeviceloControl function is a general-purpose interface that can send
control codes to a variety of devices. Each control code represents an operation

for the driver to perform.

- MSDN
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https://learn.microsoft.com/en-us/windows/win32/devio/device-input-and-output-control-ioctl-

JOCTL

User Mode (Ring3)

Process

\ 4

IRP (/O Request Package)

Win32 API IRP Function Code
CreateFile IRP_MJ_CREATE
..................................... CloseFile IRP_MJ_CLOSE
ReadFile IRP_MJ_READ
WriteFile IRP_MJ_WRITE

DeviceloControl

IRP_MJ_DEVICE_CONTROL

——» |oControlCode: 0x222000

Kernel Mode (Ring0)

A4

Driver

InputBuffer: input_data
InputBufferLength: 8
OutputBuffe: output_data
OutputBufferLength: 4

19



Kernel Fuzzer bee JEAMTS

koutto/ioctlbf

Aims to fuzz WDM drivers by providing the symbolic
link name and loControlCode.

kOkeoyo/kDriver-Fuzzer

Extension of ioctlbf that enhances its functionality by
supporting features such as logging and fuzzing by filling
null values into the input buffer.

20


https://github.com/koutto/ioctlbf
https://github.com/k0keoyo/kDriver-Fuzzer

What do we need for fuzzing? &35S

=. DeviceloControl

BOOL DeviceIoControl(

[in] HANDLE hDevice, Symbolic Link Name

[in] DWORD dwIoControlCode, a range of control codes
[in, optional] LPVOID lpInBuffer,

[in] DWORD nInBufferSize,

[out, optional] LPVOID lpOutBuffer,

[in] DWORD nOutBufferSize,

[out, optional] LPDWORD 1pBytesReturned, .

[in, out, optional] LPOVERLAPPED lpOverlapped _— not important

Jé
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https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol

What do we need for fuzzing? &35S

=. DeviceloControl

BOOL DeviceIoControl(

[in] HANDLE hDevice,
[in] DWORD dwIoControlCode,
[in, optional] LPVOID lpInBuffer, Buffers to be sent or

[in] DWORD nInBufferSize, : :

[out, optional] LPVOID lpOutBuffer, received which may not
[in] DWORD nOutBufferSize,
[out, optional] LPDWORD 1pBytesReturned,
[in, out, optional] LPOVERLAPPED lpOverlapped

Jé

be properly handled.

22


https://learn.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol

What do we need for fuzzing?

fuzzer.exe -d <SYMBOLIC_LINK_NAME> -i <|OCTL_CODE>

aaaaaaaa...
bbbbbbbb...
0x222000
aaaaaaaa...
bbbbbbbb... - .
fuzzer driver
0x22 8

aaaaaaaa...
bbbbbbbb...




Research

Vulnerabilities

Vulnerabilities | found and how they were exploited.
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CVE-2023-1643

CVE-2023-1642

CVE-2023-1641

CVE-2023-1640

CVE-2023-1639

CVE-2023-1638

CVE-2023-1631

CVE-2023-1630

CVE-2023-1629

CVE-2023-1628

CVE-2023-1627

CVE-2023-1626

CVE-2023-1513

CVE-2023-1493

CVE-2023-1492

NI AT 4 AN A4

A vulnerability has been found in IObit Malware Fighter 9.4.0.776 and classified as problematic. Affected by this vulnerability is the function
0x8001E000/0x8001E004/0x8001E018/0x8001E01C/0x8001E024/0x8001E040 in the library ImfHpRegFilter.sys of the component IOCTL Handler. The manipulation leads to denial of
service. Attacking locally is a requirement. The exploit has been disclosed to the public and may be used. The associated identifier of this vulnerability is VDB-224023.

A vulnerability, which was classified as problematic, was found in I0Obit Malware Fighter 9.4.0.776. Affected is the function 0x222034/0x222038/0x22203C/0x222040 in the library
ObCallbackProcess.sys of the component IOCTL Handler. The manipulation leads to denial of service. Local access is required to approach this attack. The exploit has been disclosed to the
public and may be used. VDB-224022 is the identifier assigned to this vulnerability.

A vulnerability, which was classified as problematic, has been found in IObit Malware Fighter 9.4.0.776. This issue affects the function 0x222018 in the library ObCallbackProcess.sys of the
component IOCTL Handler. The manipulation leads to denial of service. An attack has to be approached locally. The exploit has been disclosed to the public and may be used. The identifier
VDB-224021 was assigned to this vulnerability.

A vulnerability classified as problematic was found in IObit Malware Fighter 9.4.0.776. This vulnerability affects the function 0x222010 in the library ObCallbackProcess.sys of the
component IOCTL Handler. The manipulation leads to denial of service. The attack needs to be approached locally. The exploit has been disclosed to the public and may be used. The
identifier of this vulnerability is VDB-224020.

A vulnerability classified as problematic has been found in I0bit Malware Fighter 9.4.0.776. This affects the function 0x8001E04C in the library ImfRegistryFilter.sys of the component
IOCTL Handler. The manipulation leads to denial of service. It is possible to launch the attack on the local host. The exploit has been disclosed to the public and may be used. The
associated identifier of this vulnerability is VDB-224019.

A vulnerability was found in I0bit Malware Fighter 9.4.0.776. It has been rated as problematic. Affected by this issue is the function 0x8001E024/0x8001E040 in the library
ImfRegistryFilter.sys of the component IOCTL Handler. The manipulation leads to denial of service. Attacking locally is a requirement. The exploit has been disclosed to the public and may
be used. VDB-224018 is the identifier assigned to this vulnerability.

A vulnerability, which was classified as problematic, was found in JiangMin Antivirus 16.2.2022.418. This affects the function 0x222010 in the library kvcore.sys of the component IOCTL
Handler. The manipulation leads to null pointer dereference. Attacking locally is a requirement. The exploit has been disclosed to the public and may be used. The identifier VDB-224013
was assigned to this vulnerability.

A vulnerability, which was classified as problematic, has been found in JiangMin Antivirus 16.2.2022.418. Affected by this issue is the function 0x222000 in the library kvcore.sys of the
component IOCTL Handler. The manipulation leads to denial of service. Local access is required to approach this attack. The exploit has been disclosed to the public and may be used. The
identifier of this vulnerability is VDB-224012.

A vulnerability classified as critical was found in JiangMin Antivirus 16.2.2022.418. Affected by this vulnerability is the function 0x222010 in the library kvcore.sys of the component IOCTL
Handler. The manipulation leads to memory corruption. An attack has to be approached locally. The exploit has been disclosed to the public and may be used. The associated identifier of
this vulnerability is VDB-224011.

A vulnerability classified as problematic has been found in Jianming Antivirus 16.2.2022.418. Affected is an unknown function in the library kvcore.sys of the component IoControlCode
Handler. Theg ay be used. VDB-224010 is the
identifier asg

A vulnerabili - u kvcore.sys of the component
i Keywords: ioc oControlCode i,
identifier VD| u

A vulnerabili e.sys of the component

ay be used. The identifier of

IOCOﬂtI‘OICOuc TTararer. Tiie IarmpuaiauurT Teadus CO TSl y COTTOPUUTT,. MCCAURITTIg ToCarny 1o O TeqUiTeliierict. 111c TAPTIUIC 11dS DTolT gioctiuseu o Oarc paonc arnrg

this vulnerability is VDB-224008.

A flaw was found in KVM. When calling the KVM_GET_DEBUGREGS ioctl, on 32-bit systems, there might be some uninitialized portions of the kvm_debugregs structure that could be
copied to userspace, causing an information leak.

A vulnerability was found in Max Secure Anti Virus Plus 19.0.2.1. It has been rated as problematic. This issue affects the function 0x220019 in the library MaxProctetor64.sys of the
component IoControlCode Handler. The manipulation leads to denial of service. It is possible to launch the attack on the local host. The exploit has been disclosed to the public and may be
used. The associated identifier of this vulnerability is VDB-223379.

A vulnerability was found in Max Secure Anti Virus Plus 19.0.2.1. It has been declared as problematic. This vulnerability affects the function 0x220019 in the library MaxProc64.sys of the
component IoControlCode Handler. The manipulation of the argument SystemBuffer leads to denial of service. Attacking locally is a requirement. The exploit has been disclosed to the
public and may be used. VDB-223378 is the identifier assigned to this vulnerability.
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Previous CVEs

C V= CVE-2022-23831

Insufficient validation of the IOCTL input buffer in AMD pProf may allow an

attacker to send an arbitrary buffer leading to a potential Windows kernel crash

resulting in denial of service.

- MITRE CVE


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23831
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Previous CVEs

CVE-2022-27674

Insufficient validation in the IOCTL input/output buffer in AMD pProf may allow

an attacker to bypass bounds checks potentially leading to a Windows kernel

crash resulting in denial of service.

- MITRE CVE


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-27674

£ Windows 10 1909
E% Kernel Debug
Test Signing

M Analysis Tools

Testlng Environment

VirtualKD-Redux
WinDbg

Visual Studio 2017
Dbgview
KmdManager

kDriver-Fuzzer

28



CVE-2023-20560 e TEAMTS

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP
CVE-2023-20556 AMD pProf AMDPowerProfiler.sys DoS
CVE-2023-20561 AMD pProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD puProf AMDCpuProfiler.sys EoP



AMDRyzenMasterDriver.sys &8 5AVT5

DriverEntry

13| RtlInitUnicodeString(&DestinationString ing).

14 Rt1InitUnicodeString(&SymbolicLinkName,laDosdevicesAmdr);// \DosDevices\AMDRyzenMasterDriverV20e
15| RtlInitUnicodeString(&v5, L"D:P(A;;GW;;; AR EBAY )3

16| v2 = sub_14000808C(

17 (__int64)DriverObject,

18 0,

19 (__inté4)&DestinationString,

36 ox3111u, |IOCTL Handler

21 256,

22 0,

23 (__int64)&vs5,

24 0ie4,

25 (__int64)&DevicelObject);

26 if ( v2 »>=0 )

271 |

28 v2 = IoCreateSymbolicLink(&SymbolicLinkName, &DestinationString);

29 if ( vZ < 8 )

30 DbgPrint("!!!RMDriver: :DriverEn : icli iled\n"); ] |
31 DriverObject->MajorFunction[14] =!(PDRIVER_DISPATCH)IOCTL_Handler'; Symbohc Link Name
32 DriverObject->MajorFunction[2] = DriveroObject->Majorrunction 5

33 DriverObject->MajorFunction[@] = DriverObject->MajorFunction[2];

34|  DriverObject->DriverUnload = (PDRIVER UNLOAD)sub_140001F10; 30



31

Fuzz AMDRyzenMasterDriver.sys

fuzzer.exe -d AMDRyzenMasterDriverV20 -i 0x81112F00

fuzzer

loControlCode: 0x81113000

Y

driver




CVE-2023-20560 - DoS

183
184
185

case Ox81113000:

*(_DWORD *)pSystemBuffer = 20;

(_DWORD

goto LABEL_92;

)pSystemBuffer

20;

32



CVE-2023-20564 e TEAMTS

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP
CVE-2023-20556 AMD pProf AMDPowerProfiler.sys DoS
CVE-2023-20561 AMD pProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD puProf AMDCpuProfiler.sys EoP



34

Read Physical Memory

258 case Ox81112Fe8:

259 if ( InputBufferLength >= @xCuié4

260 && OutputBufferLength >= (unsigned __ int64)*((unsigned int *)pSystemBuffer + 2) + 12 )
261 {

262 _mm_1lfence();

263 if ((ReadPhysicalMemory(

264 *(PHYSICAL_ADDRESS *)pSystemBuffer,

265 *((_DWORD *)pSystemBuffer + 2),

266 pSystemBuffer + 12) )

267 {

268 goto LABEL_97;

269 } i

270 } ReadPhysicalMemory (
271 break;

(PHYSICAL_ ADDRESS *)pSystemBuffer,
((_DWORD *)pSystemBuffer + 2),

(pSystemBuffer + 12)
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Read Physical Memory

BaseAddress s MmMapIoSpace(SystemBuffer_©, SystemBuffer_8, MmNonCached);]
if ( BaseAdd )
{

switch ( pystemBuffer_8 )

K&l MmMapIoSpace(SystemBuffer 0, SystemBuffer 8, MmNonCached);

brez
case :
*(_WORD *)pSystemBuffer_12 = *(_WORD *)BaseAddress;
break;
case 4u:
*(_DWORD *)pSystemBuffer_12
break;

Cc R
'*(_QWORD *)pSystemBuffer_12 = *(_QWORD *)BaseAddress; ]

default:
for ( 1 =0; i < SystemBuffer_8; ++i )

*(_DWORD *)BaseAddress;

)pSystemBuf (_QWORD *)BaseAddress; e

- — K]
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Write Physical Memory

272 case ©x81112FecC:

273 if ( InputBufferLength >= (unsigned __int64)*((unsigned int *)pSystemBuffer + 2) + 12 )
274 {

275 _mm_lfence().

276 if ( WritePhysicalMemory(

277 *(PHYSICAL_ADDRESS *)pSystemBuffer,

278 *((_DWORD *)pSystemBuffer + 2),

279 (__int64) (pSystemBuffer + 12)) )

280 {

281 [LABEL_92:

282 vl = 6;

283 pIrp->IoStatus.Informa ) ;

= }} WritePhysicalMemory (
286 break;

(PHYSICAL_ ADDRESS *)pSystemBuffer,
((_DWORD *)pSystemBuffer + 2),

(__int64) (pSystemBuffer + 12)



Write Physical Memory e TEAMTS

" 4

=+

char _ fastcall WritePhysicalMemory(
PHYSICAL_ADDRESS SystemBuffer O,
unsigned int SystemBuffer_ 8,

MmMapIoSpace(SystemBuffer 0, SystemBuffer 8, MmNonCached);
char v4
unsigned\int 1i; // [rsp+24h] [rbp-24h]
_BYTE *BasRAddress; // [rsp+28h] [rbp-26h]

W o0 NOUT D WN
==

10| v4 = O;
11| BaseAddress =[MmMapIoSpace(SystemBuffeP_e, SystemBuffer_ 8, MmNonCached)J
12| if ( BaseAddress )

13§ {

14 for ( 1 =0; 1 < SystemBuffer_8; ++1i )

15 BaseAddress[i] = *(_BYTE *)(pSystemBuffer_12 + 1i);
16 ImUnmaplosSpace(BaseAddress, SystemBurrer_g8),

i I ‘

IR for ( i = 0; 1 < SystemBuffer_8; ++i )
19| ret

BaseAddress[i] = *(_BYTE *)(pSystemBuffer 12 + i); 37
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Deeper In AMDRyzenMasterDriver.sys

driver

2

Read Physical Memory J\

D Arbitrary Read/Write

Write Physical Memory }/

cmd.exe

<—Spawn—eMB—( Replace Token H Find EPROCESS

NSO TEAMTS

“é*imsz Z 2



Replace Token

Physical Memory

EPROCESS1

Pcb

ProcesslLock

UniqueProcessld

UniqueProcesslid: 4

Token: Oxdeadbeef

ImageFileName: System

EPROCESS2

Pcb

ProcesslLock

UniqueProcessld

UniqueProcessld: 8700

Token: Ox87878787

ImageFileName: PoC.exe

39



CVE-2023-20564 - EoP e TEAMTS

Physical Memory

EPROCESS1

Pcb

ProcesslLock

UniqueProcessld

EPROCESS2

Pcb

ProcesslLock

UniqueProcessld

UniqueProcesslid: 4
Token: Oxdeadbeef

ImageFileName: System

UniqueProcessld: 8700 @

Token: Oxdeadbeef —Spawh— cmd.exe

ImageFileName: PoC.exe "



CVE-2023-20556 e TEAMTS

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP
CVE-2023-20556 AMD pProf AMDPowerProfiler.sys DoS
CVE-2023-20561 AMD pProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD pProf AMDCpuProfiler.sys EoP



AMDPowerProfiler.sys e TEAMTS

Driverkntry IOCTL Handler

54 DriverObject->MajorFunction[@] =

55 DriverObject->MajorFunction[2] = '
56 DriverObject->MajorFunction[14] =|(PDRIVER DISPATCH)IOCTL Handler;
57 DriverObject->MajorFunction[18] = (PDRIVER_DISPATCH)sub_140007C90;
58 DriverObject->DriverUnload = (PDRIVER_UNLOAD)sub 140007040;

59 RtlInitUnicodeString(&SymbolicLinkName, [L"\\??\\AMDPowerProfilere");
60 if ( IoCreateSymbolicLink(&SymbolicLinkName], &DestinationString) )
61 {

62 IoDeleteDevice(DriverObject->DeviceObject]);

63 return 3221225473164;

64 }

Symbolic Link Name

42



fuzzer.exe -d AMDPowerProfilerO -i 0x222000

driver

Y

fuzzer

e |oControlCode: 0x22201C
e InputBufferLength: 0x18
e OutputBufferLength: 0x18

43



IOCTL Handler 638 TEAMTS

177 case 9x22201Cu:
178 if ( IoStack v2->Parameters.Create.Options != 24 || IoStack v2->Parameters.Read.Length != 24 )// ©x22201C
179 goto LABEL_130;
180 SystemBuffer = (char *)Pirp_a2->AssociatedIrp.MasterIrp;
181 if ( !SystemBuffer )
182 goto LABEL_150;
183 SystemBuffer_@ = *(unsigned int *)SystemBuffer;
184 v21 = O;
185 if ( ! (_DWORD)SystemBuffer_0© )
186 {
item v22 = *( FILE OBJECT **)(112 * SystemBuffer 0 + * OWORD *)DeviceExtension + 1) + 64):

( 'MmIsAddressValid(*((PVOID *)SystemBuffer + 1)) ((_DWORD *)SystemBuffer + 1) )

goto LABEL 150;
memcpy (* ( (_OWORD )SystemBuffer + 1), *(char )(items + 40), 0x1000ui6b4d);

goto LABEL_151;

R b

i 1172 % C\/c*}'wo
198 if ( !MmIsAddressValid(*((PVOID *)SystemBuffer + 1)) || *((_DWORD *)SystemBuffer + 1) )

199 goto LABEL_150;

200 memcpy (*((_OWORD **)SystemBuffer + 1), *(char **)(items + 40), ©x1000uiéd);
201 *C({_QWORD T)oystemBurtter ¥ 2) = 1164,

202 Pirp_a2->IoStatus.Information = 24i64;

203 goto LABEL_153; 44



Why can’t we fuzz the vuln?

The program needs a valid address.

(' 'MmIsAddressValid(*((PVOID *)SystemBuffer + 1)) ((_DWORD
goto LABEL 150;

)SystemBuffer

memcpy (* ( (_OWORD )SystemBuffer + 1), *(char )(items + 40), 0x1000ui6b4d);

Y

45



CVE-2023-20556 - DoS e IE

(

MmIsAddressValid(*((PVOID *)SystemBuffer + 1)) ((_DWORD *)SystemBuffer

goto LABEL 150;

memcpy (* ( (_OWORD )SystemBuffer + 1), *(char )(items + 40), 0x1000ui6b4d);

The structure “items” is not initialized.

1) )

46



CVE-2023-20561 & CVE-2023-20562 =i [EAMTS

CVE-2023-20560 AMD Ryzen Master AMDRyzenMasterDriver.sys

CVE-2023-20564 AMD Ryzen Master AMDRyzenMasterDriver.sys EoP
CVE-2023-20556 AMD pProf AMDPowerProfiler.sys DoS
CVE-2023-20561 AMD pProf AMDCpuProfiler.sys DoS

CVE-2023-20562 AMD pProf AMDCpuProfiler.sys EoP



AMDCpuProfiler.sys

DriverEntry IOCTL Handler

(PDRIVER_DISPATCH)
PDRIVER DISPATC

57| DriverObject->MajorFunction[@]
58| DriverObject->MajorFunction[2]
59| DriverObject->MajorFunction[14]
60| DriverObject->MajorFunction[18] = VER_DISP
61| DriverObject->DriverUnload = (PDRIVER_UNLOA

(PDRIVER_DISPATCH)IOCTL_Handler;

Create_sub_140005870;
Close sub 1400058B0;

eanup_su ©058F0;

0;
62| RtlInitUnicodeString(&SymboliclLinkName,|L"\\??\\AMDCpuProfilere"};

63| 1if ( IoCreateSymbolicLink(&SymbolicLinkName, &Desti

64| {

65 IoDeleteDevice(DriverObject->DeviceObject);

66 DbgPrint("[CpuProf] error: Failed to create the s
67 goto LABEL_30;

68

Symbolic

Mationstring) )

kaolic link!\n");

Link Name

48



Fuzz AMDCpuProfiler.sys iz TEAMT

fuzzer.exe -d AMDCpuProfilerO -i 0x222000

(

BB SRR - FIb I RSHRE) -
T TTITU P U

FAPIMI M ETE U SE R LES - EERPRREEHHRE -

driver

Y

fuzzer

e |oControlCode: 0x222058
e InputBufferLength: 0x28
e OutputBufferLength: 0x28

49
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IOCTL Handler

469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511

case ©9x222058u:

DbgPrint("[CpuProf] Processing %s (Function: ©x%@3X)...\n", "IOCTL", (IoControlCode >> 2) & OxFFF);// ©x222058: IOCTL_GET_OUTPUT_FILE

IoStackLocation = pIrp->Tail.Overlay.CurrentStackLocation;

pIrp->IoStatus.Information = 0i64;

if ( IoStackLocation->Parameters.Create.Options != ©x28 )
goto LABEL_24;

OutputLength = IoStackLocation->Parameters.Read.Length; IOCTL GET OUTPUT FI LE (

vll = Outputlength < ©x28; _— _— _—

if ( OutputLength < ©x28 )
goto LABEL_23; .

SystemBuffer = (char *)pIrp->AssociatedIrp.MasterIrp; ( )1tems )

status = OutputlLength < ©x28 ? ©xCe000023 : ©;

SystemBuffer_©_v58 = *(unsigned int *)SystemBuffer;

if ( (unsigned int)SystemBuffer_©_v58 < 8

&& (items = (__int64)&DeviceExtension_v5[0x948 * SystemBuffer_6_v58 + 32]) ( (_QWORD )SyStemBu-F-FeP

&% *(_QWORD *)(items + 136) )
SystemBuffer_32

% A *)Sy £F 3
SystemBuffer_24 (EEEE”S;B((zéLAJCS);;mEl;SyEEe;BﬁzFer + 3); ( (_DWORD )SyStemBu-F-FeP

if ( !*(_QWORD *)items

l

|| '(unsigned inff)IOCTL_GET_OUTPUT_FILE(
(void **)items,
*((_QWORD *)SystemBuffer + 1),

*((_DWORD *)SystemBuffer + 4))

|| !(unsigned int
{
status = OxCOOLLOES;
if ( (*(_DWORD *)(items + 220) & 1) == @ )
status = OxCOOOLLOF;

*((_DWORD *)SystemBuffer + 9) = 0;
status_v3 = status;
pIrp->IoStatus.Information = 40i64;

¥
else
DbgPrint(
"[CpuProf] error: IOCTL_GET_OUTPUT_FILE request with invliad client ID (%u).\n",
*(unsigned int *)SystemBuffer); | N
status v3 = ©xCO000022; ‘r"’“ | AM 5
}
goto LABEL_228; “«»" *i :ﬁ gk 11'[ 2"_2' @



IOCTL GET OUTPUT FILE

1| inté4 _ fastcall IOCTL_GET_OUTPUT_FILE(void **items, _OWORD *SystemBuffer_8, int SystemBuffer_16)
2 {

31 wvoid *v3; .J/ rcx

4| unsigned int len; // ecx

5| unsigned int v7; // ebx

6| __inté4 result; // rax

7| struct _IO_STATUS_BLOCK IoStatusBlock; // [rsp+36h] [rbp-228h] BYREF

8| unsigned int FileInformation; // [rsp+4@h] [rbp-218h] BYREF

9| __int16 filepath[262]; // [rsp+44h] [rbp-214h] BYREF
10
11 wv3 = *items:
128 (3F (. 1v3 5)
13 return 0164;
14| FileInformation = ©;
15| filepath[@] = ©;
16| if ( ZwQueryInformationFile(v3, &IoStatusBlock, &FileInformation, ©x2@Eu, FileNameInformation) )
17 return 01i64;
18| 1if ( IoStatusBlock.Status .
19|  return @i64; memcpy (SystemBuffer 8, filepath, len);
20| 1len = FileInformation; =
21| if ( FileInformation
22 return 0i64;
23| if ( FilelwPBrmation >= 2 * SystemBuffer_16 )
24 gt 2 * SystemBuffer_16;
25 | it S
26 || memcpy(SystemBuffer_8, filepath, len);
27 231 IS O 77 > 2
28| *((_WORD *)SystemBuffer_8 + result) = 0;
29| return result;

30}

51



CVE-2023-20561 - DoS

memcpy (SystemBuffer_8, filepath, len);

Attackers can control an arbitrary address to write.

52



Deeper In AMDCpuProfiler.sys &3 5aMT5

memcpy (SystemBuffer 8, filepath, len); Q

How about the file path?

Arbitrary Write

53
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Control File Path

410 case 0x222044u:
411 status_v3 =]IOCTL_SET_OUTPUT_FILE((__int64)DeviceObject->DeviceExtension, pIrp, IoStack)]
412 goto LABE)/ 228,

IOCTL_SET OUTPUT FILE((__int64)DeviceObject->DeviceExtension, pIrp, IoStack);
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JOCTL SET OUTPUT FILE

156 PerformanceCounter_v20 = KeQueryPerformanceCounter(&PerformanceFrequency).QuadPart;

157 *(_QWORD *)(items + 224) = PerformanceCounter_v20;

158 PerformanceFrequency_v37 = PerformanceFrequency.QuadPart;

159 sub_ e s

160 if (JCreateFile((PHANDLE)items, SystemBuffer_8,

161 && 7 . - — . gguency v37)

162 && *(_QW A

163 {

164 ZwClose(*(HANDLE *)items);

165 *(_QWORD *)items = 0i64; i i

166 | CreateFile( (PHANDLE)items, SystemBuffer 8, v25)
167 if ( *(_QWORD *)items ) —

168 {

169 sub_14000A0BO(itens + 104);

170 if ( CreateFile((PHANDLE)(items + 104), SystemBuffer, v19) )

171 {

172 PoolWithTag = ExAllocatePoolWithTag(PagedPool, ©x200000uié4, 'PupC');

173 *(_QWORD *)(items + 112) = PoolWithTag;

174 if ( PoolWithTag )

175 {

176 _InterlockedExchangeAdd((volatile signed __int32 *)(items + 124), 1u);

177 }

178 else

179 {

180 v22 = *(void **)(items + 104);

181 if (v22)

182 {

183 ZwClose(v22);

184 *(_QWORD *)(items + 104) = 0i64;

! 0S8 TEAMTS
186 } “‘(' \
187 } Q% Tt EH K I Z2 £




Create File 638 TEAMTS

1|bool _ fastcall CreateFile(PHANDLE FileHandle, char *SystemBuffer_8, int a3)

2 {

3l void *v4: [/ rex

4| unsigned int length; // ebx

5| __intl16 UnicodeFilepath[4]; // [rsp+60h] [rbp-2C8h] BYREF

6| char **v1@; // [rsp+68h] [rbp-2C6h]

7| struct _IO_STATUS_BLOCK IoStatusBlock; // [rsp+76h] [rbp-2B8h] BYREF

8| struct _OBJECT_ATTRIBUTES ObjectAttributes; // [rsp+86h] [rbp-2A8h] BYREF

9| char *v13; // [rsp+Beh] [rbp-278h] BYREF

10| __int128 Dst[38]; // [rsp+B8h] [rbp-276h] BYREF

11

12| v4 = *FileHandle;

13| if (4 ) memcpy (Dst, SystemBuffer 8, length

14| { —

15 ZwClose(v4);

16 *FileHandle = 0i64;

17

18| 1if ( SystemBuffer_8 ) . . . . .
19| { ObjectAttributes.ObjectName = (PUNICODE_STRING)UnicodeFilepath;
20 length = 2 * a3; __
21 i‘\ ( 1 ")l\‘\\\\eaieiie\‘\\l’

22 memcpy(Dst, SystemBuffer_8, length + 2i64);

23 L Lo dobalom+blM1] _ .

24 | qe———m—

25 ObjectAttributes.ObjectName = (PUNICODE_STRING)UnicodeFilepath;

26 TREPPVINTLPEOCEN T\ BN PO SN -

27 ObjectAttributes.Length = 48;

28 ObjectAttributes.RootDirectory = 0i64;

29 ObjectAttributes.Attributes = 576;

30 *(_ : ; ; - . = -

31 if (@ ZwCreateFile(FileHandle, ©x40000000u, &0 bjectAttributes, &IoStatusBlock, ©i64, ©x8eu, ©, ©, ©x20u, ©i64, ©)
32 | PP\

33 {

34 *FileHandle = 0i64;

35 }

ZwCreateFile(FileHandle, 0©x40000000u, &ObjectAttributes, &IoStatusBlock, ©0i64, ©0x80u, 0, 0, ©x20u, 0i64, 0)




Arbitrary Write

|IOCTL_GET_OUTPUT FILE

Y

fuzzer

driver

Restrictions for arbitrary write

1. wide char
2. valid file path

|IOCTL_SET OUTPUT FILE

D Arbitrary Write

o7



Exploit

A TEAMTS

\ A =
Varll & & #

=+

IOCTL_GET_OUTPUT FILE

[> Arbitrary Write

IOCTL_SET_OUTPUT_FILE

\o,

Y

fuzzer » | driver
cmd.exe | «—Spawn CMD—

winlogon.exe

]

AN

Hmecfsr’reﬂtode—( Find & Abuse Process's Token

\

/
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Find & Abuse Process’s Token & JEAMTS

EPROCESS & OpenProcessToken
Pcb m .
S ZwQuerySystemInformation
Token EX_FAST_REF
...... Object TOKEN XXX. . XX TXXXXX
RefCnt TokenSource S Deb Privil
Value Tokenld A Ug‘ v ege
Privileges SEP_TOKEN|PRIVILEGES
...... Present
Enabled

EnabledByDefault

59



CVE-2023-20562 - EoP

&

l

TOKEN

TokenSource

EPROCESS
Pcb
ProcessLock
Token EX_FAST_REF
...... Object
RefCnt
Value

Tokenld

SEP_TOKEN_PRIVILEGES
Present

60

N/

cmd.exe

Enabled

EnabledByDefault

s w0 b =

OpenProcess
VirtualAllocEx
WriteProcessMemory

CreateRemoteThread
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Research

Report

Report to AMD PSIRT and their response.

heO TEAMTS

N
Varll i & #

=
N
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Report Timeline - AMD uProf  &sTEAMTS

2022/12 Report AMDuProf-3.6.839, AMDPowerProfiler.sys 10.0.0.0, DoS.

P 2023/01 Assigned an internal ticket.

2023/02 Disclosure plan & assign CVE-2023-20556.

NOowW

2023/08 Release

63



Report Timeline - AMD uProf &8 TEAVTS

2022/12 Report AMDuProf-3.6.839, AMDPowerProfiler.sys 10.0.0.0, DoS.

P 2023/01 Assigned an internal ticket.

2023/02 Disclosure plan & assign CVE-2023-20556.

NOowW

2023/08 Release

2023/03 Assigned an internal ticket.
Disclosure plan & assign CVE-2023-20561 & CVE-2023-20562.

2023/02 Report AMDuProf-3.6.839, AMDCpuProfiler.sys 3.1.0.0, DoS & EoP.
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Report Timeline - AMD Ryzen Master

2023/02 Report AMD Ryzen Master 2.10.1.2287, AMDRyzenMasterDriver.sys 2.0.0.0, DoS & EoP.
O Assigned an internal ticket.

NOW é)

2023/11 Release

O
2023/03 Disclosure plan & assign CVE-2023-20556 & CVE-2023-20560.

=
“'(\

TE@MTE

(
5‘& z %
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Report Timeline - AMD Ryzen Master

2023/02 Report AMD Ryzen Master 2.10.1.2287, AMDRyzenMasterDriver.sys 2.0.0.0, DoS & EoP.
O Assigned an internal ticket.

NOowW

2023/08 Release

O
2023/03 Disclosure plan & assign CVE-2023-20556 & CVE-2023-20560.

=
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TE@MTE

(
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Conclusion

e \WDM drivers constitute a significant portion of Windows kernel drivers.

e Through fuzzing and manual reverse-engineering, a total of 5 vulnerabilities
were discovered and reported to AMD pProf and AMD Ryzen Master, consisting
of 3 DoS and 2 EoP.

e AMD PSIRT demonstrated a commendable response to these security issues

and actively addressed them.
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