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```javascript
const sleep = ms => new Promise(r => setTimeout(r, ms));
(async function exp(){

await sleep(1337);
})()
```

# Markdown



Any text editor:✔notepad.exe    ✔Notepad++    ✔Sublime Text

Rendered Markdown

1. Source + Preview in two panels:

• VS Code

• HackMD

2. WYSIWYG: What You See Is What You Get

• Notion

• Typora

# Markdown



Obsidian CVE-2023-2110

Typora CVE-2023-2316, CVE-2023-2317, CVE-2023-2971

MarkText CVE-2023-2318

• Why security mechanisms sometimes fail?

• How attackers smuggle their payloads?

Electron-based Markdown Note-taking apps

https://www.cve.org/CVERecord?id=CVE-2023-2110
https://www.cve.org/CVERecord?id=CVE-2023-2316
https://www.cve.org/CVERecord?id=CVE-2023-2317
https://www.cve.org/CVERecord?id=CVE-2023-2971
https://www.cve.org/CVERecord?id=CVE-2023-2318


# title → <h1>title</h1>

## subtitle → <h2>subtitle</h2>

Extensions:

+ Math formular

+ YouTube video

+ Gist

+ Imgur picture

+ PDF

+ Music Notation

…

Why “Markdown Note-taking Apps”?



![STAR Labs](https://starlabs.sg/)

<a href="https://starlabs.sg">STAR Labs</a>

↓ rendered in the same way!

STAR Labs

STAR Labs

<script>alert(/._.?/)</script>

<a href="https://x.com" onclick=alert(/._.?/)></a>

<iframe src="javascript:alert(/._.?/)"></iframe>

Why “Markdown Note-taking Apps”?



“Electron”

“nodeIntegration”

“XSS to RCE”

npx asar extract

--inspect=9222

--remote-debugging-port=9229

require('child_process').execSync('calc')

Why “Electron-based”?



Electron = Chromium + Node.js

• Access file system

• Create new process

• Interact with hardware

• Send customized notifications

• …

Why “Electron-based”?



Possible Attack Path

evil.md evil.md

attacker victim

XSS?

Markdown

editor

send open in render HTML

Electron

APIs



Case Study #1

Obsidian Local File Disclosure



• "Live Mode" by default

• Supports HTML tags 

• Dangerous tags/attributes are removed or not rendered

Obsidian



• lib/purify.min.js              DOMPurify 2.3.6

Obsidian



• DOMPurify but <iframe> is allowed

Obsidian



• DOMPurify but <iframe> is allowed

Obsidian



• Local image is loaded from app://local/<abs_path>

![](./img1.png)     ->    <img src="app://local/C:/Users/…/img1.png">  

Obsidian



• Fetch API

• XMLHttpRequest

Obsidian



• CVE-2023-2110

Obsidian Local File Disclosure



• Electron protocol API

What is “app://”?



• obsidian.asar/main.js

protocol.registerFileProtocol('app', <function>)

• app.asar/main.js

“Registers the scheme as standard, secure, bypasses content security policy for resources”

What is “app://”?



• app://obsidian.md/<path> -> resources/obsidian.asar/<path>

• app://local/<path> -> absolute path

What is “app://”?



• Check req.referrer to prevent <iframe> accessing local files?

Expectation: "https://..."

Reality:

What is “app://”?



• registerFileProtocol

• Access-Control-Allow-Origin: *

What is “app://”?



Demo - CVE-2023-2110



Case Study #2

Typora Local File Disclosure



• Allows  ✔<iframe> ✔<embed>

• registerFileProtocol('typora', <function>)

Typora



• getRealPath(e.url)

Typora



• getRealPath('typora://app/C:/windows/win.ini')

• Returns "C:/windows/win.ini"    CVE-2023-2316

Typora Local File Disclosure



Case Study #3

Typora Local File Disclosure 
(Patch Bypass)



• Fixed in 1.6.7

Typora Patch Analysis



• Fixed in 1.6.7? 

Typora Patch Analysis

"typora://app/C:/windows/win.ini"



• Fixed in 1.6.7? Not really!

Typora Patch Analysis

"typora://app/C:/windows/win.ini"



"typora://app/typemark#/../../../../../../../../Windows/win.ini"

Typora Patch Bypass

"typora://app/C:/windows/win.ini"

Removed by substr Replaced with "C:\Program Files\Typora\resources\" 



• Path traversal      CVE-2023-2971

Typora Local File Disclosure (Patch Bypass)



Case Study #4

Typora XSS to RCE



• DOMPurify 2.0.7

• Known MathML mXSS bypasses didn’t work

• <iframe> and <embed> are allowed 

Typora XSS?



• All <iframe> are converted to <webview> → No access to top frame 

• <embed> is loaded as-is 

Typora XSS?



• DOMPurify

• ❌<embed src="javascript:...">    ❌<embed src="data:...">

• <embed src="https://..."> ✔

• Set top.location to data: or javascript: ? ↓failed 

Typora XSS?



Where is the top frame?

• typora://app/typemark/window.html

• What about XSS in

typora://app/<SOMETHING> ?

Typora XSS?

location.origin



typora://app/typemark/window.html ↓loaded from

C:\Program Files\Typora\resources\window.html

Typora XSS?



XSS in updater\updater.html 

location.search → innerHTML

Typora XSS!



XSS in updater\updater.html 

location.search → innerHTML

Typora XSS!



<embed src="typora://app/typemark/updater/updater.html?...<XSS>... ">

Typora XSS!



• nodeIntegration: true +   require exposed in top frame   =  RCE 

• CVE-2023-2317

Typora XSS to RCE



Demo - CVE-2023-2317



Another Attack Path?

evil.md evil.md

attacker victim

XSS

Markdown

editor

send open in render HTML

Electron

APIs

attacker’s

web page

victim

XSS?

Markdown

editor

copy from paste into render HTML

Electron

APIs



Copy & Paste XSS
https://research.securitum.com/the-curious-case-of-copy-paste/

https://research.securitum.com/the-curious-case-of-copy-paste/


Copy & Paste XSS
copy event

• ClipboardEvent.clipboardData.setData(format, data)

Expectation:

Lorem ipsum

Actual data copied:

Lorem ipsum<embed style="display:none" src="typora://...(RCE payload)...">



Demo - CVE-2023-2317 (Copy & Paste)



Case Study #5

MarkText XSS to RCE



• “Focus Mode” by default

• DOMPurify again

• No custom protocol registered

• No <iframe> or <embed>

MarkText



• A lot of XSS bugs in the past

MarkText



• Paste event handler in src/muya/lib/contentState/pasteCtrl.js

• Fetch page <title> for all <a> tags, sanitize then set innerHTML

MarkText



• Paste event handler in src/muya/lib/contentState/pasteCtrl.js

• else  span.innerHTML = link.textContent forgot to sanitize?

MarkText



<a href="http://0.0/?#&#x3C;svg&#x3E;&#x3C;svg&#x20;onload=alert(location)&#x3E;">

http://0.0/?#&#x3C;svg&#x3E;&#x3C;svg&#x20;onload=alert(location)&#x3E;</a>

getAttribute("href") == textContent == "http://0.0/?#<svg><svg onload=alert(location)>"

innerHTML = e.textContent

MarkText



[�](<a href="XSS payload">XSS payload</a>)   →   �

Use blank or zero-width unicode characters to hide the payload!

MarkText



Demo – CVE-2023-2318 (Copy and Paste)



• Handling HTML codes in Electron can be hard, even with DOMPurify

• Websites can tamper with your clipboard

• What you see is not what you get in WYSIWYG editors, when HTML is involved:

• style="display: none"

• height="0px"

• [�](<iframe …)

• Electron apps + XSS = 

Takeaways


