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企業現況（⼤部分）
• So many acronyms there in CSIRT. What organization you want to have in 

your company


• CIRT, CSIRC, CIRC, CERT, IHT, IRC, IRT, SERT, SIRT …


• In fact, it’s not “what you want”, it should be “what are needed in order to 
fit” to the role your company plays 


• Generally speaking, CSIRT, CIRT and CERT are relatively well-known 
among them


• There’s another one called “PSIRT”, responsible for product security
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We have a security team
and then …?
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Critical Function
• Help enact security policies


• Set up security monitoring tools to receive raw security-relevant data


• Leverage logs to find suspicious or malicious activities by


• Analyze alerts / warnings


• Investigate IOCs, e.g., file hashes, certain patterns, etc


• Review and Rectify detection / correlation rules


• Share findings and experiences with threat intelligence community
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Critical Function
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COMPUTER SECURITY INCIDENT HANDLING
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NIST Cybersecurity Framework
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NIST Cybersecurity Framework
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Incident 
Response Preparation



NIST Cybersecurity Framework
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辨識 
Identity

• 資產管理 
• 營運環境 
• 治理 
• 風險評估 
• 風險管理策略 
• 供應鏈風險管

偵測 
Detect

• 異常偵測及事
件管理 

• 持續性安全監
控 

• 偵測流程



Asset Management
We do our “best” to identify all stuff and categorize them as
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1. System: What systems do we have


2. Personnel: How many employees in total


3. Device: How many devices do we own


4. Data: What data do we have


5. Capability: What capabilities do we have




資產盤點 & 風險評估



Log
We know logs are important, so we collect logs from
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Log

1. So many security devices that we’ve installed, e.g., firewalls, IPSs, etc


2. Host-based information, e.g., Windows EVT, AntiVirus, EDR, etc


3. Web servers’ logs


4. Printers / Collaboration tools


5. Others

We know logs are important, so we collect logs from
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主動偵測 & 資訊備查



SIEM
• Combine the functions of security information management (SIM) and 

security event management (SEM)


• A SIEM system has many capabilities and features. In many cases, these 
features add as much value to startups or SMBs as they do for big 
companies


• Log management


• Event correlation


• Threat detection
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企業正⾯對如何因應威脅的難題
SOC 成效不彰、⼯作痛苦



SOC 成效不彰
• What makes the SOC ineffective? (⼈的問題)
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SOC 成效不彰
• Why operating a successful SOC is that hard? (⼤環境的問題)
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SOC ⼯作痛苦
• What makes working in the SOC painful? （物的問題）
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應以⼈為出發點



SOC 成效不彰

58

• Why operating a successful SOC is that 
hard?


• Lack of visibility into the IT security 
infrastructure


• Outsourcing is inconsistent with 
the organization’s culture


• Turf or silo issues between the 
organization’s IT security 
operations and SOC




SOC 成效不彰
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• Why operating a successful SOC is that 
hard?


• Design and discuss with IT 
department and get involved


• Think twice before deploying


• Make a balance between IT & 
Security



SOC 成效不彰
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Know the business flows to simplify the identification of threats



SOC ⼯作痛苦
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• What makes SOC ineffective and working in it painful? 


• Lack of skilled personnel


• Yield too many false positives
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• What makes SOC ineffective and working in it painful? 


• Lack of professionals that can lead and prioritize alerts / threats


• Lack of proactive threat hunting that can correlate events and reduce 
false positives


• Let human do humane things


• Let machines do the routine jobs


• Let’s play a win-win game between human beings and machines
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• What makes SOC not ineffective and working in it not painful? 


• Not lack of professionals that can lead and prioritize alerts / threats


• Not lack of proactive threat hunting that can correlate events and 
reduce false positives
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Recruit professionals / Train the members

• Skilled personnel are also valuable properties


• A Tier 2 Analyst often requires such professional skill set


• Review trouble tickets


• Leverage asset management and threat intelligence to identify 
affected systems and the scope of the attack


• Determine and direct remediation and recovery efforts
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• What makes SOC not ineffective and working in it not painful? 


• Not lack of professionals that can lead and prioritize alerts / threats


• Recruit professionals and treat them well, or train the members


• Hold internal / cross-department technical meeting
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reduce false positives



Internal / cross-department technical meeting

• Share sharp techniques or findings


• Give advises on approaches or methodology


• Know better on others work
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Engage in the Threat Intelligence community
• FIRST - Forum of Incident Response and Security Teams


• APCERT - Asia Pacific Computer Emergency Response Team


• G-ISAC - Government Information Sharing and Analysis Center



Engage in the Threat Intelligence community

• Squid’s static buffer overflow


• Google Chrome: CVE-2019-13720 & CVE-2019-13721


• BlueKeep: CVE-2019-0708


• Emotet & MegaCortex


• GlobeImposter



Misguided Threat Intelligence

• Can lead to problems


• Verify with multiple sources


• Call out vendors



SOC ⼯作不痛苦
• What makes SOC not ineffective and working in it not painful? 


• Not lack of professionals that can lead and prioritize alerts / threats


• Recruit professionals and treat them well, or train the members


• Hold internal / cross-department technical meeting


• Not lack of proactive threat hunting that can correlate events and 
reduce false positives


• Participate and engage in the Threat Intelligence community


• Deploy MDR / EDR with MSSP or SOAR with playbooks
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• Not to mention “the variability of malicious activities”
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Context matters
• Even DARPA points out “It’s very difficult to detect cyber threats across large 

enterprise networks”


• Not to mention “the variability of malicious activities”


• What we need is a “Adaptive Security Architecture”


• Traditional “prevent and detect” approaches are inadequate due to


• Increasing adoption of cloud-based systems


• Open application programming interfaces (APIs)


• The network perimeter is gone (or extended and now exists everywhere)



CARTA
The Gartner Continuous Adaptive Risk and Trust Assessment
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5. 使⽤分析技術、⼈⼯智慧、⾃動化和調度編配（Orchestration），以加速偵測及回應的時間，並和
擴⼤影響⼒
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SOAR
• Do I Need a SIEM if I Have SOAR? 


• It depends on what you mean “SIEM”


• Short answer is “Not necessarily”, if SIEM is only for log repository



Closing Remarks
• The defense line has been pulled back to the end points again due to 

undetected attacks and the imbalance between defender and attacker


• It was end-point at first (AV), then went to the front line (Firewall / 
WAF/ IPS), and moved back to the end-point again


• Besides that, Zero Trust Network has become more and more important


• Web / Browser Isolation, VDI


• CDR / URL replacement



There’s no killer products
Only the products fit the company, the environments, the teams


which make them “good”
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You have to
• Make sure you really need the products


• Give them a UAT to PoC


• Aggressive detecting capability


• Lockheed Martin Cyber Kill Chain / MITRE ATT&CK Evaluations


• Red Team Assessments 


• Adaptive response capability


• SOAR


• Containers / Kubernetes / Microservices
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Thank you ☺ 

Question?


