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« REFFE (SonyPictures) £ LEFE— (11/24) BREZEAE » EEAH
MR BEEER B R RETEMNNR W EEAPEKER
2EEMPBR - T AFENBIEER SZEERNEEZREBE AT
BRMEREINENEEER EREBEHSZERIEINMIEIR » 2%
HEIEXRANZEN4AS/NSRII A FRERITER » BErERELRREE
EEESHSNT AR LETEN B IEMEE o

Jdinl

« GEBEAE - BE TR - FEHEERTE » BBlue CoatEERESE
#4477 FBIFTIR X HDestover B BFE T » BIRZERENEFIEHESony
Pictures » ZAEH A BRE BUZLHE © BR T sCErSony A B & # 2 F8 B IP{ HE
MR BT ZEALZEENEAE IBERE - E25F
Sony#EiE v % EERENMETHGBEE  SEfRERENESR - #
frifum o R in AR R RE R ARA¥MN T E#E (MBR) o 4
Destoverdi2 5 —{EABMPE 2R Hacked By #GOP | Z H EdSony#{E%
R EIRERSE T —3 -

BRI http://www.ithome.com.tw/news/92853




Sony PicturesEE{4-4RE 452 (1)

2014.11.24

Sony Pictures {EH 1 #%E%, GOP ( Guardians Of Peace ) EfEEMIERY

| am the head of GOP.

| appreciate you for calling us.

The data will soon get there.

You can find what we do on the following link.

2014.12.01

FBIF I AR, W hE 2 L ae iy

GOPFEH26.4GBIVE KL, 145 4864(H & Ac Ei133880 [ f 2
15232([H{F H‘&FE\IE’JSSN%&




Sony PicturesEE{4-4RE 452 (2)

2014.12.03

SN E HH AR

« GOPREHEE —HtwfmERL 33.7MBHYBRAERE R

* H& 7 5004HIR%:, &R, ANERIP

» {alflkasHYR :ﬁ‘éﬂ

o 1214HFTPIEER

o NEPEME Y S EIREIESR, BFEYouTube,novell, mediataxi, inflight,
fidelity, spiDR, SPIRIT, sony style family center, FEDEX, Connect, SPTI, Acron
TASS, SPE Courier, Concur, SPC Press, AIM, HR Connect, AMEX



Sony PictureZEB{44R4F 52 (3)

2014.12.
X > IERRERE IR (E R LR T Rre IEFR, W Aad LR 2

2014.12.17

Sony Pictures EATEUE “The Interview” /\HjL
2014.12.19

FBIFfsL B R EIlR et L (EE
2014.12.23

JEREET Y MRS ETEOE
2014.12.24

Sony Pictures EAT%K1E “The Interview” /\Hj
2015.01.02

SR I LR A TR —Hm A SO




I EESPERY S = A
( FBI/US-CERT/ MY EER)

R N

SMB &2 278 2 a5 5 A ﬁﬁ%?ﬁﬁ/\ﬁ%’:@fﬁ
Erie LH RAL EEEEAERS, BRERsRE, BEE

Y= ite Ja! 137 EAdi[o|eEA R A<
ETHE 107H PN EP AR S E A (5
FERERZIE T H  oRA W IEREREGA LIS (MBR)

B & ER T H  21H# bR SR =N FFRECER
Destover 6/ AU TH B EhE & o, 18 R 45




/L_J\JL_;\$EEA_E Ej Zz_gizlj_:l‘

( FBI/US-CERTMARYEEH)
B
203.131.222.102 ZE[K 8080
217.96.33.164  JHHE 8080
88.53.215.64 R F 8080
200.87.126.116 ¥ Fl|4fErq 3080
58.185.154.99  Hrhi 8080

212.31.102.100 ZEJFHESHT 3080

208.105.226.235 =E[ 30




acked By hois Team

SRS,

::: Who is "Whois' ? :::
r3cycl3r@whois.com

We continue till our, request be met.
We've obtained all your Internal d

Hi 1

We have an Interest in Hacking.

This is the Beginning of Our Movement.
User Acounts and All Data are in Our Hands.
Unfortunately, We have deleted Your Data.

We'll be back Soon.

PICTURES

ON THE INSIDE s

35 1373 49.80 | 7; .65 = ,‘,&[wm@am

dd 4716 ¥ 6.70 &0 i\sx\

46711381 13.25 -
dd 6701 3 38.73 6o EA)
... 294609 - 54 | G L
dd 223586 E 26519 &

dd 711564 4112.86 S

50233501 "R 41 3758 &8

21717014 w0 4

KIM JONGUN

A KA. NUKE NUKE Mickey Lover | —




IRFBIFFIN[E & A

Christopher M Davis ¥ Follow
@DavisSec

As a guy that works with the FBI on cyber crime fairly

often, | still can't help but feel like they got this wrong.
NK lacks this ability.

1:28 AM - 20 Dec 2014

B 2014.11.21-22
| Bl /N 200+ GB
ot Sammbeger o CO me s onnalond e ogams e | rmre s s s

Ty Wegkend o s e nvesigatons concsions. Vi s of e MBS B0 | s ke ssma bit/s S>>
ound e 8 20mEE




AP IS R http://sony.attributed.to/)
fRILEE B A S E

IP Indicators

IP Address Country Geolocation Description
203.131.222.102 Thailand Malware C2
217.96.33.165 Malware C2

POWERCOM , B, FI&%
88.53.215.64 Italy Malware C2
200.87.126.116

DreamC|tyMed|a mEEETE, ﬁiﬁ‘:

58.185.154.99 vaware G2
212.31.102.1 Cypress VITSSEN, ?%\%ﬁﬁﬁl—‘ﬁ, ﬁiﬁ’i
208.105.226.235 United States Malware C2

125.183. 49.218 Communicating with 217.96.33.165

203.132.168.221
203.149.124.98

150.107.68.133

58.181.42.23

North Korea

HOSTWAY, ST REE I, FaEE

North Korea
North Korea

North Korea

Communicating with 58.185.154.99

VAAN, B, FI5E

Logged into pastebin using the "GuardiansOfPeace” login id.
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ST Ry AT Part |

BKDR_WIPALL.A
diskpartmglé.exe

=22

SYa

BKDR_WIPALL.B usbdrv32.sys

igfxtrayex.exe n .
(Gives attacker read/write
access for installed files)

WIPALL infection chain




diskpartmgl6.exe(BKDR_WIPALL.A)

2] PrococodeD s ——— S —
ol WORD =)RuIn[257] - O;
CIN[259]) - ©O;
WS = SerTickCount{):
srand(oS )
stroepyC{char =)uin, (const
v = SetTickCount);
sprintf(&oisplagtiane, "ISsTA™, TRasMqerp™, ws):
sStroecpe(tu 2y, "RasSecrulty™);:
T = (char

char =){(260 = rand{) T 10 « AZN7SER)):

«)ipExistingrFileNane3s

Fesull = sub_ et €=t, 1IpOSerRane , 1pPasswoord)s

axZao9 )

1iF ¢ Cunsigned Iint)reswlc >=

Sisep

iF ¢ BetFilenatterin

tesAd(&F LI1e=NGne) == -1 )

sprintfd{char
sStrecpuCCcirar =)
wY = sub BS11D
Slvep(Bxédnhu)

CetFilenattriby

L SN B

“AAAN\TSA\\SharedS\\syswowsh™, at):
BEinaryfFatnhtHame

ol exe Jq Jc net share sharedS$-ISystemRootI JERANT tevergyone FULL' )
a1, &hisplagpMane , GBREInarygfathMame) 3

csAaluIs) -

-41:

LAasEL_22:
sSub MB1198C ) >
returm uvs

>

w7 = char = pExXIstingF LlerMarne g

elue
<

sprintfddcn

=Puish . NN\ TE\CZadndnS\\systen32*
sprintf(dch

A1)
«PEBL1E ., \N\\Ts\NadnindS\\SsyswowdnTt, a1

>z

>
subh_NoIZBOLV S
u9 = sub_unai2
sprintfF(®orw
iF ¢ Cunsign
e

Cint)BGuin, Lintd)uvinds
Lur, €int)uvis, (incd)wiands
“TEN\=, WIS, wia)s

ad int)wd >= HBx2000 )

1eNIme) ==

perR NIRRT HEn R AR E R =4

45everyone

U9 e Sub
Sieep(Bxéanhu) 2
if ( »9 = 8192 & uvY 2= 8193 )

w193

ifF ¢ =ubd_XRO2680C21, (Ent)ipUserMane, (int))iplassword, (int)BEvZR) == 1 )
ue = B8I92;
>
>
goto LABEL 22
>

returm conal g

>
sub_4013&0:62



igfxtrayex.exe(BKDR_WIPALL.B)

82") 3

dword_H128E8 = inet_addr (2]
word_4120E4 = 8080;
dword_41208E6 = inet_addr(21] 64");
word_4120EA = 8000;

dword_4120EC =~ inet_addr("88.77 ™% Aa");
word_H120F0

ERF NG, TS T 52

word_HK13920 =
word_HX13922 = 10;
word_H#13926 =
word_413928 =
word_&1392AQ =

result = «f

{
case 187:
Sleep(Bx927C0u);

Dest

i HAE T iissvr.exedllF B T

wescpy(&best, L"-w");

fiZ2 -HAE = usbdrv32.sysiii il T

wescpy(&best, L-m");

wcscpy(&(lf-.—' It . Lu_dn) :

WSAStartup(®x202u, &Sabata);
sub_K#02750(&unk_H138F8);
dword 41391C = 4:

TERTABERHTERHI PR (R R RS A )

SUU ue 5
sub_4033EB("'cmd.exe /c net stop MSExchangelS /y™);

result = sub_%02D10();
break;

case 100:
vl = CreateThread(0, 6, (LPTHREAD START
WaitForSingleObject(vi, OxXFFFFFFFFu);
result = CloseHandle(u1);
break;

case 109:

result = sub _401430();

break;

[ INE)Startaddress, 0, 8, 0);

case 119:
resullt = sub_4027A0();
break; R . . o
D {2+ Microsoft Exchange Information Store service %5

H




BT Ay Tt Part I

@

BKDR_WIPALL.D

§ Deletes files in

g W_]‘ fixed and

—~—— RegBterEG as network drives
= PMSve
(Perfarmance
Manager) service

vy |
¢ BKDR_WIPALL.C

DD D
igfxtrayex.exe | ]

BKDR64_WIPALL.F CARRIES OUT THESE ROUTINES

ams.exe —
§ § Connects to alist
7 of machines using

net use and a
specific password

Terminates McAfee
Processas using

KProcessHacker

(kphsys)
UdaterUlexe —
McTrayexe
shstat exe
FrameworkServiceexe L/ L/ |/
VsTskMgrexe kph.sys usbdrv32.sys walls.bmp
mfeann exe -
(Gives
naPrdMarexe (KPro&%zI:)ad(er TR
access)

BKDR_WIPALL.D infection chain



BKDR64_WIPALL.F

o ZrAEKProcessHacker BRENFE T
o RF[McAfeefE = =14

@ mcshield.exe
@ UdaterUl.exe

mov rcx, cs:quord 14000AF60

lea rax, [rsp+68h+var_18]

Xor r8d, r8d

Xor edx, edx

mov [rsp+68h+var_ 48], rax

call cs:quword_14000AF58 ; ZwDevicelOControlFile
add rsp, 68h

retn

Confidential | Copyright 2014 TrendMicro

2015/1/12 Inc.
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FRR ARG R (1)

H S/ BR¢ ] EHERE

2014.11.28 SEEHWP X AEUE

2014.12.09 05:00—15:00 #¢7%£5980Ff 5 = # /1453571 A

2014.12.10 11:00 SRR A R S T
2014.12.10 PN R A IS o A A A
2014.12.15 B2 AF NaverZf & i B dasRIE &

2014.12.15 20:01 E% 22 [N facebooklESEEETT



BRI FR(2)

H S/ BR¢ ] EHERE

2014.12.15 20:14 HRE IR B — I L

2014.12.15 20:33 BRTERS S M EEL, AN ENE T &R
2014.12.15 20:37 BRI EE =L, B R B 58
2014.12.15 20:40 BTE RSB U, B ARE SR
2014.12.15 20:42 BRTE IS LR, S/, R B

A ho AM 17
2014.12.15 23:41 Bz (twitterfiESEZE 1T




FFRE IR FR(3)

2014.12.16 01:00  Twitter & X 2&4g4s, 7] T kR
2014.12.18 14:00 Twitter 84S, M 5N T E R
2014.12.18 18:40 NaverHJEZ & R 5% E AL B IR SR
2014.12.19 20:20 Twitter = L EEMH#EAE, AMHSIN N EER
SRS, NS N EGER
2014.12.2315:07  Twitter 71 &S LS, AMESSIN M EIE R

—

2014.12.21 01:30 Twitter//
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2014.12.23

2014.12.25
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2014.12.28
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R tE R\ YR

L

MUAZIM . hwp  (PEFEETEIE . hwp) Dropper
2| n SLANE LK M. hwp (§MLEASE—HYZ 2 HEZ .hwp)  Dropper

ZT A . hwp (BH)I[E245 . hwp) Dropper
EAMFEE hwp (Hr PEEE . hwp) Dropper
Ot O A hwp (Z4E FL.hwp) Dropper

M Hprogram(Z|4-W2).hwp (FZH1FL (e E1-W2).hwp) Dropper
Xt= 2014.hwp (EiiE_2014.hwp) Dropper

wsss.dll Wiper
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Spearphishing email TROJ_MDROPWQA TROJ_WHAIM.A

Targets 32-bit playform.
Contains an embedded
64-bit version

Infection Chain for MBR Wiper Attack




S Z T |

ziv§ hwpSproc cat --vstreams x.hwp BodyText/Sectionl,records | more

ziv$ hwpSproc 1ls x.hwp [
\x@5HwpSummaryInformation Ll
BodyText/Section® "poyload": [

. "19 00 00 00 04 08 00 00 10 00 00 03 01 00 00 00",
BodyText/Sectionl "01 00 00 00 00 00 00 00"

BodyText/Section?2 agmu@

BodyText/Section3 'size': 2,

tagid": 66,
BodyText/Section4 "tagnane": "HPTAG_PARA_HEADER"
h
BodyText/Section5 {

"level": 1,

BOdYTeXt/SeCtionG "payload": [

DocInf "02 00 64 63 65 73 00 00 00 00 00 00 00 00 02 00",
ocinTto "02 00 64 6 6F 63 00 00 00 00 00 00 00 00 02 00",

"0b 00 20 6c 62 74 00 00 00 00 00 00 00 00 0b 00",
ll@d @0”

DocOptions/_LinkDoc
FileHeader ],

"segno": 1,

PrvIimage "size": 50,
"tagid":[BF
PrvText "tagnanel® "HHPTAG_PARA_TEXT"

Scripts/Default]Script
Scripts/JScriptVersion
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