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Botnet based on Browser and Social Engineering
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Protocol

. IRC

HTTP

. P2P

. Instant Messenger (MSN etc.)
. Own communication
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Botnet Trends Analysis
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Router Botnet

http://dronebl.org/blog/8



* called 'psybOt’

* maybe first botnet worm to target routers and DSL modems

* contain shellcode for many mipsel devices

* not targeting PCs and Servers

* user multiple strategies for exploitation, such as bruteforce user/pass
* harvests usernames and passwords through deep packet inspection
* can scan for exploitable phpMyAdmin and MySQL servers

http://dronebl.org/blog/8
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Botnet based on Browser and Social Engineering
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Botnhet Detection
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Bypass Matrix i

Pass Comments
AntiVirus ﬁ @ Pure JavaScript, Mo APl Hooks, No Registry, Mo DLL
Rootkit Detection %’ @ Pure JavaScript, Mo APl Hooks, No Registry, Mo DLL
Process Explorer A= | Combine with Browser, Mo Process, No DLL

Network Monitor %’ @ Same with normal network traffic

%’ @ Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Behavior/Log Analysis %’ @ Borwser is in Whitelist (Basically),

Same with normal networlk traffic

Honeypots

DNS Traffic A= | Use legitimate DNS server, No DDNS
. A= | Use real behavior and account,
SPAM Signatures ‘@ | and many ways to bypass SPAM detection

A= | No lmplement IRC protocol.
IRC Analysis ‘@ | (IRC protocol often block by corporation,
even some tools judge all IRC are evil connect)

&A= | Noimplement P2P protocol.
P2P Analysis @ | (No need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Open Proxy a= | No Open Proxy

VPN A= | Normal allow HTTP/HTTPs
-~
ﬁ @ Connect with legitimate server, Pure JavaScript,

Contents is pure data not malware code,
Hard to extract keywords

Content Filter




Bypass Matrix i

Pass Comments
_> AntiVirus ﬁ @ Pure JavaScript, Mo APl Hooks, No Registry, Mo DLL
Rootkit Detection %’ @ Pure JavaScript, Mo APl Hooks, No Registry, Mo DLL
Process Explorer A= | Combine with Browser, Mo Process, No DLL

Network Monitor %’ @ Same with normal network traffic

%’ @ Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Behavior/Log Analysis %’ @ Borwser is in Whitelist (Basically),

Same with normal networlk traffic

Honeypots

DNS Traffic A= | Use legitimate DNS server, No DDNS
. &= | Use real behavior and account,
SPAM Signatures ‘@ | and many ways to bypass SPAM detection

A= | No lmplement IRC protocol.
IRC Analysis ‘@ | (IRC protocol often block by corporation,
even some tools judge all IRC are evil connect)

A= | Noimplement P2P protocol.
P2P Analysis @ | (No need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Open Proxy a= | No Open Proxy

VPN A= | Normal allow HTTP/HTTPs
-~
ﬁ @ Connect with legitimate server, Pure JavaScript,

Contents is pure data not malware code,
Hard to extract keywords

Content Filter




Antivirus
a-sguared
AhnLab-V3
AntiVir

Ant iy-AVL
Authent ium
Bvast

BVG
BitDefender
CAT-QuickHeal
ClamAV
Comodo
DrWeb

eSafe
eTrust-Vet
F-Frot
F-Secure
Fortinet
GData
Ikarus

Jiangmin

4.8.1335.0

B.5.0.3B7

1.2

10.00

0.54.1

1666

5.0.0.121B2

T7.0.17.0

31.6.6617

4.4.4.56

B.D0.14470.0

3.120.0.0

19

T3.1.1.64.0

11.0.706

VIRUS

TOTAL

File BotFox.xpi received on 2009.07.16 05:29:57 (UTC)
Current status: finished
Result: 0/41 (0.00%)

Last Update
200%.07.16
2005%.07.18
Z200%.07.16
2009.07.18
200%.07.16
2009.07.168
200%.07.15
200%.07.16
200%.07.16
Z200%.07.16
2002.07.186
200%.07.16
2002.07.15
200%.07.15
2009.07.168
2005%.07.16
200%.07.16
2005%.07.18
Z200%.07.16

2005.07.15

Virustotal is a service that analyzes suspicious
files and facilitates the quick detection of viruses,
worms, frojans, and all kinds of malware detected
by antivirus engines. More information...

KTAnt iVirus 7.10.7%3
Kaspersky T.0.0.125
MchAfee 5BTT
McAfect+Artemis 5677
McAfee-GW-Edition 6.B.5
Microsoft 1.4E03

MOD32 4246

Norman 6.01.09
nFrotect Z200%.1.6.0
Panda 10.0.0.14
PCTools 4.4.2.0
Frevx 3.0

Ri=ing 21.3B.30.00
Sophos 4.43.0
Sunbe=1t 3.2.1685E8.2
Symantec 1.4.4.12
TheHacker 6.3.4.3.36E
TrendMicro B.%50.0.10%4
VER3IZ 3.12.10.8
ViRobot 200%.7.16.1E36

VirusBuster

4.6.5.0
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AntiVirus

1. JavaScript B4 @ EEEFIE E B ZmE o
2. #{E{a] APl Hooks -

3. H{Efa] Registry °

4. BEMDLL -

TH KB~ SE- AEE-NE..ZF-
FHEEA VirusTotal IR -



Bypass Matrix i

AntiVirus

Pass

V@

Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

+ Rootkit Detection %’ @ Pure JavaScript, Mo APl Hooks, No Registry, Mo DLL

Process Explorer
Network Monitor
Honeypots
BehaviorfLog Analysis
DNS Traffic

SPAM Signatures

IRC Analysis

P2P Analysis

Open Proxy

VPN

Content Filter
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Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

Use legitimate DMNS server, Mo DDMNS

Use real behavior and account,
and many ways to bypass SPAM detection

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Mo Open Proxy

MNormal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords




Rootkit Detection

1. JavaScript B4 @ EEEHIET E B2 W o
2. #{E{a] APl Hooks -

3. H{Efa] Registry °

4. BEMDLL -

RootkitRevealer ~ RkHunter -~ GMER -~ Panda Anti-Rootkit + Sophos Anti-Rootkit
Rootkit Hook Analyzer -~ IceSword -~ Avira Rootkit Detection + Rootkit UnHooker -

AVG Anti-Rootkit - McAfee Rootkit Detective - DarkSpy + F-Secure BlackLight °
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Bypass Matrix i

AntiVirus

Rootkit Detection
Process Explorer
Network Monitor
Honeypots
BehaviorfLog Analysis
DNS Traffic

SPAM Signatures

IRC Analysis

P2P Analysis

Open Proxy

VPN

Content Filter

Pass
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Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

Pure |avaScript, No APl Hooks, Mo Registry, Mo DLL

Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

Use legitimate DMNS server, Mo DDMNS

Use real behavior and account,
and many ways to bypass SPAM detection

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Mo Open Proxy

MNormal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords




== Explorer - i
Dptions Yiew Process Find Users Help

termnalz.com WO W d ministrator)

File
B a=E@EE s ae NG
| Fuocess FID'| ©FU | Description | Cornpany Ware | -
B~ | Eystern ldle Piocess 0 &858l
- Internupts s Haudwrage Intermipts
= DFCs na Defered Proceduze Calls
g System 4 5g
EE SITES.2XE 332 Windows NT Zession Mansger  Micoosoft Corporsdion
Ecﬂs&ex& 3% 24 Chent Fervex Funtime Piocess Mlicoosoft Corpozation
= .ﬂ_ll winlogon.exe 20 Windows NT Logon Applicetion Micoosoft Corporsdion
= Eﬂervices.exe 572 0.5 Zernces snd Contoller app Mhcuoeoft Corporation
Emhmt.exe 244 Crenenc Host Poocess for Wind2,., Microsoft Cospozation
Emhmt.exe el Crenenc Host Poocess for Wind2,., Microsoft Cospozation
= Emhmt.exe 101& Crenenc Host Poocess for Wind2,., Microsoft Cospozation
ﬁmuclt.exe 1252 Windowes Update Autormedic Up.. Micoosoft Cospozation
ﬁmhmt.exe 10e0 Crenenc Host Poocess fop Wind2.., Microsoft Cospozation
ﬁmhmt.exe 1112 Crenenc Host Poocess fop Wind2.., Microsoft Cospozation
ﬁipm]s\r.exe 1el& pooler BubEystem App Mlicoosoft Corporation
Eﬂcsﬁﬂq.em 1624 St Caxd Fesouce Managem... Micoosoft Corporstion
Emhmt.eme 1924 Crenenc Hest Process for Winda . Micoosoft Corporstion
EWW{SEF&CE.E:&E 120 VirualBoe: Cruest Addibons Bex...  Bun Miciosrsterms, Inc.
Ealg axE 105 Application Layer Gadewsy Bex... Micoosoft Corporstion
ﬁlmsi&mac 50 2128 .56 WindowsE installax hificweesatt Corporation
leasz exe B4 LE4 Shall (Frpewt Versiom) Mlicuosaft Corpoeation
= 1! explores axe 149 056 Windows Farplowes hificweeatt Corporation
i& VEoe: Teaor e 178 VirhualFer Cruest Additons Tea...  Sun hlicrosyrsterns, Inc.
-:'tfrncm.exe 17T CTF Loader i nosnift Corpoistion
S puoGedp e 3TE .56 Syamtemals Process Explover Erysintemals - wwrw srsindema. Ee
T B N3 ezl Corpaistion

CPU Usage: 11.43%  Comunit Charge: 6.83% Processes: 23 Phyrsical Usage: 71.24% |




Process Explorer

1. ERElEss -
. IEEZENHY Process °
3. #|{EEDLL -

N

Process Explorer ~ Process Monitor ~ Combofix -~ Hijackthis ~ SREng ~ EFIX -
Runscanner + Autoruns o
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Bypass Matrix i

AntiVirus

Rootkit Detection
Process Explorer

Network Monitor

Honeypots

BehaviorfLog Analysis

DNS Traffic

SPAM Signatures

IRC Analysis

P2P Analysis

Open Proxy

VPN

Content Filter

Pass
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Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

Pure |avaScript, No APl Hooks, Mo Registry, Mo DLL

Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

Use legitimate DMNS server, Mo DDMNS

Use real behavior and account,
and many ways to bypass SPAM detection

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Mo Open Proxy

MNormal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords




- TCPView - Svsinternals: w snternalz.com

Fil= Option: Process View Help

Ha =3

Process | E... | Local Ad.. M Eemote Address State -
@firefox.exe... TCF wow, :11508 storaged dsr flickr.vip.eql vahoo.com:hitp ESTABLISHED
@ tirefox.exe... TCP wow. :1153) ip-4n+19].zoogle.com:hitp STAELISHED
@ tirefox.exe... TCP wow. :1157) ip-4n+19].zoogle.com:hitp STAELISHED
@ tirefox.exe... TCP wow. 111450 storage3 flickr.wip.spl.yahoo.com:http STAELISHED
@ tirefox.exe... TCP wow. :1136] ty4n£19] .zoogle.com:hitp STAELISHED

@ tirefox.exe... TCP wow. 111400 ty4n+£19] .zoogle.com:hitp STAELISHED
@ tirefox.exe... TCP wow. 1151 storaged dar.tlickr.vip.gql.yahoo.com:http ESTAELISHED
@ tirefox.exe... TCP wow. 11470 storaged dar.tlickr.vip.gql.yahoo.com:http ESTAELISHED

@ tirefox.exe... TCP wow. :11540 ipin£19].google.com:hitp STAELISHED
@ tirefox.exe... TCP wow. :1158) ip-4n+19].zoogle.com:hitp STAELISHED
@ tirefox.exe... TCF wow. 111460 storage3 flickr.wip.spl.yahoo.com:http STAELISHED
@ tirefox.exe... TCP wow. 111370 ty4n+£19].zoogle.com:hitp STAELISHED

@ tirefoz.exe... TCP wow. 11141} ty4n£19] .google.com:hitp STAELISHED
@ tirefox.exe... TCP wow. 111480 storaged dar.tlickr.vip.gql.yahoo.com:http ESTAELISHED
@ tirefox.exe... TCP wow. 11520 storaged dar.tlickr.vip.gql.yahoo.com:http ESTAELISHED

@ tirefox.exe... TCP wow. :1155) ip-4n+19].zoogle.com:hitp STAELISHED
@ tirefoz.exe... TCP wow. :11380 ty4n£19] .google.com:hitp STAELISHED
@ tirefox.exe... TCP wow. 111490 storaged dar.tlickr.vip.gql.yahoo.com:http ESTAELISHED
@ tirefox.exe... TCP wow. :1156) ip-4n+19].zoogle.com:hitp STAELISHED
@ tirefox.exe... TCP wow. 111440 storage3 flickr.wip.spl.yahoo.com:http STAELISHED
@ tirefoz.exe... TCP wow. 111390 ty4n£19] .google.com:hitp STAEBLISHED
@ tirefox.exe... TCP wow. 1166} jp-dn+104 . zoogle.com:hitp STAELISHED
@ tirefox.exe... TCP wow. 111720 tv4n+118.z00gle.com:hitp STAELISHED —
@ tirefox.exe... TCP wow. :1174) ipdn+104 zoogle.com:hitp STAELISHED
@ tirefoz.exe... TCP wow. 111700 tz-4n£101.google.com:hitp STAEBLISHED
@ tirefox.exe... TCP wow. 11800 cf4n+£19].zoogle.com:hitp STAELISHED
@ tirefox.exe... TCP wow. 11820 cf4n+£19].zoogle.com:hitp STAELISHED
@ tirefox.exe... TCP wow. 11840 cf4n+118.z00gle.com:hitp STAELISHED
@ tirefoz.exe... TCP wow. 111870 cfin£118.google.com:hitp STAELISHED

Mlzasz.exed... UDF wowdsakmp T =
- . PP
Endpoints: 47 Established: 33 |Listening: 4 Time Wait: 1 (Close Wait: 0 /:f;




T (Untitled ) - Wireshark

Fil: Edit WView Go Caphore Analvee Stafistics  Telephony Tools  Help

= EEHXEE QAT L | BE QQEQB| WM x|
Filter:l * Expresmon.. Clear Apply
Mo. . ‘ Time | Boume | Diestination | Protocol | Info ﬂ
2534 23.1623244 72.14.203.191 10.0.2.15 TCP [TCP segment of a reassembled PDU]
2535 23.162738 72.14.203.191 10.0.2.15 TCP [TCP segment of a reassembled PDU]
2538 23.162504 10.0.2.15 72.14.205.191 TCP kiosk = http [ACK] Seq=806 Ack=114371
2537 23.163103 72.14.203.191 10.0.2.15 TCP [TCP segment of a reassembled PDU]
22162010 72.14,202, 10] TCP segment of a reassemblec
2530 23.168010 10.0.2.15 72.14.205.191 TCP kiosk > http [AcCk] sSeq=806 Ack=1172&7
2540 23.168010 72.14.203.191 10.0.2.15 TCP [TCP segment of a reassembled PDU] —
2541 23.168010 72.14.203.191 10.0.2.15 TCP [TCP segment of a reassembled PDU]J =
| | i
[HEALL ZHZL.{LH:IILE TMAmmIET . L 2t TF LIETALTVE }EL.{LJ':IIL': TTUIEET 1 ] ﬂ
Acknowledgement number: 306 Crelative ack number)
Header Tength: 20 bytes —
# Flags: Ox18 (PSH, ACK] |
Qo300 22 -
0040 [ ) =
0050 f
Qa0 t
Q070 1
0080 =]
0090 5
00ag 7
(o] a]0] 4
[leTal ]
000
[eT=10]
0ofo
0100
0110
0120
0130
0140
0150
LI C 20 75 G2 6 Lncu |

() Text itewm ), 1443 bartes Packets: 2762 Displayed: 2762 Marked: 0 Dropped.: 0 Profile: Default



Network Monitor

1. EREIERS » ~FBR Port °
2. (EAHHTTP/HTTPs -

3. fFFHIEE DNS -

4. HE / FEEIEOESAES °

TCPView ~ WireShark + Nmap °



Bypass Matrix i
Pass Comments
AntiVirus ﬁ @ Pure JavaScript, No APl Hooks, No Registry, No DLL
Rootkit Detection %’ @ Pure JavaScript, Mo APl Hooks, No Registry, Mo DLL
Process Explorer 4= | Combine with Browser, No Process, No DLL
Network Monitor %’ @ Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Behavior/Log Analysis %’ @ Borwser is in Whitelist (Basically),

Same with normal networlk traffic

Honeypots

DNS Traffic A= | Use legitimate DNS server, No DDNS
. &= | Use real behavior and account,
SPAM Signatures ‘@ | and many ways to bypass SPAM detection

A= | No lmplement IRC protocol.
IRC Analysis ‘@ | (IRC protocol often block by corporation,
even some tools judge all IRC are evil connect)

A= | Noimplement P2P protocol.
P2P Analysis @ | (No need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Open Proxy a= | No Open Proxy

VPN A= | Normal allow HTTP/HTTPs
-~
ﬁ @ Connect with legitimate server, Pure JavaScript,

Contents is pure data not malware code,
Hard to extract keywords

Content Filter




Honeypots

1. #E)= Honeypot — ERHRIEFE -
2. EE)T Honeypot — Bots A&l & iRtk REHEE -
3. C&C {ERIEF#uG - #UERIIER - EFEIE -

4. HE8/ FHEEIABEANS -

Capture-HPC - Tinyhoneypot + Capture BAT - Google Hack Honeypot -
Honeyd - Honeytrap + Honeywall -+ Honeyclient -
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Bypass Matrix i

AntiVirus

Rootkit Detection
Process Explorer

Network Monitor

Honeypots

BehaviorfLog Analysis

DNS Traffic

SPAM Signatures

IRC Analysis

P2P Analysis

Open Proxy

VPN

Content Filter

Pass
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Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

Pure |avaScript, No APl Hooks, Mo Registry, Mo DLL

Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

Use legitimate DMNS server, Mo DDMNS

Use real behavior and account,
and many ways to bypass SPAM detection

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Mo Open Proxy

MNormal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords
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BotFox

4. HA=FERAYmE
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BotTracer

automatic startup known bot channel information haversting
non-whitelisted)? architecture&type? - -




BotTracer

automatic startup known bot channel information haversting
(non—whitelisted)? architecture&type? or dispersion?

— = = =( bot startup ) = = == ( prepare to receive commands ) = = = ( attack )

suspicious highly suspicious bot malware
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B2RiEE

1. IEREBSRBIERETS (ER Port 80, 443 EIR)
2. B¥&TM (FEAEKRE FHE)

3. BRE(E WE.ETZ—

4. BRENE
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BotSniffer

Monitor Engine
& Activity

Response
Detection

Scan

IRC

> Malicious Activity

Message Records

Network Traffic of
IRC PRIVMSG

Message
Response
Detection

v/,
l///

Incoming
PRIVMSG Analyzer

Reports

I

Correlation

= P e———
Activity Log

Outgoing
PRIVMSG Analyzer

> Reports



BotSniffer

Monitor Engine

Network
Traffic

Activity
> Response
Detection
Scan .. ..
N Malicious Activity
Spam
Binary
Preprocessing Downloading
(WhiteList >
WatchList) HTTP/IRC
Protocol Connection
Matcher Records
»| HTTP
IRC Message Records ’,?
Message 4'
Response /7
Network Traffic of - Detection

IRC PRIVMSG -

Incoming

PRIVMSG Analyzer
Outgoing
PRIVMSG Analyzer

Reports

I

Correlation
Engine

Activity Log

> Reports
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Eﬁ\ &IJ =

. FESSIRBIEETS (ER Port 80, 443 EIR)

2. BEEEY (FHFESE  FHE)
3. BRE(E mﬁ.hﬁz—

4. HRENE
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Behavior/Log Analysis

1. EREIER  FESSERBIERTA °

2. BIERELSAREN—H -

3. EHHTTP/HTTPs » 8/ FEEEMEEAR -
4. {EFHIEE DNS o

BotSniffer - BotTracer + Log Analyzer °



—

Bypass Matrix i

AntiVirus

Rootkit Detection
Process Explorer

Network Monitor

Honeypots

BehaviorfLog Analysis

Pass

A&
A

=
-~

AS
A

A

Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

Pure |avaScript, No APl Hooks, Mo Registry, Mo DLL

Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

DNS Traffic A= | Use legitimate DNS server, No DDNS

SPAM Signatures

IRC Analysis

P2P Analysis

Open Proxy

VPN

Content Filter

)
-~
=
@

@2
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>
-

2
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Y@

Use real behavior and account,
and many ways to bypass SPAM detection

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Mo Open Proxy

MNormal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords




Detecting DDNS Bots
Assumption:

1. For DDNS, botnets tend use subdomains; legitimate directories use subdirectories
2. Use SLD/3LD-ratios to identify botnet traffic

16‘00 T T T | T T T | T T T | T T T | T T T | T T | T II T | T .I T | T T T | T T T
Bot traffic (Canonical SLD Form) —+—
Normal traffic (Canonical SLD Form)
1400 4

Botnet Detection and Response: The Network is the Infection (2005)
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Detecting DDNS Bots
Assumption:

1. For DDNS, botnets tend use subdomains; legitimate directories use subdirectories
2. Use SLD/3LD-ratios to identify botnet traffic
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Monitoring Group Activities

Differences between Botnet and Legitimate DNS

Source IPs
accessed
to domain name

Activity and
Appearance
Patterns

DNS Type

Botnet Detection by Monitoring Group Activities in DNS Traffic (2007)

IL'LJIJ\_-\.,-JLLK- -JJ.'.LJ.LI.I.I.UI.I.)I

Legitimate
DNS

Anonymous
(Legitimate users)

Non-group activity
Randomly and
continuously

appered
(Usually)

Usually
DNS




Monitoring Group Activities

Differences between Botnet and Legitimate DNS

Source IPs Activity and
accessed Appearance DNS Type
to domain name Patterns
Group activity
Botnet Fixed size Group Intermittently Usually
DNS (Botnet members) appeared DDNS
(Specific situation)
Non-group activity
Legitimate Anonymous E?ﬁi?ﬂﬁij&d Usually
DNS (Legitimate users) appered DNS

(Usually)




Anomaly Detection to DNS Traffic

Identifying Botnets Using Anomaly Detection Techniques Applied to DNS Traffic (2008)

2. looking tor abnormally recurring DDNS (NXDOMAIN).
Such queries may correspond to bots trying to locate
C&C servers that have been taken down.



Anomaly Detection to DNS Traffic
Assumption: Bots typically employ DDNS

Methods:

1. High DDNS query rates may be expected because
botmasters frequently move C&C servers.

2. looking for abnormally recurring DDNS (NXDOMAIN).
Such queries may correspond to bots trying to locate
C&C servers that have been taken down.
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Cooperative behavior

Legitimate  Legitimate Master Bot
host host

Variable
Message |thinking time [ Command

A proposal of metrics for botnet detection based on its cooperative behavior (2007)

Constant
response time

-~
-
-
rs

-

Response m

action

Human Bot
behavior behavior

Figure 2. Comparison of response time be-
tween humans and bots



Cooperative behavior

Legitimate
host

Message

Response

Human
behavior

Legitimate
host

Variable
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£
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!

Other
action

Master

Command

Response

Bot
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Bot

Constant
response time

\

Attack
action

Figure 2. Comparison of response time be-
tween humans and bots
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. IFEBRSERIEETS (B Port 80, 443 HEIR)
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DNS Traffic

1. BREIERR  EEEZRELERTR -
2. EFHIEEDNS -




e

Bypass Matrix i

AntiVirus

Rootkit Detection
Process Explorer
Network Monitor
Honeypots
BehaviorfLog Analysis

DNS Traffic

Pass

A&
A

=
-~

AS
A

A

2
@

Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

Pure |avaScript, No APl Hooks, Mo Registry, Mo DLL

Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

Use legitimate DMNS server, Mo DDMNS

. &= | Use real behavior and account,
SPAM Signatures ‘@ | and many ways to bypass SPAM detection

2
@

IRC Analysis

P2P Analysis

Open Proxy

VPN

Content Filter

@2
-~

>
-

2
-~

Y@

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Mo Open Proxy

MNormal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords




Spam Signatures

u,. http://deaseda.into/ ego/zoom.him[?QjQRP_xbZf.cvaXjbyY,hvX N, | deaseda.info | U, ={u;, uy .., ug}
u,. http:// deasedainto/ ego/zoom . html? gidfS.cvaXjby,hVX
u. http://deasala.inlo/ ego/zoom.htm[? RObW eV YZEWitSd.cVOXjbY, hVX
uy. hittp://deaseda.into/ ego/zoom. htm [? UbSjW cjHC.cVAXjbY,h VX i - ~
; M Jegofzoom . html? Uy ={u, Uy o ugh

u.. http://deaseda.info/ epgo/zoom.htm|? VPS_eYVNIS.cVQXjbY hVX e
u. http://deasala.inlo/ ego/zoom.htm[? QNVRcjgV NSbgiSR.XRW R VX / \

Spamming Botnets: Signatures and Characteristics (2008)

Figure 5: Example input URLSs and the keyword-based signature tree constructed by AutoRE.

http:/ /www.mezir.com/n/?167& [a-zA-Z ]{9,25} http://arfasel.infoh/hums/jasmine.html?*{5,15}.[a-zA-Z]{3, 7}, hvx

http:/ /www.aferol.com/n/?167 &[a-zA-Z){10,27 } http://ap owefe.info/hums/jasmine.htm1?*{4,16}.[a-zA-Z]{3,7 }hvx

http :/ /www.bed remf.com/n/?167& [a-zA-Z]{10,19} http://carvalert.info/hums/jasmine htm17*{5,18}.[a-zA-Z]{3,7},hvx

khttp :wa.mokuer.ww,fnf?lﬁ?&[a-zﬂ-E]{ll,zs‘j L v g
Y

http://*/n/?167& [a-2A-2}{9,27) http://* hums/jasmine.html? *{4,18}.[a-zA-Z}{3,7 },hvx

Figure 6: Generalization: Merging domain-specific regular expressions into domain-agnostic regular expressions.



Spam Signatures

u,. http://deaseda.into/ ego/zoom.him[?QjQRP_xbZf.cvaXjbyY,hvX N, | deaseda.info | U, ={u;, uy .., ug}
u,. http:// deasedainto/ ego/zoom . html? gidfS.cvaXjby,hVX
u. http://deasala.inlo/ ego/zoom.htm[? RObW eV YZEWitSd.cVOXjbY, hVX
uy. hittp://deaseda.into/ ego/zoom. htm [? UbSjW cjHC.cVAXjbY,h VX . - ~
1 N Jegofzoom . html? U, ={ug, Uy, e Ug)

u.. http://deaseda.info/ epgo/zoom.htm|? VPS_eYVNIS.cVQXjbY hVX e

u. http://deasala.inlo/ ego/zoom.htm[? QNVRcjgV NSbgiSR.XRW R VX
uy. hittpy//deaseda.into/ ego/zoom. htm 7 atRZXOQ.XRW, h WX Us = {ug, Ug, ..,

ug. http://deasala.info/ ego/zoom.htm|? YeGG A XRW, hVX N h N ‘v b
uy. hittp://deasala.inlo/ ego/zoom.htm 7 aeSILWVYERIBH.XRW, h VX g | KTWTIVE g | EVEXBYVX
) I
Jegofzoom. html?*{5,16}xrw, hvy Jegofzoom.htm|7%{5 16} cvgx by hvx

Figure 5: Example input URLSs and the keyword-based signature tree constructed by AutoRE.

http:/ /www.mezir.com/n/?167& [a-zA-Z ]{9,25} http://arfasel.infoh/hums/jasmine.html?*{5,15}.[a-zA-Z]{3, 7}, hvx

http:/ /www.aferol.com/n/?167 &[a-zA-Z){10,27 } http://ap owefe.info/hums/jasmine.htm1?*{4,16}.[a-zA-Z]{3,7 }hvx

http :/ /www.bed remf.com/n/?167& [a-zA-Z]{10,19} http://carvalert.info/hums/jasmine htm17*{5,18}.[a-zA-Z]{3,7},hvx

{ﬂtp  fwww.mokv erwww /n /7167 &[a-zA-Z]f 11,239 L v S
Y

http://*/n/?167& [a-2A-2}{9,27) http://* hums/jasmine.htm? *{4,18}.[a-zA-Z}{3,7 },hvx

Figure 6: Generalization: Merging domain-specific regular expressions into domain-agnostic regular expressions.



SPAM Signatures

. FRASEEFNG LHERSA — IEERIEFE © SPAMEEIE -
2 EHZEEZ EEEZRSE © 40 Gmail ~ Yahoo — [RIEEIFR4SE -
3. BBEZHEDLARIE SPAM 454 -




Bypass Matrix i

AntiVirus

Rootkit Detection
Process Explorer
Network Monitor
Honeypots
BehaviorfLog Analysis
DNS Traffic

SPAM Signatures

IRC Analysis

P2P Analysis

Open Proxy

VPN

Content Filter

Pass

A&
A

=
-~

AS
A

A

2
@
P
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@2
-~

>
-

2
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Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

Pure |avaScript, No APl Hooks, Mo Registry, Mo DLL

Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

Use legitimate DMNS server, Mo DDMNS

Use real behavior and account,
and many ways to bypass SPAM detection

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Mo Open Proxy

MNormal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords




IRC Analysis

1. A~M#EH IRC protocol -
. (EZBIRIRIEZEA IRC protocol °
3. FZZETHAIRC HEAT S/ a5HA -

N




Bypass Matrix i

AntiVirus

Rootkit Detection
Process Explorer
Network Monitor
Honeypots
BehaviorfLog Analysis
DNS Traffic

SPAM Signatures

IRC Analysis

P2P Analysis

Open Proxy

VPN

Content Filter

Pass

A&
A

=
-~

AS
A

A

2
@
P
-~

=
@

2
-~
2
-~

Y@

Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

Pure |avaScript, No APl Hooks, Mo Registry, Mo DLL

Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

Use legitimate DMNS server, Mo DDMNS

Use real behavior and account,
and many ways to bypass SPAM detection

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Mo Open Proxy

MNormal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords




P2P Analysis

1. AR P2P protocol

2. A5 P2P-filter IBHEL

3. AEEENE Port * [REHR{ERIAIBER o

4. TBIIRERSFHTTP/HTTPs BERIRIE -




=

Bypass Matrix i

AntiVirus

Rootkit Detection
Process Explorer
Network Monitor
Honeypots
BehaviorfLog Analysis
DNS Traffic

SPAM Signatures

IRC Analysis

P2P Analysis

Pass

A&
A

=
-~

AS
A

A

2
@
P
-~

=
@

@2
-~

Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

Pure |avaScript, No APl Hooks, Mo Registry, Mo DLL

Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

Use legitimate DMNS server, Mo DDMNS

Use real behavior and account,
and many ways to bypass SPAM detection

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Open Proxy a= | No Open Proxy

VPN

Content Filter

)
-~

Y@

MNormal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords




Open Proxy

1. A€ Open Proxy -
2. AEEZENE Port @ PRBMEAIFEE -




Bypass Matrix i

AntiVirus

Rootkit Detection
Process Explorer
Network Monitor
Honeypots
BehaviorfLog Analysis
DNS Traffic

SPAM Signatures

IRC Analysis

P2P Analysis

Open Proxy

Content Filter

Pass

A&
A

=
-~

AS
A

A

2
@
P
-~

=
@

@2
-~

>
-

VPN A= | Normal allow HTTP/HTTPs

Y@

Comments

Pure JavaScript, Mo APl Hooks, Mo Registry, Mo DLL

Pure |avaScript, No APl Hooks, Mo Registry, Mo DLL

Combine with Browser, Mo Process, Mo DLL

Same with normal network traffic

Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Borwser is in Whitelist (Basically),
Same with normal networlk traffic

Use legitimate DMNS server, Mo DDMNS

Use real behavior and account,
and many ways to bypass SPAM detection

Mo Implement IRC protocol.
(IRC protocol often block by carparation,
even some tools judge all IRC are evil connect)

Mo implement P2P protocal.
(Mo need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Mo Open Proxy

Connect with legitimate server, Pure |avaScript,
Contents is pure data not malware code,
Hard to extract keywords




VPN

1. % VPNERGFHTTP/HTTPs o




Bypass Matrix i

Pass Comments
AntiVirus ﬁ @ Pure JavaScript, Mo APl Hooks, No Registry, Mo DLL
Rootkit Detection %’ @ Pure JavaScript, Mo APl Hooks, No Registry, Mo DLL
Process Explorer A= | Combine with Browser, Mo Process, No DLL

Network Monitor %’ @ Same with normal network traffic

%’ @ Bots only connect with legitimate server (C&C),
Hard to distinguish between normal and evil traffic

Behavior/Log Analysis %’ @ Borwser is in Whitelist (Basically),

Same with normal networlk traffic

Honeypots

DNS Traffic A= | Use legitimate DNS server, No DDNS
. &= | Use real behavior and account,
SPAM Signatures ‘@ | and many ways to bypass SPAM detection

A= | No lmplement IRC protocol.
IRC Analysis ‘@ | (IRC protocol often block by corporation,
even some tools judge all IRC are evil connect)

A= | Noimplement P2P protocol.
P2P Analysis @ | (No need to comfront P2P filter, No open port,
Surf with HTTP/HTTPs only environment)

Open Proxy a= | No Open Proxy

VPN A= | Normal allow HTTP/HTTPs

Connect with legitimate server, Pure |avaScript,
Content Filter Contents is pure data not malware code,

Hard to extract keywords




Content Filter

1. HE/FEREMABEAET — BHLLRARFER -
2. {EAHIER DNS — [5LlEDNS BRE -
3. JavaScript FVFFIEERI BB EIEE ARAEY -




- Google Chrome







Microsoft |IE
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Geolocation

©Google
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Z7i03k 2l Bot 2.0 (aka CloudBot) HIRFY -
"B SIMEBEBERFIEE RNETEMGE -

. HirE(E ~ RASE o

RIEAG 2 —EKET ARF AN Oday (HRTEFE) -

SimERNEN 0 WEEE ‘
EEA - BizfE - ERAAETFaEEREARHIRE -
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