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* function focusWin()
{window.focus();

window.location.href =
"http://lwww.banksa.com.au/business/busin
ess-banking-online/user-
guide/?source=applet&origin=CBS™"",;

[/[document.write("http://www.banksa.com.au
/business/business-banking-online/user-
guide/?source=applet&origin=CBS™);

}

window.onload = focusWin;
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DEMQO?2
Hack bank
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* result = expressionl & expression2
* FillForm & Response.write("ccccc")

 FillForm & Response.write(*"ccccc”)
%0d%0a Response.write("kerker")
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Introduction

 Bank Web sites full of security holes,
University of Michigan survey finds

« Comments: this data I1s outdated.
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Banks in Taiwan

* Exploit

* Error message
— No
— Strip
— Full of Error

e |Information Disclosure
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Response(Not ALL)
* We re
SECUUURRRRREEE
EEEE!!

...You dxmn hacker!
Ask for accusation, huh? Fxck!
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Q:SxCK HACKER!
A:lm not cracker.

Q:ZG (=g i ol £ mailfsLf b |
A LTy }IJ RN

Q: i~ ~!
A:
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Forget It.
|'m so kind.
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<7

$sqgl="select * from vvvvv where a="".%a." and
b=".$b." and passwd=password(‘$passwd") ";

$ SESSION['b']=%b;

$ SESSION['adminlogin']="True";

mysql_close($link);

header("location: ccccc.php");

lelse{

mysql_close($link);

header("location: ddddd.php"); }
?>
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Press Release
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Press Release
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Truth.
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« Banks Like:

— Product
— Solution
— License
— Ad
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Funny

 Arch Info
e SPLIT
e Trust

e Stealth
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Discussion

* Exploit
— Input handle

— Authentication, Access control, Logic
flow, Session, Web Server Security

—Dir Traversal & File Download?
—Login Field
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* Fallacy
— Secure the Entrance
— Programming Integrity

— Multiple Service

— Parameters
— Architecture
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» Fallacy 2
— Entered, Trust

—Both Convenience
—Nothing = Secure
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e Common Mechanism

—ASP
—PHP, JSP

—SOL
_CGl
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 Unusual
—Index Server
— Xpath
— LDAP
— Gridview
— NET AJAX Control Toolkit
—Flash + XDP
—ashx, Jsf, shtml(SSl), SOAP,etc
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« Secure: Banks in Japan, 40hrs.
—Parameters
— Static
— Single Entrance, Diff Hosts
— Forget Password
—Disclosure?

« HSBC.
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* Tool
—Tamper Data, Live HTTP Headers
—Perl, wget

* No Burp / Webscrab

« Sample : Nation > 5. (subjective)
* Feb & May, leisure time
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Conclusion

* Severe Problem
» Hackers wither, Crackers burgeon

» Security Advisory
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