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Make a contract with IE and become a XSS girl!

Yosuke HASEGAWA
http://utf-8.jp/
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I've never watched the anime "Puella Magi
Madoka Magica"
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NetAgent Co.,Ltd. R&D dept.
Secure Sky Technology Inc. technical adviser
Microsoft MVP for Consumer Security Oct 2005 -
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Writing obfuscated JavaScript
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Introduction of
obfuscated JavaScript
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1 Hello, JavaScript
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Need more friendly!
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aaencode - http://utf-8.jp/public/aaencode.html
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Heating up developing race of browsers, New version
of browsers are released day by day.
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Vulnerabilities of old versions are neglected for a
long time, although during the period of support.
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24 XSS.

Especially Microsoft. There're many vulns on IE6-8
that causes XSS.

$%(CMicrosoft, IE6-8(EXSS
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E15E 2% Content-Type Header
Episode 1: Ignoring Content-Type Header
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Ignoring Content-Type Header

IE ALKV EE
Bad habit of IE from old days
BN S DIEDESE

FEAJE HTML £ HTML ZEE XSS
Elevating no-HTML to HTML causes XSS.

HTM L_C(a"fd?l/\’(:_)@b‘ ADDRESS 00 01 02 03 04 05 06 07 08 09 0A 0B OC 0D OE OF

42 4D E2 16 01 00 00 00 00 00 36 00 00 00 28 00 B

_ 5 00 00 A4 00 00 00 91 00 00 00 01 00 18 00 00 00
HTML(L"H1§L/_CXSS 00 00 AC 16 01 00 C4 OE 00 00 C4 OE 00 00 00 00 ..¥..
00 00 00 00 00 00 FF 99 99 FF 66 66 FF 99 99 FF
66 66 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
00 00 00 00 00 00 00 00 FF FF FF FF FF FF FF FF .
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . .
FF FF FF FF FF FF 8C 68 74 6D 6C 3E 0D 0A 8C 78 . tml>. .<s
63 72 69 70 74 3E 0D 0A 61 6C 65 72 74 28 27 78  cript>..alert("x
73 73 27 29 3B 0D 0A 3C 2F 73 63 72 69 70 74 3E  ss’);..</script>
0D 0A 8C 2F 68 74 6D 6C 8E 00 66 00 00 99 00 00 ..</html>.f.....
66 00 00 99 00 00 66 00 00 99 00 00 66 00 00 99 f.....f..... f...
00 00 66 00 00 99 00 00 66 00 00 99 00 00 66 00 ..f..... fo.... f
LUV 00 99 00 00 66 00 00 00 00 00 00 00 00 00 00 00 ....f...........

Z % Content-Type Header

Ignoring Content-Type Header

o |E FH¥2&(E )75 € FILE TYPE,
4~ 275 Content-Type.
IE decides FILE TYPE of the content by several factors,

not only "Content-Type"

IE(ZContent-Type/Zl# TR< . BHLRERNS T 7-1)L
BA T % RE

o A RBHTE R
Complicated mechanism, undocumented.
XELESNTUVVRWEHIAA N ZX A

7% Content-Type Header

Ignoring Content-Type Header

FILE TYPE ;REXZE Factors for deciding

"Content-Type" HTTP header 1£88
"X-Content-Type-Option" HTTP 1258
Association information on Windows & $%H&nE

IE configuration:"fR{E N & B BAR K M A BARIERIE

n
% "Open files based on content, not file extension"

URL itself
Contents body itself

Z2% Content-Type Header
Ignoring Content-Type Header
FILE TYPE JREEXZE  Factors for deciding
e "Content-Type" HTTP header ¥Z88
» "X-Content-Type-Option" HTTP 1ZE&

¢ Association BEIZLE

BRE KEE RO FHBREQ JHBE®
1 - 2 java Al &8 P = 2,
* IE configure| .5 o e e e E
w2 jtif S 1
", . Qb L el |
Open files =3 S : =1 i
w1 pe
* URLitself | r=3i=——----3
: (] OpenWithProgids 1
(] PersistentHandler 1
e Contents bO| lmccemmme———— L
O BE
® (1 Jatex
w (] lib
® 1 bk v
_______________ - || 5
1 [JﬁmilﬁmKEY_CLASSEs_RooT\.jpg :
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2% Content-Type Header

Ignoring Content-Type Header

FILE TYPE JRTERIZR  Factors for deciding
"Content-Type" HTTP header 1288

ALas =

* "X-Content-Type-Option" HTTF g ——)
. . . . . BE
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IEEEK‘#E?&W%*‘]Mechanism to determine file type of IE

I Content-Type is registered in Registry? [ HKEY_CLASSES_ROOT\MIME\Database\Content Type ] |

VY N

‘ determine tentative file-type ‘ | IE8+ && "X-Content-Type-Options:nosniff"? |
¥ N
R Y R
‘ need external plugin/apps? H launch plugin or download ‘ ‘ download ‘
N

] : ' v _
‘ IE8+ && "X-Content-Type-Options:nosniff"? I—»‘ use tentative file-type ‘

N

"Open files based on ELb'e‘jp‘ sniff content and determine file-type ‘

content, not file extension" | Disabled

Extension of URL is ".cgi" or ".exe" or nothing( "/" ) ? e.g. http://utf-8.jp/a.cgi?abed
¥y N
determine tentative file-type by determine tentative file-type by
QUERY_STRING extension of URL
¥ ]

need external plugin/apps? | | need external plugin/apps?

use tentative file-type ‘

N | X N ¥y
sniff content and launch plugin or sniff content and launch plugin or
determine file-type download determine file-type download

In addition to these, there're some exceptions. Yosuke HASEGAWA http://utf-8.jp/
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Mechanism to determine file type of IE

 Content-Type SEM{F & ERHEAE?

Content-Type is registered in Registry?
Content-Typeh L X MU (CEFRENTLDH

o BHRREEA
WRE ®REE WRO BHRBQ A
(0 imageix-jg A &8 ECr] &
# (] imagelx-png (anj3 | REG_SZ (BHERITE)
® (0 imagehewm @)c REG_SZ {25336920-03F9-11
£ mesagehdof22 [ e e P R o e e P00 00
03 mititnid ot i
3 s LSt

(] textscriptlet

(3 textivebviewhtml

(] textix-component

(2 texthoml

() textix-scriptlet v

I
1 Iﬁﬁ‘)ElE\HKEY_CLASSES_ROOT\MIME\Dmbesa‘Conum TypeMtexthtml |
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Mechanism to determine file type of IE

o IRPRNE - Wikt SO HHRAY
Sniff content and determine file-type.
O>FIVYDORBICK D> TI7AIIATERE

Content-Type: image/bmp

= S==2-244 05 06 07 08 09 0A 0B OC 0D OFE OF r=&256769ABCOER
OO0y 42 4D E2 16 y1 00 00 00 00 00 36 00 00 00 28 00: BM...L.... 6...(.
AL 2o oo 2800200 00 91 00 00 00 01 00 18 00 00 00° =727 ... .....
WO 00 00 AC 16 01 00 C4 OE 00 00 C4 OE 00 00 00 00  ..¥...h...h.....
WOINIE(E 00 00 00 00 00 00 FF 99 99 FF 66 66 FF 99 99 FF  ....... &
WINIERS 66 66 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ff..............
WIS 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......
WOIMOERE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......
WOINEE 00 00 00 00 00 00 00 00 FF FF FF FF FF FF FF FF .......ooeee....
WMWY FF FF FF FF FF FF FF FF FF FFFFFFFFFFFFFF ooooooooa. Lt
WOMOOENS FF FF FF FF FF FF 3C 68 74 6D 6C 3E 0D 0A 8C 78 ...... <html>. .<s
WIUIONEDE 63 72 69 70 74 3E 0D 0A 61 6C 65 72 74 28 27 78  cript>..alert("x
WGONIERR 73 73 27 29 3B 0D 0A 3C 2F 73 63 72 69 70 74 3E  ss’);..</script>
WIS 0D 0A 3C 2F 68 74 6D 6C 3E 00 66 00 00 99 00 00 ..</htmI>.f.....
WOINIE 66 00 00 99 00 00 66 00 00 99 00 00 66 00 00 99 f..... fooo.. f...

0N 00 &8 00 N0 99 00 00 BB 0N 00 99 00 00 BB OO - f . f
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Mechanism to determine file type of IE

o HGHEAVEIFE %4, QUERY_STRING

Extension of URL, QUERY_STRING
URLODIERF, QUERY_STRING

http://example.jp/foo.cgi?param=abc&a.html
http://example.jp/foo.exe?param=abc&a.html
http://example.jp/foo?param=abc&a.html
http://example.jp/foo/?param=abc&a.html

filetype == html

http://example.jp/foo.php?param=abc&a.html

filetype = html

http://example.jp/foo.php/a.html?param=abc

filetype == html
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Mechanism to determine file type of IE

o B IRAERE!
Anyway, Complicated!
ElCh<iEx

XSSZE

Case example

https://www.microsoft.com/en-us/homepage/
bimapping.js/a.html?v=<script>alert(1)</script>&Kk...

HTTP/1.1 200 OK

Content-Type: text/javascript; charset=utf-8
Date: Wed, 22 Jun 2011 13:53:37 GMT
Content-Length: 2092

var <script>alert(1)</script>={"Webtrends":{"enabled":true,"sett
ings":{"interactiontype":{"0":true,"1":true,"2":true,"3":true,"4":t
rue,"5":true,"6":true,"7":true,"8":true,"9":true,"10":true,"11":tr
ue,"12":true,"13"....

"text/javascript" is not registered in Registry

XSSZE 4

Case example

e

[@ v | [ https:/ /v microsoft com/en-us/homepage /bimapping js/ahtml?v=<scriptbalert(1 X /script>&k=/en-us/hot

‘\‘/\A} A0 | € ) https://www.microsoft com/en-us/homepage/bima...

var

Windows Internet Explorer @

13cP: https://www.microsoftcom/en-us/homepage/bimapping js/ahtml?v=<{script>alert{1)</script>&k=/en-us/homepage/Col y
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Mechanism to determine file type of IE

¥I5R Countermeasure
* Use "X-Content-Type- Options:nosniff" (only for IE8+)

* Use only well-known Content-Type.
don't use "text/javascript".

E2:F %27B Content-Disposition Header
Bypass 1: Ignoring Content-Type Header

Z£35 Content-Disposition Header

Bypass Content-Dispositon Header

Content-Disposition: attachment

o BERZA N EIFES
Download directive for browsers
TSHFADSF L O—RiES

o &EHERNDILE XSS

often uses for preventing for XSS

XSSERS < fesb [CfEREN B, @ @ -

%% Content-Disposition Header

Bypass Content-Dispositon Header

Content-Disposition: attachment

T {5 Ry )avaScript
%35 ‘Content-Disposition: attachment’
Bypass 'Content-Disposition: attachment' with specially

crafted JavaScript by attacker
WEE DI L1=JavaScript/Z &Y' 'Content-Disposition: attachment'%[A]
B A EE




ZE45 Content-Disposition Header

Bypass Content-Dispositon Header

B Rl A AN 4 [ B TH] Trap page by attacker

<{script>
// crafted JavaScript here.
// actual code is not open today
/] SREEH#ER,
{/script>
<{script src="http://example. com/download. cgi”“></script>

BiERZEE "Content-Disposition: attachment"
target content with "Content-Disposition: attachment"

%235 Content-Disposition Header

Bypass Content-Dispositon Header

* 200747 HAE H ARt 3%

Published: Jul 2007 in Javap by stealth
2007 7RICBATUSZFYELH

* Affected: IE6 / IE7 / IE8
o R E R ImT EXSS -

No way to prevent XSS by server-side.
H—/ A TXSSEFASC F I
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Episode 3: MLang encode conversion issue

MLang B HEHE [H eH

MLang encode conversion issue

* Mlang: % T (i %5E 5 » Ha T imihE
TAT/RERYDLL

MLang : DLL for multi language support including conversion

of text encoding.
MlangldXFIoaA—T107 DEBBREZ BT EEEYR—LD1-
HDDLL

— ConvertINetMultiByteToUnicode
— ConvertINetUnicodeToMultiByte
— ConvertINetString
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MLang encode conversion issue

* IEfF FHHMLangz B 7 MNE[ SO BdBE A Unicode
IE handles text as Unicode from outside with conversion by

MLang.
IE[EMLangZ{E>THE MDD XFF % Unicodel ZE 2L TALIE

4 fg\
Shift_JIS,
EUC-KR,
< Big5
> <html>
> MLang :> —
UTF-16LE j

MLangdm B HEHE [H e

MLang encode conversion issue

46T CIEIER N SR
e E#E 5 Unicode

Converted to Unicode accordingly when given broken byte

sequence.
BN ARIZELIzEE S, TNEYITUnicodelZE SN D

G TR FETER AR (“<>)
R R XSS H] & T

meta characters ("<>) which don't exist in original byte

sequence are generated
HEDNARFZFELGW "< |IREDER SN, XSSIZDHEND

MLanggrH s A

MLang encode conversion issue

<meta http-equiv="Content-Type"
content="text/html; charset=XXXXX" />

<input type="text" value=
"(OXNN)(OXNN)(0xNN)onmouseover=alert(1)// (OxNN)(OxNN)(OxNN)"
>

@ “OxNN"Z2EMFEHBRAFRFE "XXXXX"
"NN" are invalid byte sequence for charset "XXXXX"

<input type="text" value="??"onmouseover=alert(1)// ??"" >

MLang B HEHE [H eH

MLang encode conversion issue

fe ] Aas vl 1 XSS [ A i

too hard to prevent XSS for this issue by server-side.
H—N\EITIOMEIHNTHDIANA

b T A B EIHY - SR SRt

validate all letters/bytes as the charset encoding
XFIvA—T47 ELTHRYUNEXF/L/\1 M H&RELE
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MLang encode conversion issue

B 28 A idHen
Not published for details now.
RN EE=S [N

Affected: IE6, IE7
IES : fixed
2007 £ 10 B 2R

Reported: Oct 2007

=+ =A
bAaf

Conclusion

=+ =\ .
?'f?n afd Conclusion

HEFZJTESHE IE BB ZEE XSS
There're many ways to arise XSS only for IE
EDHTXSSERESEIHEN(EAHS

Rl AR A BRI IE 6/7
Especially IE6/7. not fixed for a long time.
$RIZIE6/7, RUDHEIESN TULVELY,

E%‘E ‘j' Thanks!
* David Ross and MSRC for helpful suggestions.
* Google Translate foriZ ElZ=y 5 A A

e ..and You!
Thank you for your attention.
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* Mail

— hasegawa@utf-8.jp

— hasegawa@netagent.co.jp
* Twitter

— @hasegawayosuke
* Web site

— http://utf-8.jp/




