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;EIHE About the speaker--

fi\BB#% I1D: CardMagic

-EELME~mELE, ARsUsFHEHXAL
current product director of KINGSOFT, who is responsible for the

development of “&|LUEFR
B EFRIOEERTmAETA

previous chief developer of Qihoo 360 Cloud—-based anti—virus

- {FTrend Microfi R &L IE

previous technology manager of Trend Micro

- {ENECFH . LFEUM

precious programmer of NEC

-Antirootkit T B DarkSpyFI4E & (A2 R0 )
creator of DarkSpy, a tool of Antirootkit. (purchased by Trend)

FBEEREETN.L, BAGALAEIRERE M

specialize in various security development.

Develop abundant security products.
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KINGSOFT cloud architecture:
Solution of Crimeyare industry i
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KII!G%?_F A C ?% lﬂirgl-l:tecture: Solution of Crimeware industry

How does knowing crimeware industry assist us in Virus
detection?

- SR A EEEERR, EEXHSURL
The features of crimeware industry can be the
direct verifier in checking files and URLs

- ERELRBAAMRERBE, mALRERSRENESEREN T BinE
AIRERIREVSEE, AT ES

Before a widespread infection, we can predict the possible
distributed range based on individual crimware industry’s
behavior.

- SRR EREEIESHIERE, FTHAR, REHEREEAL
EL‘LIIEED_I
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KINGSOFT cloud architecture: Solution of Crimeware industry
o EILEIERR -

KINGSOFT has accumulated years of knowledge in crimware
industry.

- AR A 5E VAR R G

The unique industry classification system

- A HEFFE B iR BN R S

The automatic signatures extraction system

- B EAEE 5%

Specialized team in monitoring and maintaining
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KINGSOFT cloud architecture —
Achievement

o BIMERRGURE LM A USEHRR, EARMREREET +
Kims&EH
With the Hawkeye monitoring system and the accumulated

knowledge in this field, we revealed top 10 crimeware groups in
Mainland China.

e RINRFEMBIETANEREER, MESKBANSERETER
7/

KINGSOFT backend system owns more than 30 various forensic

devices, containing all different kinds of intelligent forensic
techniques.

o ZIIREEBRAMASLEFE, HP:
HYHE 29257
BUHE 2958
Every day, KINGSOFT publishes approxi
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What is Boundary Defense?
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Why is boundary defense needed?
o £ TN HRIJEAL The disadvantages of traditional active defense
o MBHITHRITAZLKAEKRS

Enormous unpredictable ways of virus behaviors once they have

been executed.
o MRENIXHZL, NFEMIIITAENK

It has to deal with either changes of files or changes in behaviors
o fEEEMET EREBRIBM, TEHEFERS 4R

With the increasing numbers of security strategies, the efficiency
of system decreases.

o TBMEAREF Low in compatibility
o IRENK EFhxTin, HBANEBFEIERFHER
A threat of bsod crash while dealing with kernel—-mode rootkit

o HIEMITII X HRZEELATEERE

Too much files during processing for backend s
evaluate
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Why is boundary defense needed?

o 1IN A FFHEIEYILEE The advantages of boundary defense
o R334

Only the file scanning is needed.

o RERMVIERE/MALIAF Y HIZLE
Only few circumstances will trigger the logics of boundary
defense

o BB SHAMESLIN
Lightweight and high compatibility
o FARIEREMNITATUAMFRE
Doesn’t need to alter with different kinds of virus
behaviors
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Why 1s boundary defense needed?

1B A PGP 1T4 Does boundary defense really work?

o FHILAFHNFNIEHH=ELERN (AJEE)

The increasing numbers of files of everyday boundary defense
is limited. (Sustainable)

o AR EHPERNBMEE ZE MR (ARG R)

The threats boundary defense system would encounter are
easily identifiable. (Can be solved by specialized

solution package)
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KINGSOFT cloud defense:
Boundary Defense V.S. On-download file scanning

o =ANERYIXFI The essential distinction

0 I FRFHR—NEEHFIR S BLURIEEEX A i3
AFRSG

Boundary defense is a comprehensive solution
to prevent malware from entering systems.

o TEIARIFRZ— B~ mINGE

On-download file scanning is merely a specific
product function.
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KINGSOFT cloud defense:
Boaadan/Detense V.S. On-download file scanning

To illustrate their differences as follows:
o INFAMHEEEMN, NAEBETE, HESAHBEEHRE
Boundary defense is comprehensive. Despites download checking, it covers
attack paths continuously.

o RARENZRMEIRS51AFBH
Boundary defense has intelligent working members and also the best
resources participating in development.

o WEMAOFEANNSZS X HATTENHREG RMBEXRNEIF LM~ @mEE R

Boundary defense has dedicated and comprehensive solution packages to
different kinds of files with specialized development teams.

o mimA EFI AL TRIZEN G AIRIARBEIH, BiF: £EER, BEIMNEEE
Fo. NRAFFAEXHHIEEELR

We have specialized teams and progress to deal with suspicious files,
including identifying black or white, and also detecting pornography
distribution.

o HiTXHAA SR ARXIERE, SABXIEFHIZRAFHER =ML
RFT S
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KINGSOFT cloud defense: The advantages we acquire
ELHMBA A HEHBWM AL FFRER

o ETHIIME, RIEEIAFBI X HFER SR EIE
Based on the signature cloud, we promise a converging
numbers of signatures.

o FEIIZMHEEIHLETESR (FMBEANUNTIEE) We have
more than 30 different kinds of self—-developed heuristic
and special domain verifier. (EFFELXILIEEINLE)

o FIHKHARNZRMEERIULTITAS
We have long experience in developing verifier and

recruiting talented analyzing members.

e ML IJ"FXTL_/rBE(&‘I]E’Jnk?IhM,\ _—
A profound and comprehe WY Elﬂlmfz
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KINGSOFT cloud-based

Anti-virus Engine
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KINGSOFT cloud defense: Boundary defense solution
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This player contains virus!
You can choose from...
1. To see the film in a safe
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Boundary defense solution (3)
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KINGSOFT cloud defense: Assembl ing

Self protection

Process defense

Registry defense

~ L)
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Writing key AutoRun entry

- SRR

Program

EERE loud checks at a.exe R BT = 5k
Return “Safe” Return “Malisious” or “Unknown”

a.exe writes an AutoRun enfry — b.dlI

IRE]LE
rn “Safe’

R [B] 3 = B AR H

Return “Malicig
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or “Unknown’
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The problems encountered in Anti—virus

o At BRI EA 4 K5

Why does it take |ike forever In every

scanning?

o N AE L ZMITtE . =B/ FE . . ..
Why do we need so many scanning methods:
“Full Scan” / ” Quick Scan” ==*?

o WHEAMTARX AR

Why 1s the detection rate
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SRR EE ]

Live scannin AutoRun Entry
BITHREFRE

Scan running process

REN G

BT B A3
Scan system files and

I B S s 5 > AZ
éﬂ@*’ éﬁf%b%émk*# files which are prone
Trigger conditions: to be infected
System-wide infection and ‘ '
hy cking RGIEE SH
Full scannn’@ AT

System recovering and
scanning of script
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Scan plug-ins.
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Characteristics of One-click cloud-based Anti-virus
o BSEMIAELRNE

No ambiguity in AutoRun entries — they are either white
or black.

o RGN HE R
To substitute the infected system files
o REINX IR =LEE
99 seconds in unknown file verification
o RiFEIHE
Scan with the signatures provided by cloud
» RG~
Systematic cloud




245 Conclusion I

o £ ILU={AZR KINGSOFT cloud architecture

-2 F 451 Based on signatures
-BF Y ESE Automatic forensic device

-FEMlg% Crimeware Industry

o T ILZE[H1H - 13 5B
KINGSOFT cloud defense — Boundary defense

e B IUEER - —BEER
KINGSOFT cloud-b¢
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