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Make a contract with IE and become a XSS girl!

Yosuke HASEGAWA
http://utf-8.jp/



x=r P
R I'm sorry :5tIE

BAEARR BRI E1Fon
"ok /) NE v A"

I've never watched the anime "Puella Magi
Madoka Magica”
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Eﬁﬂfﬁg Who am I? 287"

Yosuke HASEGAWA

< NetAgent Co.,Ltd. rR&D dept.
<+ Secure Sky Technology INnc. technical adviser
“» Microsoft MVP for Consumer Security Oct 2005 -

“http://utf-8.jp/
<+ Fi%&JavaScriptiRETER
Writing obfuscated JavaScript
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Introduction of
obfuscated JavaScript
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jjencode - http://utf-8.jp/public/jjencode.html

hitp://utf-8.jp MS— s

I Hello, JavaScript

javascript:alert("Hello, JavaScript")
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Need more friendly!
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aaencode - http://utf-8.jp/public/aaencode.html
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%EH(] EEE Today's topic

<R BRI ERR T AT,
EE(LEIZE R EB TR

Heating up developing race of browsers,
New version of browsers are released
day by day.

J S OYDORFERFMNBEL,
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< BMESE A SR Em S IERE,
i AR A R 2R

Vulnerabilities of old versions are

neglected for a long time, although
during the period of support.

Hih— NP TH B ICHERE
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< AHEMETEIEG-8E| ERIEFZ R,
B XSS.

Especially Microsoft. There're many
vulns on IE6-8 that causes XSS.

45 (CMicrosoft, IE6-8(3FXSS
(CDIRNBEEN =< TA.
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Episode 1: Ignoring Content-Type Header



ZB& Content-Type Header

Ignoring Content-Type Header

<+ IE RABURIIRER
Bad habit of IE from old days
Eh S DIEDES

<+ iEAIF HTML B HTML &2 XSS

Elevating no- HTML to HTML causes XSS
HTMLT(F2W\WEDH  [EEESE BICOE I fmeryet:

HTML(;;’—I—*QL/_CXSS ST 11 I:III |||| ||||
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ZB& Content-Type Header

Ignoring Content-Type Header

<+ IE RYFE{ETERE FILE TYPE,
ARE Content-Type.

IE decides FILE TYPE of the content by

several factors, not only "Content-Type"
IE(ZContent-TypelZITTIA< ., FRABEBRMNS T 71)L

51 T ERE
< iR AR IR R

Complicated mechanism, undocumented.
XELSNTUVRMEMIR A DX



ZB& Content-Type Header
Ignoring Content-Type Header
FILE TYPE ;REBER Factors for deciding
< "Content-Type" HTTP header =88
< "X-Content-Type-Option" HTTP £&8H
< Association information on Windows & 5%
< IE configuration:"{RIZABSHEEERMAZEIR

ilsz'ME%" "Open files based on content, not file extension™

< URL itself
< Contents body itself



ZB& Content-Type Header

Ignoring Content-Type Header

FILE TYPE ;REBER Factors for deciding

< "Content-Type" HTTP header =88

< "X-Content-Type-Option" HTTP #=84

“ AssocClatif: ssssns

2 IE confid BRNCT AL P
IREITES " £ i .. .

2 URL itse| it

< Content




ZB& Content-Type Header

Ignoring Content-Type Header

FILE TYPE ;REBER Factors for deciding

<+ "Content-Type" HTTP header #?euﬁ

< "X-Content-Type-Optiop-=ED.iac

< Association informatior| s ..

< IE configuration:"iRi& _ﬁ.; ____________
;,QEVE“*E%" "Open files based o '

< URL itself

< Contents body itself




IEEEEI{Q:;EQEW*%*“MeChanism to determine file type of IE

Content-Typeisregistered in Registry? [ HKEY CLASSES_ROOT\MIME\Database\Content Type ]

vY
determine tentativefile-type IE8+ && "X-Content-Type-Options:nosniff"?
\4

vY
Y
need external plugin/apps? =3 launch plugin or download download
VN

Y
IE8+ && "X-Content-Type-Options:nosniff"? S use tentative file-type

"Open files based on BMECEIN o hiff content and determine file-type
content, not file extension Disabled e

Extension of URL is ".cgi" or ".exe" or nothing("/" ) ? e.g. http://utf-8.jp/a.cgi?abcd
%
determine tentativefile-type by determinetentative file-type by
QUERY_STRING extension of URL

¥

¥
need external plugin/apps? need external plugin/apps?
VN Y

¥ ¥ N Al

sniff contentand launch plugin or sniff contentand launch pluginor
determinefile-type download determinefile-type download

In addition to these, there're some exceptions. Yosuke HASEGAWA http://utf-8.jp/
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Mechanism to determine file type of 1IE

< Content-Type sHBIEES EXH4EE5?

Content-Type is registered in Registry?
Content-Typeh 'L X KRUJ(ICEFSNTLNDH

4 BRKREEL DEX

&H
@EFTE)

{25336920-03F3-11
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Mechanism to determine file type of 1IE

<~ IRIRAE, AWHEES AR

Sniff content and determine file-type.
J2FTIVORBIC KD TI7AIVIA TERE

Content-Type: image/bmp
HEM MHEIF—————H S9ABCOEF
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42 4D E2 16 11

ﬂi 1L u]
100 00 00
RE BB 00 00 00
00 00 00 00 00
“i 00 00 00 DD

a0 00 a0 o

91 00 00 00 o0
C4 0E 00 00 2
LB BE FF 99

FF 99 99
00 00 00
00 00 00
DD 00 00

HH 1% HH
OFE 00 00
Q0 00 00
Q0 00 00
Q0 00 00

IIII
IIII
99
i
i
i

3 001 BM. . | B

HD
FF
a0
a0
a0

00 00 FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF CFFEFEE PP
°F FF FF PP PP FF 800687416 i




IEFETE S AT Al

Mechanism to determine file type of IE

+4Bht SIS, QUERY_STRING

Extension of URL, QUERY_STRING
URLODIEIRF, QUERY_STRING

http://example.jp/foo.cgi?param=abc&a.html
http://example.jp/foo.exe?param=abc&a.html

http://example.jp/foo?param=abc&a.html
http://example.jp/foo/?param=abc&a.html

filetype == html|

http://example.jp/foo.php?param=abc&a.html
filetype = html

http://example.jp/foo.php/a.html?param=abc
filetype == html
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Mechanism to determine file type of 1IE

< FEZ ARTEFHE!
Anyway, Complicated!
E(Ch < 15



XSSZH

Case example

https://www.microsoft.com/en-us/homepage/
bimapping.js/a.html?v=<script>alert(1)</script>&k...

HTTP/1.1 200 OK

Content-Type: text/javascript; charset=utf-8
Date: Wed, 22 Jun 2011 13:53:37 GMT
Content-Length: 2092

var <script>alert(1)</script>={"Webtrends":{"enabled":true,"sett
ings":{"interactiontype":{"0":true,"1":true,"2":true,"3":true,"4":t
rue,"5":true,"6":true,"7":true,"8":true,"9":true,"10":true,"11":tr
ue,"12":true,"13"....

"text/javascript" is not registered in Registry



XSSZEHI

Case example

v E: https:/ /www.microsoft com/en-us/homepage/bimapping. js/ahtml?v=<{script>alert(1){/script>&k=/en-us/hot

R { ) https://www.microsoftcom/en-us/homepage/bima..

3 1

Windows Internet Explorer

L

LOK

 {HESP: https://www.microsoftcom/en-us/homepage/bimapping.js/ahtml?v={script>alert{1){/script>&k=/en-us/homepage/Coi
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Mechanism to determine file type of 1IE

#1158 Countermeasure

<+ Use "X-Content-Type- Options:nosniff"
(only for IE8+)

< Use only well-known Content-Type.
don't use "text/javascript".
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Bypass 1: Ignoring Content-Type Header



%8 Content-Disposition Header
Bypass Content-Dispositon Header

Content-Disposition: attachment
+RIERRN T EiES

Download directive for browsers
S5O ADA I > O— RIES

~IEHERRPLE XSS

often uses for preventing for XSS

XSSZzZBA STz (CERENSD,



8 Content-Disposition Header
Bypass Content-Dispositon Header

Content-Disposition: attachment

< NEFHFERSENIavaScript
218’ Content-Disposition: attachment’
Bypass 'Content-Disposition: attachment' with

specially crafted JavaScript by attacker
IREFE DM T UzJavaScript(C & D'Content-Disposition:
attachment' %z [0]38# 5] 5E




8 Content-Disposition Header
Bypass Content-Dispositon Header

Iﬁ%%ﬁ“ﬁﬂgpﬁﬂ#ﬁﬁ Trap page by attacker

<script>
// crafted JavaScript here.
// actual code is not open today

/] SRZAEHER~, _ .,
{/script>
<{script src="http://example. com/download. cgi”></script>

SN

ZNZE "Content-Disposition: attachment”
target content with "Content-Disposition: attachment”




8 Content-Disposition Header
Bypass Content-Dispositon Header

20077 AE AARIHHbER

Published: Jul 2007 in Javap by stealth
20077 (ICHARTO > & D &E0F

< Affected: IE6 / IE7 / 1IES8
< R iR iRazimB5 LEXSS.

No way to prevent XSS by server-side.
B — ) BITTXSSZ A < FEZIFTR0)N
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Episode 3: MLang encode conversion issue
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MLang encode conversion issue

+MLang: BT XIRZFEE, B2 NXFiRS
ESHAThEERIDLL

MLang : DLL for multi language support

including conversion of text encoding.
MLangldXFI > -7« > JDEMREEZSD. LEEHU/R—b
MD=sHDDLL

“ConvertINetMultiByteToUnicode
sConvertINetUnicodeToMultiByte
“ConvertINetString
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MLang encode conversion issue

< IEffEFAMLangRE IR AEP S A EdEF A

Unicode
IE handles text as Unicode from outside with

conversion by MLang.
IE(EMLang’zfE > TN S DX FF!Z Unicode(C &2 U CAULE

Shift_JIS,
EUC-KR,

Bigs -
<html>

UTF-16LE

_—
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MLang encode conversion issue

<~ #aY CHRIRNFHI R

HEESEHEA Unicode

Converted to Unicode accordingly when given

broken byte sequence.
JENTZ)\A BIZEUEEEE. 1D (CUnicode (CEENSD

~BHELRFEHBRAFEN(<>)
M AXSSHIEF iR

meta characters ("<>) which don't exist in
original byte sequence are generated

BED)\A RCEFELRWD ["<>] IREMNERRETI. XSSICDIR
AN
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MLang encode conversion issue

<meta http-equiv="Content-Type"
content="text/html; charset=XXXXX" />

<input type="text" value=
"(OXNN)(OxNN)(OxNN)onmouseover=alert(1)// (OxNN)(OxNN)(OxNN)"
>

“OxNN" ZE#HFEIR R FRFER "XXXXX"

"NN" are invalid byte sequence for charset "XXXXX"

<input type="text" value="??"onmouseover=alert(1)// ??"" >



MLangiRri5EaRERE

MLang encode conversion issue

4t fal AlRgzimbh LE XSS BIREX IR
too hard to prevent XSS for this issue by

server-side.
H— ) VI ORIRECHUL T DDIZUWNA

< BsE P B/ FEN RIS SRS

validate all letters/bytes as the charset

encoding
XFI>A—F+« 270 EUTCEDINEXF/2/\A NEAREE
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MLang encode conversion issue

<IRERBAMTHED
Not published for details now.
RN (FEFH (IR

<+ Affected: IE6, IE7
IES8 : fixed

<2007 £ 10 A E[lEk

Reported: Oct 2007
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Conclusion
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ﬁﬁﬁﬂ Conclusion

< BFZHEHE IE BIE2RE/F XSS
There're many ways to arise XSS only for IE
IEDHTXSSZFHEESTEDIAEN < ETAHDD

<HIPZIRAZBEMRIRN IE 6/7
Especially IE6/7. not fixed for a long time.
43(CIE6/7. RULNEHEIESMNTULVIRLY,



Eﬂﬁﬂ‘j' Thanks!

<+ David Ross and MSRC for helpful
suggestions.

< Google Translate foriSEEMIX=FE ~ A

<=+ and You!
Thank you for your attention.



4fﬁlﬁ=ﬂﬂg? Question?

< Mail
“hasegawa@utf-8.jp
“hasegawa@netagent.co.jp
< Twitter
“ @hasegawayosuke
< Web site
“http://utf-8.jp/




